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ABSTRACT

Nikesh Bahadur Adhikari: Evaluating security tools in the context of DevSecOps
Master of Science Thesis

Tampere University

Master's Degree Programme in Computing Sciences - Software, Web & Cloud
April 2024

DevSecOps (Development, Security, and Operations) paradigm is simply an expansion of the
DevOps (Development, and Operations), which intersects all the development, security, and
operation activities under the same roof to develop a secure product continuously in an iterative
approach. Recently, DevSecOps has started becoming a popular approach for most

organizations. However, identifying the right security tools is always a concern in DevSecOps.

The primary objective behind this thesis is to determine the strengths and limitations based on
general benchmarking and performance metrics of both Security Application Security Testing
(SAST) and Infrastructure as Code (laC) tools. We aspired to assist stakeholders interested in
implementing the DevSecOps paradigm in Azure pipelines with a static analysis as a starting
point. In addition, an attempt is made to map the OWASP Top 10 vulnerabilities with various

security activities that detect them in DevSecOps.

We performed two case studies on two benchmarks in an Azure cloud environment, i.e., OWASP
Juice Shop for SAST and Terragoat for 1aC tools. Semgrep, Sonarcloud, and Snyk were selected
as SAST tools, whereas Checkov, Snyk IaC, and Tfsec were chosen as laC tools. Each tool has
its Azure pipeline setup for scan which was executed independently to collect the data of the scan
results. The collected data was analyzed for performance metrics, while general metrics were

collected from their official documentation.

The outcomes of general and performance metrics reveal that each tool has its strengths and
limitations, and the selection of security tools can be done according to one’s requirements. For
instance, Semgrep stands out to be better in performance metrics in SAST analysis, while Snyk
is the fastest in performing scans and SonarCloud has the largest programming language support
for static analysis. Similarly, Tfsec is the easiest to get started for laC scans. Snyk laC has also
a good number of updated Azure policies while Checkov is prominent in terms of performance
due to its largest datasets of known Azure policies. On the other hand, OWASP's Top 10
vulnerabilities besides “A09:2021-Security Logging and Monitoring Failures” are detected by the
SAST tools.

Keywords: DevSecOps, DevOps, SAST, laC, security testing, code smell, OWASP Top 10

vulnerabilities, static analysis
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1 INTRODUCTION

Development and Operations (DevOps) practices have effectively integrated agile soft-
ware development methodologies with operational teams throughout the software product
lifecycle. The main objective is to connect software product development and deployment

activities for faster and more efficient delivery. (Mao et al., 2020)

Nevertheless, the integration of security testing has fallen behind, often handled in a tra-
ditional waterfall manner. To overcome this shortcoming, the Development, Operation,
and Security (DevSecOps) model was introduced. It incorporates different security activ-
ities into various stages concerning software development and deployment lifecycle. This
paradigm put the spotlight on the “shift-left” procedure toward security, which means
integrating automated security measures starting from the planning and development
phases. Additionally, DevSecOps distributes security responsibilities across all team
members. This security activity ensures that there is an earlier detection of vulnerabilities
so that developers have more time to address and rectify these issues promptly. In this
context, choosing the security tools is always crucial to fully realize the benefits of the

DevSecOps principles and automate security activities. (Rajapakse et al., 2022)

1.1 Research Objective

Integrating security tools in DevSecOps comes with the pain of selecting the right tools
whether it is Commercial or Open-Source Software (OSS) from the enormous available
lists in the market. In addition, the lack of comprehensive comparison among the availa-
ble security tools in the context of Azure Cloud can leave us in a state of uncertainty about

the tools.

The existing research mainly focuses on the most popular Static Application Security
Testing (SAST) tools, often overlooking their assessment with modern web applications
on cloud platforms and including Infrastructure as Cloud (IaC) tools comparison. Intend-
ing to address this shortcoming, our research discovers and assesses the effectiveness of
SAST tools that have support for at least Python (Python, 2024), JavaScript (MDN Web
Docs, 2024), Typescript (TypeScript, 2024), and C# (Microsoft, 2024) languages, while
IaC tools with Terraform (HashiCorp, 2024) support only. Consequently, SAST scans are
performed against the OWASP Juice Shop (2023) — Angular (2024) and Nodejs (2024)



and [aC scans with Terragoat (Bridgecrewio, 2023). Both are the goat projects with the
existence of known vulnerabilities. With this evaluation, we seek to identify the most
effective security tools for static analysis of the source and IaC code base along with the
detection capabilities in terms of OWASP Top 10 vulnerabilities for SAST tools. The

primary research question for this research is:

R1  What are the strengths and limitations of different SAST and IaC security tools in

the context of Azure DevSecOps?

Overall, this research utilizes the quantitative research methodology and aims to provide
organizations with valuable perceptions about the selection and integration of security
tools, enabling them to make effective decisions on enhancing the security of their CI/CD

pipelines.

1.2 Thesis Structure

This thesis provides a comprehensive evaluation of the security tools, DevOps and
DevSecOps, beginning with an introduction in Chapter 1 that outlines the general con-
cepts, problems, research objectives and questions. Chapter 2 summarized common web
vulnerabilities recognized by the Open Worldwide Application Security Project
(OWASP), security smells in Infrastructure as Code (IaC), and their correlation with
Common Weakness Enumeration (CWE) and OWASP vulnerability categories. Further-
more, in-depth details about security testing and tools utilized for security analysis in the
DevSecOps paradigm are explained in Chapter 3 named Security Testing and Techniques.
Chapter 4 offers a deep dive into the DevOps and DevSecOps paradigms, discussing their
principles, pipelines, and the implementation of security tools at various software devel-
opment stages. Study design details are presented in Chapter 5, where the methods, met-
rics, and test environment for evaluating Static Application Security Testing (SAST) and
IaC tools are described, along with the criteria for their selection. In Chapter 6, the results
and discussion highlight insights based on metrics from scans performed on selected
benchmark projects. Finally, Chapter 7 concludes the thesis by summarizing the objec-
tives, findings, contribution, limitations, and suggesting future improvements. Biblio-
graphic references and appendix can be found respectively after Chapter 7 at the end of

this thesis.



2 WEB VULNERABILITIES

Most software companies have adopted Software as a service (SaaS) as their offering
software product in recent years, where software is provided to consumers through the
Internet (Ibrahim et al., 2022). During the development of these applications, flaws and
errors may emerge resulting in vulnerabilities. A vulnerability refers to a flaw or weak-
ness in an application, which malicious users can exploit to obtain unauthorized access
and compromise both the security and integrity of an application (Rahman & Williams,
2021). As these vulnerabilities persist in SaaS applications can be exploited easily leading

to web-based attacks and security breaches (Elsayed & Zulkernine, 2019).

On the other hand, most SaaS application’s infrastructure and configuration are managed,
deployed, and orchestrated in an automated way using Infrastructure as a Code (IaC). [aC
is merely software code that is prone to errors and defects, therefore leading to security

issues as well. (Chiari et al., 2022)

Collectively, these cloud-based web applications might contain numerous flaws in their
code and configuration, which makes them susceptible to various malicious cyber attacks

(Mateo Tudela et al., 2020).

2.1 Common Web Vulnerabilities

Firstly, Common Vulnerabilities and Exposures (CVE) is the public catalog containing
known software vulnerabilities. Each vulnerability in this catalog is assigned a distinct
and unique identifier. While Common Weakness Enumeration (CWE) provides an overall
description of the software flaws and weaknesses. CVEs are the identifiers for
vulnerabilities, whereas CWEs describe the underlying weaknesses or flaws that lead to
those vulnerabilities. (Sane, 2021) The list of both CVE and CWE is managed by the
Massachusetts Institute of Technology Research and Engineering (MITRE) Corporation
(MITRE Corporation, 2024).

The Open Worldwide Application Security Project (OWASP) is an open-source project
started by a non-profit OWASP foundation organization in 2001 and founded in 2004 to

enhance the security of software. This project is concerned more with web application



security and has recognized the top 10 critical vulnerabilities for the web as OWASP Top
102021. (OWASP, 2021)

In addition, OWASP Top 10 is recognized worldwide as a collection of critical security
vulnerabilities for web applications and also serves as a benchmark for evaluating the
security aspects of web applications. The in-depth details of those top 10 vulnerabilities
including their corresponding Common Weakness Enumeration (CWE) that leads to

those vulnerabilities are provided below. (OWASP, 2021)

2.1.1 A01:2021-Broken Access Control

Access control defines the policies about how a user can access or perform certain action
on the resources and functionalities. In other words, it restricts the user’s access control
to those resources and functionalities according to permission defined in policies. Failure
in access control restrictions will lead users to have an unauthorized information disclo-
sure, also known as Broken Access Control. This is a most common security vulnerability
as access control policies are defined by humans, making them highly susceptible to er-

rors. (Aljabri et al., 2022)

URL and JSON Web Token tampering, exploiting CORS misconfigurations, invalidating
API requests, ignoring the implementation of RABC for access resources, and storing
sensitive user information on the client side are some of the most prevalent flaws that led
to an access control vulnerability (OWASP, 2021). In addition, there are 34 CWE mapped
to this vulnerability among which “CWE-201: Insertion of Sensitive Information Into
Sent Data”, “CWE-352: Cross-Site Request Forgery” and “CWE-200: Exposure of Sen-
sitive Information to an Unauthorized Actor” are the most common ones. (OWASP,

2021)

2.1.2 A02:2021-Cryptographic Failures

The confidential information of users such as personal information, passwords, credit
cards, and so on should be encrypted at all times whether the data is transmitted through
a network or resides in some databases (Aljabri et al., 2022). Sensitive information might
be exposed because of cryptographic vulnerabilities such as the use of outdated or weak

encryption algorithms, weak transport layer security, weak SSL/TLS protocols, missing



HTTP header security directives, and hardcoded passwords. Such flaws allow for security

breaches, also referred to as cryptographic failures. (OWASP, 2021)

Additionally, “CWE-327: Broken or Risky Crypto Algorithm”, “CWE-331 Insufficient
Entropy” and “CWE-259: Use of Hard-coded Password” are notable Common Weak-

nesses Enumerations (CWEs) among 29 found in this vulnerability category (OWASP,
2021).

2.1.3 A03:2021-Injection

When the validation for the input data is omitted in a web application, it will open the
door to an injection attack allowing untrusted input data to be processed by the interpreter.
This attack tricks the interpreter into running the compromised input resulting in the ex-
posure of sensitive data or allowing them to run the malicious code on both the client and
server side. (Bach-Nutman, 2020) SQL injection, Code injection, and Lightweight Direc-
tory Application Protocol (LDAP) injection are some common examples of injection at-

tacks (OWASP, 2021).

In addition, this vulnerability category is associated with 33 distinct Common Weakness
Enumerations (CWEs), where “CWE-79: Cross-site Scripting”, “CWE-89: SQL Injec-
tion”, and “CWE-73: External Control of File Name or Path” are the common ones

(OWASP, 2021).

2.1.4 A04:2021-Insecure Design

Design and architectural flaws can make an application susceptible to attacks. When se-
curity requirements, secure design patterns, threat modeling, error handling, and budget
as well as time for including security activities are not considered during the design phase
then, insecure design vulnerabilities might exist. Application exploitation can be avoided
if it is developed with security in mind from the design phase. Because it helps to detect
potential attack threats and foresee failure scenarios. Unhandled error exceptions and
stack traces might lead to path transversal which is one of the vulnerabilities attacks

caused by insecure design. (Aljabri et al., 2022)



Furthermore, “CWE-501: Trust Boundary Violation”, “CWE-209: Generation of Error
Message Containing Sensitive Information”, “CWE-522: Insufficiently Protected Cre-
dentials” and “CWE-256: Unprotected Storage of Credentials” are the most occurred ones

among 40 mapped CWE:s for this vulnerability category (OWASP, 2021).

2.1.5 A05:2021-Security Misconfiguration

The application framework itself and its infrastructure need configuration to be hosted on
the internet. Security misconfiguration such as missing HTTP security headers, miscon-
figured permissions, unpatched vulnerabilities, default configuration, unprotected files
and directories, verbose error messages and traces, use of unnecessary features, etc. can
happen in a web application. These misconfiguration vulnerabilities can be an entry point

for compromising an application. (Patni & Vaidya, 2019)

Moreover, “CWE-16 Configuration and CWE-611 Improper Restriction of XML Exter-
nal Entity Reference” are the most notable CWEs among 20 CWEs mapped for this se-
curity misconfiguration vulnerability (OWASP, 2021).

2.1.6 A06:2021-Vulnerable and Outdated Components

Modern application integrates with various components and dependencies such as frame-
works, libraries, extensions, plugins, packages, and additional software modules. The
presence of vulnerabilities, whether known or unknown within these components is
highly likable. There can be efforts dedicated to addressing these vulnerabilities through
a series of fixes and patches. However, it’s vital to note that support for this continuous
improvement and fixes may cease in certain component scenarios. Consequently, the us-
age of outdated components or those with known vulnerabilities, even if they function
appropriately in their intended context, could potentially expose our application to secu-

rity risks. (Aljabri et al., 2022)

“CWE-1104: Use of Unmaintained Third-Party Components” is one the most notable
CWESs among the three mapped CWE:s for this vulnerability (OWASP, 2021).



2.1.7 A07:2021-Identification and Authentication Failures

Most of the application usage privileges are based on the user's digital identity verified
through the authentication process. Thus, it has become a crucial functionality in an ap-
plication to avoid unnecessary unauthorized access. However, failure in identification and
authentication exposes the application to threatening users to conduct different malicious
activities. They might be able to compromise passwords, key and session tokens, or tam-
per authentication requests to hijack the other’s user credentials against the application.
In addition, the usage of weak passwords and no rate limits on login attempts become

vulnerable to automated logic attacks to bypass the authentication. (Aljabri et al., 2022)

Among the 22 CWEs mapped for this category, the most common ones are “CWE-297:
Improper Validation of Certificate with Host Mismatch”, “CWE-384: Session Fixation”
and “CWE-287: Improper Authentication” (OWASP, 2021).

2.1.8 A08:2021-Software and Data Integrity

Modern application architecture incorporates components, libraries, and plugins from dif-
ferent external origins. Consequently, the risk of data and software being altered by ma-
licious parties leading to sensitive data exposure and losses is high. Usage of untrusted
components, libraries, and modules from external sources, insecure CI/CD pipeline con-
figuration enabling unauthorized access, and insecure pipeline deployment, consisting of
auto-update functionality without integrity verification are some examples that cause soft-

ware and data integrity failures. (OWASP, 2021)

“CWE-494: Download of Code Without Integrity Check”, “CWE-829: Inclusion of Func-
tionality from Untrusted Control Sphere” and “CWE-502: Deserialization of Untrusted
Data” are a few of the notable Common Weakness Enumerations (CWEs) among ten

mapped for this category (OWASP, 2021).

2.1.9 A09:2021-Security Logging and Monitoring Failures

Whenever an important incident happens such as login attempts, access control viola-
tions, or validation errors, it is important to have proper logging of these activities. So,
the logging mechanism assists in effective monitoring, altering, and detecting suspicious

security incidents occurring in an application. Therefore, insufficient or failure to log and



monitor makes it impossible to detect suspicious activities and further motivates attackers

to initiate future attacks. (Bach-Nutman, 2020)

In this vulnerability category, the scope of CWE-778, which addresses Insufficient Log-
ging, and encompasses additional weaknesses such as “CWE-223 - Omission of Security-
relevant Information”, “CWE-532- Insertion of Sensitive Information into Log File” and

“CWE-117 - Improper Output Neutralization for Logs” (OWASP, 2021).

2.1.10 A10:2021-Server-Side Request Forgery (SSRF)

Server-side request forgery (SSRF) vulnerabilities allow unauthorized requests from the
server to the attacker’s unintended destination. Basically, in an SSRF attack, the attacker
manipulates the input field or parameter to perform an unauthorized action such as mak-
ing an HTTP request to a harmful remote location, port scanning, network scanning, and
so on. This can result in accessing or modifying the internal resources, exposure of sen-
sitive data, and performing harmful actions on the application. (Aljabri et al., 2022) There

aren’t many CWEs mapped for this vulnerability category.

2.1.11 Summary

In a nutshell, the OWASP complies with the most significant security web vulnerabilities
category. These vulnerabilities are common in web applications and frequently exploited
by malicious users to compromise the security of an organization. In addition, OWASP's
top 10 vulnerabilities are considered as a benchmark for evaluating the security of web
applications. Furthermore, OWASP's top 10 project provides guidelines, examples, and
best security practices for preventing different vulnerabilities. This assists the developers
in developing an application with security in mind and omits the most common vulnera-
bilities in an application. An open-source project OWASP Top 10 which has been updated
regularly since 2003 according to the evolving landscape of web applications in terms of

security. (OWASP, 2021)

The most frequently encountered vulnerability category in most web applications, as per
OWASP, is A01:2021-Broken Access Control. Weak authentication and session manage-
ment or misconfigured roles with higher privileges can lead to unauthorized access caus-

ing security breaches in the system. The use of strong passwords and proper session



management, proper error logging, implementing Role Base Access Control (RBAC),
and rate limit API are some approaches to prevent Broken Access Control vulnerability.

(OWASP, 2021)

Of course, these vulnerabilities listed provided by the OWASP are not the only vulnera-
bilities category. The Common Weakness Enumeration (CWE) from SANS also provides
the top 25 software errors, with most of these falling under OWASP’s vulnerability cate-
gory. Additionally, MITRE also offers a wide range catalog of vulnerability categories,
where OWASP top 10 is a subset of this MITRE vulnerability catalog (Kim & Vouk,
2014).

We will emphasize more on OWASP vulnerability categories because they are specially
designed to assess web applications in terms of security aspects. The next section includes
security weaknesses that are commonly found in Infrastructure as Code (IaC). This ap-
proach allows us to identify vulnerabilities that are found in the IaC, a critical area in

modern web application development and deployment.

2.2 Common Security Smells in Infrastructure as Code (IaC)

Rahman & Williams (2021) defines “Code smells are recurring coding pattern that
indicates potential maintenance problems”. This introduces us to the idea of security
smells which are a subset of the code smells. In other words, security smells are the red
flags in the code patterns that indicate underlying possible issues in the application code-
base that may result in security breaches (Rahman & Williams, 2021). Security smells

arise when the developer fails to comply with the design principles and standards.

Security smells and vulnerabilities are not the same thing, though, as security smells in-
dicate possible weaknesses in a coding pattern, whereas vulnerabilities are actual flaws
or weaknesses that could jeopardize an application's security. Therefore, security smells
are a potential indicator of vulnerability but not all vulnerabilities are security smells.

(Rahman & Williams, 2021)
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For instance, a common security concern in [aC code is the presence of hard-coded secrets
like passwords. If there’s uncertainty regarding whether the password is included in the
code then it serves as a warning sign requiring an inspection, known as a security smell.
If the malicious user manages to access and somehow exploits that password, then it can
become a real vulnerability (Rahman & Williams, 2021). Therefore, security smells need

a serious inspection, as it can potentially lead to a vulnerability.

Infrastructure as Code (IaC) is defined as a method of managing and provisioning cloud
infrastructure rapidly and reliably at scale through code instead of manual processes
(Chiari et al., 2022). It follows DevOps methodology and uses descriptive model lan-
guage to define and deploy cloud infrastructure such as virtual machines, networks, and
so on (Chiari et al., 2022). It can be challenging to detect and analyze security smells in
IaC, even though it makes infrastructure deployment more consistent. As discussed, se-
curity smells are potential problems and security risks in a code that needs to be fixed
(Reddy Konala et al., 2023). The most common nine security smells found in the IaC are

described below.

2.2.1 Administration by Default

This smell is about always setting the default user as an admin which has a higher level
of privilege in terms of the right to a system (Chiari et al., 2022). It violates the ‘principle
of least privilege property’ as users gaining higher privileges in terms of rights make a
system vulnerable to attack. These security smells indicate “CWE-250: Execution with
unnecessary privileges” weakness. Therefore, it’s a best practice to assign a minimum

number of necessary rights as far as possible to a user. (Rahman & Williams, 2021)

2.2.2 Empty Password

This smell occurs when a password field in the [aC script is left empty or set to null. It
indicates the security weakness as it opens a door for malicious individuals to have unau-
thorized access to the system. For instance, if a remote Structure Query Language (SQL)
server has the "root" user and an empty password, then anyone can access that server with
full privileges without having to enter a password. The corresponding CWE for this se-
curity smell is “CWE-258: Empty password in configuration file”. (Rahman & Williams,
2021)
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2.2.3 Hard-coded Secret

When sensitive information such as username, password, cryptography keys, tokens, etc
are included in the IaC script then, this security smell is known as a Hard-coded secret.
This might expose secrets to the attackers allowing them to gain illicit access and com-
promise the system security. This security smell belongs to CWE named “CWE-798: Use
of hard-coded credentials”. (Rahman & Williams, 2021)

2.2.4 Unrestricted Internet Protocol (IP) address binding

When the computing resources or server is assigned with the address 0.0.0.0, then it al-
lows having a connection from any Internet Protocol (IP) address on the network. 0.0.0.0
means it can accept requests from any I[P address within the same network. These security
smells can expose resources or servers to unwanted malicious traffic. This security smell

is represented by “CWE-284: Improper access control”. (Rahman & Williams, 2021)

2.2.5 Missing Default in Case Statement

This security smell often occurs when we forget to handle the default case in the case-
conditional logic such as the switch statement. This becomes vulnerable as attackers
might take advantage of unhandled scenarios leading them to provide the sensitive ver-
bose error message through stack traces and faults. “CWE-478: Missing default case in
switch statement” is the CWE entry associated with this category. (Rahman & Williams,
2021)

2.2.6 No Integrity Check

This security smell hands align with Common Weakness Enumeration named “CWE-
353: Missing support for integrity check”. When the [aC script doesn’t verify the integrity
of the downloaded packages or files, then “no integrity check” security smells might oc-
cur. No integrity check allows the malicious user to tamper with the downloaded packages

or files which leads the system to be compromised. (Rahman & Williams, 2021)

2.2.7 Suspicious Comment

Suspicious comment security smells occur when there is a comment about a potential

security issue, flaws, or defects. “TODO”, “FIXME” and “HACK” are some of the
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keywords in the script that might indicate suspicious comments and reveals more infor-
mation about security flaws or insecure coding practices. Moreover, this security smell is

connected to weakness “CWE-546: Suspicious comment”. (Rahman & Williams, 2021)

2.2.8 Using HTTP without Transport Layer Security (TLS)

HTTP communication without TLS is unsecured and including it on the IaC script is
considered as a security smell. The usage of HTTP allows the attacker to intercept and
tamper the request which makes the system vulnerable to attack and increases the risk of
compromising sensitive information. This smell is associated with “CWE-319: Cleartext

transmission of sensitive information”. (Rahman & Williams, 2021)

2.2.9 Using Weak Cryptography Algorithm

The usage of cryptography algorithms that are deprecated or outdated for encrypting con-
fidential data such as passwords etc. in IaC script is known as “Using weak cryptography
algorithm” security smells. The sensitive information protected by weak cryptography
such as the Secure Hash Algorithm (SHA-1) and Message-digest Algorithm (MDS5) can
be exploited easily by the malicious attacker to tamper with the information or gain un-
authorized access. A Common Enumeration Weakness entry named “CWE-326: Inade-
quate encryption strength” is connected to this security smell. (Rahman & Williams,

2021)

The above lists are the common security smells that are found in the IaC code which
needs inspection as it could indicate a weakness that would raise a vulnerability in an
application. The following section connects the security smells in [aC code to the poten-

tial OWASP vulnerability that could result from them.

2.3 Mapping of IaC Security Smells with MITRE CWE and OWASP
Top 10 Vulnerability

Table 1 in our study associates the security smells discovered in Infrastructure as Code
(IaC) code with both MITRE’s Common Weakness Enumeration (CWE) and OWASP’s
top 10 vulnerability category. Rahman & Williams (2021) have established the
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connection of security smell with its respective CWE weakness. Additionally, we
extended the mapping of CWEs of security smell with their corresponding CWEs in
OWASP's top 10 vulnerabilities, enabling the identification of the OWASP vulnerability
category. The outcome of this mapping revealed that most of the security smells found
on [aC code can potentially lead to the vulnerabilities listed in the OWASP top 10.

Table 1. Mapping of security smells with its corresponding MITRE’s CWE and poten-
tial OWASP Vulnerability, extension of (Rahman & Williams, 2021), (OWASP, 2021)

Security Smell MITRE’s Common Weakness Enumeration (CWE) | OWASP Top 10 Vulnera-
bility

Admin by default CWE-250: Execution with unnecessary privileges A05:2021-Security Miscon-
figuration

Empty password CWE-258: Empty password in the configuration file None

Hard-coded secret CWE-798: Use of hard-coded credentials A07:2021-Identification and

Authentication Failures

Unrestricted Internet Protocol (IP) address | CWE-284: Improper access control A01:2021-Broken  Access
binding Control

Missing default in case statement CWE-478: Missing default case in switch statement None

No integrity check CWE-353: Missing support for integrity check A08:2021-Software and Data

Integrity Failures

Suspicious comment CWE-546: Suspicious comment None

Using HTTP without Transport Layer Se- | CWE-319: Cleartext transmission of sensitive infor- | A02:2021-Cryptographic

curity (TLS) mation Failures
Use of weak cryptography algorithm CWE-326: Inadequate encryption strength A02:2021-Cryptographic
Failures

In summary, some OWASP top 10 vulnerabilities such as A08:2021-Software and Data
Integrity failures, A02:2021-Cryptographic Failures, A01:2021-Broken Access Control,
and A05:2021-Security Misconfiguration have the CWE weakness associated with
security smells in their mapped CWE list. However, three security smells with CWE
identifiers such as “CWE-258: Empty password in configuration file”, “CWE-478: Miss-
ing default case in switch statement” and “CWE-546: Suspicious comment” did not be-

long to any OWASP vulnerabilities mapped CWE entries.
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3 SECURITY TESTING AND TECHNIQUES

Software testing is the process of validating whether software performs the intended func-
tionality as expected or not. The primary motive is to discover the error as far as possible
for software testing. Errors and faults are not always detected by testing and testing every
aspect is also not feasible (Uddin & Anand, 2019). The software functionality might be
affected by the errors which are classified and fixed according to the severity of that error.
This is a continuous process in agile software development until no more errors are de-
tected. (Taley & Pathak, 2020) In addition, testing also validates and verifies that software
is defect-free and aligned with the user’s requirements. As a result, it assists in maintain-

ing the quality of software. (Uddin & Anand, 2019)

Uddin & Anand (2019) stated the main objectives of software testing as follows:
e Identifying and preventing defects.
e Meeting the requirements of the Software Requirement Specification (SRS) and
Business Requirements Specification (BRS).
e Writing test cases with higher quality.
o Estimating the reliability of software.
e Optimal cost and minimal effort.

e Building trust with customers.

In addition, the ISO 25000 series specifies essential criteria that can be used to test the
software quality (Ebert et al., 2022). These criteria include functional suitability, security,
maintainability, usability, and performance efficiency. In functional suitability criteria,
software should perform what it is intended to do as per the specified requirement (Ebert
et al., 2022). Security should ensure that sensitive data is protected in software (Ebert et
al., 2022). Maintainability describes the characteristics of software that should be flexible
toward changes (Ebert et al., 2022). Usability ensures that software should guarantee the
quality of user experience which is measured by effectiveness, efficiency, and satisfaction
while using the software product from users (Ebert et al., 2022). Finally, performance
efficiency criteria describe how well a system performs with its resources under different

conditions (Ebert et al., 2022).
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In general, software needs to be tested in terms of the above aspects to ensure quality.
Additionally, security testing is one of the important activities that is carried out to protect

software data against unauthorized access (Ebert et al., 2022).
3.1 Security Testing

Security is always a concern for any software in the market. In the context of a web ap-
plication, we should prioritize security because they are publicly accessible and become
more vulnerable to malicious attacks. Over the years, many techniques, tools, and frame-
works have been introduced and suggested by experts for accessing web application se-
curity. Web application typically includes client-side and server-side scripts which can
be written in different languages. The client and server communicate using Hypertext
Transfer Protocol (HTTP). As web applications become complex and diverse, ensuring
their security becomes vital for achieving success in the business and organization.

(Aydos et al., 2022)

According to Felderer et al. (2016), security properties are defined as “Confidentiality,
Integrity, Availability, Authentication, Authorization, and Non-repudiation”. Confidenti-
ality ensures that sensitive information won’t be shared with unauthorized users. Integrity
is such that the information or data remains accurate, consistent, and unaltered throughout
the lifecycle and prevents unauthorized tampering with data. Availability ensures that
authorized users consistently have access to the data. Authentication is a security ap-
proach that verifies the user’s identity. Authorization is also a security measure that grants
access rights to the verified user. Lastly, Non-repudiation guarantees that none of the
parties involved in a transaction may subsequently reject their participation. (Felderer, et

al., 2016)

Security testing primarily focuses on detecting vulnerabilities and making sure that an
application is safe from any malicious threat. Security functional testing and security vul-
nerability testing are the two different categories of security testing (Aydos et al., 2022).
Security functional testing emphasizes validating that the security aspects required for the
software are implemented and aligned with required security requirement specifications

(Aydos et al., 2022). In contrast, uncovering possible security vulnerabilities from the
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attacker’s perspective is the main aim of security vulnerability testing (Aydos et al.,

2022).

The OWASP outlines valuable web application testing guides to enhance application se-
curity. It incorporates various resources like OWASP’s top 10 vulnerabilities, a guide for
code review, development, and testing activities along with various testing tools. Follow-
ing the constraints and standards defined in those guides and leveraging various testing
tools allows the identification and removal of numerous vulnerabilities, ultimately con-

tributing to developing a secure application. (Aydos et al., 2022)

Security testing on web applications is primarily concerned with examining business
logic, validating inputs, encoding outputs, as well as evaluating authentication and au-
thorization mechanisms. This is carried out to reduce the risk of common vulnerabilities
like injection, buffer overflow, file inclusion, and cookie modification (Jaiswal et al.,
2014). Security testing involves the usage of automated security tools and manual testing

while security professionals' expertise plays a crucial role (Aydos et al., 2022).

The most common approaches used in security testing are black-box and white-box test-
ing (Aydos et al., 2022). White-box testing analyzes the source code and looks for poten-
tial vulnerabilities while black-box doesn’t have access to the source code, but black-box
testing validates system under test (SUT) functionality to perform as expected (Aydos et
al., 2022). The different security techniques mentioned in the later section are the variants

of these white-box and black-box security techniques.

3.2 Types of Security Analysis Tools in DevSecOps

This section describes the most common categories of automated security analysis tools

used within the DevSecOps framework.

3.2.1 Static Application Security Testing (SAST) Tools

Most of the security vulnerabilities arise from the source code. It is necessary to perform

security analysis starting from the development process. The only way to prevent security
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vulnerabilities and alert developers to their mistakes that could lead to malicious attacks
is to make use of some code scan tool (Mateo Tudela et al., 2020).
As mentioned earlier, SAST’s purpose is to look for vulnerabilities in a SUT by analyzing
its source code. It is a white-box security testing technique that uses different SAST tools
to automate the scan and removes the need for a manual review process. SAST tools can
be integrated both in IDE and pipelines during software development, which makes it
easier to identify and detect the vulnerabilities within the source code. This quicker feed-
back from the SAST tools is both a cost-effective and time-saving measure. However, the
vulnerabilities found by the SAST tools need a final review from the security expert to
identify false positives or false negatives as well (Mateo Tudela et al., 2020).
SAST tools can detect OWASP vulnerabilities such as A04:2021-Insecure Design,
A03:2021-Injection, A05:2021-Security Misconfiguration, A02:2021-Cryptographic
Failures, etc. Some examples of SAST tools are SonarQube (SonarQube, 2024), Snyk
(Snyk, 2023), HCL AppScan on Cloud (AppScan, 2024), and so on. (Source code analysis
tools - OWASP, 2023)
According to Source code analysis tools - OWASP (2023), some of the strengths of SAST
tools are given below:
e [t is highly scalable and covers a wide range of programming languages.
e [t assists in detecting known vulnerabilities such as Injection, Cryptographic Fail-
ures, etc.
e [t provides valuable information about the vulnerabilities to the developer by
highlighting the problematic code and providing information to resolve it as well.
Additionally, the weaknesses of SAST tools are given below according to Source code
analysis tools - OWASP (2023):
e [t results in a high number of false positives so manual work from experts is
needed to identify it.
e [tis limited to detecting only a small portion of application security flaws.
e It might be challenging something to verify the identified vulnerability is truly

true positive.

3.2.2 Dynamic Analysis Security Testing (DAST) Tools

Dynamic Analysis Security Testing is black-box security testing that tests a running soft-

ware application providing malicious payload as input and observes the behavior of that
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system to detect the potential vulnerabilities that exist in an application (Mateo Tudela et
al., 2020). This can be achieved with the help of DAST tools such as OWASP ZAP
(OWASP ZAP, 2024), Acunetix (Acunetix, 2024), Burp Suite (PortSwigger, 2024) etc
(OWASP DevSecOps Guideline - V-0.2, 2023).

While performing DAST scans on software under test, the first step is to gain domain
knowledge of the software being tested about the application architecture and services.
This inspection phase is manually carried out to identify the interface to perform mali-
cious payload attacks. After having sound knowledge of the system, DAST tools are con-
figured to carry out malicious payload attacks on the different interfaces of an application
to exploit security flaws. (Mateo Tudela et al., 2020)
On vulnerability scan completion, the report generated by the DAST tools needs to be
manually reviewed to filter out the false positive ones, which are fewer compared to those
produced by SAST tools. While DAST tools test the running application, it is not possible
to integrate these tools into the development process (Mateo Tudela et al., 2020). DAST
tools assist in identifying the vulnerabilities listed by OWASP’s top 10. The most com-
mon ones detected by DAST tools are A03:2021-Injection, Identification and Authoriza-
tion Failures, and Server Misconfiguration (OWASP DevSecOps Guideline - V-0.2,
2023).
The advantages of using DAST tools are (Setiawan et al., 2020):

e The false positive rate is less compared to SAST tools.

e [t is cheaper and flexible to use.
However, a few downsides of DAST tools are (Setiawan et al., 2020):

e [t cannot be integrated with the development phase of SDLC, hence doesn’t assist

in detecting flaws and vulnerabilities from earlier SDLC.

e [t doesn’t provide valuable insights about the detected vulnerabilities.

3.2.3 Interactive Application Security Testing (IAST) Tools

Interactive Application Security Testing is a security testing method that performs code
analysis for detecting vulnerabilities in run-time when there is an interaction on an appli-
cation. SAST tools run in non-run-time environments while DAST doesn’t have access
to source code. This testing method combines both SAST and DAST approaches to per-

form a run-time code base scan. (Mateo Tudela et al., 2020)
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The core idea of IAST tools is an agent which is configured into the server side. This
agent which acts as a sensor has access to the application source codebase, data and con-
trol flow, system configuration, and both client-server components (Mateo Tudela et al.,
2020). It monitors and logs the application’s interaction behaviors and provides valuable
insights about the vulnerabilities in real time. Application interaction can occur either by
the end-user or through automated tests. IAST tools introduce fewer false positives and
are considered powerful vulnerabilities scanner run time tools (Mateo Tudela et al., 2020).
Some examples of IAST tools listed by OWASP DevSecOps Guideline - V-0.2 (2023)
are Contrast Community Edition (Contrast Security, 2024), Checkmarx Interactive
Application Security Testing (Checkmarx, 2024), Seeker Interactive Application Security
Testing (Synopsys, 2024), and HCL AppScan on Cloud (AppScan, 2024).
The benefits of using IAST tools are as follows (Setiawan et al., 2020):

e It helps in the early detection of vulnerabilities in the SDLC process.

e Easy to integrate with CI/CD pipelines

e Itserves as areliable source for detected vulnerabilities as it utilizes the code base

of the system.

One drawback of IAST tools is (Mateo Tudela et al., 2020):

e It is highly dependent on language and framework. Therefore, it might not be

available to all the programming languages and frameworks.

3.2.4 Software Composition Analysis (SCA) Tools

Software Composition Analysis (SCA) is an automated analysis approach for software to
analyze and manage the software’s open-source and third-party components. The moni-
toring is carried out to determine security vulnerabilities and license compliance in third-
party libraries (Imtiaz et al., 2021). This will prevent the security risks in a software ap-
plication such as Supply-Chain attacks that can arise from the third-party component
(OWASP DevSecOps Guideline - V-0.2, 2023).

SCA tools should perform this scan frequently before another automated testing such as
SAST, and DAST in SDLC to prevent vulnerability results from third-party libraries
(OWASP DevSecOps Guideline - V-0.2, 2023). In addition, SCA tools identify the third-
party components’ vulnerabilities and license compliance based on the known vulnera-

bilities databases (Imtiaz et al., 2021). OWASP Dependency-check (DependencyCheck,



20

2024), Snyk (Snyk, 2023), WhiteSource (Mend.io, 2024), and bundler-audit (Bundler-
audit, 2024) are some SCA tools (OWASP DevSecOps Guideline - V-0.2, 2023).
Some advantages of using SCA tools are:
e [t conducts automatic security assessments for the third-party components.
e [t detects the vulnerabilities and provides feedback or automatically eliminates
them earlier in the SDLC.
e [t assists in managing license-related risks that could arise from open-source com-

ponents.

3.2.5 Infrastructure Vulnerability Scanning Tools

DevOps combines both development and operation activities. However, security analysis
tools such as SAST, DAST, IAST, and SCA are used to scan for vulnerabilities on the
development side of the software only. To overcome this limitation, DevSecOps intro-
duces an infrastructure vulnerability scanning approach that looks for vulnerabilities in
the network, operation system, and hardware components. Infrastructure vulnerability
scanning tools detect the misconfiguration or errors in the infrastructure that hosts the
application software. The infrastructure scan can be either authenticated scans or unau-
thenticated scans. Authenticated scans access the network-based assets using secure pro-
tocols or provided credentials. It scans the root level of all the infrastructure services and
can detect vulnerabilities. While an unauthenticated scan performs a scan on the publicly
available infrastructure. It can result in higher false positive vulnerabilities and is mostly
used to determine the security posture of publicly accessible assets. SAINT (Security Ad-
ministrator’s Integrated Network Tool) (SAINT, 2024), Nessus (Tenable, 2024), Arachni
(Arachani, 2024), and Burp Suite (PortSwigger, 2024) are some examples of infrastruc-
ture vulnerability scanning tools. (OWASP DevSecOps Guideline - V-0.2, 2023)

3.2.6 Container Vulnerability Scanning Tools

The trend of DevOps has introduced the concept of containers where the applications with
all their dependencies are developed and bundled in an isolated environment. This makes
containers portable and can be deployed easily across different systems. They are popular
due to their scalability and efficiency (OWASP DevSecOps Guideline - V-0.2, 2023).

However, the security of these containers has become a top concern for DevSecOps or
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DevOps engineers to make containerized applications free from vulnerabilities. The con-
tainer vulnerability scanning tools scan all the packages used in the container and its con-
tainer image. Like the other security analysis tools, container vulnerability scanning tools
list the vulnerabilities present in the container based on the known vulnerabilities list used
by the respective container scanning tools (Javed & Toor, 2021). The benefits of using
container vulnerability scanning tools are (OWASP DevSecOps Guideline - V-0.2, 2023):
e [t helps to identify insecure containers, outdated libraries, and misconfigurations.
e It recommends general guidelines of best practices.
Moreover, the issues with the container security scanner can be (OWASP DevSecOps
Guideline - V-0.2, 2023):
e The scan results vary according to the tool used.
e There might be a dilemma with finalizing the configuration settings that a tool can
offer.
Clair (Clair, 2024), Anchore (Anchore, 2024), Dagda (Dagda, 2024), Falco (Falco, 2024)
and Harbor (Harbor, 2024) are some of the tools that perform container vulnerability

scans (OWASP DevSecOps Guideline - V-0.2, 2023).
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4 DEVOPS AND DEVSECOPS

The waterfall model, a conventional method of developing software, has already been
supplanted in the current software era by other paradigms such as agile/scrum (Koch,
2014), Continuous Integration (Meyer, 2014) and Continuous Delivery (Eberhard, 2014)
(CI/CD), Development and Operations (DevOps) (Freeman & Forsgren, 2019), and oth-
ers. These new paradigms are being introduced to solve the drawbacks of one paradigm
vs another with the sole purpose of allowing the delivery of valuable software products
flexibly and rapidly. In addition, these new paradigms enable the implementation of se-
curity measures in the Software Development Life Cycle (SDLC) from initial stages ra-

ther than later (Merkow, 2022).
4.1 DevOps - Development and Operations

The term "cloud" has gained popularity in the software business recently (Alnafessah et
al., 2021). Delivering software as a service (SaaS) over the internet as subscription-based
has been a novel technique in the cloud. This approach includes various activities, as rapid
code integration and continuous delivery to production in collaboration between the de-
velopment and operation teams is one of them. The cooperation between different teams
results in many challenges in the continuous delivery. (Myrbakken & Colomo-Palacios,

2017)

Leite et al. (2019) define DevOps as a “collaborative and multidisciplinary effort within
an organization to automate continuous delivery of new software versions while guaran-
teeing their correctness and reliability”. As mentioned earlier, DevOps emerged to over-
come the complexity that arises while coordinating these various silos team's activities

for continuous integration and delivery (Alnafessah et al., 2021).

4.1.1 DevOps Dimension

The term "DevOps" might be perplexing at first since it has several definitions and
principles. To achieve a shared understanding of DevOps and its characteristics,
Lwakatare et al. (2015) proposed collaboration, automation, measurement, and
monitoring as four dimensions. These are the unique characteristics that enable the

smooth operation of the continuous integration and deployment cycle of DevOps.
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Collaboration: The culture in DevOps involves the collaboration of development and
operational teams. This collaboration results in information, knowledge sharing, and
exchanging feedback about the product, which makes sure that all the team members are
on the same page.

Automation: It automates all the tedious activities superseding manual work. It includes
activities such as automating tests and automating infrastructure configuration with
Infrastructure as Code (IaC). Automation is carried out throughout the SDLC process to
be compliant with Agile software development and make continuous code integration and
delivery possible.

Measurement: It aids in gaining valuable information and feedback about the system for
improvement from insights gained not only through testing but also from system logs in
the production environment.

Monitoring: It can continuously monitor the different logs, expectations, bugs, and
system status in the production environment. As a result, it can proactively or post
actively alert about failure or malicious activities. This also makes it possible to gather
the feedback for the next continuous cycle of the DevOps.

These dimensions of the DevOps are the foundation for the DevOps lifecycle.

4.1.2 DevOps Cycle

DevOps extends the agile methodologies which aim to unify the overall development and
operational activities into a sequential set of processes (Demiliani et. al, 2020). Figure 1

illustrates the various continual stages of the DevOps lifecycle for build and release.

The stages that are on the left-hand side in Figure 1 depict the development period, while
the stages on the right represent the operating period, which in combination brings both
the development and operation teams under the same roof for the development of the
product. The cycle involves six stages which are carried out iteratively together with con-
tinuous feedback to achieve an iterative continuous release until the product goal is

aligned with customer requirements (Yarlagadda & Teja, 2021).
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Figure 1. Stages of DevOps Cycle, adapted from (Yarlagadda & Teja, 2021)

Each stage is described as follows.

Plan: It involves gathering requirements and defining the scope and objectives for soft-
ware product development (Alnafessah et al., 2021). Afterward, the product backlog is
created according to requirements and scope, which will be broken down into iterative

smaller deliverables aims to achieve a product goal (Gokarna, 2020).

Code and Build: It involves mostly developers, who turn the defined plan into the work-
ing version of software artifacts with development activities using a certain programming
language(s) and the series of code integration. At the end of this stage, software artifacts

are made available for testing. (Alnafessah et al., 2021)

Test: This stage involves mostly automated testing activities to ensure the quality of the

developed software artifacts (Gokarna, 2020).

Release and Deploy: It begins with the release stage, where it verifies the product/soft-
ware artifacts built from previous stages both in terms of requirement and release readi-
ness. Subsequently, the verified software product is continuously deployed to the produc-

tion environment via automated pipelines. (Alnafessah et al., 2021)

Operate: This stage includes the activities to make sure that the product runs smoothly
after it is deployed in the production environment. It is more about configuration for

achieving high reliability, scalability, and flexibility. (Alnafessah et al., 2021)

Monitor: The final phase of the “DevOps lifecycle” focuses more on the analysis of cus-

tomer behavior on the application usage along with the environment on which it runs. It
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mostly collects logs and analyzes them to provide feedback to improve the software in

the next iteration of the DevOps lifecycle (Alnafessah et al., 2021).

4.1.3 DevOps Pipeline and Tools

Figure 2 represents different phases that are designed to follow the principles defined in
DevOps dimensions (Beetz & Simon, 2022). However, implementing these phases in

practice involves continuous integration and continuous delivery (CI/CD).

Continuous integration (CI) ensures that new changes are build, tested, and merged in the
shared repository through an automated process, while continuous delivery (CD) is an

automated process of deploying changes to production. (Gokarna, 2020)

DevOps CI/CD pipelines are a vital part of the DevOps workflow which simply automates
building, integrating, testing, and deploying processes making quality delivery of soft-
ware (Gokarna, 2020). The succession of the DevOps approach and its pipeline relies on
having the right DevOps tools in place to support them. DevOps tools are software appli-
cation that enables automation and orchestration of the DevOps pipelines. Each stage in

the pipeline utilizes different DevOps tools to perform specific tasks. (Gokarna, 2020)

Source = Build = Test = Deploy
git push compile smoke staging
i
]
docker build unit :
QA
integration -
v
production

Figure 2. Stages of DevOps CI/CD pipeline (Anastasov, 2022)

Figure 2 represents the different basic stages involved in the DevOps CI/CD pipeline.
They are:
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Source: It is the initial stage that triggers the CI/CD pipeline when new changes are
pushed (Anastasov, 2022). In this stage version control tools such as Git is used to track

and manage the code changes (Gokarna, 2020).

Build: During this stage, the code is compiled to generate an artifact suitable for deploy-
ment. Building an artifact is carried out either through a language-specific build process
or within a Docker container. In addition, this stage tracks down a compilation error pre-
sent in a code. If any errors are present, then it terminates the pipeline progress to another
stage and results in failure. (Anastasov, 2022) Either continuous integration DevOps tools
such as Jenkins (Jenkins, 2024), Travis CI (Travis-CI, 2024), Microsoft Build (Build,
2024) etc., or containerization tools like Docker (Docker, 2024) are used in this stage for

building an artifact (Gokarna, 2020).

Test: This stage involves testing the artifacts from the build stages with automated unit,
smoke, and integration tests. This stage acts as a safeguard to prevent the integration of a
faulty code into the production environment. It verifies that the code functions correctly
on its own and its integration does not negatively impact the code overall. If this stage
fails, then immediate attention is needed from the developer to fix the issue. (Anastasov,
2022) Junit (JUnit5, 2024), Jasmine (Jasmine, 2024), and Selenium (Selenium, 2024) are
some examples of DevOps tools that are used in this stage for continuous and automated

testing (Gokarna, 2020).

Deploy: When both build and test stages are passed, then it is ready to be deployed. How-
ever, there might be various deployment environments such as staging or QA for the in-
ternal team and production for the end users. The deployment strategies might vary ac-
cording to the different organizations as the most common one is from staging to QA to
production (Anastasov, 2022). DevOps tools such as Ansible (Ansible, 2024), Chef
(Progress"Chef", 2024), Docker (Docker, 2024), Puppet (Puppet, 2024) etc. are used to

deploy the tested code to production in an automated manner (Gokarna, 2020).

Besides the CI/CD pipeline stages of the DevOps, various other DevOps tools incorporate
the remaining stages of the DevOps cycle. For instance, tools like JIRA (Atlassian, 2024)
and Trello (Atlassian, 2024) are used for continuous planning, while Grafana
(Grafanalabs, 2024) and Prometheus (Prometheus, 2024) a tools that assist in continuous
monitoring. Additionally, Slack (Slack, 2024), and Open Web Analytics (Open Web
Analytics, 2024) are used for gathering continuous feedback (Gokarna, 2020).
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Consequently, DevOps pipelines integrate different tools through different stages to en-
sure smooth, automated, and continuous integration and delivery. The ultimate goal of
DevOps pipelines and tools is to support DevOps practices. The basic stages of the
DevOps pipelines are given in Figure 2 however, stages and usage of tools can vary ac-
cording to the requirements of an organization. DevOps pipelines are the guidelines that
integrate different tools to automate the software development process and promote col-
laboration between development and operation teams. Furthermore, it provides reliable

and high-quality software delivery.

4.1.4 Benefits and Shortcomings

DevOps significantly improves the collaboration and knowledge sharing between the de-
velopment and operations teams (Krief, 2022). Every team member's role becomes trans-
parent under DevOps. Furthermore, working in short iterations with the customer allows
for early feedback and keeps the application bug-free from the start (Senapathi et al.,
2018). Subsequently, it minimizes the time to market with continuous integration, de-
ployment, and improvement and assists to be always aligned with the business goal

(Krief, 2022).

DevOps also poses several challenges. Firstly, introducing the DevOps paradigm can lead
to a drastic transformation in workplace culture, potentially causing reluctance from the
team to this change in culture. In addition, a lack of skilled manpower in a team with
expertise in both development and operations could hinder the successful integration of
DevOps in an organization. Moreover, the transformation of the monolithic application
to a cloud-based and microservices application to enable DevOps is considered a com-
plex, challenging, and time-consuming task because all the required tools for continuous
integration and deployment need to be set up, all while dealing with finding or training
the skilled staff to manage the new technology stack. Furthermore, different teams work
in collaboration which might sometimes confuse the role of each member in this DevOps

paradigm. (Senapathi et al., 2018)

On the other hand, the DevOps paradigm often omits implementing security activities due
to the concern that it could slow down the release process and many organizations have
been avoiding doing so. For instance, Figure 2 also does not incorporate security testing

activities within the DevOps pipeline. Security has always been a crucial concern in
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software development which most of us overlooked while integrating the DevOps ap-
proach (Myrbakken & Colomo-Palacios, 2017). DevSecOps — Development, Security,
and Operations is the new paradigm that tries to address security needs in development
and operation activities by extending the DevOps principles which we will discuss more

in the next upcoming section 4.2.

4.2 DevSecOps — Development, Security and Operation

As previously stated, Development, Security, and Operation (DevSecOps) is introduced
to overcome the shortcomings of security activities in DevOps. DevSecOps extends
DevOps workflow along with its principles and emphasizes on shift-left approach to in-

tegrate security activities from the earlier stages in SDLC (Rajapakse et al., 2021).

DevSecOps approach is crucial for assessing the security of an application while doing
continuous integration and deployment because all the potential security issues are iden-
tified earlier before release. In addition, DevSecOps aims to enhance the quality of the

software delivery. (Lombardi & Fanton, 2023)

4.2.1 DevSecOps Principles

Myrbakken & Colomo-Palacios (2017) extend DevOps principles with culture, sharing,
and shifting security to the left to define key principles of DevSecOps. The following
paragraph highlights the key principles of DevSecOps.

In the DevSecOps culture, development, operation, and security teams along with the
customer collaborate closely for integrating security activities from the beginning in
SDLC (Sanchez-Gordon & Colomo-Palacios, 2020). This helps to flatten the
responsibilities of security as well as the operation and development among all the
stakeholders. In addition, security requirements are always considered either when
implementing new features or responding to feedback (Myrbakken & Colomo-Palacios,
2017). Furthermore, it emphasizes automating the security testing as well at different
stages in DevOps (Myrbakken & Colomo-Palacios, 2017). Security knowledge is re-
quired among the team members for using those security tools integrated into different

phases of SDLC. Therefore, it encourages sharing security knowledge with the team
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members to use those security tools and continuously develop an application with security
in mind (Sanchez-Gordén & Colomo-Palacios, 2020). DevSecOps introduces security
activities starting from the earlier phases of SDLC introducing shift left culture. Security
testing can be started from the non-functional requirement itself and move towards the
functional requirement which assists the developer in tracing security issues as early as
possible. This removes the traditional waterfall approach towards security testing and is

a more cost-effective measure for security testing. (Anjaria & Kulkarni, 2022)

4.2.2 DevOps Vs DevSecOps Pipeline

DevOps pipelines are meant to automate the software delivery process and different
DevOps tools are essential for executing tasks like building, testing, deploying, and
operating (Gokarna, 2020). Figure 2 illustrates the different general stages and associated
activities within the DevOps pipeline. One noticeable gap in Figure 2 is the absence of

security activities in the DevOps pipeline.

DevSecOps extends the DevOps pipeline to introduce a shift-left approach by integrating
different security activities in the pipeline starting from the non-functional requirements.
However, there are no standard guidelines for integrating security tools in the pipelines,
as it varies from company to company according to the requirements (Lombardi &

Fanton, 2023).

Table 2 represents the comparison between the DevOps and DevSecOps general pipelines
stages and additional security activities conducted on the DevSecOps paradigm are

highlighted with a bold text.

Table 2. DevOps pipeline stages vs DevSecOps pipeline stages
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Stage DevOps DevSecOps

Source Coding is done to implement the features. | Secure coding is done with the help of linting and
The new changes are pushed to the central | secret-checking tools. As a result, secure code is
git repository. (Gokarna, 2020) pushed to the git repository. (Marandi et al., 2023)

Build Code is compiled to create a working | Static Application Security Testing (SAST) tools are
version of artifacts (Gokarna, 2020). used before building code to track down different flaws

or vulnerabilities (Marandi et al., 2023).

Test Automated unit testing, integration | In addition to DevOps basic testing procedures,
testing, and smoke testing are performed | Dynamic Application Security Testing (DAST) is
to make sure that everything works as | carried out to simulate the application attacks to
intended without any errors (Gokarna, | identify vulnerabilities if exist (Marandi et al., 2023).
2020).

Deploy Build artifacts are deployed to production | Same as in DevOps but deployed with an additional
(Gokarna, 2020). security layer before the application known as a Web

Application Firewall (WAF) (Marandi et al., 2023).

Furthermore, Figure 3 depicts the standard DevOps and DevSecOps pipeline activities
with gray boxes and purple boxes respectively. DevSecOps pipeline introduces vital se-

curity activities alongside the existing DevOps pipelines (Lombardi & Fanton, 2023).

Container .
GIT Secret| . Integration| Deploy
Checkout Check SCA SAST Imaqe Unit Test | DAST Test WAE
Scanning

Figure 3. The gray square represents DevOps pipelines while purple indicates
additional security activities in the DevSecOps pipeline, (Lombardi & Fanton, 2023)

The principal security testing categories that are introduced in the Figure 3 pipeline to
conduct security testing in pipelines are Secret check, Software composition analysis
(SCA), Static application security testing (SAST), Container image scanning, Dynamic
Application Security Testing (DAST), and Web application firewalls (WAF). A secret
check is a process of scanning code repositories in search of sensitive information such
as passwords, keys, tokens, or any secret that has been pushed or committed (Lombardi
& Fanton, 2023). SCA is a process that helps to identify known vulnerabilities and license
compliances in third-party packages or libraries (Lombardi & Fanton, 2023). SAST is a
process that performs automatic scanning of the code to identify any security vulnerabil-
ities or known issues (Lombardi & Fanton, 2023). This assists in detecting security vul-
nerabilities earlier in the development process and assists in providing immediate feed-

back or security alerts to the developer (Lombardi & Fanton, 2023). Container image
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scanning scans the content and metadata of the container images within the CI/CD pipe-
lines for any security vulnerabilities or misconfiguration (Lombardi & Fanton, 2023).
DAST is a run-time application security testing run before production deployment to sim-
ulate the action of an attacker or user to discover any vulnerabilities in the application
(Lombardi & Fanton, 2023). WAF helps to monitor or filter incoming and outgoing traffic
between a web application and the internet. It protects an application from a common

attack, such as SQL injection, and so on (Lombardi & Fanton, 2023).

4.2.3 DevSecOps Tools

The above security activities introduced by Lombardi & Fanton (2023) are further
mapped to the DevSecOps pipelines stage and tools that are associated with them in Table
3. Most of the tools mapped with the security activities are inspired by the Azure
DevSecOps guidelines and best practices (Azure, 2023), except for some which I chose

to be used for comparison in the later chapter.

Table 3. DevSecOps stages and its security activities and tools

Stages Security Activities DevSecOps Tools Tool Type
Source Git Secret Check GitHub secret scanning (Azure, 2023) Open Source
(Commit) CredScan (Azure, 2023) Proprietary
Software Composition Analysis (SCA) | OWASP Dependency Check (Azure, 2023) | Open Source
Snyk (Snyk, 2023) Proprietary
WhiteSource (Katalinic et al., 2021) Proprietary
Dependabot (Azure, 2023) Open Source
Static Application Security Testing | SonarCloud (Azure, 2023) Open Source
(SAST) Snyk (Snyk, 2023) Proprietary
Checkmarx (Katalinic et al., 2021) Proprietary
Build Dynamic Application Security Testing | OWASP Zed Attack Proxy (ZAP) (Azure, | Open Source
and (DAST) 2023)
Test Infrastructure Scanning Tfsec (Azure, 2023) Open Source
Checkov (Checkov, 2023) Open Source
Snyk (Snyk, 2023) Proprietary
Container Scanning Microsoft Defender (Azure, 2023) Proprietary
Deploy WAF Azure WAF (Azure, 2023) Proprietary
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4.2.4 Mapping DevSecOps Security Testing Activities with OWASP Top 10

Vulnerabilities

Table 4 highlights possible OWASP Top 10 vulnerabilities that a security activity can
detect in the DevSecOps lifecycle. Table 4 is mapped based on the identification of
OWASP’s top 10 vulnerabilities by various security tools, as reported in various research
papers. Rahman & Williams (2021) have correlated CWE with vulnerabilities. We further
identified the corresponding OWASP Top 10 vulnerabilities according to the OWASP
mapped CWE with OWASP vulnerabilities and security activities are determined with
the DevSecOps guidelines (OWASP DevSecOps Guideline - V-0.2, 2023). Besides that,
Elder et al. (2022), Goncalves (2022), Li (2020), and Srokosz et al. (2018) have respec-
tively analyzed various security tools and mapped their finding with the OWASP Top 10
vulnerabilities. Therefore, we presented all the collected information from various studies

in Table 4.

Table 4. Correlation between DevSecOps security activities and the OWASP Top 10

vulnerabilities
DevSecOps Security Activities OWASP Top 10 Vulnerabilities (2021)
Git Secret Check Identification and Authentication Failures (Rahman & Williams, 2021).
Software Composition Analysis (SCA) A02:2021-Cryptographic Failures, A03:2021-Injection, A06:2021-Vulnerable and Out-

dated Components, A01:2021-Broken Access Control, A08:2021-Software and Data Integ-

rity Failures (Gongalves, 2022).

Static Application Security Testing (SAST) A02:2021-Cryptographic Failures, A05:2021-Security Misconfiguration, A01:2021-Bro-
ken Access Control, A03:2021-Injection (Li, 2020).
A08:2021-Software and Data Integrity Failures, A04:2021-Insecure Design, A07:2021-

Identification and Authentication Failures (Elder et al., 2022).

Dynamic Application Security Testing (DAST) A08:2021-Software and Data Integrity failures, A02:2021-Cryptographic Failures,
A05:2021-Security Misconfiguration, A03:2021-Injection, A01:2021-Broken Access
Control, A07:2021-Identification and Authentication Failures, A04:2021-Insecure Design

(Elder et al., 2022).

Infrastructure Scanning A01:2021-Broken Access Control, A05:2021-Security Misconfiguration, A08:2021-Soft-
ware and Data Integrity Failures, A07:2021-Identification and Authentication Failures,

A02:2021-Cryptographic Failures. (Rahman & Williams, 2021) (OWASP, 2021)

Container Scanning A05:2021-Security Misconfiguration, A03:2021-Injection, A06:2021-Vulnerable and

Outdated Components (OWASP DevSecOps Guideline - V-0.2, 2023).

WAF A03:2021-Injection, A10:2021-Server-Side Request Forgery (SSRF) (Srokosz et al.,

2018).
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4.2.5 Benefits and Challenges

In the DevSecOps approach, security is always in the state of mind of every stakeholder.
This makes it possible to consider security throughout the SDLC starting from planning,
developing, deploying to operating. In addition, automation testing shifts the waterfall
approach of testing towards various stages of SDLC which assists in tracing code smells
or vulnerabilities earlier and makes cost effectiveness in cost saving. Furthermore, con-
tinuous monitoring of the logs provides valuable insight into different security incidents
that occur in an application. Moreover, DevSecOps improves the security aspects of soft-

ware delivery. (Myrbakken & Colomo-Palacios, 2017)

However, it has several challenges that exist in different aspects such as tools, practices,
infrastructure, and people. Firstly, there is no standard procedure for selecting different
security tools as the effectiveness of DevSecOps success highly depends on these tools.
In addition, it is not possible to fully automate the security activities to replace the manual
security testing approach. Further, it is quite difficult to integrate DevSecOps principles
in a complex cloud environment. Finally, all the stakeholders are not aware of the secu-
rity, and collaboration for knowledge sharing about security between the stakeholders

might be quite challenging as there is a culture shift. (Rajapakse et al., 2022)

4.3 Related Works

In recent years, DevSecOps has been a buzzword for researchers and numerous different
studies have been carried out for adopting DevSecOps principles and defining a unified
framework to integrate various security tools. In addition, various categories of automated
security tools have been integrated into the DevSecOps pipeline and the overall effective-
ness of the DevSecOps pipeline. These recent studies on DevSecOps provide a differen-

tial perspective on DevSecOps and its practices.

Aljohani & Algahtani (2023) proposed the DevSecOps unified framework to address the
challenges in establishing a secure software application delivery process. The two SAST
tools, Dependency Check, which emphasizes Software Composition Analysis (SCA),
and Checkov, static analysis tools designed for Infrastructure as Code (IaC) are

introduced in the pipelines along with Nikto Scanner as a DAST tool. The effectiveness
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of these security tools in the purposed DevSecOps pipelines is observed by running it

against the Damn Vulnerable Java Application.

Bizjak (2023) conducted research to explore the practical implementation of DevSecOps
pipelines, with a particular focus on the lower execution time of the CI/CD pipeline.
SonarQube, OWASP Dependency-Check, and Gitleaks are selected as the static security
analysis tools to perform SAST and SCA scans, while OWASP Zap was introduced as a
DAST tool. The execution time of the pipelines was less than 10 minutes while executing
the SAST and DAST test on the WebGoat, a vulnerable application through the
DevSecOps Azure pipeline.

Putra & Kabetta (2022) studied the implementation of DevSecOps pipelines. They
covered all the lifecycle stages of DevOps and introduced SAST using Njsscan and DAST
using OWASP-ZAP in the continuous testing stage. In the end, the dockerized application
was deployed to production using the DevSecOps approach through GitLab.

Rangnau et al. (2022) integrated three various DAST tools in the DevSecOps pipelines
and evaluated them in terms of DevSecOps principles. The integrated tools were
integrated in CI/CD pipelines and automated dynamic security testing was performed
against the known vulnerable application named OWASP WebGoat. They concluded that
integrating DAST tools is quite challenging in terms of achieving speed and setting it up
on the CI/CD pipeline. Expertise is required for setting up manual tests to automate the
DAST tools. Furthermore, they highlighted the trend of using a variety of DAST tools in

the CI/CD pipeline to achieve wide coverage to detect vulnerabilities.

Viitasuo (2020) conducted studies to add various security activities to the DevOps
approach using open-source security tools. SonarQube as SAST tool, Clair as container
vulnerability scanning tool, OWASP dependency check as SCA tool, and OWASP ZAP
as DAST tool are different tools selected to run the Damn Vulnerable Web Application
in a CI/CD pipelines. SAST, SCA, and container scanning tools are easy to integrate
compared to DAST tools which need more effort to set up. The author points out poor
documentation as a major setback for using open-source security tools. In addition, the
majority of vulnerabilities listed in the OWASP Top 10 were successfully detected by the

use of open-source tools in DevSecOps pipelines.
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Ibrahim et al. (2022) focused their studies on securing Infrastructure as Code (I1aC) with
the DevSecOps approach. Tfsec was introduced as an IaC tool to monitor the security
code smells in the terraform file. The author primarily focused on evaluating the
effectiveness of Tfsec with the DevSecOps approach and found it efficient in terms of

detecting misconfiguration and execution speed.

In summary, various research has been made on DevSecOps principles, tools, and the
framework for executing the DevSecOps CI/CD pipeline efficiently over the recent years.
We found that the area of DevSecOps is vast and still evolving. According to our study,
recent research is mostly focused on the SAST and DAST security activities. Moreover,
the selection of the right security tools has been marked as one of the most challenging
tasks in developing the DevSecOps pipeline and it was reported that most of the organi-
zations have ended up integrating two or more same-category security test tools to achieve
wider coverage in detecting vulnerabilities. At last, table 5 summarizes the recent works'

key takeaways in a tabular format.

Table 5. Related work key points comparison

Studies SAST tools DAST tools SCA tools IaC tools Execution | CI/CD | Benchmark/
Time platform | Test environ-
ment
(Aljohani & - Nikto Scanner | Dependency Checkov - Shuffle | Damn Vulnera-
Algahtani, 2023) Check ble Java Appli-
cation
(Bizjak, 2023) SonarQube, | OWASP ZAP | OWASP De- - Yes Azure WebGoat
GitLeaks pendency DevOps
Check
(Putra & Kabetta, Njsscan OWASP ZAP - - Yes Gitlab Not specified
2022)
(Rangnau et al., 2022) - OWASP-Zap, - - Yes Gitlab WebGoat
Selenium,
Base,
JMeter,
(Viitasuo, 2020) SonarQube, | OWASP Zap | OWASP De- - - GoCD | Damn Vulnera-
Clair pendency ble Web Appli-
Check cation
(Ibrahim et al., 2022) - - - Tfsec - Amazon Own
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S METRICS OF ANALYSIS AND STUDY DESIGN

This section introduces the tool selection criterion, evaluation metrics, and test environ-
ment used to evaluate both SAST and IaC tools for this study. In addition, the study design
includes six different Azure CI/CD pipelines for performing automated vulnerability
scans against two vulnerable goat applications in the Azure environment. Afterward,
manual inspection was conducted on each tool vulnerabilities scan’s output and unified
them in two different CSV files for SAST and IaC tools. Based on this CSV file dataset,

the different metrics were evaluated.

This study design and metrics of analysis concern only the SAST and IaC security tools.
They are considered the first and most proactive approach for security testing and contin-
uously deploying secure modern web applications and their infrastructure in the Azure
cloud. They are seamlessly easy to integrate into the Azure pipeline and can be the starting
point for any organization that wants to make a secure deployment with the DevSecOps
paradigm. In previous works, only a few IaC tools have been evaluated. Therefore, to fill
the gap and provide insight into the starting tools for the organization that wants to shift

towards the DevSecOps approach, we selected both SAST and [aC in our study.

5.1 Tools Selection Criterion and Evaluation Metrics
This section introduces the SAST and IaC security tools selection and evaluation metrics.

5.1.1 Tools Selection Criterion

The focus of these studies is to evaluate the different SAST and IaC tools. This limits our
boundary for selecting the best 3 SAST and [aC tools respectively. The main criteria for
selecting these automated tools are as follows:
a. The tools must be either open source or free to use with some limitations.
b. The tools should have good documentation and communities.
The tools must be able to integrate into the Azure CI/CD pipelines.
d. The results generated by the tools should be presented within the Azure pipeline
itself or should easily integrate with the web dashboard of respective tools for a

clear display of results.
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5.1.2 Tool Evaluation Metrics

The two various sets of evaluation metrics are defined for SAST and IaC respectively due
to the use of two different benchmarks. The SAST tools focused on finding the OWASP
vulnerabilities whereas IaC tries to detect the security smells in infrastructure code. Af-
terward, the findings from these selected tools are evaluated based on the metrics respec-
tively defined below.

Firstly, performance metrics are simply the set of metrics that define how well the security
tools perform in terms of their efficiency and effectiveness in identifying security issues
(Marandi et al., 2023). The metrics for evaluating SAST tools’ performance are described
below:

e True Positive (TP): It indicates the count of a genuine vulnerability presence in
the source code which is correctly detected by the tools (Kuszczynski &
Walkowski, 2023). In this study, the true vulnerabilities were identified on the
scan results by cross-referencing the predefined ground truth of each benchmark.
In addition, for the rest of the vulnerabilities detected by the tools that are not
listed on the ground truths, we performed either the code inspection, manual re-
view, or manual penetration testing, to determine true cases.

o False Positive (FP): It highlights the total vulnerabilities found by a tool that is
not present in the source code (Kuszczynski & Walkowski, 2023). Code inspec-
tion and manual review were conducted for the detected vulnerabilities by the
tools and flagged as FP for vulnerabilities which are irrelevant ones, which can’t
be exploited, and false alarms that do not possess any security risks on its exploi-
tation. Additionally, an in-depth understating of the vulnerabilities was also
needed to flag them as FP.

e True Negative (TN): It refers to a count of false vulnerabilities in the source code
that were not reported by the tool. False vulnerability simply refers to the vulner-
ability detection by a tool that does not pose a genuine security risk. (Kuszczynski
& Walkowski, 2023) This metric was quite challenging to calculate as the bench-
mark has not specified any true negative cases. Hence, we create a list of all the
unique false vulnerabilities that are detected by all tools. Then, we count the num-
ber of false vulnerabilities that a tool was able to ignore to flag as vulnerabilities.

This gives us a True Negative count for a tool.
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False Negative (FN): It keeps the count of the inability to identify the vulnerabil-
ities that exist in the source code (Kuszczynski & Walkowski, 2023). It was cal-
culated with the help of the ground truth that was not able to be detected by the
tool.

Total: It is the overall vulnerabilities identified by a tool that remain the same

across all tools within an application (Kuszczynski & Walkowski, 2023).
Total =TP +FP+TN + FN

Precision: It helps to determine how accurate positive predictions are. Greater pre-
cision numbers signify a higher degree of accuracy in identifying actual vulnera-

bilities. (Higuera et al., 2020)

TP
(TP + FP)

Precision =
Recall: It is a True Positive Rate, which is the proportion of truly identified vul-

nerabilities to the overall count of actual vulnerabilities present in the source code

(Higuera et al., 2020).

Recall = L
(TP + FN)

Fp-Score: It is an F-measure metric also known as a weighted harmonic mean of
recall and precision. It helps to balance the precision and recall with the coefficient
beta where 3 < 1 emphasizes its focus on precision while > 1 puts more attention

on recall. (Higuera et al., 2020)

(2 * Precision * Recall)

F — measure =
(Precision + Recall)

(Precision * Recall)

Fg—score = (1+ B2?)x
g ( D ((B2 + Precision) + Recall)
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Accuracy: It is a measure that indicates the percentage of the vulnerabilities that
are correctly reported and correctly unreported, out of all vulnerabilities reported

by the tool (Kuszczynski & Walkowski, 2023).

(TP + TN)

Accuracy = Total

Fp-Score is one of the key metrics in this study that is used to conclude the tools because

as weighted harmonic means of recall and precision, this score can be used to emphasize

either recall (B > 1) when minimizing false negatives is important or precision (§ < 1)

when minimizing false positives are priorities. Furthermore, the F-measure balances both

precision and recall when (B = 0). Accuracy is our other key interest metric that indicates

how effectively a tool can predict the vulnerabilities correctly.

In addition to the above metrics, we add additional metrics for analyzing the SAST tools.

This additional metric highlights the general capabilities of a static analysis tool which

are important while selecting them for DevSecOps pipelines.

CI/CD Integration support: It lists the possible cloud platform for CI/CD integra-
tion.

License: It evaluates the associated licensing aspects.

Output format: It assesses the output format that makes it possible to integrate the
generated report in the generic CI/CD pipeline.

Language support: All the possible programming languages that are possible to
scan with the selected SAST tool.

Tool Type: Basically, determines whether the tool is Open-Source Software
(OSS) or Commercial.

Limitation: It highlights the possible drawbacks of using the SAST tool if any.
Azure DevOps Extension Support: This Azure DevOps extension support pro-
vides the tool’s build task from the Visual Studio marketplace which you can

specify to it YAML configuration file while developing the pipeline.

Secondly, we didn’t find any metrics for evaluating IaC tools in the past works. Terragoat

contain known security smells and are classified according to their severity.
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Consequently, we concluded to evaluate the [aC tools according to the above-mentioned

metrics used for SAST tools evaluation.

5.2 Selected Tools

The selection of both SAST and IaC tools is based on the criterion defined in section
5.1.1. In our study, we considered cost and flexibility to integrate into the Azure pipeline

as the most important aspects for selecting the tools.

SonarQube is considered the most popular choice of SAST tool for performing SAST
based on the past works defined in section 4.3. SonarCloud is preferred over SonarQube
in this study due to its seamless integration into the CI/CD pipelines whereas SonarQube

is the self-managed solution that needs to be installed in the server.

Besides that, Snyk is an exception in our tool selection case. We chose Snyk to observe
how well commercial products perform against the open-source tools with Snyk provid-
ing both SAST and IaC scans. Tfsec is chosen as it is mentioned in the previous work
described in section 4.3 and meets the selection criteria. However, Checkov is the other
IaC tool that is designed to detect all the vulnerable by-design security smells present in
Terragoat and it also meets our selection criteria. Lastly, Semgrep is also a SAST tool
available as open source and can be implemented either into CI/CD pipelines or local
editor to perform code scans. The basic details of all the selected tools are given below

respectively, allowing us to understand their nature and role in Azure CI/CD pipelines.

5.2.1 SonarCloud

SonarCloud is a SAST tool that is used to perform Static Application Security Testing
(SAST) for a broad range of 26 programming languages. It has a predefined set of rules
that are used to evaluate against our code base to detect vulnerabilities or defects. It can
be easily integrated into the pipelines and can be configured as per the need. Effective
usage of SAST tools can be made during a pull request creation, where they can address
the issues encountered in the development process. (SonarCloud, 2023)

SonarCloud performs static code analysis as mentioned earlier to detect coding mistakes,

bugs, and security vulnerabilities. It assists in detecting issues early which enhances the
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quality of the code. It doesn’t need an application to run for performing analysis. It can
be easily integrated with various Git repositories such as GitHub, Bitbucket, Azure
DevOps, and Gitlab. SonarCloud offers free scans only for the public repository.
(SonarCloud, 2023)

5.2.2 Semgrep

Semgrep is a lightweight, open-source static analysis tool that helps to find bugs and de-
pendency vulnerabilities in the source code. It enforces code standards with over 2000
existing rules across 30 different languages. It can be run either in CI or local code editor
or on the command line. This makes it easier to deploy, manage, and monitor Semgrep at
scale as well. (Semgrep, 2024) Semgrep OSS Engine - an open-source engine to perform
scans, Semgrep Cloud Platform (SCP) - dashboard for managing all the scans and reports
which can be continuously integrated into different cloud providers such as GitHub,
GitLab, and more, Semgrep Code - scan source code with Semgrep’s Pro rules and
Semgrep’s Pro Engine, Semgrep Supply Chain (SSC) - scanner to detect vulnerabilities
in open-source third-party libraries, Semgrep Secrets - secrets scanner to detect uninten-
tional secrets in the source codebase are different products from Semgrep ecosystem

(Semgrep, 2024).

5.2.3 Snyk

Snyk is a commercial tool that can be used for both SAST and IaC analysis. It also offers
a free plan with restricted features. Software Composition Analysis (SCA), Container
Security or Container Vulnerability Scans, and Cloud Security are the additional scans

that can be performed by Snyk. (Snyk, 2023)

Snyk code is responsible for performing source code analysis whereas, Snyk [aC conducts
the static analysis of [aC codes. Snyk relies on its proprietary database, known as Snyk
Intel Vulnerability Database. This database is maintained through the efforts of a dedi-
cated research team, developer community, and proprietary research with evolving secu-

rity threats. (Snyk, 2023)
5.2.4 Tfsec

It is a security scanner available as an open source for static analysis specially designed

for scanning Infrastructure as Code (IaC) written in terraform only. It is designed to work
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in CI/CD pipelines as well as locally. In addition, the output of the tfsec scan is user-
friendly, and comprehensive documentation of the vulnerabilities makes it possible to

resolve the detected vulnerabilities rapidly and easily. (tfsec, 2023)

Static analysis and seamless integration with the official HashiCorp Configuration Lan-
guage (HCL) parser are the tfsec’s developer-first strategies for scanning IaC templates.
This approach makes the security vulnerabilities detection earlier and fixed before any

infrastructure changes come into effect. (tfsec, 2023)

5.2.5 Checkov

It is also an open-source tool for performing static analysis over Infrastructure as Code
(IaC). Security smells that could potentially lead to vulnerabilities are detected earlier by
Checkov according to its 750 predefined policies. It scans Infrastructure as Code (IaC)
across various platforms such as Helm, Azure Resource Manager, Kubernetes, Terraform,
Serverless framework, Docker and CloudFormation. In addition, custom policies can be
defined to detect any cloud resource misconfiguration that is not defined in Checkov's

predefined policies. It is maintained by the global community. (Checkov, 2023)

The summary of the selected tools with their version, category, and tool type is given in

Table 6.

Table 6. Summary of the selected SAST and laC tools

S.N. Tool Name Version Category Tool Type

1 SonarCloud 4.8.0.2856 SAST Commercial
2 Snyk Code 1.1267.0 SAST Commercial
2 Semgrep 1.55.1 SAST 0SS

3 Tfsec 1.26.0 IaC 0SS

4 Checkov 3.1.46 IaC 0SS

5 Snyk IaC 1.1267.0 1aC Commercial
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5.3 Study Design Specification

Firstly, benchmarks are simply the set of test cases that assess the accuracy, coverage,
and speed of security tools that detect vulnerabilities. The well-known benchmarks used
for evaluating security tools for web applications are the Web Application Vulnerability
Scanner Evaluation Project (WAVSEP), Open Web Application Security Project
(OWASP), and Web Input Vector Extractor Teaser (WIVET) (Mburano & Si, 2018).
However, only one benchmark project named Terragoat, which specializes in evaluating

IaC vulnerability scanner tools was found.

Secondly, this section describes two of the benchmarks OWASP benchmark and Terra-
goat, which are cloned in our Azure DevOps repository. Our study will focus on evaluat-
ing the SAST and IaC tools in the Azure CI/CD pipeline. The research approach we used
for the evaluation of those automated security tools is to run these tools against these
benchmarks in the Azure test environment, collect the scan data, and evaluate their per-
formance based on the tool evaluation metrics defined in the earlier section. Overall, this

section outlines the study design used to assess both SAST and [aC tools.

5.3.1 Selected Benchmarks

This section covers in detail descriptions of the selected benchmarks for both SAST and
IaC tools.

OWASP Juice Shop, developed by Bjoern Kimminich, is supported by a volunteer team
and operates under the MIT License as an open-source project (OWASP Juice Shop,
2023). We chose the OWASP Juice Shop as our benchmark from the OWASP collection
to analyze our SAST tools. This choice is made because it is a vulnerable web application
constructed entirely in JavaScript, reflecting the prevalent trend in many real-world web
applications (OWASP Juice Shop, 2023). OWASP Juice Shop is known as a modern Ja-
vaScript web application that simulates real-world web security vulnerabilities. This ap-
plication is built using the latest backend and frontend technologies in web development
like Node.js, Express, and Angular. It is favored for training, testing, and research pur-
poses as it covers the latest OWASP Top 10 web vulnerabilities. (OWASP Juice Shop,
2023)
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This application can be used in numerous different ways. One can study the different
vulnerabilities that can present in the modern angular web application, or one can try out
different hacking challenges on the OWASP Juice shop to uncover the existing vulnera-
bilities in the vulnerable application. On the other hand, one can use this as a “guinea pig”
application to validate the performance of different security vulnerability scanner tools

against modern front-end technologies and REST APIs. (OWASP Juice Shop, 2023)

The OWASP Juice Shop’s version 15.0.0 is used in our test environment. The vulnerable
code snippet was presented on various hacking challenges on its code base. We collected
that list and considered it as our ground truth for the SAST tools evaluation. Appendix A
represents the 32 different ground truths present in OWASP Juice Shop.

Terragoat is a vulnerable-by-design benchmark repository for the IaC terraform code
(Bridgecrewio, 2023). It is designed for educational and training purposes to demonstrate
how typical security smells can inadvertently pushed into the production cloud environ-
ment. This benchmark project provides valuable insights for DevSecOps engineers in de-

tecting and testing security smells on infrastructure as code. (Bridgecrewio, 2023)

This project 1s available on both Gitlab and Github and offered under the MIT License.
As mentioned earlier, this project empowers the DevSecOps pipeline in creating and im-
plementing a robust strategy to prevent security smells on IaC code. It also serves as a
tool for testing policy-as-code frameworks such as Bridgecrew and Checkov, inline lint-
ers, pre-commit hooks, or alternative code scanning techniques. This project is offered in
multiple cloud environments like AWS, Azure, and GCP and follows the path of a tradi-
tional goat project which serves as guidelines for implementing secure development prac-

tices in cloud infrastructure development. (Bridgecrewio, 2023)

Terragoat’s version 0.6.0 is used in our environment, and it serves as a guinea pig for
various cloud infrastructures such as Alicloud, AWS, Azure, GCP, and Oracle. We fo-
cused only on Azure and collected about 137 known security smells across for it which
will serve as ground truth for our [aC tools evaluations. Appendix B represents all the

ground truth along with its relevant check ID, number of occurrences, and severity.
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5.3.2 Test Environment

This section introduces the key technologies and approaches used in setting up the bench-
mark projects and the security tools to automate the scans on those setup projects. The
entire test environment is created in the Azure environment using the student tier sub-
scriptions (Microsoft Azure for Students, 2024). Figure 4 represents the bird's eye view
of the test environment, which consists of the Azure Cloud Environment and Azure

DevOps.
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Figure 4. High-level configuration of the test environment

Figure 4 architecture consists of the following components.

Azure Cloud Infrastructure

In this work, we focused on running six independent pipelines to demonstrate the
DevSecOps pipelines for various SAST and [aC scans in the Azure cloud environment.
For this purpose, we created a self-hosted Linux build agent (Azure Pipelines, 2024) to

build and perform different scans on two different repositories. We used one Azure virtual
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machine (VM) on Azure Cloud to host the self-hosted Linux build agent which runs as a
service on it. Azure self-hosted agent is configured with Azure DevOps to run all the
pipelines in an organization. For Azure VM, we selected it to be Linux with an image of
Ubuntu Sever 20.04 LTS — x64 Gen2, North Europe as a region, and keeping the rest of
the field default. The VM was of size Blms with 1 vCPUs, 2 GiB RAM, 2 data disks,
640 max IOPS, and 4 GiB local storage.

Azure DevOps Configuration

Azure DevOps is a comprehensive service that consists of all the tools in DevOps such
as Kanban board, pipeline, repository, test plans and artifacts in one place. This service
is offered by Microsoft. In one word, Azure DevOps Services provides a collaborative
environment for developers, project managers, and contributors to develop, test, and de-

ploy the software product efficiently (Microsoft, 2023).

We used the student tier account to create an Azure DevOps which is enough to execute
different automated scan pipelines for our studies. Afterward, we cloned the two above
benchmarks from their public repository and pushed their source code into the two sepa-
rate repositories on our Azure DevOps organization. We created two service connections
in Azure DevOps for performing Snyk and SonarCloud scans. This was the initial setup

done on the Azure environment on which the various SAST and [aC scans are performed.

Azure CI/CD Pipeline

We have selected three SAST tools and three [aC tools as shown in Figure 4. Conse-
quently, six independent Azure pipelines have been configured in the Azure DevOps,
each set to trigger manually. Each of the two benchmark repositories has three pipelines
to perform respective SAST and [aC scans based on the tool types. The self-hosted agent
on Linux is set up on the Azure cloud environment to run these pipeline jobs. After the
completion of each scan, they produce their vulnerability scan reports which are analyzed
to conclude those tools. The following describes the respective pipeline configurations
done to achieve those SAST and IaC scans.

SonarCloud pipeline: The SonarCloud task from the Azure DevOps pipeline extensions
is required to develop SAST SonarCloud scan Azure pipelines. A service connection must
be configured with the SonarCloud token, which can be set up from the service connec-

tion menu in the project settings of Azure DevOps. A SonarCloud account is necessary
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to acquire the token. Additionally, Java 17 or above needs to be configured on build
agents to run this pipeline. After the scans are finished, the results can be viewed on the
SonarCloud dashboard. It's important to note that this scan applies only to public reposi-
tories. Appendix C.1 represents the yml configuration file for the SonarCloud Azure pipe-
line.

Semgrep pipeline: As there was no task available from Azure, pipeline scripts need to
be configured manually. In addition, the UsePythonVersion@0 task was not working as
expected, so a manual download of the Python on the build agent directory was necessary
to make the scans possible. Similarly, we create a Semgrep account to get an app token
to link the results from scans to the Semgrep dashboard. Likewise, the repository name,
branch, and URL on which the scans are performed are saved as variables that are needed
in this pipeline. Appendix C.2 illustrates the configuration file (YML) for the Sempgrep
SAST Azure pipeline.

Snyk pipeline: It also doesn’t have any Azure extension that will ease writing Azure
pipelines for Snyk scans. The Snyk access token needs to be saved as a variable to perform
the scans, which can be obtained by creating an account on Snyk. Appendix C.3 illustrates
the pipeline configuration for performing SAST code scan using Snyk. The output of the
scans was printed on the pipeline itself.

Checkov pipeline: It is used for [aC as it doesn’t have any Azure build-in task, manually
scripts are written on the pipelines. It is dependent on Python to perform scans, so manual
configuration of the Python was needed on the build agent to make scans running possi-
ble. The output of the scan results was published as test results using PublishTestRe-
sults@?2 Azure tasks. Azure pipeline configuration for Checkov is shown in Appendix
C4.

Snyk IaC pipeline: Most of the configurations are similar to the Synk configuration il-
lustrated in Figure 8 besides the command to execute the [aC scans. Appendix C.5 show-
cases the YAML configuration file for performing Snyk IaC scans.

Tfsec pipeline: Tfsec tasks are available as an Azure extension from the marketplace,
which can be used in the pipelines directly. This is the easiest configuration among all the
pipelines mentioned above. Appendix C.6 demonstrates the configuration of the Azure

pipeline for tfsec.
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5.3.3 Data Collection

Each tool has its way of representing its scanned results on Azure pipelines. Therefore,
we carried out the manual walkthrough of the scan results to collect and unify them in a
uniform form manner in CSV files. On the one hand, columns named SAST tool, file-
name, line number, OWASP Category, CWE, Severity, False Positive, True Positive,
found by Snyk, found by SonarCloud, and found by Semgrep were made to collect the
SAST tools scan results in the tabular format. Similarly, found in Terragoat, recommen-
dation, checkov id, severity, terraform file and resource name, found in checkov, found
in tfsec, tfsec severity, tfsec id, tfsec description, found in Snyk, Snyk severity, Snyk id,
Snyk description, found in Checkov, Checkov severity, Checkov id and Checkov descrip-

tion was column named created to contain the 1aC tools scan results in another CSV file.

As a summary of this section, these pipelines are triggered manually in a sequential man-
ner from the Azure DevOps. In addition, these pipelines represent two different parts of
security activities i.e., SAST and IaC vulnerability scans in DevSecOps. Likewise, scan
results are separately analyzed to evaluate the metrics to determine the effectiveness of
different tools. These security activities are the static analysis which can be run with the

IDE or in pre-commit hooks as well.
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6 RESULTS AND DISCUSSION

This research utilized three distinct SAST tools and three different [aC tools for analyzing
their behavior and performance against OWASP Juice Shop and Terragoat, respectively.
This section emphasized and discussed the various metrics derived from the scan con-

ducted by each tool, outlining both the strengths and limitations of individual tools.

6.1 SAST Tools

The motive of this section is to examine the SASTs tools based on the metrics derived
from the outcomes of their execution against the OWASP Juice Shop. Firstly, metrics like
True Positive, False Positive, False Negative, False Positive rates, precision, accuracy,
recall, and F-score have been shown based on the vulnerabilities detection from each tool
in Figure 6 and Figure 7. On the other hand, we gathered the general metrics about the
SAST tool such as Language support, CI/CD Integration support, License, Tool Type,
Output format, and Limitation which is illustrated in Table 7, and drew a general sum-

mary for each tool based on the metrics.

6.1.1 Vulnerability Detection and Metrics

SAST Tools' Vulnerability Detection in OWASP Juice Shop
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Figure 5. SAST tools’ vulnerability detection in OWASP Juice shop

Figure 5 represents the vulnerabilities detected by each tool in terms of its severity. At

first glance, we got that Snyk had the higher detection rate while Semgrep had the lower
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compared to others. However, we cannot determine much from this detection alone.

Therefore, we further classified these detections into True Positives (TP), True Negatives

(TN), False Positives (FP) and False Negatives (FN).

SAST TP, FP, FN & TN in OWASP Juice Shop
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Figure 6. TP, FP, FN, and TN detection in OWASP Juice Shop

Figure 6 offers important insights regarding the performance of each tool. These insights

include:

While Semgrep has a relatively high True Negative (TN) count indicating truly
ignoring false vulnerabilities detection and has the less False Negative (FP)
among the other tools, meaning fewer missed known vulnerabilities. In addition,
it has a relatively low number of False Positive and False Negative rates, indicat-

ing that it can perform well in identifying both true and false vulnerabilities.

Snyk has a higher number of True Positive (TP) count indicating good at detecting
vulnerabilities. However, it has a higher False Positive (FP) detection, indicating
a significant number of incorrect predictions. These high FP counts lead to a man-
ual investigation for identifying false alarms, which is simply a waste of time and

résources.

SonarCloud has the highest True Positive (TP) count among the tools, indicating
strong vulnerability detection. We considered including security hotspots in So-
narCloud as vulnerabilities, which led to a notable increase in the rate of False

Positives (FP).
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We further applied these metrics to calculate precision, recall, accuracy and F1 score,
providing a more thorough assessment of each tool’s performance which can be illus-

trated by Figure 7 given below.

SAST Tools' Metrics Comparison
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Figure 7. SAST tools” metrics comparison

The outcomes of each tool from Figure 7 based on metrics are analyzed and discussed
below:

e Precision: It represents the proportion of true positives to the total of true positives
and false positives, with higher precision indicating a reduced rate of false posi-
tives and a tool with a higher precision value is likely to produce correct predic-
tions i.e., true positive (TP) (Higuera et al., 2020). Semgrep has a higher precision
of 0.756, meaning about 75.6% of vulnerabilities detected are true positive
whereas Snyk and SonarCloud have a lower precision value of 0.249 and 0.332
respectively. Snyk has the lowest true positive rate i.e., 33.2%.

e Accuracy: It is the ratio of accurate prediction (TP and TN) relative to the overall
count of vulnerabilities detected (Higuera et al., 2020). Semgrep has the highest
accuracy at 0.905 i.e., 90.5% on identifying the presence or absence of vulnera-
bilities. In contrast, Snyk exhibits the lowest accuracy at 0.390, while SonarCloud

produces an overall correct prediction of about 0.476 i.e., 47.6%.
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e Recall: The true positive rate which represents the proportion of true positive re-
sults to the count of real positive cases (Higuera et al., 2020). SonarCloud has the
highest recall of 0.772, indicating that it has a lower rate of false negatives and
identifies the highest actual vulnerabilities at about 0.772 i.e., 77.2%. On the other
hand, Semgrep and Snyk have recall values of about 0.704 and 0.708 respectively.
As aresult, Semgrep became the tool with the lowest rate of identifying the actual
vulnerabilities.

e Fos-score: It’s essentially the weighted average of recall and precision (Higuera
et al., 2020). We focused on determining the fewer false positives so kept the  as
0.5. Sempreg has the highest F-measure score i.e., 0.745, showing a balanced per-
formance between precision and recall. Leaning slightly towards precision. It in-
dicates its effectiveness in minimizing the false positives. However, Snyk has the
lowest F-score value with 0.286 which aligns with its precision. On the other hand,

SonarCloud reflects slightly better precision with 0.374 than Snyk.

6.1.2 Summary

Table 7 provides general benchmarking information about various SAST tools. This
benchmarking consists of general information about the tools such its version, type, li-
cense, and code base language it supports for scans. All this general information is col-
lected through its official website. Furthermore, it provides information about specific
Azure DevOps CI/CD extensions along with other different types of CI/CD pipelines it
supports for integration. The possible output format for displaying results with the time it
takes to execute their SAST scans is also provided. Moreover, the limitations that were
found while performing these tools’ scans are also noted in Table 7. The speed of execu-

tion is collected by running those pipelines on our Azure test environment.
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Table 7. General benchmarking metrics for SASTs Tools

Metrics Semgrep Snyk Code Sonar Cloud

Version 1.55.1 1.1267.0 4.8.0.2856

Language sup- PHP, TypeScript, Kotlin, Kotlin, Ruby, C#, Swift, JavaScript, TypeScript, Docker, Ruby, Ter-

port Scala, Rush, JSX, Java Py- PHP, Scala, Go, TypeScript, raform, Swift, ABAP, CSS,
thon, C#, JSON, Terraform, VB.NET, Java, C/C++. HTML, PL/SQL, Scala, C++,
Generic, JavaScript, Ruby, CloudFormation, VB.NET, Py-
GO. thon, JavaScript, Kubernetes,

Apex, C#, Objective-C, Java,
COBOL, XML, RPF, Flex, T-
SQL, GO, VB6, ARM.

CI/CD integra- GitHub, GitLab, Bitbucket, GitHub, Bitbucket Cloud, Azure GitHub, Bitbucket, Azure
tion support and Azure DevOps DevOps, Gitlab, AWS, GCP DevOps, Gitlab, CircleCI,
TravisCI, Other
License LGPL 2.1 Not OSS Not OSS
Tool type 0SS Commercial Commercial
Output format Emacs, JSON, GitLab SAST, | JSON, SARIF, HTML
GitLab Secrets, JUnit XML, SonarCloud dashboard

SARIF, Vim formats

Limitation Semgrep Cloud Platform is 100 scans per month Free scans only on a public repos-
free for up to 10 contributors itory
Speed of Azure | 3 minutes | second 1 minute 31 seconds 1 minute 57 seconds

pipeline scans

Azure DevOps No No Yes

extensions sup-

port

Based on the information gathered according to general metrics in Table 7, it is evident
that SonarCloud had the most language support among the three SAST tools. Similarly,
Semgrep had a greater number of output format support compared to others. Mainly, it
has the JUnit support for results which will make it easier to publish as a test artifact and
analyze results in the Azure pipelines itself. Snyk has less flexibility towards output for-
mat, while SonarCloud directly publishes the scan results on their portal. In addition, So-
narCloud experienced the shortest execution time within the Azure pipeline for conduct-
ing SAST scans. Furthermore, it also had the Azure extension support, simplifying its
integration into the Azure pipeline in comparison to other tools. However, each tool pre-
sented its own set of limitations. Although Semgrep proves to be user-friendly for smaller
teams, challenges arise with larger teams, necessitating the need to use the paid version
for utilizing the Semgrep Cloud Platform to facilitate easier scanned results analysis. Be-
sides this, SonarCloud doesn’t offer free usage for private projects and the free version of

Snyk limits the number of scans per month.
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We concluded the presence of the OWASP vulnerability category in the tool by inspect-
ing its detection of true positive vulnerabilities, including its associated CWE, and ex-
tending CWE’s mapping with the OWASP’s vulnerability category. Additionally, the
ground truths of OWASP Juice Shop helped to know the presence of different OWASP
Vulnerabilities in OWASP Juice Shop itself. The subsequent Table 8 displays OWASP
vulnerability categories present in the OWASP Juice Shop, along with indications of
whether the SAST tools successfully detected them (yes or no). It shows that Semgrep is
the one that detects most of the OWASP vulnerabilities, while the vulnerability named
A09:2021-Security Logging and Monitoring Failures is not detected by these SAST

tools.

Table 8. OWASP categories detection by the SAST Tools

OWASP Vulnerability | Present in | Semgrep | Snyk SonarCloud

Categories OWASP Juice Code

Shop
A01:2021-Broken  Access | Yes Yes Yes Yes
Control
A02:2021-Cryptographic Yes Yes Yes Yes
Failures
A03:2021-Injection Yes Yes Yes Yes
A04:2021-Insecure Design | Yes Yes No No
A05:2021-Security Miscon- | Yes Yes Yes Yes
figuration
A06:2021-Vulnerable and | No Yes No No
Outdated Components
A07:2021-Identification Yes Yes Yes Yes

and Authentication Failures

A08:2021-Software and | Yes Yes Yes Yes

Data Integrity Failures
A09:2021-Security Logging | Yes No No No

and Monitoring Failures
A10:2021-Server-Side Re- | No Yes Yes Yes
quest Forgery (SSRF)
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In summary, Semgrep is the most accurate in correctly identifying vulnerabilities with
fewer false positives due to its good Fo s-score and accuracy. Additionally, Semgrep is an
open-source tool and can be seamlessly integrated into Azure pipelines despite not having
any Azure DevOps extension for CI/CD integration. Although Semgrep took more time
to execute pipelines, its integration into its Semgrep Cloud Platform provides more flex-
ibility while analyzing results. Secondly, Snyk has a greater number of false positives
which produced poor performance across various metrics due to low precision, accuracy,
and Fo s-score. Despite having a reasonable recall, indicating its ability to identify a sig-
nificant amount of actual vulnerabilities with a cost of higher false positive rates. Further-
more, Snyk has a limitation of 100 scans per month with very limited support of output
formats for displaying results. It has the fastest scan capabilities among the SAST tools.
Lastly, SonarCloud achieved the highest recall value, indicating its effectiveness in iden-
tifying actual vulnerabilities. However, its lower precision values and accuracy of less
than 50% make it vulnerable to detecting higher false positive value results with signifi-
cant incorrect predictions. Sonar Cloud’s free version is limited to scanning for public
repositories only and has a moderate scan execution time compared to the rest of the tools.

Moreover, it facilitates scans for a diverse array of programming languages.

6.2 IaC Tools

Similarly, this section aims to evaluate IaC tools by analyzing their performance against
the Terragoat and present the findings in Table 10 and Figures 8, 9, 10, and 11. Firstly,
sub-section 6.2.1 includes Figure 11 which displays metrics such as precision, accuracy,
recall, and F-score, accompanied by values for true positive, false positive, false negative,
and false positive rate. These data were derived from the vulnerabilities detected by the
IaC tools. Secondly, Table 9 provides the mapping of common vulnerabilities found by
all TaC tools. Conversely, the consecutive sub-section 6.2.2 provides Table 10, which
presents general metrics for the [aC tool, including Supported IaC types, cloud providers
support, CI/CD integration-specific support, license, tool type, output format and limita-

tions. In addition, an overall summary of each tool is provided.
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6.2.1 Vulnerability Detection and Metrics

laC Tools' Vulnerability Detection in Terragoat
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Figure 8. 1aC tools’ vulnerability detection in Terragoat
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Figure 9. Azure laC rules triggered by each laC tool

Figure 8 illustrates the severity-based distribution of vulnerabilities detected by each tool
which are the initial results found after performing scans while Figure 9 represents the
total Azure cloud policies or rules available in comparison to the ones that were triggered

to detect vulnerabilities.

Initially, Checkov has the higher detection rate due to its larger number of rules coupled

with a higher rate of rule triggers which is illustrated in Figure 9. Moreover, Tfsec has the
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second highest rate of detection with most of their available rules triggered to find vul-
nerabilities. Finally, Snyk has the lowest rate of vulnerability detection in terms of other
tools although it had a higher set of Azure [aC policies. Nevertheless, we further com-
pared IaC tools to its TP and FN rates where FP and TN remain O for all tools in our

experiment against Terragoat.

[aC TP & FN in Terragoat
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Figure 10. True Positive and False Negative obtained by laC tools

Figure 10 explains the rate of both True Positive and False Negative, while True Nega-
tive and False Positive remain 0 for all the [aC tools. The following insights can be ob-

tained from the Figure 10:

e Checkov demonstrates superior performance by correctly identifying the highest
number of issues with minimal false negatives. This suggests that Checkov accu-
rately identifies a significant portion of vulnerabilities in Terragoat, with a mini-
mal occurrence of failing to detect true vulnerabilities.

e Snyk has a greater number of missed vulnerabilities detection (FN) than its actual
vulnerabilities detection (TP). Out of the 137 known vulnerabilities on Terragoat,
it detected the lowest number of true positives, specifically 76, which is lower
compared to other tools. In addition, it is also accompanied by a higher count of

false negatives among the other tools.
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o Tfsec at least performed better than Snyk in terms of vulnerability detection which
successfully identified 87 true positives and failed to be detected 100 vulnerabili-

ties.
However, it's essential to emphasize that Terragoat was developed by the same team that

also created Checkov. Consequently, there might be a bias favoring Checkov in this com-

parison. This represents a limitation in our IaC assessment.

laC Tools' Metrics Comparison
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Figure 11. 1aC tool’s metrics comparison

The results of each tool from Figure 11 are analyzed and discussed based on the metrics
below:

e Precision: It represents the proportion of correctly identified true positives out of
all true and false positives cases. Since the false positive is 0 for all the tools, we
cannot analyze much from this as the value of precision is the same for all tools.

e Accuracy: Checkov has the highest accuracy at 0.935 i.e., 93.5% on identifying
the presence or absence of vulnerabilities. In contrast, Tfsec produces an accurate
prediction of about 0.465 i.e., 46.5%, while Snyk has the lowest accuracy at 0.406.

e Recall: Checkov exhibits the highest recall of 0.935, indicating that it has a lower

rate of false negatives and identifies the highest actual vulnerabilities. On the other
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hand, Snyk and Tfsec have recall values of about 0.406 and 0.465 respectively.
As a result, Snyk became the tool with the lowest rate of identifying the actual
vulnerabilities.

e Fis-score: We focused on minimizing false negatives so kept the value of B as
1.5. Chekcov has the highest F-measure score i.e., 0.954, showing a balanced per-
formance between precision and recall. Leaning slightly towards recall. It indi-
cates its effectiveness in minimizing false negatives. However, Snyk has the low-
est F-score value with 0.497. On the other hand, Tfsec reflects slightly better pre-
cision with 0.556 than Snyk.

6.2.2 Mapping of the Matched Vulnerabilities in Tool Comparison

The following Table 9 represents the mapping of vulnerability issues found in Terragoat
with unique IDs of Checkov, Tfsec, and Snyk which are Checkov Check Id, Tfsec Id, and
Snyk Id respectively. These vulnerability issues are found by all these tools on their re-
spective scans. Out of 78 known unique issues in Terragoat, 34 were the most common

that both tools were able to detect.



Table 9. Mapping of found vulnerabilities in Terragoat with Checkov Id,

Snyk 1d, extension of (Bridgecrewio, 2023)
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Tfsec Id, and

SN Issue Severity Checkov Check Id Tfsec Id Snyk Id
1 SSH access does not restrict public access from the internet. Critical CKV_AZURE_10 AVD-AZU-0047 SNYK-CC-TF-33
AVD-AZU-0050
2 RDP access is possible by anyone from the internet. Critical CKV_AZURE 9 AVD-AZU-0048 SNYK-CC-TF-33
AVD-AZU-0047
3 The expiration date is not specified for all keys. Critical CKV_AZURE_40 AVD-AZU-0014 SNYK-CC-TF-173
4 Not all secrets have an expiration date. Critical CKV_AZURE 41 AVD-AZU-0017 SNYK-CC-TF-174
5 The auditing setting is not activated for SQL servers. High CKV_AZURE 23 AVD-AZU-0027 SNYK-CC-TF-167
6 RBAC remains disabled on AKS clusters. High CKV_AZURE 5 AVD-AZU-0042 SNYK-CC-TF-80
7 Basic authentication is utilized by Azure Instance (Instead High CKV_AZURE _1 AVD-AZU-0039 SNYK-CC-TF-263
consider using SSH Key). CKV_AZURE _178
8 'All' is not selected for the 'Threat Detection types' setting. High CKV_AZURE 25 AVD-AZU-0028 SNYK-CC-TF-168
9 Alert notifications are not set up for MSSQL servers. High CKV_AZURE_26 AVD-AZU-0018 SNYK-CC-TF-169
10 Azure-managed disk’s encryption is disabled. High CKV_AZURE 2 AVD-AZU-0038 SNYK-CC-TF-77
11 Azure Monitoring configuration is not set up for AKS log- Medium CKV_AZURE _4 AVD-AZU-0040 SNYK-CC-TF-82
ging.
12 The web app is not configured with the recent TLS encryp- Medium CKV_AZURE _15 AVD-AZU-0006 SNYK-CC-TF-145
tion version.
13 The web app is not configured with the recent 'HTTP Ver- Medium CKV_AZURE_18 AVD-AZU-0005 SNYK-CC-TF-163
sion'.
14 App Service Authentication is not configured for Azure Medium CKV_AZURE_13 AVD-AZU-0003 SNYK-CC-TF-160
App Service.
15 The web app is not configured with 'Client Certificates Medium CKV_AZURE_17 AVD-AZU-0001 SNYK-CC-TF-162
(Certificates from the client)'.
16 Purge protection is not activated for the Key Vault. Medium CKV_AZURE_110 AVD-AZU-0016 SNYK-CC-AZURE-624
SNYK-CC-TF-175
17 The retention period for the Activity Log is not configured Medium CKV_AZURE_37 AVD-AZU-0031 SNYK-CC-TF-156
for 365 days or more.
18 The Queue service doesn’t have storage logging enabled for Medium CKV_AZURE 33 AVD-AZU-0009 SNYK-CC-AZURE-534
read, write and delete operations.
19 TLS encryption used in the Storage Account is not up to Medium CKV_AZURE _44 AVD-AZU-0011 SNYK-CC-TF-149
date.
20 For MSSQL servers, the 'Email service and co-administra- Medium CKV_AZURE_27 AVD-AZU-0023 SNYK-CC-TF-170
tors' option is not set to ‘Enabled”
21 The retention period for the Network Security Group Flow Medium CKV_AZURE_12 AVD-AZU-0049 SNYK-CC-TF-152
Log is not configured for more than 90 days.
22 The standard pricing tier is not selected. Medium CKV_AZURE_19 AVD-AZU-0045 SNYK-CC-TF-164
23 MySQL does not utilize the latest TLS encryption version. Medium CKV_AZURE_54 AVD-AZU-0026 SNYK-CC-AZURE-
627
24 MySQL Database Server does not have the 'Enforce SSL Medium CKV_AZURE 28 AVD-AZU-0020 SNYK-CC-TF-146
connection' option set to 'ENABLED". SNYK-CC-AZURE-
628
25 The PostgreSQL Database Serve does not enforce SSL con- Medium CKV_AZURE 29 AVD-AZU-0020 SNYK-CC-TF-147
nections. SNYK-CC-AZURE-630
26 Connection throttling is not activated for the PostgreSQL Medium CKV_AZURE 32 AVD-AZU-0021 SNYK-CC-TF-171
Database Server.
27 The PostgreSQL Database Server does not have the Medium CKV_AZURE 30 AVD-AZU-0024 SNYK-CC-TF-154
'log_checkpoints' enabled as server parameters.
28 Storage Account access does not have 'Trusted Microsoft Medium CKV_AZURE_36 AVD-AZU-0010 SNYK-CC-TF-172
Services' enabled.
29 Network Policies are not set up for the AKS cluster. Low CKV_AZURE_7 AVD-AZU-0043 SNYK-CC-TF-176
30 The API Server Authorized IP Ranges feature is not enabled ~ Low CKV_AZURE 6 AVD-AZU-0041 SNYK-CC-TF-81
for AKS.
31 All the activities are not included in the audit profile. Low CKV_AZURE 38 AVD-AZU-0033 SNYK-CC-TF-157
32 'Phone number" is not configured as a security contact. Low CKV_AZURE 20 AVD-AZU-0046 SNYK-CC-TF-165
33 Email notifications for high-severity alerts are not activated. Low CKV_AZURE_21 AVD-AZU-0044 SNYK-CC-TF-166
34 PostgreSQL is not utilizing the latest TLS encryption. Low CKV_AZURE_147 AVD-AZU-0026 SNYK-CC-AZURE-

629
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6.2.3 Summary

The general benchmarking information about various IaC tools which consists of general
information about the tools such its version, type, license, and code base language it sup-
ports for scans is provided in Table 10 represented below. Additionally, it provides infor-
mation about the possibility of integrating those tools with various CI/CD pipelines along
with specific Azure DevOps extension support available in the market. The time to exe-
cute their [aC scans against the Terragoat is also mentioned with the possible output for-
mat of each tool. Limitations of using these tools were also noted down respectively in

Table 10.

Table 10. General metrics comparison of laC tools

Metrics Checkov Snyk IaC Tfsec

Version 3.14.6 1.1267 1.26.0

Supported [aC Docker, ARM, Helm charts, Terraform, AWS CloudFormation, Az- Terraform (for AWS, Azure,

types Terraform (GCP, OCI, Azure, ure Resource Manager, Kubernetes GCP, CloudStack, Digital-
AWS), Kubernetes, CloudFor- Manifests, Helm Charts Ocean, GitHub, Kubernetes,
mation, Serverless framework. OpenStack, Oracle).

Supported cloud | GitHub, GitLab, Bitbucket, and | GitHub, Bitbucket Cloud, Azure GitHub, Bitbucket, Azure

providers Azure DevOps DevOps, Gitlab, AWS, GCP DevOps, Gitlab, CircleClI,

TravisCI, Other

CI/CD integra- BitBucket, Circle CI, GitHub None GitHub Action, Azure
tion-specific Actions, Kubernetes, Jenkins, DevOps Pipelines Tasks
support GitLab Ci, Docker, Pre-Com-

mit, OpenAl
License Apache-2.0 Not OSS MIT license
Tool type 0SS Commercial 0SS

Output format

Github markdown, JSON, SA-
RIF CLI, CSV, CycloneDx,
Junit XML

JSON, SARIF, HTML

lovely (default), JSON, SA-
RIF, CSV, CheckStyle,
JUnit, text, GIF

rules available

Limitation None 100 container tests per month Migrated to Trivy. No more
support in the future.

Speed of Azure | 24 seconds 20 seconds 7 seconds

pipeline scans

Azure DevOps No No Yes

extensions sup-

port

Total number of | 280 195 51

The analysis of general metrics in Table 10 reveals that among the three [aC tools,
Checkov stands out with the most extensive support for various IaC file types and a com-

prehensive range of policies it can assess. All the tools have support for various known
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cloud providers, while Snyk doesn’t have any specific CI/CD support. Checkov and Tfsec
are the OSS tools with license Apache-2.0 and MIT respectively. In contrast, Snyk is a
commercial tool with 100 container tests per month as a test limitation on the free version.
Tfsec was fast on completing the execution of the IaC scans on the test, but it has stopped
support recently to improve Tfsec and instead moved to Trivy. Checkov produces a great
amount of security smell detection. Lastly, Snyk has less support for output format for

displaying the results in the Azure pipelines compared to others.

Based on these metrics, Checkov appears to be the most effective [aC tool among the
three evaluated ones, as it has detected the most issues with fewer false negatives. Tfsec
stands between the other two tools in terms of these metrics but still has a substantial
number of false negatives. Snyk experienced the lowest in all metrics, suggesting that it
missed most of the issues although its Azure rules set is greater than Tfsec. However,
without the false positives and true negatives in the datasets, we lack a comprehensive
understanding of how frequently the tool overlooks false flags and incorrectly identifies

false issues, which is also an important aspect of performance.
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7 CONCLUSION

The primary goal of this research was to perform a thorough evaluation of the SAST and
IaC tools in the context of the DevSecOps in the Azure platform, with our focus on de-
termining the strengths and limitations of tools on various metrics. In this context, it will
be easier to select the right SAST and [aC based on the various metrics as per the one’s

requirements.

An Azure Cloud test environment was established to analyze six different tools against
their benchmarks. The analysis followed a systematic methodology, standardizing scan
reports into a consistent format, categorizing outcomes of each detected vulnerability by
tools into various labels such as severity, True Positive (TP), True Negative (TN), False
Positive (FP), and False Negative (FN). Afterward, performance metrics were calculated
for each tool. In addition, general metrics are also considered with performance metrics

to analyze from different perspectives.

We aimed at minimizing the false positives for the SAST tools which results Fo s-score
between 0.745 and 0.286. Semgrep in terms of performance metrics stands out as a better
tool with an accuracy of 0.905 for detecting true vulnerabilities and ignoring false alarms.
It 1s the simplest SAST tool to get started for smaller teams or startup companies which
also produces fewer false positives. However, it is limited to 10 contributors in a team if
it is integrated with Semgrep Cloud Platform and might need more effort to analyze if it’s
not linked with their cloud platform. Although Snyk has the fastest execution time of the
pipeline of SAST scans, it stands out way behind the rest of the tools in terms of these
various metrics. In addition, Sonar Cloud is the easiest one to install on the Azure DevOps
but its free scans are limited to public repositories only. Semgrep detected 9 out of 10

OWASP Top 10 vulnerabilities, while Snyk and SonarCloud detected seven of them.

On the other hand, we focused on minimizing false negatives for the IaC tools. F1.s-score
aims to reduce the false negatives which range between 0.497 to 0.95 with the Checkov
getting the highest and Snyk with the lowest F; s-score value. Checkov performs well
with other metrics as well because it has higher sets of 280 Azure rules to detect vulner-
abilities. However, it needs a laborious effort to set up of pipeline as it is dependent on

Python and the Azure pipeline needs some workaround while using Python dependencies.
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Although, Snyk had 195 sets of rules it failed to beat other tools in terms of metrics. Tfsec
is a moderate tool and easy to get started on Azure pipeline keeping in mind that it has

migrated to Trivy and has fewer sets of Azure policies.

This research contributes to the DevSecOps paradigm and SAST and IaC tool compari-
son, highlighting the correlation between security activities, SDLC stages, and OWASP
vulnerabilities that a security activity can detect. It encompasses ways of integrating var-
ious [aC and SAST security scans in Azure pipelines. Additionally, this study provides a
relation between [aC smells and OWASP Top 10 vulnerabilities and the initial framework
for further exploring various other IaC tools. Lastly, the ground truths for OWASP juice
shop are also presented in this study which makes it easier to evaluate different metrics
for SAST tools. This research is beneficial to software development teams, security pro-
fessionals, researchers, and other stakeholders interested in building and maintaining se-

cure software applications within DevSecOps frameworks.

In this study, we performed IaC tools analysis on a benchmark named Terragoat. The
results of tools analysis with this benchmark contain limitations. Firstly, it was difficult
to determine False Positive (FP) and True Negative (TN) cases because the benchmark
doesn’t contain false alarms, and detected vulnerabilities were True Positives in all cases.
The results might be different if we were able to determine False Positives which is pos-
sible with the real-world infrastructure. Secondly, Terragoat and Checkov are developed
by the same vendors which makes the results inclined more towards Checkov. While, in
the SAST analysis, we consider the security hotspot as well as the vulnerabilities which
result in SonarCloud having more False Positive rates which impact its end analysis re-
sults. Finally, Checkov and Semgrep pipeline execution time was affected by the extra

setup required for the Python with the Azure self-hosted agent.

In summary, the analysis confirms that every SAST and IaC tool has its strengths and
limitations. One can select the tools based on what they are expecting. These security
scans can be integrated into the DevSecOps pipelines effortlessly and can be the starting
point for those interested in transforming their software development paradigm from
DevOps to DevSecOps. Extending these tools' comparison with the real-world product to

yield more efficient analysis could be the future work.
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9.1 Appendix A: Ground Truths Present in OWASP Juice Shop

SN

12
13
14

18

OWASP Juice Shop Cate-
gory

Sensitive Data Exposure

Sensitive Data Exposure

Broken Access Control

Unvalidated Redirects

Broken Access Control

Security through Obscurity

Broken Authentication

XML External
(XXE)

Entities

Improper Input Validation

Cross Site Scripting (XSS)

Cross Site Scripting (XSS)

Injection
Injection

Cross Site Scripting (XSS)

Cross Site Scripting (XSS)

Cross Site Scripting (XSS)

Cross Site Scripting (XSS)

Cross Site Scripting (XSS)

OWASP  Vulnerability
Category
A01:2021-Broken Access
Control
A01:2021-Broken Access
Control
A01:2021-Broken Access

Control

A01:2021-Broken Access

Control

A01:2021-Broken Access

Control

A04:2021-Insecure Design

A07:2021-Identification
and Authentication Fail-
ures

A05:2021-Security  Mis-

configuration

A03:2021-Injection

A03:2021-Injection

A03:2021-Injection

A03:2021-Injection
A03:2021-Injection
A03:2021-Injection

A03:2021 - Injection

A03:2021- Injection

A03:2021-Injection

A03:2021-Injection

Filename

server.ts

server.ts

frontend/src/app/app.routing.ts

lib/insecurity.ts

routes/updateProductReviews.ts

frontend/src/app/app.routing.ts

models/user.ts

routes/fileupload.ts

server.ts

frontend/src/app/search-re-
sult/search-result.component.html
frontend/src/app/search-re-
sult/search-result.component.ts
routes/login.ts

routes/search.ts
frontend/src/app/product-de-
tails/product-details.component.html
frontend/src/app/administration/ad-
ministration.component.ts
frontend/src/app/administration/ad-
ministration.component.html
frontend/src/app/feedback-de-
tails/feedback-details.compo-
nent.html
frontend/src/app/about/about.compo-

nent.ts

Line number(s)
242,243,251, 253,
309

664

48

132, 133, 134, 144

16, 18, 20

210, 245

71

80

466
13

126, 152

36
23
16

51,55

26, 58,90

19

85

Appendix A: OWASP Juice Shop ground truth, extended from (OWASP Juice Shop,

2023)
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SN Issue Checkov Check ID  |No. of Occur- Severity
rence(s)

1 [SSH access does not restrict public access from the internet. CKV_AZURE 10 1 Critical

2 [RDP access is possible by anyone from the internet CKV_AZURE 9 1 Critical

3 |Custom subscription owner roles have been defined. CKV_AZURE 39 1 Critical

4 [The expiration date is not specified for all keys. CKV_AZURE 40 1 Critical

5 |Not all secrets have an expiration date. CKV_AZURE 41 1 Critical

6  [The auditing setting is not activated for SQL servers. CKV_AZURE 23 8 High

7  [The auditing retention policy for the SQL servers is not more CKV_AZURE 24 8 High
than 90 days.

8  [The encryption of critical data with a Customer Managed Key in [CKV2_AZURE 1 2 High
the storage is not enabled.

9  |RBAC remains disabled on AKS clusters. CKV_AZURE 5 1 High

10 |Basic authentication is utilized by Azure Instance (Instead con- |CKV_AZURE 1 1 High
sider using SSH Key). CKV_AZURE 178

11 [All'is not selected for the 'Threat Detection types' setting. CKV_AZURE 25 8 High

12 |Alert notifications are not set up for MSSQL servers. CKV_AZURE 26 2 High

13 |Azure-managed disk’s encryption is disabled. CKV_AZURE_2 1 High

14 [The 'Secure transfer required' feature is disabled. CKV_AZURE 3 1 High

15 |Azure Key Vault does not disable public network access. CKV_AZURE 189 1 High

16 |Storage blob access is accessible by anyone from the internet. CKV_AZURE 190 2 High

Appendix B.1: Ground Truths in Terragoat with Critical and High Severity, extended

from (Bridgecrewio,

2023)



SN

10

11

12

13

14

16

17

18

20

21

22

23

24

25

26

27

Issue

Azure Monitoring configuration is not set up for AKS logging.

The web app does not utilize the latest TLS encryption version.

FTP deployments are not disabled.

The web app is not configured with the recent 'HTTP Version'.

App Service Authentication is not configured for Azure App Service.

The web app is not configured with 'Client Certificates (Certificates
from the client)'.

The App service is not registered with Azure Active Directory.

HTTP traffic is not automatically redirected to HTTPS for the web
app in Azure App Service.

The virtual machines have additional extensions installed.
Key vault does not allow configuration of firewall rules.
The key vault does not have recovery capabilities.

Purge protection is not enabled for the key vault.

The retention period for the Activity Log is not configured for 365
days or more.

Access denial is not the default setting for network access rules in
Storage Accounts.

The Queue service doesn’t have storage logging enabled for read,
write and delete operations.

TLS encryption used in the Storage Account is not up to date.
MSSQL does not utilize the latest TLS encryption.

For MSSQL servers, the 'Email service and co-administrators' option
is not set to ‘Enabled’.

The retention period for the Network Security Group Flow Log is not
configured for more than 90 days.

The standard pricing tier is not selected.

Email notifications for high-severity alerts are not enabled.

MySQL does not utilize the latest TLS encryption version.

The MySQL Database Server does not enforce SSL connections.
The PostgreSQL Database Server doesn’t enforce SSL connections.

Connection throttling is not activated for the PostgreSQL Database
Serve.

The PostgreSQL Database Server does not have the 'log_checkpoints'
enabled as server parameters.

Storage Account access does not have 'Trusted Microsoft Services'
enabled.

Checkov Check
ID
CKV_AZURE 4
CKV_AZURE_15
CKV_AZURE_78
CKV_AZURE 18
CKV_AZURE 13
CKV_AZURE 17
CKV_AZURE_16
CKV_AZURE_14
CKV_AZURE_50
CKV_AZ-
URE_109
CKV_AZURE 42
CKV_AZ-
URE_110
CKV_AZURE_37
CKV_AZURE_35
CKV_AZURE 33
CKV_AZURE 44
CKV_AZURE 52
CKV_AZURE 27
CKV_AZURE_12
CKV_AZURE_19
CKV_AZURE 22
CKV_AZURE 54
CKV_AZURE 28
CKV_AZURE 29
CKV_AZURE 32

CKV_AZURE 30

CKV_AZURE 36

No. of Oc-
currence(s)

1

76

Severity
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium

Medium

Appendix B.2: Ground Truths in Terragoat with Medium Severity, extended from

(Bridgecrewio, 2023)



SN

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

Appendix B.3: Ground Truths in Terragoat with Low Severity, extended from
(Bridgecrewio, 2023)

Issue

AKS does not integrate with Azure Policies Add-on.

Disabling the Kubernetes Dashboard has not been configured.

The disk encryption set has not been utilized by AKS.

AKS doesn’t enable private clusters.

Disabling the AKS local admin account has not been configured.

The Network Policy is not set up for the AKS cluster.

The API Server Authorized IP Ranges feature is not enabled for AKS.

App Services do not have a managed identity provider enabled.

The app services do not utilize Azure Files

The .NET Framework version used by the web app is outdated.

The app service does not set the detailed error messages to on.

The HTTP logging for the App service remains disabled.

The failed request tracing for the App service is disabled.

The password authentication for the Virtual machine is enabled.

Windows VM disables encryption.

The key vault key is not secured by the HSM.

The "content_type" attribute is not defined for the Key Vault secrets.

Not all the activities are captured by the audit profile.

The SQL server allows public network access.

'Phone number' is not configured as a security contact.

Email notifications for high-severity alerts are not activated.

The Threat detection feature is not turned on for the MySQL server.

Geo-redundant backups are not turned on for the MySQL server.

MySQL servers have public network access enabled.

PostgreSQL is not utilizing the latest TLS encryption.

Enabling infrastructure encryption is not configured for the PostgreSQL server.

Enabling Threat detection policy is not configured for the PostgreSQL server.

Enabling geo-redundant backups for the PostgreSQL server is not configured.

PostgreSQL server allows public network access.

Customer-managed key encryption for managed disks does not utilize a specific set of

disk encryption keys.

Enabling WAF is not configured by Application Gateway.

Azure Active Directory Admin is not set up.

Enabling customer-managed keys for encryption is not configured for the MySQL
server.

Enabling customer-managed keys for encryption is not configured for Storage accounts.

Base64 High Entropy String

Checkov Check ID

CKV_AZURE_116

CKV_AZURE_8

CKV_AZURE_117

CKV_AZURE_115

CKV_AZURE_141

CKV_AZURE_7

CKV_AZURE_6

CKV_AZURE_71

CKV_AZURE_88

CKV_AZURE 80

CKV_AZURE_65

CKV_AZURE_63

CKV_AZURE_66

CKV_AZURE_149

CKV_AZURE_151

CKV_AZURE 112

CKV_AZURE_114

CKV_AZURE_38

CKV_AZURE_113

CKV_AZURE 20

CKV_AZURE 21

CKV_AZURE_127

CKV_AZURE_94

CKV_AZURE_53

CKV_AZURE_147

CKV_AZURE_130

CKV_AZURE_128

CKV_AZURE_102

CKV_AZURE_68

CKV_AZURE 93

CKV_AZURE_120

CKV2 AZURE 7

CKV2_AZURE_16

CKV2_AZURE_I8

CKV_SECRET 6

No. of Occurrence(s)

77

Severity

Low



9.3 Appendix C: Azure YAML Configuration files

1 trigger: none

2

3 pool:

4 name: "default”

5

& stages:

7 - stage: sasi_test

8 displayMame: SAST Scan

9 Jjobs:
18 - job: SonarCloudScan

11 displayName: "SonarCloud Code Security Scan’
12

13 steps:

14 - checkout: self

15 fetchDepth: @

16

17 - task: Sonar udPreparel

18 inputs:

19 SonarCloud: "SonarCloud'

20 organization: "toolanalysis-msc-thesis
21 scannerMode: 'CLI'

22 configMode: 'manual’

23 rojectKey: 'Toolfnalysis_ToolAny'
24 rojectiame: 'Too.

25 ources: "."

26

27 - task: ScnarCloudAnalyze@l

28 inputs:

29 jdkversion: 'JAVA_HOME'

3@

31 - task: SonarCloudPublish@l

32 inputs:

33 pollingTimeoutSec: '3@8°
34

35

Appendix C.1: SonarCloud Azure Pipeline yml configuration file

trigger: none

pool:
name: "default’

- mame: pythonVersion
displayName: 'Python version'

1

2

3

5

6 parameters:
7

8

9 defsult: '3.10.12°
)

1

11 stages:

12 | - stage: sast_test

13 displayName: SAST Scan

12 Sob:
15 - job: Semgrepscan
displaylame: ‘Semgrep Code Security Scan'

steps:
- checkout: self
clean: true
fetcnbeptn: @
persistCredentials: true

.pythonVersion }}/x64
pythonVersion }}/x64.complete

TeolsDirectory)/Python/${{ param
mkdir -p ${Agent.ToolsDirectory)/Python/${{ paramete
displayName: 'Create Python local folders®

P

0 https://github.com/actions/python-versions/releases/donnload/3.16.12-5209619@51/python-3.18. 12-1inux- 22.64-%64 . tar.gz
tar -xvf python-3.19.12-1inux-22.04-x64.tar. g2

workingDirectory: $(Agent.ToolsDirectory)/Python/${{ psrameters.pythonVersion }}/x64

displayame: 'Downloaded"

- task: UsePythonVersiong@

c: ${{ parameters.pythenVersion }}
disableDounloadFromRegistry: true
architecture: 'x64'
displayName: ‘Install python ${{ parameters.pythonVersion }}'

- seripr: |
python -m pip install --upgrade pip
pip install semgrep==1.55.1
5 displayName: 'Install Semgrepscan’
6
47 - script: |
a8 sengrep
29 displayName: 'Run Semgrep SAST Scan'
se
51 vt
52 SEMGREP_PR_ID: $(System.PullRequest.FullRequestiumber)
53 SEMGREP_COMMIT: $(Build.SourceVersion)
54 SEMGREP_REP@_NAME: $(SEMGREP_REP@_NAME)
55 SEMGREP_REPO_URL: $(SEMGREP_REPO_URL)

SEMGREP_BRANCH: ${SEMGREP_BRANCH)
SEMGREP_APP_TOKEN: $(SEMGREP_APP_TOKEN)

Appendix C.2: Semgrep Azure pipeline yml configuration file



1 trigger: none

2
3 pool:
4 name: 'default”
5
5 stages:
7 - stage: sast_test
8 displayMame: SAST Scan
kS jobs:
1@ - job: SnykSecurityScan
11 displaylName: 'Snyk Code Security Scan’
12
13 steps:
14 - checkout: self
15 fetchDepth: @
16
17 - task: NodeTool@®
18 inputs:
19 versionspec: 'l16.x%°
20 displayName: 'Install Node.js®
- script: |
npm install -g snyk@l.1267.@
24 displayName: 'Install snyk'
25
26 - script: |
27 snyk config set api=%(SNYK_TOKEN)
28
29 snyk code test --json
3
31 displayName: 'Snyk test'
32

Appendix C.3: Snyk Azure pipeline yml file for SAST scans

1 trigger: none

pool:
name: 'default”

- name: pythonVersion
displayName: 'Python version’

3
a
5
6 parameters:
7
8
9 default: '3.10.12"

10
11 stages:

12 | - stage: iac_test

13 displayName: I2C Security Scan

14 Jobs:

15 - job: CheckovSecurityScan

16 displaylame: *Checkov IaC Security Scan'

17

13 steps:

13 - checkout: self

2 fetchDepth: B

21

22 - script: |

23 mkdir -p $(Agent.ToolsDirectory)/Python/${{ parameters.pythonVersion }}/x64

24 mkdir -p §(Agent.ToolsDirectory)/Pythen/${{ parameters.pythonVersion }}/x64.complete
25 displayhame: 'Create Pytnon local folders’

26

27 - script: |

28 curl -LO https://github.com/actions/python-versions/releases/dounload/3.18.1 1/python-3.16.12-1inux-22.84-x64. tar.gz
29 tar -xvf python-3.12.12-1inux-22.84-x64.tar.gz

38 workingDirectory: ${Agent.ToolsDirectory)/Python/${{ parameters.pythonVersion }}/x64
31 displayhame: *Downloaded’

32

33 - task: UsePythonversiongd

34 inputs:

35 versionSpec: ${{ parameters.pythonVersion }}

36 disableDounloadFromRegistry: true

37 architecture: 'x64'

E displayName: 'Install python ${{ parameters.pythonVersion }}'

39

40 - script: |

a1 sudo apt install python

42 pip install checkov==3.1.46

a3

24 checkov -d ./terraform/azure --output junitxal > $(System.DefaultWorkingDirectory)/Test-checkov-report.xml
45 displayName: 'Install Checkov'

a5

a7 - task: PublishTestResults@2

43 inputs:

a9 testResultsFormat: 'JUnit

E] testResultsFiles: $(System.DefaultWorkingDirectory)/Test-checkov-report.xml

51 condition: always()

Appendix C.4: Checkov Azure pipeline yml configuration file



trigger: none

pool:
name: ‘default’

stages:
- stage: iac_test
displayMame: IaC Security Scan
jobs:

- job: SnykSecurityScan
displayMame: "Snyk Security Scan'

steps:
- checkout: self

fetchDepth: @

- task: NodeToocl@d

inputs:
versionSpec: "16.x'
displayMame: 'Install MNode.js"

- script: |

npm install -g snykgl.1267.@
displayMame: 'Install snyk’

- script: |

synk config set api=%(SNYK_TOKEN)

snyk iac test ./terraform/azure --json

displayMame: 'snyk test'

Appendix C.5: Snyk Azure pipeline configuration yml file for laC scans

trigger: none

pool:
name: "default’

stapes:
- stage: tfsec_iac_test
displayMame: IaC Security Scan

jobs:
- job: tfsecScan
displaylame: '"tfsec IaC Security Scan’

steps:
- checkout: self
fetchDepth: @

- task: tfsecgEl
inputs:

dir: .fterraform/azure

Appendix C.6: Tfsec Azure pipeline yml configuration file
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