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This thesis aims to explore the current state of authentication in 5G networks, critically assessing
existing protocols, identifying vulnerabilities, placing particular emphasis on the Subscription Con-
cealed Identifier (SUCI) and proposing enhancements to fortify the security infrastructure. As a
crucial element of the authentication framework in 5G, the SUCI serves to conceal the permanent
identity of users, addressing privacy concerns that are central to the adoption of 5G technology.
In the era of 5G technology, the demand for secure and efficient authentication processes is
paramount, especially within private networks catering to specific industries and applications.

The study begins by providing an overview of the evolution of authentication in cellular technolo-
gies prior to 5G. Then continuing with a detailed description of the authentication framework in
5G, including subscriber identifiers, authentication methods and the foundational role of the SUCI.
Through an in-depth analysis of the SUCI's function, this thesis explores its role in enhancing
security and privacy in 5G networks. Considerations such as the integration of SUCI in private
networks and its efficacy in mitigating potential privacy threats are discussed.

A brief overview of the Non-Public Networks (NPN), which is the name used for private networks
from 3GPP, is provided. Also, an overview of Nokia Digital Automation Cloud (NDAC) solution is
provided, which is aligned with 3GPP Standalone NPN model and has been used in testing of the
SUCI support at Nokia. Results of these tests are provided in the end of this thesis and demon-
strate the successful authentication using SUCI for registering in the NDAC 5G Stand Alone (SA)
network.

By delving into the nuances of the authentication mechanism in 5G networks, this thesis seeks
not only to contribute to the academic discourse but also to provide practical insights for industry
stakeholders, policymakers, and network operators navigating the evolving landscape of 5G se-
curity. The findings of this thesis contribute valuable insights for organizations deploying private
5G networks, offering a nuanced understanding of the SUCI's implications on security, privacy,
and user identification. Recommendations for optimizing SUCI implementation and addressing
potential challenges are provided, fostering a comprehensive approach to authentication in pri-
vate 5G environments.
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1. INTRODUCTION

The advent of 5G technology marks a transformative era in wireless communication,
promising unprecedented speed, capacity, and connectivity. As the foundation for a di-
verse range of applications, from smart cities to the Internet of Things (loT), the security
of 5G networks is of paramount importance. Authentication, as a fundamental security
measure, plays a pivotal role in safeguarding the integrity and confidentiality of commu-

nication within these networks.

In 5G there are new security features introduced, which aim to combat many of the com-
mon threats of previous cellular technologies such as IMSI-catching attacks. Interna-
tional Mobile Subscriber Identity (IMSI) is a unique number that is used in cellular net-
works to uniquely identify a subscriber within a cellular. IMSI is securely stored in the
user’s device and is sent to the network to identify the subscriber and get the services
that the subscriber is entitled to use. In cellular technologies prior to 5G, this identifier
has been sent in the clear, in the initial attachment requests, which has been considered
a weakness of the overall security of these cellular technologies. IMSI-catcher devices,
which are devices that mimic a real base station with a better signal strength, so that
User Equipment (UE) would connect to this fake base station, have been used by attack-
ers to collect subscriber’s IMSls, and hence be able to track and locate subscribers or
persons of interest. These new security features include new mutual authentication ca-
pabilities, enhanced subscriber identity protection, and additional security mechanisms.

[3]

The new mutual authentication capabilities include new authentication procedures such
as 5G Authentication and Key Agreement (5G AKA), Extensible Authentication Protocol
- Authentication and Key Agreement (EAP-AKA’) and Extensible Authentication Protocol
- Transport Layer Security (EAP-TLS). 5G AKA is an enhanced version of the Evolved
Packet System Authentication and Key Agreement (EPS AKA) in 4G, providing an in-
creased home control of the authentication process. In 4G, the authentication decision
was made by the Mobility Management Entity (MME) and the home network was not
notified on the authentication result, which was considered a weakness of the authenti-

cation framework in 4G. Whereas in 5G, the home network is responsible for making the



authentication decision, and hence providing an increase of control by the home network.
[1]

Besides the authentication methods, enhancements on protection on the subscriber’s
identifiers are also introduced in 5G such as Subscriber Concealed Identity (SUCI),
which is the encrypted format of the subscriber’'s permanent identifier and is transmitted
in the radio interface, and as such IMSI is never transmitted in the clear but rather its

encrypted format, and hence providing protection against subscriber privacy breaches.

This thesis aims to provide a description of the authentication framework in 5G, including
authentication methods, subscriber identifiers, and the implementation of SUCI support
in cellular private networks. Also, the authentication framework discussed in this thesis
covers only data services and not voice services, as voice services are not that important
in private cellular networks. As such, the authentication framework for voice services
such as Voice over LTE (VOLTE) in LTE and Voice over NR (VONR) in 5G are out of

scope in this thesis.

The Chapter 2 provides a brief description of the authentication framework in the most
used standards in cellular technologies prior to 5G, such as GSM, UMTS and LTE. In
Chapter 3, a more detailed analysis of the authentication in 5G networks is provided. In
this chapter, the most common threats to the cellular networks such as ‘IMSI catching’
attacks and mitigations of those threats by using the concealed subscriber identifiers are
discussed. Chapter 4 introduces the Non-Public Networks, and a brief description of
Nokia Digital Automation Cloud (NDAC) solution, which has been used in the work of
this thesis. In Chapter 5, the methodology used in this thesis is explained along with the
requirements for the implementation of the SUCI support in NDAC. Also, the equipment
and parameters used in testing of the feature ‘SUCI support in NDAC’ are provided. In
Chapter 6, the results achieved after the testing of the feature ‘SUCI support in NDAC’
are presented. Chapter 7 provides the conclusion of this thesis and proposes future en-

hancements regarding SUCI in private networks.



2. EVOLUTION OF AUTHENTICATION IN CELLU-
LAR TECHNOLOGIES

This chapter provides an overview of the evolution of the authentication framework from
the first to the fourth generation of cellular technologies, by presenting the authentication
in the most used standards respective to each cellular technology such as GSM in 2G,
UMTS in 3G and LTE in 4G. Authentication in 5G will be discussed in a separate chapter.

2.1 Authentication in analogue cellular technology

The first generation of cellular communication referred to as 1G, was based on the ana-
logue modulation, and supported voice services. Example of technologies developed
under 1G included Nordic Mobile Telephone (NMT-400), the Advanced Mobile Phone
Service (AMPS). There were many security issues in 1G, such as eavesdropping and
mobile set cloning. Eavesdropping was easily done by just having a receiver in the same

frequencies as the ones used by the operator and be able to intercept the calls. [8]

2.2 Authentication in digital cellular technology

While 1G was based on analogue modulation, 2G is based on digital modulation. Digital
modulation in 2G provided enhancements in the overall performance, capacity, and cov-
erage of the system. There were also novelty features introduced in 2G, such as the text
messages, picture messages and multimedia messages (MMS). In 2G, improvements in
the security were also introduced, such as adding encryption of the connection between

the user and the network after the authentication has been done. [8]

Cellular technologies under the umbrella of 2G are the Global System for Mobile Com-
munications (GSM), Digital Advanced Mobile Phone System (D-AMPS), Code Division
Multiple Access (CDMA) and Personal Digital Communication (PDC), with GSM being

the most successful standard and mostly used around the world among the these. [8]

The European Telecommunication Standards Institute (ETSI) was the main body in the
development of the GSM standard. Later, after an immense success of the GSM cellular
technology all around the world, the 3rd Generation Partnership Project (3GPP) was
founded and became the global standardization body whereas ETSI became the regional

standardization body in the development of GSM. Currently, 3GPP is the responsible



body for developing cellular technologies including GSM, Universal Mobile Telecommu-
nications System (UMTS), Long Term Evolution (LTE) and 5G. [9]

2.2.1 Authentication in GSM

GSM is the most successful standard worldwide which exceeded all expectations. It was
originally developed for Europe, but later was adopted by countries all over the world. It
was first designed as a circuit switched network as the voice services were important at
that time. However, as the importance of Internet was increasing, the General Packet
Radio Service (GPRS) was developed to enhance the GSM standard to transport data
in a more efficient method than the circuit-switching, which was not very suitable for
bursty data applications. GPRS enables the packet-switching in addition to circuit-switch-
ing in GSM networks. [9]

The architecture of GSM including GPRS can be seen in Figure 1.

Base Station Subsystem (BSS) Network Switching Subsystem (NSS)

BTS

MS (Mobile Station)

BTS (Base Station Transceiver System)
BSC (Base Station Controller)

PCU (Packet Controller Unit)

MSC (Mobile Switching Center)

VLR (Visitor Location Register)

HLR (Home Location Register)

EIR (Equipment Identity Register)

AuC (Authentication Center)

SGSN (Serving GPRS Support Node)
GGSN (Gateway GPRS Support Node)
PDN (Packet Data Network)

PSTN (Public Switched Telephone Network)

GPRS Core Network

GPRS IP
backbone

Internet/
PDN

Figure 1. The architecture of GSM, adapted from [8] and [32].

With GSM came the Subscriber Identity Module (SIM) card, which contains important
subscriber information such as IMSI and the secret key, Ki, that are used for authenti-
cating the subscribers and information related to the services the subscribers are entitled
to use. The SIM card is detachable and tamper resistant. If the SIM card is stolen, it
cannot be accessed unless the unauthorized user knows the Personal Identification
Number (PIN) code. The PIN code can be activated and altered by the user and is re-

quested every time the MS is switched on. There is another code called the Personal



Unblocking Key (PUK), which is used to unblock the SIM and cannot be altered by the
user. In the case a wrong PIN code is entered three times, then the SIM is locked and
can be unlocked with the PUK code. However, if a wrong PUK code is entered in the MS
ten times, then the SIM card is disabled completely and cannot be activated anymore.
[32]

Ki is a secret key, which is generated randomly, and its length is 128 bits. This secret
key is assigned to each subscriber in GSM and is used in the authentication process. It
is stored in the SIM and in the Authentication Center (AuC).

In GSM, also protection of the connection between the user and the network is provided
by using different algorithms for cyphering. Algorithms used in GSM are A3 and A8 and
are implemented in the SIM card. A3 algorithm is used to generate an expected response
(XRES) from the random challenge (RAND) and the secret key Ki which will be used to

authenticate users. [8]

The authentication process in GSM includes sending the RAND challenge from the net-
work to the mobile station. Then, in the SIM card, the RAND and the secret key Ki are
fed into the algorithm A3 to generate the SRES, which is a sequence of 32 bits, as can

be seen in Figure 2. [8]

BTS + MSC/VLR HLR/AuC

TMSI or IMSI

v

IMSI

v

RAND, XRES, Kc

%

A3 A3
Store XRES, Kc <—‘
Ki ‘JK

SRES RAND XRES i
A8 < SRES | “» A8
Ke Ke
SRES=XRES?
Encrypted TMSI

A

Figure 2. GSM authentication procedure. Redrawn based on [10] and [8].

This SRES is then transmitted back to the network, and the network checks whether the
received SRES is equal to its value of XRES. If they are equal, then the authentication

is successful, and the subscriber can join the network. [8]



After a successful authentication, the A8 algorithm generates the ciphering key Kc, from
RAND and Ki, which will be used in the A5 ciphering algorithm to cipher/decipher both

user data and signalling data in the air interface.[8]

After a successful authentication has been performed, then the process of ciphering
takes place. The Mobile Switching Center (MSC) sends the ciphering command to the
user, including the ciphering key Kc, which is used to cipher data and signalling on the
air interface. When base station receives the message, saves the Kc, and removes it
from the command to be sent to the mobile station. Mobile station does not need Kc as

it calculates it on its own in the SIM card during the authentication process. [9]

After the cipher mode command is completed, the network will allocate or reallocate a
Temporary Mobile Subscriber Identifier (TMSI) to the subscriber, which will be used to

identify the subscriber in the air interface instead of IMSI, to prevent eavesdropping. [8]

There were improvements in the overall security in 2G compared to 1G, such as user
authentication through the SIM card and encryption of the traffic between the user and
the base station. But there were still some security issues in 2G, such as the absence of
mutual authentication between the UE and the network and the transmission in clear text
of the subscriber’s identifiers known as IMSlIs, which led to IMSI catching attacks being
introduced in 2G. A rouge base station called ‘IMSI catcher’, which could impersonate a
valid Base Transceiver Station (BTS), was installed between the user and the network.
This ‘IMSI catcher’ then was able to collect IMSIs of the users connected to it or perform
Man-in-the-Middle (MITM) attacks, such that it could alter or even interrupt the commu-

nication between the user and the network. [8]

2.2.2 Authentication in UMTS

Higher data rates and higher voice capacity are introduced in 3G systems. Also new
advanced features such as audio, video and graphics applications came with 3G. The
cellular technologies under the 3G are CDMA 2000 and UMTS CDMA. [8]

In UMTS the mobile station is called the UE and the base station is called the Node B.
The radio interface between the UE and the Node B is the Wideband Code Division
Multiple Access (WCDMA). The UMTS Terrestrial Radio Access Network (UTRAN) con-
sists of Radio Network Subsystems (RNSs), which have several Radio Network Control-
lers (RNCs), each of which controls one or more Node Bs. The different RNSs connect

with each other in the core network and also with other networks such as data networks.



The core network of UMTS can be an enhanced version of the GSM core network or a

new network based completely on the Internet Protocol (IP). [32]

Circuit Switched USIM (Universal Subscriber

Network Identity Module)

RNC (Radio Network Controller)
MSC (Mobile Switching Center)
VLR (Visitor Location Register)
HLR (Home Location Register)
SGSN (Serving GPRS Support
Node)

GGSN (Gateway GPRS
Support Node)

GMSC (Gateway Mobile
Switching Center)

PSTN (Public Switched
Telephone Network)

PLMN (Public Land Mobile
Network)

Packet Switched ISDN (Integrated Services

Network Digital Netwark)

User UMTS Terrestrial Radio Core Netwrok (CN) External Network
Equipment Access Network (UTRAN)
(UE)

MSC/NLR

PSTN, PLMN,
ISDN

Internet

Figure 3. UMTS architecture, redrawn from [8].

The architecture of UMTS can be seen in Figure 3.

The security in 3G is built upon those security features of 2G that have been proved to
be robust and introduces new ones to combat the weaknesses perceived in 2G. The

security features used from 2G but enhanced in 3G are as follows [10]:

e Subscriber authentication, which was enhanced to become mutual authenti-

cation between the subscriber and the network.

¢ Radio interface encryption was extended from the UE to Radio Network Con-

troller (RNC), which is in a secure place in the network.

o The SIM card being replaced with the Universal Integrated Circuit Card (UICC),
which uses Universal Subscriber Identity Module (USIM) application toolkit. The
role of the UICC in 3G is the same as the SIM in 2G, but with enhanced func-

tionality.

3G introduced new features to address the security flaws in 2G, such as false base sta-
tion attacks also known as ‘IMSI catching’ attacks. Integrity protection of signalling and
prevention of replay of authentication messages were the new features included in the
security framework to mitigate those attacks. [10]

The authentication and key agreement protocol used in UMTS is of the challenge/re-
sponse type similar to the authentication protocol used in GSM, which achieves the mu-

tual authentication between the user and the network and is called UMTS AKA. [11]

The main principle of the authentication protocol is the permanent key K, which is stored

in the user's USIM and in the home network. In addition, this key is used for deriving



encryption and integrity keys, which are temporary keys of the same length as the per-
manent key K. After each authentication run, new encryption and integrity keys will be

derived from the permanent key K. [10]

The entities involved in authentication in UMTS include the home network, also called
as home environment (HE), the serving network (SN) and the USIM in the user’s mobile

station.

The authentication procedure will start after a registration request, after an attach re-
quest, or after a location update request that has been made by the user towards the
serving network. Then, the SN will send an Authentication data request to the home
network HE. The HE will generate an authentication vector (AV) or fetch one or more
from precomputed AV(s) and send it back to the Visitor Location Register (VLR) or to the
Serving General Packet Radio Service (GPRS) Support Node (SGSN). [11]

The UMTS AKA procedure is depicted in Figure 4.

VLRISGSN HEMLR

Authentication data request
IMSI

Generate
authentication
vectors AV(1..n)
Authentication data response |
AV(1..n)

Distribution of
authentication
vectors from
the HE to SE <
) ‘ Store
authentication
vectors

Select
authentication
vector AV(i)
User authentication request
RAND(i) | AUTN(i)

Verify AUTN(I) o
Compute RES(i Aut::gtx;lon

User authentication response Establishement
RES(i) o
Compare RES(i)
and XRES(j)
Compute CK(i) Select CK(i)
and IK() ~andIK(i)

Figure 4. AKA procedure in UMTS. Redrawn from [11].



The SQN will be used to support network authentication, and USIM and the AuC of the
HE will keep track of counters, the counter stored in USIM is denoted as SQNwms and the
counter stored in AuC is denoted as SQNxe. The SQN length is 48 bits. If more than one
AV is sent to the VLR/SGSN, then they will be ordered based on the sequence number
(SQN). [11]

There are several cryptographic functions used in the UMTS AKA, and are implemented
in two places, in the AuC and USIM. They are f1 to 5, f1* and f5*, which do not need to
be standardized, and their implementation is left to operators of the cellular networks.
But 3GPP has provided an example set of algorithms for their implementation instead of
operators building their own, called the Milenage algorithm set, specified in the
TS.35.205. [12]

When generating the AV(1..n), these cryptographic functions will be used in the AuC to
compute message authentication code (MAC), expected response (XRES), Cypher Key
(CK), Integrity Key (IK) and Anonymity Key (AK), which will be included in the AV(1..n).

17 Generate SQN
SQN Generate RAND —l

AMF RAlND
K f1 leI lf31 lf4l lflS
M£C XRlES ClK IlI; AlK

AUTN := SQN@AK || AMF || MAC

AV := RAND || XRES || CK || IK || AUTN

Figure 5. Generation of authentication vectors. Redrawn from [11].

These values will be computed as described in the [11]:
e MAC =f1k (SQN || RAND || AMF), where f1 is a message authentication func-
tion.

e XRES = f2« (RAND), where f2 is a (possibly truncated) message authentication
function.

e CK=1f3k (RAND), where f3 is a key generating function.
o |K =f4x (RAND), where f4 is a key generating function.
e AK = f5¢ (RAND), where f5 is a key generating function.
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The purpose of the anonymity key is to conceal the sequence number, and if it is not
needed, then the f5=0 resulting in AK=0. [11]

The authentication token includes the Authentication and Key Management Field (AMF),
which can be used for different purposes, which are described in more details in the TS
33.102. As presented in [11], the length of AMF' is 16 bits, where the bit “0” is called the
“AMF separation bit”. The bits “1” to “7” are reserved for future standardization use, and
bits “8” to “15” can be used for proprietary purposes. As such, the AUTN is constructed

as below:

AUTN = SQN * AK || AMF' || MAC

And, finally the authentication vector is constructed as can be seen below:
AV=RAND || XRES || CK || IK || AUTN

After receiving the AV, VLR/SGSN will store XRES, CK and IK and send the RAND and
AUTN to the MS and then USIM.

When the USIM receives in the RAND and the authentication token AUTN from the
VLR/SGSN, it will perform a verification of the freshness of the authentication vector. But
first, it will use the same cryptographic functions as AuC, to compute AK, XMAC, RES,
CK, IK and extract the SQN.

RAND AUTN

!

—» 5 SQN®AK AMF MAC

! !

AK ——>» &

}

SQN
K lv 1 l'fzi J'fal JYfall
XMlAC Ris CiK |l+v<

Verify MAC = XMAC

Verify SQN is in the correct range

Figure 6. Computations in USIM. Redrawn from [11].

The freshness verification of the authentication token AUTN can be seen in Figure 6.
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By computing the anonymity key AK=f5x(RAND), it will be able then to extract the SQN
received in AUTN, SQN = (SQN @ AK) @ AK. Then, after computing XMAC, in the same
way as described above for AuC, USIM will compare the XMAC to the MAC received in
the AUTN. If they do not match, it will send an Authentication failure message to the
VLR/SGSN. If they however do match, it will continue to verify that the sequence number
received is in the correct range. If it is not in the correct range, it will send a Synchroni-
zation failure message to the VLR/SGSN. But if the verification is successful, then USIM
will compute RES = f2x (RAND) and send it to the network. The USIM will store CK and

IK until a new authentication run is performed. [11]

When the VLR/SGSN receives the RES from the MS, it will compare it to the XRES
received from the AuC. If they are equal, then the authentication is considered as suc-
cessful. The VLR/SGSN will send the CK and IK to the RNC, where they will be used for
encryption and integrity of the traffic. Also, the USIM will send the computed CK and IK
to the MS, where they will be used for encryption and integrity. [10]

Integrity in UMTS is performed only for the signalling messages, while encryption is done
for both, user data and signalling messages. In UMTS, the encryption is extended until
RNC, which was not the case with GSM. Another enhancement in the security compared
to GSM, is the integrity, which was not supported in GSM. UMTS supports integrity of
the signalling messages, and its support is mandatory, while cyphering is left optional.
[13]

2.2.3 Authentication in LTE

The work on the development of 4G systems started at the time the UMTS was being
rollout, as at that time it was predicted that the data rates and spectral efficiencies of
WCDMA, the air interface of UMTS, will not be able to support the requirements of the
applications in the future. Hence, it was decided that a new system was needed to be
developed with a new radio interface and a new core network. The radio interface chosen
was the Orthogonal Frequency Division Multiple Access (OFDMA) and the core network
had to be a pure packet-switched network known as Evolved Packet Core (EPC). This

new standard is known as Long-term Evolution (LTE). [32]

With the all-IP approach in LTE, the voice services rely on an all-IP based core network
as opposed to UMTS, which uses a circuit-switched core for voice and a packet-switched

core for data. [9]
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The architecture of LTE can be seen in Figure 7.

PDN-GW Internet
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m MME (MObIIIty Management Entlty)
HSS (Home Subscriber Server)
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CP UP PDN-GW (Packet Data Network Gateway)
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Figure 7. LTE architecture. Redrawn from [9].

In LTE, the authentication framework used to authenticate subscribers and provide the

keying material for securing the traffic between users and the network is called EPS AKA.

In EPS AKA, the main entities involved in the authentication framework include the USIM,
the Mobility Management Entity (MME) in the SN, and the central database known as
Home Subscriber Server (HSS) in the home network. EPS AKA differs from UMTS AKA
in that way that it includes the serving network identity in the derivation of the keys from
the permanent key K that are used to secure the connection between the user and the

network. [2]

Similar as in previous generations, IMSI plays a crucial role in EPS AKA framework, as
based on IMSI the authentication procedure and the secret key K will be chosen in the
operator’s database. In addition to IMSI, temporary identifiers are also used in EPS AKA.
A Global Unique Temporary Identifier (GUTI) is assigned to each UE and is used in the
signalling between the user and the network, providing user identity confidentiality. GUTI
is similar to TMSI with respect to functionality but differs a bit in structure. It is composed

of two main parts [10]:

e The Globally Unique Mobility Management Entity Identifier (GUNMEI), which
identifies the MME that allocated the GUTI.
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e The M-TMSI, which uniquely identifies the UE with the MME that allocated the
GUTIL.

While the user identity confidentiality in EPS AKA remained similar to the one used in
GSM and 3G, enhancement in the terminal identity confidentiality have been achieved.
Before it was possible to request the terminal identity at any time, even before the pro-
tection of the connection has been established. Hence, the UE would transmit its terminal
identity in the clear. But in EPS, the UE shall not send its terminal identity IME| before

the security context has been established. [10]

Another enhancement of the EPS AKA compared to UMTS AKA, is the implicit SN au-
thentication, which is achieved by binding the intermediate key Kasve (Key Access Se-
curity Management Entity) to the SN Id (Serving Network Identity), which was not the
case with UMTS AKA. This requires a Key Derivation Function (KDF) in ME and HSS,

which will be used to derive the key Kasme, and it needs to be standardized. [10]

This requires that the home network, specifically HSS should be able to check and verify
the identity of the serving network requesting the AVs, so that the SN Id which is bound
to the Kasve matches the SN Id to which the authentication vector will be sent to. This
ensures that a SN will not obtain the authentication vector with the keys bound to a dif-
ferent SN. [10]

The key derivations functions and other related information to the encoding of the input

parameters in EPS will use a key derivation function, that is specified in [46].

Also, like UMTS AKA, EPS AKA uses sequence numbers SQN for network authentica-
tion, and the keeps track of SQN counters, SQNus and SQNwe in HSS and USIM.

So, the procedure starts with MME requesting authentication vectors from the sub-
scriber’s home network to perform subscriber authentication. MME can fetch more than
one AV from HE, respectively HSS, but 3GPP recommends fetching only one at a time
for an AKA run, as the need to perform AKA runs in EPS AKA has been reduced by
introducing the key Kasme, which is stored in MME and ME, and can be used to authen-

ticate services without the need to initiate a new AKA run. [15]

Another reason is that the pre-computed AV will not be useful when the user moves from
one serving network to another one, as the key Kaswme is bind to SN Id, as we mentioned

earlier. [10]

The derivation of the EPS authentication vectors is the same as described in the section
above for UMTS AKA, with the one difference of adding the Kasme in the authentication
vector. The Kasve will be derived by the KDF in the HE, using as inputs CK, IK and SN
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Id. In the AMF, if the “separation bit” is set to 1, that indicates that the AV is usable only
for AKA in an EPS context, but if it is set to 0, then that indicates that the AV is usable
only in a non-EPS context, such as UMTS, GSM. Also, when the “separation bit” is set
to 1, that means that the CK and IK shall never leave the HSS. [15]

EPS AKA procedure is depicted in Figure 8.

ME/USIM MME

Authentication data request
IMSI, SN Identity, Network Type

Generate EPS
Authentication Vector(s)

Authentication data response
EPS Authentication Vector(s)
(RAND, AUTN, XRES, KASME)

d
|

Store and select EPS
authentication vector(s)

User authentication request
(RAND, AUTN, KSIASME)

ol

Verify AUTN
Compute RES

User authentication response

RES |
Compute CK Compare RES and
and IK XRES
Compute Select
KASME KASME

Figure 8. EPS AKA procedure. Adapted from [15]".

After the AV has been generated, the HE will include it in the response to the MME,
where the XRES and Kasue will be saved, and RAND, AUTN and KSlaswe (which is used
to identify the Kasme) will be forwarded to ME. Then the USIM will check the freshness of
the authentication vector as described in the section for UMTS. If the check is successful,
it will compute a RES and send it to the MME. The USIM also computes the CK and IK,
and will send them to ME, where the ME will compute the Kasme from CK, IK and SN Id
using the KDF described in more details in TS 33.220. The MME will compare the re-
ceived RES with the stored XRES, and if they are equal, the authentication is considered
successful, and the Kasve will be used for deriving additional cryptographic keys that will

be used for different security mechanisms. [15]
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In the key hierarchy of EPS AKA, another intermediate key has been introduced KeNB,
which is stored in the evolved NodeB (eNB) and can be used to renew the keys for

securing the radio access between the UE and the eNB, without involving the MME. [10]

The key hierarchy for the EPS AKA is depicted in Figure 9.

USIM / AuC K
CK, IK
UE / HSS l
Kasme
UE / MME

N
,,,,,,,,,,,,,,,, A

Kupint Kupenc KRrRcint KRRcenc

Figure 9. EPS key hierarchy, taken from [15].

Knasenc is @ key used to protect the NAS traffic with a particular encryption algorithm.
Knasintis a key used to protect the NAS traffic with a particular integrity algorithm.
Kurint is a key used to protect the UP traffic with a particular integrity algorithm.
Kurenc is a key used to protect the UP traffic with a particular encryption algorithm.
Krreint is a key used to protect the RRC traffic with a particular integrity algorithm.
Krreenc is a key used to protect the RRC traffic with a particular encryption algorithm.

In LTE the signalling traffic is separated from the user traffic, identified by the signalling
plane and user plane. Furthermore, the signalling plane is divided into the signalling be-
tween the UE and the base station, denoted as Access Stratum (AS) and the signalling
between the UE and the core network denoted as Non-Access Stratum (NAS).
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2.3 Comparison of authentication in GSM, UMTS and LTE

In this section, a comparison between the authentication frameworks in GSM, UMTS and

LTE is presented.

Table 1. Comparison of the authentication framework in GSM, UMTS and LTE.

Comparison of au- GSM UMTS LTE
thentication in
GSM, UMTS and
LTE

Authentication | Challenge-response UMTS AKA EPS AKA
framework

Entity in User SIM USIM USIM
Equipment

Entity in Serving MSC/VLR or SGSN VLR/SGSN MME

Network for GPRS

Entity in Home En- HLR/AuC HLR/AuC HSS/AuC
vironment

UE Identity between TMSI / IMSI TMSI / IMSI IMSI / GUTI
UE & SN

UE Identity between IMSI IMSI IMSI
the SN & HE

SN Identity N/A N/A SN ID [MCC+MNC]

Cryptography | Shared key cryptog- | Shared key cryptog- | Shared key cryptog-

raphy raphy raphy

Authentication data Triplet=RAND, Kc, | AV=RAND || XRES | AV=RAND || XRES

XRES [| CK|| IK]] AUTN [| AUTN || Kasme

Authentication data HLR/AuC HLR/AuC HSS/AuC

generated by

Authentication data

AuC generates one

AuC generates one

AuC generates one

generated or more triplets and or more AVs and or more AVs and
sends them to sends them to sends them to MME
MSC/VLR. VLR/SGSN
Authentication Only the UE is au- Mutual Mutual and implicit
thenticated SN authentication
Authentication de- SN SN SN
cision
Result of authenti- No No No

cation is sent to HE

When the Keys are
generated

Kc is generated at
AuC during the gen-
eration of authentica-
tion triplets.

Kc is generated at
UE after receiving

CK and IK are gener-
ated at AuC during
AV generation.

CK and IK are gener-
ated at UE after the
network is authenti-

Kaswe is generated at
HSS during AV gen-

eration.

Kasme is generated at
UE after the network

is authenticated.

RAND from the net- cated.
work.
Key hierarchy Ki — Kc K—CK, IK K—CK, IK—Kasme




17

3. AUTHENTICATION IN 5G

Authentication in cellular networks provides means for the entities involved in a commu-
nication to verify that they are who they claim to be and hence prevent the unauthorized
access of resources and/or devices. In other words, authentication in wireless commu-
nications allows an operator to ensure that only legitimate or authorised subscribers can
have access to the operator’s resources and also ensure that only the legitimate opera-

tors have access to the end user’s equipment.

The requirements related to data privacy and security of the people in European Union
(EU) are defined in the General Data Protection Regulation (GDPR), and harsh fines are
given to those who violate these requirements, with the fines reaching into the tens of
millions of euros. In the Recital 1, it is stated that the protection of the personal data is a
fundamental right, and according to this regulation, personal data can be any data that
directly or indirectly identifies a person, such as name, email address, location infor-

mation, ethnicity, gender etc. [31]

Hence, 3GPP has made many efforts to ensure the data privacy and security in cellular
networks. 3GPP has included requirements related to the user identity privacy in the
specification TS 33 102 [11], such as user identity confidentiality, user location confiden-
tiality and user un-traceability. User identity confidentiality includes that the subscriber
permanent identity (IMSI) cannot be eavesdropped in the radio link. User location confi-
dentiality includes that the presence or arrival of a user in a certain area cannot be re-
solved by eavesdropping the radio link. And the user un-traceability includes that an at-
tacker cannot resolve that different services are delivered to the same user by eaves-
dropping the communication link. To fulfil these requirements, the user is identified with
a temporary identity, and to avoid user traceability, this identifier should not be used for
long periods of time but should be changed frequently. Also, any information such as
signalling of user data that might reveal the user’s identity should be encrypted in the

radio connection. [11]

Although the use of temporary user identifier's aim is to fulfil the above requirements,
IMSI in 2G, 3G and 4G is still sent in the clear in several cases such as in initial attach-
ment messages, which enables IMSI-catching attacks. Hence, in the authentication in
5G, a new feature is introduced which includes transmitting the encrypted format of the
subscriber identifier called SUCI, which represents a major enhancement of the security

compared to previous generations. [17]
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In 5G, the authentication framework brings new features but also uses many from the
previous generations. One key feature that is brought in from the previous generations,
is the usage of the secure element for performing authentication, similar to the UICC in
3G and 4G and the SIM card in 2G. [2]

This secure element in 5G could also be an embedded SIM (called an eUICC), which
can be permanently embedded inside of a UE. The information data related to a user
that belong to an operator, such as the IMSI, ICCID, secure algorithms comprise a Pro-
file, that can be downloaded remotely over-the-air (OTA) into a eUICC. This eUICC can
store several Profiles belonging to different operators, and the user is able to switch

between the different Profiles. [14]

A second enhancement in the authentication framework in 5G compared to previous
generations lies in the roaming scenarios. In 5G, the visiting network provides the proof
of a successful authentication to the home network. In this way, the home network has
assurance that a UE is present in the serving network that it claims to be. This was not
possible in the previous generations, as the home network was part of the authentication
process by providing authentication vectors to the serving network but did not make au-
thentication decisions. The MME entity in LTE has been responsible for making the au-

thentication decisions. [9]

In 5G, three authentication methods are specified according to 3GPP, with two of them
being mandatory for operators to support. These authentication methods are 5G AKA,
EAP-AKA’ and EAP-TLS. 5G AKA is an enhanced version of the EPS AKA procedure in
LTE networks. EAP-based authentication procedures besides using SIMs for authenti-
cation, also enable the usage of certificates and usernames/passwords for authentica-

tion, which could be suitable for Internet-of-Things (loT) environments. [9]

5G AKA and EAP-AKA are based on symmetric (shared) key cryptography and are EAP-
TLS is based on public (asymmetric) key cryptography. In the symmetric-key cryptog-
raphy, the same key is used in the entities involved in communication and is usually
called ‘symmetric key’ or ‘secret key’. Whereas in the public-key cryptography, a pair of
keys is generated, with the public key is used for encryption and the private key is used

for decryption. [2]

From these new authentication methods introduced in 5G, an added benefit lies in the
anchor key Ksear, that can be used in both 3GPP access and non-3GPP access, without
performing a new authentication run. In 4G systems, the EPS AKA procedure is used for
authentication in 3GPP access and EAP-AKA is used in non-3GPP access, whereas in
5G, both 5G AKA and EAP-AKA’ can be used in both accesses. [2]
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3.1 Security threats in cellular networks

In cellular networks two types of attacks can be distinguished such as passive and active
attacks. In passive attacks, the main objective of the attackers is in obtaining user’s data
but not harming the communication between the user and the network. Such attacks are
eavesdropping and traffic analysis. Whereas in active attacks, the communication be-
tween the legitimate user and the network is altered or even interrupted. Such attacks
include jamming, Denial-of-Service (DoS) and Distributed Denial-of-Service (DDoS), and
MITM. [2]

Sender \ Receiver Sender Receiver

I,
((KD (((K))
Pasive attacker Active attacker
a) b)

Figure 10. Active and passive attacks in cellular networks, adapted from [2].

In the case of eavesdropping attack, the attacker secretly listens to the communication
between the user and the network to intercept the messages exchanged between them.
Whereas in the case of traffic analysis, the attacker tries to determine the identity and
location of the users by observing patterns of the traffic exchanged between the legiti-
mate users and the network. The main measure to combat against eavesdropping at-
tacks is encrypting the traffic of the user and the network. But this measure does not
provide complete protection towards traffic analysis, where even though the messages
are encrypted and cannot be intercept directly, there are still possibilities to determine
the location and identity of the users by analysing the patterns of the messages, lengths

of the messages and the frequency of the communication. [2]

In the jamming attacks, the attacker generates interference signals that could block the
connection between the legitimate user and the network. In this case, the legitimate us-
ers cannot access the network and the resources they are entitled to use. There are
several methods for preventing this type of attacks such as Frequency Hopping Spread
Spectrum (FHSS) and Direct Sequence Spread Spectrum (DSSS). In the DoS and DDoS

attacks, the attacker can exhaust network or end user’s resources, by performing attacks
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either towards the network or the user’s device. With the high number of devices con-
nected in wireless 5G networks, these kinds of attacks are a serious threat to 5G tech-
nology. And in the case of DDoS attacks, it is almost impossible to stop the attack, as
there is not only one source of the attack, but the attack is coming from many distributed
sources. Detection of these attacks is the most common measure used in these scenar-
ios. Another active attack common to the cellular networks is the MITM attack. In this
case, the attacker can intercept the communication or messages of the entities involved
in the communication. It can also alter or replace them. The method for preventing these
kinds of attacks is by implementing mutual authentication between the legitimate user

and the network. [2]

In this thesis, the attacks of relevance are the IMSI-catcher attacks, which can be per-

formed by two types of equipment or in two modes as described above:

¢ Active IMSI catchers - also called Cell Site Simulators (CSS) or Fake Base
Stations, are active attacks, as they force the UEs to connect to these fake base
stations, and hence perform the MITM attacks. Another popular name for this
type of IMSI catchers is the term Stingrays, developed by the Harris Corporation

for law enforcements purposes, such as finding the location of the criminals.[30]

e Passive IMSI catchers — do not include interaction with the UEs, but rather lis-
tening to the paging messages when the UEs move to a new cell tower to ob-
tain the IMSils. [30]

Cell Site Simulators are mostly used by law enforcement for tracking and locating crimi-
nals. However, IMSI catchers can be used also by malicious and not authorised persons,
as videos and pages with instruction on how to build an IMSI catcher with open-source

code are already available, and not expensive to implement. [50]

In the case of active IMSI-catching attacks, the attacker’s fake base station simulates a
base station with a stronger signal strength, and as the UE usually connects to the base
station which has the strongest signal strength, in this way it connects to the malicious
node. Afterwards, the attacker can send the Identity Request to the UE, in which case
the UE will respond by sending its IMSI. In this case, the attacker can intercept the UE’s

data, track location, divert calls etc. [50]

The approach that 3GPP has taken to prevent IMSI-catching attacks in 5G networks is
by introducing the encrypted format of IMSI, SUCI, which is sent in the radio interface
instead of IMSI. Detailed description of SUCI is provided in the section 3.4.3.
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3.2 5G System

The 5G System (5GS) architecture is compromised of the following parts: UEs, Radio
Access Network (RAN) called Next Generation RAN and the 5G Core Network (5GC).

UE is defined as the ME (mobile equipment) with the universal subscriber identity module
(USIM) application running in a UICC inside the ME.

NG-RAN is comprised of base stations, which in 5G are called next-generation Node Bs
(gNB). [24]

5GC is based on ‘Service-Based Architecture’ (SBA) framework, and its elements are
called Network Functions (NF), where any NF can offer its services to other authorized
NFs.

In Figure 11 is depicted the high-level architecture of 5GS.

. Data
- e Network

NG-RAN

Figure 11. High-level architecture of 5GS, adapted from [24].

3.3 5G Security architecture

The 5G security architecture and the entities relevant to authentication are depicted in

Figure 12, and a brief description of these entities is provided in this section. [5]

Access and Mobility Management function (AMF?) — serves as termination point for
Non-Access Stratum (NAS) security. Among the functionalities supported by AMF? are:
registration management, connection management, mobility management, access au-
thentication etc. Also supports the Security Anchor Functionality (SEAF). AMF? is similar
to MME in 4G (LTE).
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Figure 12. Security architecture in 5G. Redrawn based on [5].
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Security Anchor Function (SEAF) — is collocated with the AMF and enables authenti-
cation in the serving network via AMF. The SEAF holds the root key (known as anchor
key) for the visited network. After a successful primary authentication, Kausr is generated
by the AUSF, and from this key is derived the anchor key Ksear, which is then sent to the
SEAF in the serving network. The anchor key can be used to derive other keys if more

than one security context is needed, without performing a new authentication run. [1]

Authentication Server Function (AUSF) — supports the authentication of UEs over both
3GPP and untrusted non-3GPP access network technologies. AUSF can store and re-
use Kausr, Which results after a successful primary authentication, in cases when UEs

register simultaneously in different access network technologies.

Unified Data Management (UDM) — generates the authentication credentials (authenti-
cation vectors Avs) used for authenticating the UEs. It is responsible for de-concealment
of SUCI(s) through SIDF, which is a service offered by UDM. Also handles user identifi-

cation, subscription data etc.

Authentication Credential Repository and Processing (ARPF) — processes authen-

tication and generates key agreement credentials.

Unified Data Repository (UDR) — supports storage and retrieval of subscription data by
the UDM.

Subscription Identifier De-Concealing Function (SIDF) — is a service offered by UDM

that supports de-concealing of SUCI into SUPI.
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3.4 Subscriber identifiers

In this section, the permanent and temporary subscriber identifiers in 5G are described,
as shown in TS 23.003 [6].

3.4.1 International Mobile Subscriber Identity
International Mobile Subscriber Identity (IMSI) is an identifier that is unique interna-
tionally, which is used to identify a subscriber. It has three parts:

e Mobile Country Code (MCC) is used to identify the home country of the sub-

scriber and is 3 digits.

e Mobile Network Code (MNC) is used to identify the home Public Land Mobile
Network (PLMN) of the subscriber and is usually 2 or 3 digits.

¢ Mobile Subscription Identification Number (MSIN) identifies uniquely a sub-

scriber within the home network. [9]

Not more than 15 digits

A
v

3 digits 2 or 3digits
“———p ——»p
MCC MNC MSIN
IMSI

B
>

A

Figure 13. Structure of IMSI. Redrawn based on [6].

3.4.2 Subscription Permanent Identifier

The 5G Subscription Permanent Identifier (SUPI) is a globally unique identifier allo-
cated to each subscriber in the 5G System. SUPI is equivalent to IMSI, used in previous
generations but with a wider perspective. It can also be of the form NAI (Network Access
Identifier) that can be used for loT environment. [2]
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A
v

IMSI NAI

A

v
A
v

Example:

username@123mcc.456mnc.example.com

Figure 14. Structure of SUPI. Redrawn based on [6].

SUPI can be of the type: IMSI, a Network Specific Identifier (NSI), a Global Line Identifier
(GLI) or a Global Cable Identifier (GCI).

3.4.3 Subscriber Concealed Identifier

The Subscriber Concealed Identifier (SUCI) is a privacy preserving identifier contain-
ing the concealed SUPI as presented in TS 23.003. [6]

SUCI

Home Network Routing Protection Home Network
SR Identifier Scheme Id Public Key Id SR (I

 ———> +————p —————— ——> —————p —»
value in range  format dependent 1 - 4 digits value in range value in range format dependent on
0-7 on SUPI type 0-15 0-255 protection scheme

Figure 15. Structure of SUCI. Redrawn based on [6].

1) SUPI Type, indicates the type of SUPI, which can be:
0: IMSI
1: Network Specific Identifier (NSI)
2: Global Line Identifier (GLI)
3: Global Cable Identifier (GCI)
4 to 7: spare values for future use.

2) When the SUPI Type is an IMSI, the Home Network Identifier is composed of two
parts, the MCC and MNC.

3) Routing Indicator, is assigned by the home network operator and provisioned in the
USIM, which enables together with the Home Network Identifier the routing of the net-
work signalling with SUCI to AUSF and UDM instances which are capable to serve the
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subscriber. If the Routing Indicator is not configured on the USIM or the ME, this data

field shall take a default value of O (i.e., only consist of one decimal digit of "0").

4) Protection Scheme Identifier is used to identify the protection scheme used in SUCI

concealment and can take values as seen in Table 2.

Table 2. Overview of the Protection Scheme Identifiers and Scheme Output size used in
SUCI concealment/de-concealment in 5G. [1]

Protection Scheme Protection Scheme Identi- Size of Scheme Output
fier
Null-scheme 0x0 size of input, i.e., size of

username used in case of
NAI format or MSIN in case

of IMSI;

Profile A 0x1 | total of 256-bit public key, 64-
bit MAC, plus size of input;

Profile B 0x2 | total of 264-bit public key, 64-

bit MAC, plus size of input.

5) Home Network Public Key ldentifier represents a public key provisioned by
the Home PLMN and it is used to identify the key used for SUPI protection. If the null-

scheme is to be used, then this field shall have a value of 0.

6) Scheme Output will consist of a string of characters with a variable length or hexa-

decimal digits and is dependent on the protection scheme used.

Scheme Output for the null protection scheme is MSIN (for SUPI type IMSI), which does

not offer protection, can be seen in Figure 16.

MSIN (for SUPI type IMSI) or

username (for SUPI type Network-Specific |dentifier, GLI or GCI)

A
v

Characters

Figure 16. Scheme Output for the null protection scheme, redrawn based on [6].

The null protection scheme will be used in these cases only:

¢ if the UE is making an unauthenticated emergency session and it does not have
a 5G-GUTI to the chosen PLMN,

e when the operator has configured to use the null-scheme, and

e the operator has not provisioned the Public Key needed for SUPI protection. [1]
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Scheme Output for Elliptic Curve Integrated Encryption Scheme (ECIES) Profile A can

be seen in Figure 17.

ECC ephemeral public key Ciphertext value MAC tag value

dl | .
Il Ll > < s

64 hexadecimal digits hexadecimal digits 16 hexadecimal digits

Figure 17. Scheme Output for Elliptic Curve Integrated Encryption Scheme Profile A,

redrawn based on [6].

Scheme Output for Elliptic Curve Integrated Encryption Scheme Profile B can be seen

in Figure 18.
ECC ephemeral public key Ciphertext value MAC tag value
66 hexadecimal digits hexadecimal digits 16 hexadecimal digits

Figure 18. Scheme Output for Elliptic Curve Integrated Encryption Scheme Profile B,

redrawn based on [6].

Example of the SUCI composition:

Assuming the IMSI is 244170121212121, where MCC=244, MNC=17 and
MSISN=0121212121, the Routing Indicator 333, and a Home Network Public Key Iden-
tifier of 65:

- the SUCI for the null protection scheme is composed of: 0, 244, 17, 333, 0, 0 and
0121212121

- the SUCI for the Profile <A> protection scheme is composed of: 0, 244, 17, 333, 1, 65,
<EEC ephemeral public key value>, <encryption of 0121212121> and <MAC tag value>
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SUCI concealment and de-concealment

The protection schemes used for concealment/de-concealment of SUPIs/SUCIs accord-
ing to the 3GPP specification [1] can be those that are specified in the mentioned docu-
ment, in the Annex C, which are based on elliptic curve cryptography or protection
schemes specified by the network operators, hence providing flexibility in the choice of

the protection schemes to be used. [1]

Another requirement from the specification is that if network operators use other protec-
tion schemes than those specified in the document, those protection schemes need to
provide SUCI freshness and randomness. This requirement is already supported in the
protection schemes specified in the Annex C, by including a new ephemeral private key
generated in the UE, in each SUCI computation, ensuring that the SUCI is different every

time it is generated and hence cannot be tracked easily. [17]

When the protection schemes used are those specified in the document [1], the SUPI
concealment will be done using the ECIES according to the SECG specifications, [28]
and [29].

For computing a fresh SUCI, the UE shall use the provisioned public key of the home
network and freshly generated Elliptic Curve Cryptography (ECC) ephemeral public/pri-

vate key pair according to the ECIES parameters provisioned by home network. [1]

As mentioned earlier, there are two protection schemes specified in the [1], Annex C,

named Profile A and Profile B, and the respective details can be seen in the Table 3.

Table 3. ECIES parameters. [1]

ECIES Parameters Profile A Profile B
EC domain parameters | Curve25519 Secp256r1
EC Diffie-Hellman primi- | X25519 Elliptic Curve Cofactor Dif-
tive fie-Hellman Primitive
Point compression | N/A true
KDF | ANSI-X9.63-KDF ANSI-X9.63-KDF
Hash | SHA-256 SHA-256
MAC | HMAC-SHA-256 HMAC-SHA-256
ENC | AES-128 in CTR mode AES-128 in CTR mode
backwards compatibility | false false
mode
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The concealment/de-concealment process based on ECIES is depicted in Figure 19.

UE Eph. 1) Eph. Key Pair UE Eph. Public

Private Key Generation Key
I
|
> «-——————- -
Home Network 2) Key Agreement Home Network
Public Key l =7 Private Key
Eph.
Shared Key
Plaintext bloc _— Plaintext bloc
(SUPI) 3) Key Derivation (SUPI)
b !
|
Eph. |
Encryption |
Key, ICB :
! |
|
. 4)Symmetric 1|
_ Encryption
' | v
Ciphertext | Eph. MAC
value : Key
|
G |

5) MAC function ¢——

i A ——» Concealment
| — — — — » De-concealment
MAC tag
value » Both

Figure 19. Concealment of SUPI into SUCI and de-concealment of SUCI into SUPI.
Adapted from [1] and [22].

The process starts with the UE generating an ephemeral private/public key pair, if Profile
A is the chosen protection scheme, then the ephemeral key pair will be generated using
Curve25519 and in the case of Profile B, using Secp256r1. Then the ephemeral private
key together with the HN public key after performing a key agreement according to the
Elliptic Curve Diffie-Hellman (ECDH) primitive, will generate an ephemeral shared key.
The ephemeral shared key will be used in the Key Derivation using ANSI-X9.63-KDF
and generate keying data which includes the Encryption Key (EK), the Initial Counter
Block (ICB) key and the MAC key. The plaintext or SUPI is then encrypted with Advanced
Encryption Standard (AES) 128 in Counter (CTR) mode using the EK and ICB key. Then,
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the MAC key and the encrypted SUPI will be used to generate the MAC tag will using
the HMAC-SHA-256.

The final output will be a concatenation of the ECC ephemeral public key, the ciphertext,

the MAC tag and any other parameter, if applicable. [1]
Final output = Eph. public key || Ciphertext || MAC tag [|| any other parameter] [1]

The de-concealment process starts with extracting the ECC ephemeral public key in the
SUCI received by the network, and together with the Home Network’s private key per-
form the Key Agreement according to the ECDH primitive, to generate the ephemeral
shared key, which has the same value as in the concealment process. This ephemeral
shared key will be fed into the Key Derivation Function, ANSI-X9.63-KDF, and generate
keying data which includes the encryption key EK and the ICB key, which will be used
for the decryption of the ciphertext and extract SUPI. First, the MAC key will be used in
the MAC function to generate a new MAC tag and compare it to the received MAC tag
in SUCI. If the verification is successful, the authenticity of SUCI is confirmed and can

proceed with decryption of ciphertext or SUCI and extracting SUPI.

To be able to de-conceal SUCI(s), the network needs to use the SIDF, which is a service
offered by UDM. For de-concealing SUCI(s) into SUPI(s), the SIDF will take the Key ID
from the SUCI and search in the UDM for the Home Network Private Key associated with
that Key ID. This means that the Key ID(s) and the HN Private Key(s) need to be stored
in UDM.

SUCI calculation

As mentioned earlier, the SUCI calculation can be done by USIM or the ME. If SUCI
calculation is performed by the USIM, then the following services need to be indicated

available in the elementary file containing USIM Service Table (EFuyst):
e Service n°124 is "available" in EFyst and service n°125 is "available" in EFuyst.
o EFsuci _calc_info file shall not be available to the ME.
These services according to [20], represent the following:
e Service n°124 - Subscription identifier privacy support.
e Service n°125 - SUCI calculation by the USIM.

If the SUCI calculation will be done by USIM, then USIM is forbidden to give any param-

eter from the EFsuci_caic_info to the ME. Hence, according to the 3GPP standards, it is left
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to operators to find ways how to make this file not available to the ME as it is implemen-
tation specific. However, the standard does provide some examples how that can be
achieved, such as the file may not be present, the file may be present but not readable
by the ME. [20]

If SUCI calculation is performed by the ME, then:
e Service n°124 is "available” and service n°125 is not "available®.
e the ME performs the reading procedure with EFsuci_calic_info.

In this case, an ordered priority list needs to be provisioned in USIM, consisting of the
protection scheme identifiers that the operator allows. The ME reads the SUCI parame-
ters from the file EFsuci_cac info , and selects the protection scheme from its supported

schemes that has the highest priority in the list in USIM. [1]

This list is constructed as can be seen in the Table 4, but for simplicity not all the fields

and values are represented here.

Table 4. A simplified version of the Protection Scheme Identifier List data object as it is
stored in USIM. Adapted from [20].

Protection Scheme Identifier 1 (Highest priority)
Key Index 1

Protection Scheme Identifier 2

Key Index 2

Protection Scheme Identifier N (Lowest priority)
Key Index N

Key Index indicates the place of the HN Public Key in the HN Public Key list data object,
such that a Key Index with value “1” refers to the HN Public Key “1”, or the first entry in
the list. A Key Index with value “0” means that there is not a HN Public Key entry in the

list associated to that protection scheme. [20]

The list of the HN Public Key list data object is depicted in the Table 5, and for simplicity,

only the parameters related to this thesis are represented.

Table 5. A simplified representation of the Home Network Public Key List data object as
it is stored in USIM. Adapted from [20].

Home Network Public Key 1 Identifier
Home Network Public Key 1
Home Network Public Key 2 Identifier
Home Network Public Key 2

Home Network Public Key N Identifier
Home Network Public Key N
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Since the length of the HN Public Key ldentifier is 8 bits, as specified from the 3GPP,
then: 28 = 256 Key IDs.

The Key ID = 0 is used for the null-scheme and Key ID = 255 is reserved. This results
with an available range of the Home Network Public Key Identifiers between 1-254 for

usage, resulting in a total of 254 unique HN Key Pairs.

3.4.4 5G Globally Unique Temporary Identifier

The 5G Globally Unique Temporary ldentifier (5G-GUTI) is assigned to the UE by
AMPF?2, with the purpose to not reveal the subscriber's permanent identity in 5G System.
AMPF? assigns the 5G-GUTI to a UE after the UE has successfully registered to the net-
work. It is worth to mention that 5G-GUTI is valid for both 3GPP and non-3GPP ac-
cesses. The 3GPP specification does not limit in the how often the 5G-GUTI can be

assigned to a UE and that is left to the implementation. [1]
The 5G-GUTI length is 80 bits, and is composed of two parts;

e First part identifying the AMF? that allocated the 5G-GUTI, the Globally Unique
AMF ldentifier (GUAMI), and the

e Second part identifying the UE within that AMF?2, the 5G Temporary Mobile Sub-
scription Identity (5G-TMSI).

The format is as below, taken from [6]:
<5G-GUTI> = <GUAMI><5G-TMSI>

The network, specifically the AMF? will assign a new 5G-GUTI to a user after the NAS

security has been established, in the following cases [1]:

o When receiving the Registration Request message of the type ‘initial registra-

tion’ or ‘mobility registration update’ from a UE.

¢ When receiving the Registration Request message of the type 'periodic registra-

tion update’ from a UE.

e When receiving the Service Request message from a UE responding to a Pag-

ing message.

Also, the specification leaves space for assigning 5G-GUTI more frequently than in the

cases described above and that depends on the network operators. [1]
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When paging UEs, the shortened version of 5G-GUTI will be used, 5G-S-TMSI, to enable
more efficient radio signalling procedures. 5G-S-TMSI consists of AMF2 Set ID, the AMF?
Pointer and the 5G-TMSI. [6]

Since the TMSI has only local significance (i.e., within an MME and the area controlled
by an MME, or within an AMF and the area controlled by an AMF), the structure and
coding of it can be chosen by agreement between operator and manufacturer to meet
local needs. The length of the TMSI is of 32 bits. [6]

3.5 Primary authentication

Primary authentication enables the mutual authentication of the UE and the network, and
key agreement procedures provide the keying material that can be used in subsequent

security procedures as presented in TS 33.501 [1].

When a UE wants to register to a network, it will send a registration request in a N1
message to the SEAF with either SUCI or 5G-GUTI.

UDM/ARPF/

<N1 message>

h 4

Nausf_UEAuthentication_

(SUCIor 5G-GUTI) Authenticate Request

»

(SUCI or SUPI, SN-name)

Nudm_UEAuthentication_
Get Request

\ 4

(SUCI or SUPI, SN-name)

1. [SUCI to SUPI de-concealment]
2. Authentication Method Selection

Figure 20. Initiation of the authentication. Redrawn based on [1].

SEAF after receiving SUCI, will send it together with the Serving Network name to the
AUSF in a Nausf UEAuthentication Authenticate request. In the case it has
received 5G-GUT], it will send SUPI instead of SUCI to the AUSF. AUSF first will com-
pare the received SN name with the expected SN name and if they match, will send

Nudm UEAuthentication Get requestto the UDM. In case they do not match, then



33

it will respond with “Serving network not authorized”. UDM then will use SIDF to de-
conceal SUCI if it has received SUCI in the request, and then based on SUPI, will choose

the authentication method. [1]
A UE includes a SUCI:

¢ inthe REGISTRATION REQUEST message when the UE is attempting initial

registration procedure and a valid 5G-GUTI is not available; or

o inthe IDENTITY RESPONSE message, if the SUCI is requested by the network

during the identification procedure.

3.5.1 5G AKA

5G AKA is similar to EPS AKA in LTE networks, with few enhancements, such as an
increased home network control in the authentication process, where the serving network

provides the home network with the proof of a successful authentication. [1]

AUTN = SQNHE & AK || AMF || MAC

NN AMF/SEAF AUSF NG UDM/ARPF/SIDF
5 1. Generate AV
Nudm_UEAuthentication_Get
L. Response 1.AV: K RAND AMF  SQNe
“(5G HE AV, [SUPI], [AKMA LA 2 ¥
indication], [Routing cryptographic functions (f1.. f5)
indicator]) ¥ vy v
3. Store XRES* MAC XR+ES CK 1K A*K
4. Calculate HXRES* SQNHe
9.Verify AUTN and C RES* < Line & AK
-venty and Complte 5. Derive Ksear RAND  CK]lIK CK I 1K™
Verify MAC = XMAC & v ¥ 1
K SQN is in correct range SNname  Kausr KDF KDF
—
v |
cryptographic functions | XR‘ES* KausF
KDF
(f1_15) I 5
|
|
|

RES XMAC CK |

CK | IK SQNHE |
RAND l—l EAK |
SN name

v ¢ ! 7. Store

ar KzF } o 8. Authentication Request

RAND, AUTN, ngkSI, ABBA

RES* KiUSF L( 777777 "9 )
KDF 10. Authentication Response |
* RES* |

.Aulhenlicate Response

Nausf_UEAuthentication_
KseaF
(6G SE AV)
5G SE AV = RAND,
HXRES*

11. Calculate HRES*®
and compare it to

HXRES" 12.

Nausf_UEAuthentication_
Authenticate Request
RES™

13, Verify
14, | RES” = XRES"
Nausf_UEAuthentication_
Authenticate Response
(Result, [SUPI], Ksear)

AUTN, HXRES*

5G HE AV = RAND, AUTN, XRES*, Kausr

Figure 21. Authentication procedure for 5G AKA. Redrawn based on [1] and [19].

The authentication procedure for 5G AKA can be seen in Figure 21.

1. After the authentication method has been chosen, UDM will generate MAC, XRES,
CK, IK, AK using the cryptographic functions f1 to f5, f1* and f5*. For the implementation
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of these functions, 3GPP has already provided a set of algorithms that the operators can
use, such as the Milenage algorithm defined in [50], and more recently the TUAK algo-
rithm, defined in [51]. Then the KDFs will be used to generate the key Kausr and XRES*

as seen in Figure 21.

2. Then, UDM will send the 5G HE AV, which contains RAND, AUTN, XRES*, Kausr to
the AUSF. It will also include SUPI in the response to AUSF, if it has received SUCI,
AKMA indication and Routing indicator.

3. The AUSF will store temporarily XRES* and SUPI.

4. AUSF will calculate HXRES* using the SHA-256 hashing algorithm.

5. Then AUSF will derive Ksear from Kausr.

6. Next, AUSF will return 5G SE AV (RAND, AUTN, HXRES*) to the SEAF.
7. The SEAF will store HXRES*.

8. SEAF will then forward RAND, AUTN together with the Key Set Identifier (ngKSl),
which is used to identify Kavr, and Anti-Bidding down Between Architectures (ABBA)
parameter to the UE, which is a parameter that is defined when the security features

change and will be used by the UE when calculating the Kawr. [1]

9. The mobile equipment will forward RAND and AUTN to USIM. Then USIM will check
the freshness of the received values, more details in the section 3.5.4. It will compute a
RES and return RES, CK, IK to the ME. ME then computes: RES* from RES; Kausr from
CK || IK; Ksear from Kausr;

10. The UE returns RES* to the SEAF.

11. SEAF computes the HRES* from the received RES* and compares it to the stored
HXRES*. If they coincide, it will consider the authentication as successful from the serv-

ing network point of view.
12. SEAF then sends RES* to AUSF.

13. AUSF after receiving RES*, may verify if 5G AV has expired, if not it will compare the
received RES* with the stored XRES*, if they coincide, it will consider the authentication
as successful from the home network point of view, and will notify the UDM about the
authentication result. In step 14, AUSF will indicate the authentication result to SEAF, if
it was successful, it will return Ksear and SUPI (if SUCI was received in auth. request) to
SEAF.
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SEAF derives Kawr from Ksear, and provides ngKSI and Kavwr to AMF, only after it has
received the Ksear and SUPI. Note: no communication services will be provided to the

UE until the SUPI is known to the serving network.

If the AUSF indicates that the authentication was successful from the home network point
of view, then the AMF shall initiate NAS security mode command procedure with the UE.
Upon receiving the valid NAS Security Mode Command message from the AMF, the UE

shall consider the performed primary authentication as successful.

3.5.2 EAP-AKA’

EAP-AKA’ is based on symmetric cryptography and is very similar to 5G AKA, with few
differences in key hierarchy generation and the function of SEAF. In EAP-AKA’ the key
hierarchy is longer and SEAF transparently forwards messages between the UE and
AUSF compared to 5G AKA, where SEAF is included in computations in authentication

process. [2]

The procedure for EAP-AKA’ is shown in Figure 22.

RN AMF/SEAF AUSF A UDM/ARPF/SIDF

N 1. Generate AV

Nudm_UEAuthentication_Get |
Response 1. AV: K RAND AQAF SOPHE
¥

[EAP-AKA' AV, [SUPI],
[AKMA indication], [Routing cryptographic functions (f1...f5)

indicator]] * s + +
3. Store XRES MXC XRES CK IK AK
SQNHe
/6. Verify AUTN and Compute RES* . SNname  CKI[IK "0y 0
Verify MAC = XMAC & ¥
L Nausf_UEAuthentication_

SQNis in correct rangs Authenticate Response KDF

K RAND, #'-‘\LJ'I'_I\I1 EAP Request/AKA' -

cryptographic functiong ‘ challenge oK Ik

P I _ 5. Authentication Request
L : [EAP Request / AKA'- AUTN = SQNHe & AK || AMF || MAC
RES XMAC CK IK . | Challenge, ngKSI, ABBA] EAP-AKA' AV = RAND, AUTN, XRES,
CK', K
SQNHE
SNname CK|IK O AK
KDF 10. Derive KausF & Ksear
CK' IK RFC5448
d 4 *
CK. I 7. Authentication Response KDF
[EAP Response / AKA'- 8
Challenge] Nausf_UEAuthentication_ Kause SN name
Authenticate Request
[EAP Response / AKA'-
Challenge] DL
Ksear
9. Verify
11. RES = XRES

Nausf_UEAuthentication_
Authenticate Response
[EAP Success, [SUPI],

12. N1 message Ksear)

"[EAP Success, ngKSl, ABBA]

Figure 22. Authentication procedure for EAP-AKA’. Redrawn based on [1] and [19].



36

1. First the UDM will compute MAC, XRES, CK, IK using the cryptographic functions 1
to 5, f1* and f5*. Then using the KDF, will compute CK’ and IK’ from CK, IK.

2. Next, UDM will send the AV’, containing RAND, AUTN, XRES, CK’, IK' to the AUSF.
In the response, it will also include SUPI, if it has received SUCI, the AKMA indication

and the Routing indicator.
3. AUSF will store the XRES received from UDM.

4. The AUSF sends the EAP-Request/AKA'-Challenge message to the SEAF, including
RAND and AUTN.

5. SEAF will transparently forward the received RAND and AUTN to the UE, together
with the ngKSI and ABBA parameters.

6. The mobile equipment will forward the RAND and AUTN to the USIM, where the fresh-
ness check will be performed. If the check is successful, then it will compute a RES and
return it together with the CK and IK to the mobile equipment. The ME will derive CK*

and IK* from the received CK and IK.
7. The ME will send the RES to the SEAF.
8. SEAF will transparently forward RES to the AUSF.

9. AUSF will check whether RES is equal to the stored XRES, and if yes, it will consider

the authentication as successful.

10. AUSF using the KDF, will derive EMSK from CK’ and IK’. The most significant 256
bits of the EMSK, will be used as Kausr. Next, using the KDF, AUSF will derive Ksear

from KAUSF-

11. AUSF will then send an EAP success message to the SEAF, containing the Ksear
and SUPI, if the authentication request was made with SUCI. AUSF will notify UDM on

the authentication result.

12. SEAF will send the success EAP message in a N1 message, together with the ngKSI
and ABBA parameter to the UE. SEAF then will derive the Kawr from Ksear, ABBA pa-
rameter and SUPI, detailed description in the A.7 section of the 3GPP TS 33.501. [1]

The ME, after receiving the success EAP message, will derive the EMSK from CK* and
IK*. The ME will use the most 256 bits of EMSK as Kausr, and from it derive Ksear, same
as the procedure is done in the AUSF. Then it will derive Kawr in the same way as it is
done in the SEAF. If AUSF together with SEAF decide that the authentication performed
is successful, then the SEAF sends the ngKSI and Kawvr to the AMF.
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3.5.3 Key hierarchy in 5GS

The key hierarchy and key generation for 5G AKA and EAP-AKA'’ is depicted in Figure
23.

Network side UE side

UDM/ARPF K USIM
S CK, IK —_—
UDM/ARPF | ME

|
HPLMN | 5G.AKA ' ! EAP-AKA'

4{ Kausr — CK'IK }—
AUSF ME
Kausr ‘
|
v v
— Ksear }—
SEAF ¢ ME
,. Kawve }
AMF ME
‘ Knasint Knasenc
Serving - Knawr Kans / NH
Network
Krreint KRrRrcene ‘ ‘ Kupint ‘ Kupenc
N3IWF ME | gNB ME

Figure 23. Key hierarchy in 5GS, redrawn from [1].

Kawr is key derived from Ksear, in ME and SEAF, and is sent by SEAF to the AMF, where
other keys such as NAS security keys are derived from it.

Kgne is a key derived from Kawr, in AMF and ME. AMF shall transfer it to the gNB, where
it will be used to derive RRC and UP security keys.

NH will be generated by AMF from Kawr and will be transferred to gNB.
Knawr is a key derived from Kawr, in ME and AMF for non-3GPP access.

The other keys seen in Figure 23 have already been described in the previous sections,

hence not mentioned here.
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3.5.4 Failures in authentication in 5G

In this section the failures that might occur during the authentication procedures in 5G

networks described above are described. These failures are:
e RES* verification failure in SEAF or AUSF or both,
e MAC failure, and
e Synchronization failure.

RES* verification failure procedure is the same whether the verification happens in
SEAF or AUSF or both. For 5G AKA, the SEAF after receiving the RES* from the UE,
will calculate the HRES* using the SHA-256 hashing algorithm, as presented in the An-
nex A.5 in [1], and compare it to the stored HXRES*. If the verification fails, then the
SEAF will continue by sending the RES* to the AUSF, and then based on the response

message received from the AUSF:
¢ indicating that the RES* verification has been unsuccessful in AUSF, or
e if the verification or RES* has been unsuccessful in SEAF,

in both cases it will either reject the authentication if the UE has used SUCI in the initial
NAS message by sending an Authentication Reject to the UE, or it will initiate an Identi-
fication procedure with the UE, if the UE has used the 5G-GUTI in its initial NAS mes-
sage. [1]

Also, in the case that SEAF does not receive a RES* from the UE, it will consider the

authentication as unsuccessful and inform the AUSF about the failure. [1]

MAC failure occurs when the USIM verifies the received MAC in AUTN by comparing it
to the computed XMAC, and if they are not equal MAC#XMAC, then USIM will indicate
the reason for failure to the ME. The UE will send an Authentication failure message to
the SEAF/AMF together with the reason for failure. The AMF/SEAF after receiving the

Authentication failure message may initiate a new authentication run with the UE. [1]

Synchronization failure occurs if the received sequence number is not in the correct

range. The sequence number is constructed from two parts:
SQN = SEQ || IND,

In the home network, there is a counter SQNwg, and the sequence is stored by this coun-
ter. This counter is individual, one per user, and is incremented by 1 when generating a

fresh sequence.
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This counter consists of:
SQN+e = SEQHe || INDHe.

The generation of sequence numbers can take different forms, such as time-based, not
time-based, and partly time-based. The complete description can be found in TS 33.102,
section C.1. [11]

When the UDM/ARPF in the home network needs to generate a new authentication vec-
tor, it will retrieve the INDwe from storage and assign a new value for IND. The value for
IND can be taken from the range of 0 — a-1, where a is the size of the array. Although
the exact rules for assigning the index are left unspecified by the specification, guidelines

and example values are provided. [11]

Now, also the USIM keeps track of received sequence numbers in an array of the size
a, SEQus (0), SEQus (1) ... SEQus (a-1), where the initial value of each of them shall be

Zero.

To verify that the sequence number is in the correct range, USIM performs two verifica-

tions as described below.

First, USIM does not allow for arbitrary jumps in the sequence numbers, meaning that it
will accept sequence numbers if the jump is in the range to a certain value and not higher

than that value. The condition is formulated as below:
SEQ-SEQus < A.

So, if the difference between the received sequence SEQ and the highest sequence
number in the array SEQus is less than a certain value, here denoted by A, than the
sequence number will be accepted by USIM, otherwise it will generate a synchronization
failure. [11]

Second, it will continue with the verification of the freshness of the sequence number, by
comparing the received sequence with the respective stored sequence in the array, by
taking the IND in the received sequence number SQN, and selecting the sequence in

the array SQNws(i), where i=IND, as following:

a) If SEQ > SEQus (i), then the USIM shall conclude that the sequence number
is fresh and then will set SEQus (i) to SEQ.

b) If SEQ = SEQus (i), then the USIM will generate a synchronisation failure

message using the highest accepted sequence number SQNws.

The 3GPP specification also allows the usage of another limit denoted with L, which

USIM can apply to the received sequences, as seen below:
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SEQws - SEQ <L

In case this limitation is applied, then USIM will verify this condition prior to the freshness

verification of the sequence number described above. [11]

If any of the verifications of the sequence number mentioned above fail, then USIM will
send a Synchronization failure to the ME together with a parameter called AUTS. The
parameter AUTS is constructed from the concealed value of the sequence counter in the
mobile station, Conc(SQNws ) and MAC-S, as seen in Figure 24. [11]

SQNwms
K A
RAND A
AMF
l v BEXR]
f1* f5* xor
! —
MAC-3S AK SQNMS@GAK

AUTS = SQNMS@AK || MAC-S

Figure 24. AUTS parameter, redrawn from [11].

The f1* is the re-synchronization message authentication function and f5* is the anonym-
ity key derivation function for re-synchronization, and AMF value used in f1* takes a

dummy value of all zeros. [21]

SEAF after receiving the synchronization failure message from the UE, will send a mes-
sage indicating a synchronization failure in a Nausf UEAuthentication Authen-
ticate request towards the AUSF. Then AUSF will send a Nudm UEAuthentica-
tion Get request message to UDM/ARPF, including RAND sent to UE in the preceding
user authentication request and AUTS received from SEAF. UDM/ARPF will then act as

seen in the steps described below [11]:

1. The UDM/ARPF will retrieve the SQNws from the concealed sequence, by computing
Conc(SQNuws) * f5*K(RAND).

2. The UDM/ARPF then will check that the SQNe is in a correct range, meaning that the
next SQNxe would be accepted by USIM.

3. If the SQNwe is in a correct range, it will continue with step (6) otherwise it will proceed
with step (4).
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4. The UDM/ARPF will verify AUTS received from SEAF, by performing same computa-
tions as in USIM for verifying MAC.

5. If the verification is successful, then the UDM/ARPF will reset the counter value of
SQNHe to SQNys.

6. The UDM/ARPF sends an authentication data response to SEAF containing the new
authentication vector. If the counter was not reset, then UDM/ARPF can get the new

authentication vector form the storage otherwise it will generate a new one after reset.

The MAC failure and the re-synchronization mechanism is depicted in Figure 25.

UE/USIM AMF/SEAF AUSF UDM/ARPF

RAND, AUTN

<

a) Verify MAC=XMAC
b} Verify the SQN is in
the correct range

If a) is not valid

Authentication Failure
message with
cause 'MAC failure'

»
>

May initiate the |dentification
procedure towards the UE;
May terminate the 5G AKA

authentication run;
MAC failure

Ifb) is not valid

Authentication Failure

message with cause 'Sync

failure', AUTS Nausf_UEAuthentication_Au
thenticate Request message
with a "Synchronisation
failure indication", AUTS

v

> Nudm_UEAuthentication_
Get Request message,
RAND, AUTS

»
>

1) Retrive SQNMs and check if
SQNHE is in a correct range, if
yes continue with 3)

2) Verify MAC-S in AUTS, if
sucessful, reset the counter value
of SQNHE to SQNMS

3) Send new authentication vector

Synchronization failure

Figure 25. MAC and Synchronization failures, adapted from [1] and [11].
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3.6 Secondary authentication

The purpose of the secondary authentication is to enable an authenticated communica-
tion between the UE and a Data Network (DN), that resides outside the mobile operator’s

domain. The secondary authentication uses the EAP authentication methods. [2]

The secondary authentication in 5G is called AKMA (Authentication and Key Manage-
ment for Applications), and it does not require any additional functionality to enable its
support but instead it reuses the 5G primary authentication procedure performed during
UE registration and derives AKMA Anchor Key (Kakma) from Kausr, which was derived

after a successful primary authentication. [7]

The AKMA architecture can be seen in Figure 26.

UDM UDM
N13 N13
Ng1 N6&2 N61
AUSF AANF AF AUSF —— AAnF AF
N12 N12 NG3 N33
NEF
ANMF Ua* AMF Ua*
N1 N1
N2 N2
R(AN) UE R(AN) UE
(a) (b)

Figure 26. AKMA Architecture in reference point representation for (a) internal AFs and
(b) external AFs. Redrawn from [7].

AKMA Anchor Function (AAnF) is the new logical entity that is required for the AKMA
service. A description of the network functions with respect to the AKMA service is pro-
vided below, taken from [7], and the complete description of these function is presented
in the TS 23.501. [5]

AAnNF relies in the HPLMN and stores the Kakma and SUPI received from UDM after a
successful primary authentication needed for the AKMA service. In addition to this, it will
generate the AKMA Application Key (Kar), which will be used between the UE and the
AF. Also, if the AF is located inside the operator’s network, it will send the SUPI of the
UE to it, and if AF is located outside the operator’s network, it will send the SUPI of the
UE to Network Exposure Function (NEF).

Application Function (AF) interacts with the 3GPP Core Network in order to provide

services. A full description of this function is provided in the TS 23.501 [5], and related
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to the secondary authentication, it enables the AKMA service requests for AKMA Appli-
cation Key, called Kar, from the AAnF using A-KID.

Network Exposure Function (NEF) authorizes an external AF and enables it to access

the AKMA service by forwarding the requests to the AAnF.

AUSF will provide the SUPI and the keying material for the AKMA service (A-KID, Kakua)
to AAnF.

UDM stores the AKMA subscription data of the subscribers.

A complete description of the procedures for the second authentication is presented in
the TS. 33.535 [7], and here only a brief description is provided. As already mentioned
before, the AKMA reuses the successful 5G primary authentication. And as described
before, the AUSF will request from UDM the subscription credentials and the authenti-
cation methods to be used. If the secondary authentication is to be used, then UDM will
also include the AKMA indication in its response to the AUSF. After the primary authen-
tication has been completed successfully, the key Kausr will be used to generate the
Kakma and A-KID, where the A-KIDs purpose is to identify the Kakwa of the UE.

Also, the UE will generate the Kakwa and A-KID from the Kausr before it starts communi-
cation with an AKMA Application Function. The AUSF will then send the SUPI, Kakuma and
A-KID to the AANF. After, the AAnF will communicate either with the AF or the NEF,

depending on whether AF is located inside or outside the operator’s network. [7]
UE AMF AUSF UDM AANF

Nudm_UEAuthentication .
GET Request (SUPI/SUCI) ©

< Primary authentication > Nudm_UEAuthentication_GET
_Response (AV, [AKMA Ind],

CIRID))
Generate Generate
KAKMA from KAKMA from
KAUSF KAUSF
Generate Generate
A-KID A-KID

Naanf_AKMA_AnchorKey Register Request
(SUPI, A-KID, KAKMA)

. Naanf_AKMA_AnchorKey_Register
¥ Response

Figure 27. Deriving Kakma after primary authentication, redrawn from [7].
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If the AF is located inside the operator’s network, and the UE wishes to initiate commu-
nication with an AF, it will send a request message including A-KID to the AF. Then, the
AF if doesn’'t have an active context with that particular A-KID, will send a request to
AANF including A-KID to request the Kar for the UE. The AAnF will check if the subscriber
is entitled to use AKMA services, by checking if it has a Kakwma identified by the received
A-KID in the request message. If the Kakma is there, then it will derive the Kar if it doesn’t
have one already. The AAnF will send the SUPI, Kar and the expiration time of Kar in its
response to the AF. Finally, the AF will send the Application Session Establishment Re-
sponse to the UE. [7]

Similar steps occur also in the case when the AF is located outside the operator’s net-
work with few differences. When the AF receives the application session establishment
request message with A-KID from the UE, the AF will determine the HPLMN of the UE
based on the A-KID and will forward the request to AAnF via the NEF service API. This
request, besides the A-KID will also include an AF_ID which will be used to verify if the
AF is authorised by the NEF to request Kar. If the verification succeeds, then the NEF
will request the Kar for the UE from the AAnF. And the same procedures will be per-
formed in AAnF as in the previous case, and finally it will send the SUPI, Kar and expi-
ration time of Kar to the NEF. NEF will then send the Kar and the expiration time of the
Kar to the AF. [7]

The key hierarchy in the AKMA service is depicted in Figure 28.

Succesful 5G Primary Authentiation
as specified in TS 33.501

Kausr
HPLMN AUSF l ME
Kakma
AANF ! ME
Kar
AF ME

Figure 28. AKMA Key hierarchy, redrawn from [7].
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3.7 Discussion on authentication in 5G networks

Although 5G AKA surpasses many challenges of the previous authentication protocols,

it still has few weaknesses, which will be mentioned below.

Basin et al. by using the security protocol verification tool TAMARIN, showed that the 5G
AKA indeed provides the confidentiality of SUPI by using the encrypted format SUCI and
offers protection against passive IMSI-catching attacks [18]. However, they found that
this protocol is susceptible to the active attacks such as the traceability of the subscribers
over time in the 5G AKA protocol. This was possible because of the different formats for
MAC failures and Synchronization failures. So, in the case an attacker listens to an 5G
AKA run and replays that message to the subscribers, based on the response of the
subscribers, MAC failure or Synchronization failure, would be able to determine if it is a

different subscriber of the subscriber observed earlier.

Borgaonkar et al. found a new attack against all AKA variants, which resides in the pro-
tection of the sequence number SQN, which can be defeated due to the usage of the
Exclusive-OR (XOR) and a lack of randomness [25].

Palama et al. were able to prove that a wide range of devices are prone to IMSI-catching
attacks in 4G and NSA 5G networks, with iPhones model 7 to model 11 being more
‘resilient’ in jamming attacks, due to the radio modem, which is Intel and after model 11
changed to Qualcomm Snapdragon, which is not ‘resilient’ anymore [36]. They argue
that the reason Intel based radio modems iPhones are more resilient is not due to a
protection technique against IMSI-catching threats but rather a consequence of the
mechanism built in the radio modem for handling the physical layer interference. But, in
all cases, the authors have been able to obtain IMSIs by using of the shelf devices and

open software for their own build jammer.

As such, although the 5G SA authentication framework is stronger than in previous cel-
lular generations, the requirement to have backward compatibility allows the attackers to

perform downgrade attacks.

Khan et al. [27] has proposed a solution to prevent downgrade attacks against subscriber
identity privacy. This solution aims to prevent the downgrade attacks from a 5G network
to an LTE network, where the IMSI catching attacks are still possible. To prevent fake
LTE base stations from obtaining the devices IMSIs, the authors in this study propose to
use pseudonyms that have the same format as the IMSI when interacting with LTE net-

works.
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Also, the 3GPP in its technical report TR 33.846 admits that a linkability attack is still
possible in a 5G network using a previously captured SUCI. This is possible, for example,
if an attacker captures a SUCI in the radio interface of a UE_A. Next, the attacker can
place a fake base station in a different place and constantly changes the registrations
requests of the users who connect to this base station. In this way, it replaces the SUCI
of a UE_B, for example, with the previously captured SUCI_A of the UE_A and sends
this altered registration request to network. If the network accepts the registration re-
quest, this means that UE_B is indeed the UE_A, which means that the location together
with the time of a UE moving between different tracking areas can be linked, and hence
the privacy of the UE may be compromised. However, in this document, in the Conclu-
sion section, is commented that the probability of this attack to happen is low and the
identity of a user cannot be determined by knowing a SUCI, and as such the identity of

the user is not revealed, and no normative work is recommended for this case. [45]

Another attack possible mentioned in this report is the SUPI guessing attack, which ap-
plies to the case that the SUCI is calculated by the ME and hence an attacker might be
able to fetch the Home Network Public Key, which is needed for the SUCI calculation. In
this way, the attacker by having the Home Network Public Key can guess SUPIs and
convert them in SUCIs using this key. Then, sends the registration request to the network
with those SUCls, and the network will then decrypt the received SUCls, and if they are
valid, will send an Authentication Request to the attacker otherwise will send a Registra-
tion Reject message. In this way, the attacker can determine whether a guessed SUPI
is valid or not. Additionally, the attacker can conclude if this SUPI belongs to a certain
UE, by forwarding the Authentication Request to that UE, and if the UE responds with
Authentication Response message, this means that the valid SUPI belongs to that UE.
The conclusion by 3GPP is that knowing a SUPI is valid and that SUPI is assigned to a
particular UE does not reveal anything about that person and no normative work is rec-

ommended also in this case. [45]

3GPP has included in its standard TS 33.501, Annex E, the usage of the measurements
reports to detect false base stations. As the UEs in an RRC_CONNECTED mode send
measurements reports of the radio environment to the network, and these measure-
ments can be used for detecting anomalies in these data and hence the ability to detect
false base stations. Also in this annex, examples how to use these measurements re-
ports are given, such as by using the received signal strength and location information
in these reports, false base stations can be detected which transmit signal with higher
power towards the UEs. Another example is by using the cell identifier or the frequency

information in these measurements’ reports enable detection of false base stations which
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use inconsistent cell identifiers or operate in inconsistent frequency than the legitimate

base stations. [1]

This framework is applicable to all mobile network generations as these measurement
reports exist already in all generations of cellular networks. Also, the framework is not
limited to a certain radio access type as the devices have the capability of reporting

measurements to many radio access types and can be configured to do so. [26]

Related to the practical implications of encryption of SUPI, according to the article pub-
lished by Ericsson in [37], the time it took for SUPI encryption in an android based device
with 2.2 GHz CPU was around 1.61 milliseconds, which does not pose any technical

limitation to SUPI encryption implementation. [37]

Jiménez at al. performed an evaluation of the ECIES scheme using Android-based de-
vices and two popular crypto libraries, OpenSSL and Nettle [22]. He observed that the
Nettle implementation in the NIST P-256 performance was the best compared to the
OpenSSL, and introduced an overall overhead of just 2.95 ms, including Key Generation
(KG) and Key Agreement (KA). However, he observed that the OpenSSL implementation
in the Curve25519 performed better than the Nettle in NIST P-256, with an overhead of
1.61 ms, for the same device used, which was a Qualcomm Snapdragon S3 for Qual-
comm (Snapdragon) MSM8974. [22]

However, ECIES is not quantum resistant and in the future, where cryptographically rel-
evant quantum computers (CRQC) would be built, this scheme would be broken. This
yields to the necessity for the development and implementation of quantum resistant

cryptography. [38]

The US National Institute of Standards and Technology (NIST) has already announced
the selection of four candidate algorithms in the Post-Quantum Cryptography (PQC), that
will be standardized and include CRYSTALS-KYBER, CRYSTALS-Dilithium, FALCON
and SPHINCS+. [39]

To overcome the weaknesses of the ECIES scheme, Khan et al. propose a symmetric
alternative to the ECIES scheme, which uses the cryptographic functions of 5G AKA,

such as f1, f3, f4 and f5* for the implementation of their solution [40].

3GPP in its technical report TR 33.889 [48], recommend that 3GPP should wait until the
quantum-resistant cryptographic algorithms have been publicly evaluated and standard-

ized for several years and mandate their implementation afterwards. [48]

A limitation of SUCI implementation in private networks encountered during this thesis

work has been regarding the total number of HN PKI, that is 254, which at some extent
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is seen as a limiting factor. One example could be having different SIMs in a private
network, SIMs from the private cellular network provider and SIMs from a public cellular
operator, having the same HN PKis but different HN Public/Private Key Pair(s). For the
de-concealment, the UDM needs to check the HN PKI in SUCI and retrieve the HN Pri-
vate Key stored in UDM related to that HN PKI. In this case, the UDM cannot have one
HN PKI with two HN Private Keys, so the de-concealment would be successful for only
one type of SIMs, depending on which type of SIM’s the HN Private Key has been stored
in UDM. Therefore, other means of implementation would be needed from the private
cellular network provider to differentiate between the two, which in turn would introduce
additional complexity to the system. If the number of HN PKI would be higher than 254,
the same case could be encountered again, but the probability would be much lower.
Hence, an increase of the length of the HN PKI from 1 byte to 2 bytes would be able to

resolve this issue, by having a total of:

2'%=65536 HN PKis,

which would be sufficient for enterprise use cases nowadays and in the near future.
In Table 6, a comparison of the authentication methods in 5G is presented.

Table 6. Comparison of 5G AKA, EAP-AKA' and EAP-TLS. [19]

Comparison of 5G AKA EAP-AKA’ EAP-TLS
5G AKA, EAP-
AKA’ and EAP-
TLS

Entity in UE USIM USIM Non-USIM

Entity in SN AMF/SEAF AMF/SEAF AMF/SEAF

Entity in HN AUSF/UDM/ AUSF/UDM/ AUSF/UDM/

ARPF/SIDF ARPF/SIDF ARPF/SIDF

UE Identity be- SUCI/5G-GUTI SUCI/5G-GUTI SUCI/5G-GUTI
tween the UE and
SN

UE Identity be- SUCI/SUPI SUCI/SUPI SUCI/SUPI
tween the SN and
HN

SN Identity SN Name [5G: SN Name [5G: SN Name [5G:

MCC+MNC], MCC+MNC], NID(SNPN) MCC+MNC],

NID(SNPN) NID(SNPN)

Cryptography Shared key cryp- Shared key cryptography | Public key cryptog-

tography raphy

AV generated by UDM/ARPF UDM/ARPF AV not generated

AV generated Only one AV at a Only one AV at a time AV not generated

time

Authentication SEAF/AUSF AUSF AUSF
decision by

HE is informed of YES YES YES
UE authentica-
tion

Key hierarchy K—CK,IK—KausF | K—»CK,IK—CK’,IK—-EMSK EMSK—Kausr

—Ksear—Kawvr —Kausr—Ksear—Kawmr —Ksear—Kawmr
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4. NON-PUBLIC NETWORKS

Starting with the release 16, 3GPP has included the support of Non-Public Networks
(NPN), which is a term defined by 3GPP for deploying private networks based on 5G
technology. In the past, private networks using LTE were deployed using unlicenced,
shared, or assigned spectrum by the operators. As we know, spectrum is a scarce re-
source, and with the rapid rise of 5G, the need for new spectrum allocated for private
network’s usage is evident. Hence, recently many regulators around the world have al-
located new spectrum bands for private networks deployments such as 3.7-3.8 GHz in
Germany, 3.8-4.2 GHz in UK or 28.2-28.3 GHz in Japan. [4]

In private networks using LTE technology, it is required that each network should have
a unique PLMN ID that will serve to identify the network so that UE(s) can connect to the
appropriate network. PLMN ID consists of MCC and MNC, and MCC is assigned by the
International Telecommunication Unit (ITU), and the MNC is assigned by the local regu-
lators to the public network operators. This has posed to be a challenge as there is in-
sufficient available unique MNC per country since the solution was not designed for us-
age by many private networks. To alleviate this challenge and contribute to enabling
deployments of private networks, the ITU has allocated the MCC of ‘999’ for private net-
works and can be used globally. However, the MNC part is not assigned by regulators,
and may not be unique, globally, or even in a country, as several enterprises may have
assigned the same MNC for their private networks, and hence collisions are possible.
[16]

Until recently, this was not a limiting factor to the deployments of the private networks,
as usually they are deployed in limited areas, such as in campus, factories, ports, airports
etc. But with the large deployments of private networks, there might be cases that access

to more than one private network that belong to different operators is needed. [4]

To address these issues, 3GPP has specified the Standalone Non-Public Network
(SNPN), which uses a Network Identifier (NID) together with the PLMN ID for identifying
a SNPN. [16]

An NPN can be either:
e a Stand-alone Non-Public Network (SNPN), or

e a Public Network Integrated NPN (PNI-NPN), i.e. a non-public network deployed
with the support of a PLMN. [5]
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4.1 Standalone Non-Public Networks (SNPN)

A standalone non-public network is operated by an NPN operator and is not relying on

network functions provided by a PLMN. [5]

As mentioned earlier, to identify a SNPN, the PLMN ID and NID are used, where NID
consists of 11 hexadecimal digits, one digit is used to note the assignment mode and the
other 10 digits represent a NID value, as specified in [6], which can be seen in Figure
29.

Assignment mode NID value

one hexadecimal digit 10 hexadecimal digits

Network Identifier

Figure 29. Network Identifier (NID), redrawn from [6].

There are two modes for assigning the NID, as described in [6]:

Self-assignment: the NIDs are assigned by the SNPNs at the deployment time, and

hence they may not be unique. The assignment mode value for this mode is set to 1.

Coordinated assignment: there are two options for assigning NIDs as can be seen

below:

e option 1: the NID is assigned such that is globally unique, independent of the

PLMN ID and the assignment mode value is set to 0.

e option 2: the NID is assigned such that together with the PLMN ID is globally

unique, and the assignment mode value is set to 2.

The PLMN ID in conjunction with NID are broadcasted by the RAN, so that the devices
can select and register to that NPN network. To do so, the UEs need to be in the SNPN
access mode, which means that the UEs do not perform normal PLMN selection but
instead select and register only to SNPNs, by using the list of the preferred SNPNs to

select the network and SNPN-specific credentials to register to that network. [4]

The authentication in SNPN is not restricted to any authentication method and any of the

previous described authentication methods in 5G can be used. In the case, when using
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key-generating authentication methods, such as 5G AKA and EAP-AKA’, the SN ID
needs to change, so that it includes besides PLMN ID also the NID. [4]

The SN ID is defined in [5], as in the following:

SN ID = PLMN ID: NID

4.2 Public Network Integrated NPN (PNI-NPN)

A public network integrated NPN is a non-public network deployed with the support of a
PLMN. They are established by dedicating DNNs or by allocating one or more network
slices for the NPN. [5]

To prevent the UEs which are not allowed to access the slice allocated for NPN, Closed
Access Group (CAG) may optionally be used. A CAG identifies a group of users that are

allowed to access one or more CAG cells related to that CAG. [5]

A CAG Identifier is used to identify a CAG, and a cell supports broadcasting up to 12
CAG Identifiers. [5]

To be able to use CAG, the UE needs to have configured a list of the Allowed CAG

consisting of CAG Identifiers that the UE can access. [5]

The network selection and re-selection in PNI-NPN is based on PLMN ID whereas the

cell selection and re-selection are based on CAG ID. [16]

Access in PNI-NPN networks is based in a PLMN subscription, this results that also the
authentication is to be based on the 5G AKA and EAP-AKA and they are mandatory to
support, same as in a regular PLMN network. This requires the deployment of a USIM
on a UICC. [4]

4.3 Nokia Digital Automation Cloud Solution (NDAC)

Nokia DAC is an end-to-end private wireless solution, which is simple as it requires only
2-3 elements and is easy to deploy, Plug-and-Play connectivity, devices, and applica-
tions. It provides many advantages to the customers by offering full control of the solution
to the customers, such that they have a dedicated network, the customer’s data stays

local and full visibility and control from the management portal offered by Nokia.
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Figure 30. Nokia DAC solution. [47]

In Figure 30, can be seen the Nokia DAC solution.

A complete 3GPP 5G SA system is deployed on the customer premises with 5G gNBs
and all 5GC NFs in the Edge. Thus, the gNBs together with the Edge comprise a fully

operational 5G SA network.

The customer data stays local and is secure and the customers have full control of their
data. This ensures low latency for high-bandwidth applications. Another benefit of this
solution is that operating and maintaining it requires very limited manual work as it is
orchestrated and maintained from the Nokia DAC regional clouds. The cloud-based man-
agement enables remote changes, re-load of configurations, application of software
changes etc, via the internet connection between the local edge to the regional cloud.
Worth to mention that the local network will function even if this connection is disrupted.
[47]

Nokia DAC solution provides mutual authentication between the UE and the network and
supports the two mandatory authentication procedures in 5G, 5G AKA and EAP-AKA'’.
And now, it also supports the encrypted format of subscriber identifiers SUCI with pro-
tection scheme Profile A and Profile B, as it will be described in more details in the Meth-

odology chapter. [47]
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4.4 Discussion on Non-Public Networks

NPN can be beneficial in the use cases when organizations/enterprises require that the
data used in their network stays locally on enterprises premises to protect privacy and
enhance security according to the organization’s requirements. In these use cases, sev-
eral or all the network entities need to reside in the organization’s premises. The benefits

of deploying NPNs in these use cases include:

o Optimized coverage — as the network coverage can be tailored to the specific

requirements of the owner,

¢ Reduced latency — as the network entities reside in the local premises, the phys-

ical distance, and the number of hops in the network is reduced, and

¢ Reduced uncertainty of network operation — as the network entities reside
local, then any disruption or outage in them can be managed and resolved locally.
[33]

The 5G Infrastructure Public Private Partnership (5G PPP) has identified a variety of use
cases for NPNs with different requirements related to the network, radio, deployment,

and configuration. These requirements according to [34], include:

1. Guaranteed QoS: Enterprises might have different set of requirements related to the

performance parameters such as latency, throughput, and jitter.

2. Customization: This refers to different features required by the enterprises to achieve

their business needs.

3. Network control: Refers to the preference of the enterprises to have control of the

network, resources, data, etc.

4. End User Data protection: Includes the level of protection of the user’s data such as

encryption, redundancy, the secure storage location of UDM, etc.

5. Capability exposure: Refers to the capabilities to expose and export the relevant

features or network information to the verticals.

6. Target area coverage: Refers to different needs or requirements of the enterprises
related to radio coverage. This means that some enterprises might require that the radio
coverage of their targeted area has to be guaranteed (for example Reference Signal
Received Power should be higher than -80 dBm for 99% of the time), while some other

enterprises might have more relaxed radio requirements.
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7. Traffic engineering: Refers to the different requirements of the enterprises related to

the steer and isolation of traffic with regards to enterprises business and technical needs.

And 5G PPP in [34] claim that NPNs are the best choice to meet these different require-

ments of verticals compared to Public Network and WiFi system, as can be seen in Fig-

ure 31.
NPN WiFi system Public Network
Guaranteed QoS
Traffic engineering Customization
Target area coverage Network control
Capability Exposure End User Data Protection

Figure 31. Comparison of NPN, Public Network and Wi-Fi system related to the re-

quirements of verticals. Redrawn based on [34].

Eswaran at al. present a comparison of 5G private networks with Wi-Fi 6, where can be
seen that the 5G private networks have lower latency, higher security, and no interfer-

ence (due to the usage of licenced spectrum) compared to Wi-Fi 6 [35].

In 2019, the partially release of the Citizen Band Radio Service (CBRS) spectrum in
United States (US), bands from 3.5 GHz to 3.7 GHz, for private enterprise’s usage has
contributed to a larger number of deployments of private networks in US. The spectrum
allocation is managed by the Spectrum Access System (SAS) administrator, and the
private enterprises wishing to gain access of this spectrum need to communicate with
the SAS administrator. [44]
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5. METHODOLOGY

In this chapter, an overview of the overall approach and methods for completing this
thesis work will be provided. As mentioned in the beginning, the focus of this thesis work
was studying and analysing the overall authentication in 5G networks with emphasis on
SUCI support for Nokia Digital Automation Cloud (NDAC) solution, which offers a com-

plete 5G SA private network solution.

The process started with analysing the 3GPP standards related to SUCI and gathering
the requirements to enable SUCI support in NDAC. When the requirements were ready,
the development of the feature started at Nokia. After the feature was developed, the
next step was setting up the environment for testing the feature in the Nokia Digital Au-
tomation Cloud (NDAC) solution, which consists of the gNB and 5G core network. The
UEs used in testing included UEs that support 5G SA, including Apple devices with
i0S17, which mandate to use SUCI with non-null scheme. Also provisioning the USIM
with the required parameters for SUCI support was completed. The overview of the pro-

cess in a simplified representation can be seen in Figure 32.

Start
t?}:g’g%gpasndeggigiz&i Gathering requirements Development of the
related to aEthentication —— related to enablement of ——» feature SUCI support for
SUCI support in NDAC NDAC by Nokia team

in 5G

Setting up the
Results and Conlusions <«—— Testing of the feature = <«—— environment for testing of
the feature

End

Figure 32. Overview of the methodology of this thesis.
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The required parameters that need to be provisioned in USIM, for enabling SUPI con-

cealment with protection scheme Profile A and Profile B can be seen in Table 7.

Table 7. Parameters that need to be provisioned in USIM for SUCI support.

scheme Profile B

Parameters needed HN Public Key(s) HN Public Key Protection Scheme
in USIM for SUCI Identifier Identifier
support
Value for protection . .
scheme Profile A | 4 hexadecimal digits | 1-254 0x1
Value for protection | o\ adecimal digits | 1-254 0x2

After the lab environment was set up, the e2e tests of the feature ‘SUCI support for

NDAC’ were performed. The equipment used in the tests included:

e Apple iPhone 13 with iOS17 [41]

¢ Nemo Outdoor 5G NR Drive Test Solution [42]

¢ Nokia Industrial 5G handhelds HHRA501x [43]

The Nemo Outdoor 5G NR Drive Test Solution was used in order to capture the signalling

communication in the performed tests.

The SIM card used in the tests was Nokia Sim Card, which was provisioned with the

following values represented in the Table 8.

Table 8. The parameters provisioned in the USIM of the Nokia SIM card for SUCI sup-

port.

Parameters provi-
sioned in USIM for
SUCI support

HN Public Key(s)

HN Public Key
Identifier

Protection Scheme
Identifier

Value for protection

scheme Profile A | XXXXXXXX 1 0x1
Value for protection
scheme Profile B | YYYYYYYY 2 0x2

The values of the HN Public/Private Keys used in the tests for this thesis have been
taken from TS 33.501, section C.4. [1]

Also, the respective IMSI used in the SIM card was also provisioned in the network.

When connecting to the network using the iPhone 13 with iOS17, beside the requirement

to use SUCI with non-null protection scheme, also the confidentiality of the user data is
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mandatory, meaning that the null-ciphering of the user data is not allowed, and the con-

fidentiality and the integrity of the NAS/RRC signalling is also mandatory. [23]

In Figure 33, is depicted a simplified 5G SA private network similar to NDAC solution,
representing the places where the SUCI parameters should be stored, as a reference of

the setup used in testing of the feature ‘SUCI support in NDAC'.

HN Public/Private
Key Pair(s) Stored

SIMs with HN suct in:
Public Key ARPF
Pair(s)
SEAF ‘ SlDl:l
AMF AUSF ‘ UDM

suUci | 5G Access suc! SUC!

5GSAUE ——» Point «—» CLOUD

5G Core Network Functions

Server
5G SA Private Network

Figure 33. A simplified representation of a 5G SA Private Network that was used for
testing ‘SUCI support in NDAC’ feature.

As can be seen in Figure 33, the HN Public/Private Key Pair(s) should be stored in UDM,
where the storage of the HN Public Key is optional, as it is not needed in the process of

de-concealment in UDM.

In the case of private cellular networks with cloud orchestration, the HN Public/Private
Key Pair(s) need to be stored in the Cloud Data Centre as well, as the network configu-

ration to the Edge server comes from this entity.

Next, the SIM cards need to be provisioned with the HN Public Key, which will be used

in SUCI generation.

Now, the UE with the provisioned SIM card can be used to register to the network. The
results of the registration requests performed in the NDAC solution are presented in the

following chapter.
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6. RESULTS AND ANALYSIS

This thesis work has been done in collaboration with the Nokia Industrial and Architecture

team.

The results represented in this chapter include the Registration Request, Registration
Accept and Registration Complete messages with SUCI with protection scheme Profile
A and B, to demonstrate the successful registration of UEs using the concealed identifi-

ers with both protection schemes Profile A and Profile B.

The Nemo Outdoor 5G NR Drive Test Solution was used to capture the signalling traffic
of the connection using SUCI with protection scheme Profile A and Profile B. The cap-

tured signalling traffic can be seen in the figures below.

The Figure 34 shows the registration request with SUCI with protection scheme Profile

A, Home Network Public Key Identifier of value ‘1°.

REGISTRATION REQUEST 3GPP TS 24.501 ver 16.8.8 Rel 16 (8.2.6)

M Extended protocol discriminator (hex data: 7e)
EPD value: 126 (5GS mobility management)
M Security header type (hex data: @)
Security header type: @ (Plain 5GS NAS message, not security protected)
M Spare Half Octet (hex data: @)
M Message Type (hex data: 41)
Message number: 65
M 5GS registration type (hex data: 9)
5GS registration type value: initial registration
FOR: Follow-on request pending
M ngKSI (hex data: 7)
NAS key set identifier: no key is available
M 5GS mobile identity (hex data: @@350199 f9e4feff @10158el 858a51f4 21dea518 dd4ceed7
9cfcdb6e e3ebedeS 6236cf23 ab32c5b5 9b25a8ed a9cl32e6 ellaédeb e55d21)
Type of identity: SUCI
SUPI format: IMSI
MCC: 999
MNC: 40
Routing indicator digits: @
Protection scheme identifier: ECIES scheme profile A
Home network PKI: 1

Figure 34. Registration Request with SUCI, ECIES scheme Profile A.
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After the registration request, in Figure 35 can be seen that the network has been able
to de-conceal the SUCI and retrieve the IMSI. Since the IMSI was already provisioned in
the network, the network accepts the registration request and assigns a temporary sub-
scription identifier 5G-GUTI.

REGISTRATION ACCEPT 3GPP TS 24.501 ver 16.8.0 Rel 16 (8.2.7)

M Extended protocol discriminator (hex data: 7e)

EPD value: 126 (5GS mobility management)
M Security header type (hex data: @)

Security header type: © (Plain 5GS NAS message, not security protected)
M Spare Half Octet (hex data: @)
M Message Type (hex data: 42)

Message number: 66
M 5GS registration result (hex data: @1e1)

5GS registration result value: 3GPP access

SMS allowed: SMS over NAS not allowed

NSSAA Performed: is not to be performed

Emergency registered: Not registered for emergency services
0 5G-GUTI (hex data: 77@6ebf2 99f98401 @e41eeee 4185)

Type of identity: 5G-GUTI

MCC: 999

MNC: 4@

AMF Region ID: 1

AMF Set ID: 1

AMF Pointer: 1

5G-TMSI: exee0e41e5

Figure 35. Registration Accept with SUCI, ECIES scheme Profile A.

Fig 36 shows the completion of the registration of the UE.

REGISTRATION COMPLETE 3GPP TS 24.501 ver 16.8.0 Rel 16 (8.2.8)

M Extended protocol discriminator (hex data: 7e)
EPD value: 126 (5GS mobility management)
M Security header type (hex data: @)
Security header type: @ (Plain 5GS NAS message, not security protected)
M Spare Half Octet (hex data: @)
M Message Type (hex data: 43)
Message number: 67

Layer 3 data:
7e @0 43

Figure 36. Registration complete with SUCI, ECIES scheme Profile A.
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The Figure 37 shows the registration request with SUCI with protection scheme Profile

B, using HN Public Key ldentifier of value of 2’.

REGISTRATION REQUEST 3GPP TS 24.581 ver 16.8.0 Rel 16 (8.2.6)

M Extended protocol discriminator (hex data: 7e)
EPD value: 126 (5GS mobility management)
M Security header type (hex data: @)
Security header type: @ (Plain 5GS NAS message, not security protected)
M Spare Half Octet (hex data: @)
M Message Type (hex data: 41)
Message number: 65
M 5GS registration type (hex data: 1)
5GS registration type value: initial registration
FOR: No follow-on request pending
M ngKSI (hex data: 7)
NAS key set identifier: no key is available
M 5GS mobile identity (hex data: 00360199 f904feff 02020335 9dadfc70 cS5dbdf49 le2abf9e
|k8d9514a c7575284 a6633fca d13501b8 350ed685 @c5f7c25 88ldealb 4de2ded4)
Type of identity: SUCI
SUPI format: IMSI
MCC: 999
MNC: 40
Routing indicator digits: @
Protection scheme identifier: ECIES scheme profile B
Home network PKI: 2

Figure 37. Registration request with SUCI, ECIES scheme Profile B.

In Figure 38, can be seen that the request has been accepted by the network, implying
that the SUCI de-conceal has been successful and the network has assigned a 5G GUTI
to the UE.

REGISTRATION ACCEPT 3GPP TS 24.501 ver 16.8.0 Rel 16 (8.2.7)

M Extended protocol discriminator (hex data: 7e)

EPD value: 126 (5GS mobility management)
M Security header type (hex data: @)

Security header type: © (Plain 5GS NAS message, not security protected)
M Spare Half Octet (hex data: @)
M Message Type (hex data: 42)

Message number: 66
M 5GS registration result (hex data: @1@1)

5GS registration result value: 3GPP access

SMS allowed: SMS over NAS not allowed

NSSAA Performed: is not to be performed

Emergency registered: Not registered for emergency services
0 5G-GUTI (hex data: 7700@bf2 9990401 090410000 29ab)

Type of identity: 5G-GUTI

MCC: 999

MNC: 48

AMF Region ID: 1

AMF Set ID: 1

AMF Pointer: 1

S5G-TMSI: ©0x6000829ab

Figure 38. Registration Accept with SUCI, ECIES scheme Profile B.
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Finally, the completed registration of the UE using SUCI with protection scheme Profile

B can be seen in Figure 39.

REGISTRATION COMPLETE 3GPP TS 24.501 ver 16.8.9 Rel 16 (8.2.8)

M Extended protocol discriminator (hex data: 7e)
EPD value: 126 (5GS mobility management)

M Security header type (hex data: ©)
Security header type: © (Plain 5GS NAS message, not security protected)

M Spare Half Octet (hex data: )
M Message Type (hex data: 43)
Message number: 67|

Layer 3 data:
7e @0 43

Figure 39. Registration complete with SUCI, ECIES scheme Profile B.
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7. CONCLUSION

In conclusion, this master's thesis has provided a deep understanding of authentication
framework in 5G networks, the pivotal role of the SUCI (Subscription Concealed ldenti-
fier) in enhancing security and privacy and valuable insights in implementing SUCI sup-
port in 5G private networks. The SUCI, by concealing the permanent identity, contributes

significantly to mitigating privacy concerns in the 5G network environment.

The work consisted of a literature review of the topic and implementation of SUCI support
in Nokia Digital Automation Cloud (NDAC) solution at Nokia.

The benefits of the new security features introduced in the authentication framework in
5G cellular technology are of immense importance. The introduction of the new authen-
tication methods such as 5G AKA and EAP-AKA’ eliminates the need for a separate
authentication run for non-3GPP access as both can be used in 3GPP access and non-

3GPP access, which was not possible in previous cellular generations.

The thesis has also reviewed the role of SUCI in protecting the privacy of user identifiers.
The findings show that the protection of privacy in 5G networks is better than in the
previous cellular generations and is mostly due to the usage of SUCI. In 5G networks, it
is almost impossible to retrieve SUPI from SUCI, as the attacker needs to gain access

to the Home Network Private Key to be able to de-conceal SUCI.

However, the requirement to have backward compatibility leaves space for downgrade
attacks, and as such the common attacks in previous generations still pose a threat to

the overall security in 5G networks.

Another remaining challenge is that ECIES scheme used in the encryption and decryp-
tion of the user’s permanent identities is not quantum resistant. Although this does not
pose an immediate threat to ECIES, as powerful quantum computers are not yet availa-
ble, care should be taken, and immediate adoption of quantum-resistant cryptography
should be done once the standardization process of quantum-resistant cryptography has

been completed.
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