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ABSTRACT

Krista Matasniemi: Solving inter-organizational data sharing challenges with Gaia-X
Master of Science Thesis
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While data collection has become more common, organizations and individuals have identified
possibilities of value derived from collected data. To get maximum value from data, it must be
shared with others. However, there are multiple unsolved challenges especially in data sharing
between organizations in multi-actor environments. In this thesis, these challenges are identified
based on systematic literature research. Furthermore, Gaia-X data infrastructure is considered
as a solution to the challenges. The main purpose of the thesis is to study, how Gaia-X solves
existing inter-organizational data sharing challenges in multi-actor environments.

Firstly, the results of the literature review show there are several types of data sharing chal-
lenges that can be divided into three main categories. The business-related challenges are the
most critical when organizations consider joining a data sharing ecosystem and its benefits to
their organization. However, most of the identified challenges are included in the data governance
category. The last category contains interoperability challenges which play an important role in
enabling efficient data sharing between organizations.

Secondly, the analysis of how Gaia-X data infrastructure addresses the challenges shows that
it focuses on improving the availability of data and not so much on the actual data exchange pro-
cess. Furthermore, the distributed nature of Gaia-X architecture leaves data owners in charge of
many factors affecting the security of data sharing and the quality of the data. As the biggest sur-
prise, the architecture lacked the mechanisms for the enforcement of usage policies and contracts
attached to a shared data resource.
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TIVISTELMA

Krista Matasniemi: Organisaatioiden valisen tiedon jakamisen haasteiden selvittdminen Gaia-X:n
avulla

Diplomityd

Tampereen yliopisto

Tietotekniikan DI-ohjelma

Syyskuu 2023

Samalla kun tiedon kerddminen on yleistynyt, organisaatiot ja yksil6t ovat tunnistaneet kera-
tysta tiedosta saatavan arvon mahdollisuudet. Jotta tiedosta saataisiin mahdollisimman suuri ar-
VO, sitd on jaettava muiden kanssa. Tiedon jakamisessa on kuitenkin useita haasteita erityisesti
organisaatioiden valilla monitoimija ymparistdissad. Tassa opinnaytetydssa kyseiset haasteet on
tunnistettu systemaattisessa kirjallisuuskatsauksessa. Lisaksi Gaia-X tieto infrastruktuurin sovel-
tumista haasteiden paihittdmiseksi on mietitty. Tyén paatarkoituksena on selvittda, kuinka Gaia-X
ratkaisee olemassa olevia organisaatioiden vélisen tiedon jakamisen haasteita monitoimija ympa-
ristdissa.

Ensiksi, kirjallisuuskatsauksen tulokset osoittavat, etta tiedon jakamisen haasteita on monia
erilaisia ja ne voidaan jakaa kolmeen p&akategoriaan. Liiketoimintaan liittyvat haasteet ovat kriit-
tisimpid, kun organisaatiot pohtivat liittymista tiedon jakamisen ekosysteemeihin ja niiden hyétyja
organisaatiolle. Suurin osa tunnistetuista haasteista liittyy kuitenkin tietohallinto kategoriaan. Vii-
meinen kategoria pitda sisalldan yhteentoimivuuden haasteita, jotka ovat merkittdvassa roolissa
tehokkaan tiedon jakamisen mahdollistamisessa organisaatioiden véalilla.

Toiseksi, analyysi Gaia-X tieto infrastruktuurin kyvykkyyksista vastata haasteisiin osoittaa, etta
infrastruktuuri keskittyy enemmén parantamaan tiedon saatavuutta eika niink&an varsinaista tie-
donvaihto prosessia. Lisdksi Gaia-X arkkitehtuurin hajautettu luonne jattda tiedon omistajat vas-
taamaan monista tiedon jakamisen turvallisuuteen ja tiedon laatuun vaikuttavista tekijéista. Suu-
rimpana yllattdvana asiana arkkitehtuurista puuttuivat mekanismit jaettuun tietoresurssiin liitetty-
jen kayttdehtojen ja sopimusten toimeenpanemiseksi.

Avainsanat: tieto ekosysteemi, tieto infrastruktuuri, tiedon jakaminen, Gaia-X

Taman julkaisun alkuperaisyys on tarkastettu Turnitin OriginalityCheck -ohjelmalla.
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1. INTRODUCTION

While data collection has become more common, the importance of data as a resource
in value creation and innovation has increased. Data-driven value can be realized in
data ecosystems where data is shared among its participants. Data sharing between the
participants increases the availability of data and enables wiser decision-making which
improves development of data-driven services and products as well as competitive inno-
vations. However, there are some challenges to be overcome before the full potential
value of data can be realized in such multi-actor environments.

There are several articles describing a single data sharing challenge, but they do not
provide an overall picture of the challenges. Gelhaar and Otto [1] discovered that the
fear and the lack of trust cause a lower level of openness than characteristics of a data
ecosystem describes. Furthermore, authors of [2] examined the adoption factors of data
platforms and identified the relevance of data governance. Nokkala and others [3] pointed
out that varying interests of organizations affect the requirements of data governance in
shared platforms. Moreover, interoperability is a challenge in multi-actor environments,
and it is hard to get all actors to comply with common processes and standards [4]. To
overcome the challenges, a well-designed data infrastructure is needed [5].

Gaia-X Association provides a federated and secure data infrastructure based on Euro-
pean values, which increases transparency, interoperability and sovereignty across data
and services in any existing cloud or edge technology stack. The infrastructure contains
a data sharing architecture which facilitates data sharing between different actors, such
as organizations regardless their industry. The components of architecture are developed
by utilizing existing standards and widely used technologies in order to standardize data
sharing and facilitate the adoption of the infrastructure. Furthermore, Gaia-X provides a
set of open-source reference implementations of software components called federation
services that aim to improve interoperability across data ecosystems. [6]

This thesis aims to identify what the existing inter-organizational data sharing challenges
are in multi-actor environments and to analyze how Gaia-X solves the challenges and
what are the gaps of the data infrastructure. The identification of data sharing challenges
supports the development of the infrastructure by defining the requirements. Further-
more, they can be used as a base for organization and case specific analysis of chal-



lenges. On the other hand, the analysis of Gaia-X supports organizations to find suitable
solutions to their challenges and hopefully contributes to the standardization of data shar-
ing.

The thesis is structured as follows. Chapter 2 describes the performed research ap-
proach. Chapter 3 defines the terms and topics that are required to understand the fol-
lowing chapters of the thesis. Chapter 4 describes an overview of Gaia-X architecture.
Chapter 5 contains the literature review of the challenges of data sharing. Challenges
are considered especially from the viewpoint of data sharing in multi-actor environments.
Chapter 6 has focus on analyzing Gaia-X architecture components as solutions to the
challenges and gives an example case scenario how some of the components can be
utilized in a data ecosystem. Chapter 7 summarizes and discusses the findings of this
thesis and evaluates the research approach. Chapter 8 answers shortly to the research
questions and considers areas of future work.



2. RESEARCH APPROACH

This thesis is divided into tow parts. The first part is a literature review which identifies
current data sharing challenges in inter-organizational data sharing. The second part
analyses the capabilities of Gaia-X infrastructure to address the challenges. The overview
of the research approach is shown in Figure 2.1 below. In the figure, the parts of the thesis
are divided into smaller sub-processes leading to the results and outcomes of this thesis.
The results answer the research questions specified in the introduction.

____________________________________________________________________

Literature review l | Gaia-X review
Literature review of ! Review of Gaia-X and
data sharing challenges ! l its current state
A 4 A 4

Analysis of Gaia-X

Analysis of review data
elements

Data sharing callenges

. Example case scenario
from literature

Analysis of what challenges Gaia-X brings the solution

Figure 2.1. Research approach

The literature review is focused on finding the existing challenges of data sharing. The
literature search was conducted systematically and carried out on two different databases:



ACM and IEEE Xplore. The results were limited to the years 2017-2022 and only English-
language results were accepted. Out of all the results, only a few articles were selected
for detailed review based on their abstracts and titles. Also, by looking at the resource
references of the results of the database search, some articles were found to be included
in the review. See column "Selected (indirect)" at Table 2.1. Selected articles focus on
addressing data sharing from a perspective of organizations. Numbers of articles in each
phase of the search process are shown in Table 2.1.

Used search statements differ depending on a database. The search statement in IEEE
was ("data shar*™" OR "data exchang*") AND ("ecosystem" OR “inter-organization*” OR
“across organization®” OR “between organization®” OR "dataspace*" OR "data space™).
Based on this, the search statement for ACM was formed to be ("data sharing" OR "data
exchanging") AND ("data ecosystem" OR “inter-organizational” OR “across organizations”
OR “between organizations” OR "dataspace" OR "data space"). The second statement is
more specific in order to limit the number of search results more.

Search | Based on | Selected | Selected
Database . o Total
Results | Abstracts | (direct) | (indirect)
IEEE 257 31 12 5 17
ACM 244 28 5 2

Table 2.1. The number of articles selected from each database for the review.

The data sharing challenges identified in the literature were analysed and divided into
categories. The challenges were a base for the analysis in the second part of this thesis.
In the analysis, the capabilities of Gaia-X infrastructure as a solution to the identified
challenges were considered. The purpose of the analysis was to look at what solutions
Gaia-X architecture offers to the challenges of data sharing and which challenges are
still unresolved. Furthermore, an example case scenario of data sharing in a Gaia-X
compliant way was described to provide a more concrete view.



3. BACKGROUND

In this chapter, the central terms of the thesis are defined. The terms help to understand
the context of the performed research, and the definitions aim to clarify the meaning of
the terms in the context of this thesis.

3.1 Data Autonomy and Sovereignty

At a general level, autonomy is individuals’ ability to have self-control of their choices.
Individuals are not born with the ability because it requires psychological capacities that
develop as they grow up. Consequently, all individuals are not equally autonomous and a
point at which an individual becomes autonomous is unidentifiable. Furthermore, auton-
omy can be lost due to changes of individual’s capacities or an environment. [7]

In the context of data sharing, autonomy helps to find a balance between data protection
and data being accessible and shareable. Data autonomy is defined as the ability of data
owners to control their data, for example, they can decide whether to use the data or
destroy it. Furthermore, a data owner has the power to control data sharing. However,
the concept of data owner is not clear and in many situations identifying and defining
the owner of data is not easy. Additionally, the ownership alone is not enough to ensure
autonomy, therefore data access rights are integral. To realize data autonomy, capacities
are needed and for example, property rights are well-known and widely used in this case.

(8]

In relation to the definition of autonomy, sovereignty is a wider concept. Sovereignty
may be a familiar term when talking about independent states. In case of independent
states, sovereignty means the state’s constitutional independence which is seen as a
social norm. Definition of sovereignty depends on the context and there is no essential
definition for the term. However, there are a common understanding that the context of
sovereignty involves rights and responsibilities. [9]

Similarly, in the context of data sharing, the notion of data sovereignty is not clear and its
definition varies, which makes it harder to identify its nature. However, it can be noted that
the term of data sovereignty is related to the expressed meaningful control and ownership
of data. Some see data sovereignty as a right while others think it is an ability. From



both viewpoints, the unifying idea is that the owner can retain the control over their data.
Therefore, values like control and power, deliberation and inclusion, and privacy are seen
as part of data sovereignty. However, the unclear notion makes it difficult to identify
concrete mechanisms to achieve data sovereignty. Therefore, data sovereignty is usually
considered when designing system architectures or laws applicable to data processing
that can be applied to individuals as well as larger units like society or country. [10]

3.2 Data Ecosystem

Data ecosystems are socio-technical networks [11] that aim to unlock the potential value
of data by enabling secure data sharing cooperation between different actors. They avalil
the actors of an ecosystem by offering innovative services [1] and data. Overall, a data
ecosystem is a sum of three elements: data, actors and an infrastructure.

The value of an ecosystem comes from data sources that are the main resources of data
ecosystems. In data ecosystems, data is seen as a strategic resource which has an
economic value in terms of supporting the business [12]. To make the business more
profitable, data can be used, for example, to optimize operations or support decision-
making. However, various kinds of other resources are complementary and crucial for
a data ecosystem functioning [13]. For example, a common platform, software compo-
nents and services are essential for providing and processing data. Usually, in distributed
ecosystems, available resources are heterogeneous which requires knowledge of access-
ing and consuming these resources [11].

Data ecosystems are data-centered digital ecosystems that built on collaboration between
various stakeholders. Actors are independent entities, such as individuals, organizations
or machines, who interact with each other. Actors are characterized by having something
in common, for instance organizations may be from the same industry. They join an
ecosystem in order to achieve benefits or social and economic gain through cooperation.
[14]

Relationships between actors can vary from a simple supply chain to a complex net-
work. The actors are connected to each other by a common interest or business mod-
els. The relationships between actors determine an organizational structure of a data
ecosystem. [13] Collaboration can be vertical or horizontal. Vertical collaboration refers
to, for example, supply chains. Horizontal collaboration concentrates on developing data
marketplaces and data sharing environments. In addition, collaborating participants can
represent different domains and industries. [1]

Data ecosystems can be closed, or open environments based on how they are created.
Closed ecosystems are often maintained by a single actor while in more open ecosystems
anyone can join in easily [12]. Regardless of their type, data ecosystems form infrastruc-



ture for secure inter-organizational data sharing in a way that all participants benefit from
it equally. An environment is transparent and it supports interaction between actors by of-
fering services and value creating functions [14]. By utilizing data and services provided
by data ecosystems, organizations can create new business opportunities, innovations,
and value [13].

Moreover, data ecosystems can be non-commercial or commercial depending on whether
data is shared for free or in the form of donations, or whether the ecosystem is a mar-
ketplace where data is traded [12]. The price of data can be determined, for example,
by use. On the other hand, data providers assume that they benefit from sharing data
in other ways if they share their data for free. For example, applications and services
developed with shared data can bring benefits to the data provider.

3.3 Data Federation and Data Spaces

In most organizations, data from several internal and external heterogeneous data sources
is used. It requires understanding about different data sources in order to access, com-
bine and use data from them. Data integration supports data usage by providing a unified
view to several heterogeneous data sources in which users can manage and combine
data as if it resided in a single data source. However, integration is usually an expensive
solution due to different constraints regarding an organization and data sources. [15, pp.
13-30]

Data federation meets the challenges of data integration by providing a more lightweight
solution which does not require the full integration of data but satisfies the need of data
integration in organizations. Data federation uses on-demand data integration, in which
data is accessed and integrated only when a data consumer asks data [16, pp. 1-26]. It
is also known as distributed access, and it creates an illusion that federated data sources
are a single integrated data source. The illusion of access to a single data source is ex-
perienced via a federated database server. The server is the only server the end user will
access directly, and utilizing a database management system uniform access to hetero-
geneous data sources is provided. [15, pp. 13-30]

Data virtualization is often considered as a synonym of data federation. In data virtu-
alization, heterogeneous data sources are presented as one integrated data source by
using an intermediate layer between data sources and data consumers. The layer hides
all technical details of data sources, which allows a data consumer to work with a simpler
interface. However, data federation is just one aspect of data virtualization. [16, pp. 1-26]

Other distributed data integration concept, data space, is based on a distributed software
infrastructure. See Figure 3.1. The infrastructure provides a functionality which supports
data sharing and ensuring data sovereignty. Data sovereignty is a requirement to ensure
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Figure 3.1. Data space overview.

fairness in data sharing. [17]. However, data spaces are not a data integration approach
but rather a data co-existence approach which provides base functionality for all heteroge-
neous data sources [18]. They differ from classical data integration approaches in terms
of data storage. In data spaces, there is not a central data store and data is stored at
its source. Common database schemas are not required, and data is exchanged directly
between two participants of data space. [17]

3.4 Data Governance

Definition of data governance is not clear and easy to confuse with data management
and it varies depending on the application context. However, roles and responsibilities,
policies, metrics, definitions and the lifecycle of data are the focus of data governance
[19] and these characteristics arise also from the application specific definitions. One
way to define data governance in the context of ecosystems is “Arranged institutions
and structures to ensure that individuals behave in line with the collective goals, conflicts
between individuals are prevented or resolved, and the effective and fair use of collective
resources within the inter-organizational collaboration” written by Van den Broek and Van
Veenstra [20, p. 2]. Some sources refer to data governance as data management but in
fact data management is the technical implementation of data governance [19].

Organizations benefit from a good data governance in many ways. Such benefits are,
for example, improved data quality and data-driven decision-making, increased data ac-
cessibility and availability, decreased data management costs and better business per-



formance. Furthermore, successful data governance reduces the risks associated with
the data and improves compliance with regulatory and other requirements. Despite these
benefits, the main purpose of data governance is to improve the management of data
and support to deliver the value to the organization. However, insufficient data gover-
nance will prevent an achievement of the benefits and in the worst-case scenario, it may
cause negative consequences. [19]

Actions
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Figure 3.2. Data governance activities model based on [21] with ecosystem specific
domains from [22].

In practice, data governance is a set of activities, policies and processes to be followed
through the data lifecycle. Alhassan and others [21] proposed an activities model of
data governance illustrated in Figure 3.2. The model summarizes different areas of data
governance to be defined, implemented, and monitored in organizations to ensure suc-
cessful data governance. The model also prioritizes the areas and organizations should
pay more attention to the high priority areas. The areas are applied in each decision do-
mains. For example, an organization should implement policies and roles for data quality
and data access. Lee and others [22] discuss data governance from the point of view
of ecosystems, and they identify two more decision domains: data ownership and data
usage. These ecosystem context specific decision domains should be also considered
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when data is shared and managed across different organizations and the context of this
thesis.

3.5 Data Sharing and Trust

Data sharing is defined as a data exchange process where open and available data for-
mats, standards and known process patterns are used. Participating organizations and
individuals who have the access right to a data asset can use its metadata and data. [23]
The difference between data sharing and data exchanging is that data sharing is wider
tern and data exchange is a part of it. Data sharing is a collaborative use of data by
multiple parties in order to achieve a shared goal [17]. Data must be trusted in order to
maximize its social and economic value [5]. Likewise, if data owners don’t trust that their
data will be used appropriately, they do not allow it to be used or shared.

In the context of socio-technical systems such as data ecosystems, trust can be viewed
from two different perspectives: user and system trust. User trust is seen as the “subjec-
tive expectation an agent has about another’s future behavior” [24, p. 75]. System trust
is defined as “the expectation that a device or system will faithfully behave in a particular
manner to fulfil its intended purpose” [25].

Trust is gained via interaction between the entities of a system, and it may also be recom-
mended trust which refers to trust based on third-party interaction, not direct one-to-one
interaction between two entities. Trust is highly subjective, and therefore different entities
may consider trustworthiness differently. Furthermore, trust has a dynamic nature. The
level of trust can change over time based on gained experiences of interaction between
entities. It is also possible that trust disappears completely with time. Most recent ex-
periences have usually greater impact on the perceived level of trust than earlier ones.
Additionally, the context affects the level of trust. [26]

To increase the level, the following issues need to be considered.

* Who can access the data?
* Who can use the data?

» How the benefits from the data and its usage are distributed? [5]

In practice, this means following ethical practices in collection, sharing and usage of data
in the whole ecosystem. Legislation aims to define the base guidelines for the practices.
The European Union General Data Protection Regulation (GDPR) is an example of legal
obligations supporting ethical data sharing and increasing trust in ecosystems. However,
complying with the legislation does not necessarily ensure ethical action. [5] In addition
to the ethical aspect, data security and interoperability are required to ensure trust among
participants in data sharing [17].
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4. GAIA-X ARCHITECTURE

In order to get maximum benefit from data and create and improve products and services,
a well-designed infrastructure is needed [5]. This chapter introduces Gaia-X architecture
which aims to create a digital infrastructure for secure, transparent and sovereign data
sharing. Gaia-X is a federated open data infrastructure provided by Gaia-X association to
obtain transparency, sovereignty and interoperability [6].

Sovereignty, interoperability, portability, security, and trust are requirements of Gaia-X
architecture addressed by defining common standards, practices and governance mech-
anisms for data sharing [6]. Furthermore, the data infrastructure needs to be as open as
possible and protect privacy and security at the same time to maximize the value gained
from data. To increase level of openness, open standards are proper building blocks of
the data infrastructure. They speed up value creation because the data can be processed
with easily accessible tools. [5]

Gaia-X architecture describes the components of infrastructure and the relationships be-
tween them. An overview of the architecture is illustrated in Figure 4.1. By utilizing the
architecture and conforming to Gaia-X requirements, individual self-determined ecosys-
tems, the so-called federations, become a part of Gaia-X ecosystem. In the Gaia-X
ecosystem, data ecosystem and infrastructure ecosystem are connected via federation
services. [6]

Participants of Gaia-X ecosystem can be either natural persons or legal ones [27]. Partic-
ipants of an ecosystem have different roles. A consumer and a provider are the core roles
of Gaia-X ecosystem. Provider offers resources as services defined in service offering
which includes terms and conditions as well as technical policies regarding the use of the
offered resources. A provider is not necessarily the same entity as the actual owner of
resources, they just have a legal contract with the owner to provide resources. A con-
sumer searches service offerings and enables them for end-users. Consumers can act
as providers by offering e.g., processed data. A federator is the role enabling business-to-
business interaction between a consumer and a provider by offering federation services.

[6]

The infrastructure ecosystem of Gaia-X ecosystem consists of computing, storage and
interaction elements that are described as nodes, interactions and software resources
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Figure 4.1. Overview of Gaia-X Architecture redrawn based on [6, p. 7]

with Gaia-X concepts [6]. Nodes are defined as computational entities like e.g., containers
or virtual machines. Connections between nodes are detailed with interaction. Interaction
can be, for example, an optical fibre or a virtual local area network (VLAN). Resources
of Gaia-X ecosystem are divided into two subclasses. The first subclass is a physical
resource. Physical resources, such as data centres, have a position and weight in physical
space and its location and owner can be defined. The second subclass contains virtual
resources. Virtual resources can be either data resources, such as data sets, or software
resources. Unlike physical resources, virtual resources do not have a physical location.
[27] A set of resources published as a single entry in a catalog by provider forms service
offering [6].

The other half of Gaia-X ecosystem is a data ecosystem which has data spaces as a foun-
dation for a non-restricted inter-organizational data sharing network. The data ecosystem
provides services to enable data sovereignty and encourage the acceleration of data shar-
ing. It has connected to the infrastructure ecosystem via Gaia-X federation services. Fed-
eration services are connecting elements between participants and different ecosystems,
and they are needed for the federation of resources and participants. The intention of
federation services is to ensure interoperability and portability of resources and data sov-
ereignty for data sharing in a distributed ecosystem environment. They are divided into
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four groups of services: identity and trust, federated catalog, sovereign data exchange
and compliance. These services enable searching, discovering, and finding resources
and ensure trust among participants. [6]

A federated catalog provides an interface to search, filter and query service offerings so
that consumers can find the best-matching one. In practice, a federated catalog is a
repository containing self-descriptions of participants and their service offerings. [28]
All entities, such as participants, resources and service offerings must be described
with self-descriptions that are machine-readable descriptions of entities to enable find-
ing and comparing them. Self-descriptions are realized by utilizing the Resource De-
scription Framework (RDF) and JavaScript Object Notation for Linked Data (JSON-LD).
[6] Moreover, Gaia-X uses vocabularies in their sel-descriptions, for example, data re-
sources extends W3C Data Catalog Vocabulary Version 3 (DCAT-3) [29]. To increase
trust in an ecosystem, self-descriptions are world Wide Web Consortium (W3C) veri-
fiable presentations protected with cryptographic signatures signed by participant and
self-description issuer [6]. A verifiable presentation describes a subject by aggregating
information from verifiable credentials that contain a set of claims about the subject [30].
The signed self-descriptions are immutable, therefore the changes of self-description are
released as a new version with new signatures. The structures of self-descriptions are
determined by self-description schemas. They ensure a unified representation of the self-
descriptions within the federation by defining a set of attributes to describe the entities.
The schemas can be extended for a specific application domain of federation. Relation-
ships between self-descriptions are formalized as a self-description graph which enables
advanced queries across individual self-descriptions. [6]

Identity and trust fill the trust gap by offering services regarding an authentication and
authorization of participants in a federation [28]. Entities described with self-descriptions
must have a Gaia-X compliant unique identifier. The identifier and attributes describing
an entity within a given context compose an identity of the entity [6]. In practice, de-
centralized identifiers (DID) are used to express globally unique identifiers, addresses for
entities. Gaia-X ecosystem applies Self-Sovereign Identity (SSI) architecture and princi-
ples to ensure security and trustworthiness in decentralized manner. SSI concept allows
entities manage their digital identities and credentials without a central identity manage-
ment system (IDM). It increases autonomy of entities regarding the personal data and a
level of trust in the whole ecosystem. One of the SSI principles is to give the identity and
control of data back to the owner. Entities control and store their digital identities and
verifiable credentials (VC) locally in SSI wallet. [31]

Sovereign data exchange services ensure full informational self-determination for all par-
ticipants by creating transparency and enabling data usage control. These services help
participants to determine and keep track of data usage and by that, participants can retain
sovereignty when their data is exchanged, shared or used. Sovereign data exchange ser-
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vices expand existing usage control concepts, such as traditional access control. They
fill existing gaps by considering usage control with requirements regarding data usage
patterns. [28]

Gaia-X ecosystem has shared governance that is operationalized by the compliance ser-
vice and the registry. The compliance services enable the verification of compliance for
entities and are a part of the trust framework and implements a set of rules. The Gaia-X
policy rule document defines general policies, which are the basis for resource-specific
policies. [6] These rules are the minimum set of policies to apply to be part of the Gaia-X
ecosystem, and they ensure a common governance across federations. The rules are
applied to all self-descriptions of all entities in the ecosystem utilizing Rego or the Open
Digital Rights Language (ODRL). [29] Additionally, domain specific governance rules can
be defined to meet the requirements of each federation. Policy governs activities of par-
ticipants by defining the correct or expected behavior of entities. [6]

Furthermore, Gaia-X has labels to ensure a common level of interoperability and trans-
parency. Labels make achieving the decided level of trust easier by hiding complex verifi-
cation processes and grouping compliance criteria. They are issued for service offerings
only to support regulatory or business decisions. Gaia-X defines three basic labels by
default. These labels are based on different clusters of compliance criteria regarding se-
curity, transparency, data protection, portability and flexibility. Higher level labels extend
the requirements defined on lower levels. [32]
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5. DATA SHARING CHALLENGES

The potential of data and data sharing has been identified by organizations, but there
are still unsolved challenges. Challenges and opportunities of data sharing are widely
researched, and many technological approaches are explored to address the identified
challenges in different industries. In this chapter, the findings of systematic literature re-
view about inter-organizational data sharing challenges are described, and some existing
solutions are presented. The challenges and the solutions are divided into three main
categories: business, data governance and interoperability.

5.1 Business

Business related challenges are separated into cooperative and competitive challenges
regarding the stakeholders of a business environment. Cooperative and competitive chal-
lenges arise from a need for sharing data in order to gain maximum benefits from it.
However, lack of trust and a risk of losing sensitive data to competitors are reducing orga-
nizations’ willingness to share their data. The concern of losses caused by data sharing
is creating a need to protect data and, at the worst, it is preventing data sharing.

5.1.1 Cooperation

Cooperating stakeholders work towards a common objective and cooperation may require
sharing of sensitive data which is highly protected. Sharing of sensitive data contributes
to the achievement of the objective and benefits cooperating organizations. However, or-
ganizations are aware of the value of their data and want to protect it. Over protecting
is preventing sharing of data and achieving the objective. To increase the willingness of
sharing all kinds of data, the benefits of data sharing and engagement in a data ecosys-
tem must be made clear to every participant. Furthermore, guaranteeing sovereignty over
data, even after an exchange, reduces a need of over protection. [1]

The unclear value gains of data sharing make it look unprofitable and do not attract orga-
nizations to join data ecosystems. Organizations expect to benefit from data ecosystems
and data sharing, and data ecosystems must create business value to the participating
organizations. Therefore, the authors of [3] underlined the importance of a shared busi-
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ness model which increases knowledge of data sharing benefits and willingness to share
data to other organizations. [3]

Additionally, new business relationships for data sharing cause trust issues. It is easier
to trust business partners with long cooperation than create new relationships from noth-
ing [1]. Therefore, data ecosystems often rely on existing alliances where participants
know each other and work together. Knowledge of the benefits of data sharing increases
willingness to share data and encourages organizations to take a risk with new relation-
ships and opportunities. However, more efficient, and reliable way is to build a secure
environment that provides means to data owners to retain the control over their data.

Furthermore, data sharing requires skills. Data ecosystems and data sharing may cause
the flood of data and organizations lack skills to identify the most useful data from all
that is available. On the other hand, from the viewpoint of an organization that shares
data, a challenge with skills is the ability to balance privacy and competitive advantage so
that neither suffers [12]. The ability is related to identifying valuable data and analyzing
possible opportunities of sharing it. Analyzing opportunities is difficult, because benefits
of sharing data are not always immediately apparent in an organization, but in a long run,
the benefits can be invaluable.

5.1.2 Competition

Competitive challenges refer to the challenges of protecting ideas for data driven services
and competitive advantages from competitors. Lack of trust reduces openness in data
ecosystems and prevents achievement of the full potential benefits of data sharing. Orga-
nizations do not trust each other or technical infrastructure to keep their business secrets
and competitive advantages safe. They are afraid that competitors could get their hands
on shared data and take the competitive advantages away. Authors of [1] discovered that
the fear and the lack of trust cause a lower level of openness than the characteristics of
data ecosystems describes. Therefore, a secure and trustworthy environment for data
sharing is needed. [1]

Often, the business risks found by the organization affect the willingness to share data.
Organizations refuse to share their data if the benefits are smaller than the price it costs.
Organizations are afraid to share commercially sensitive data with competitors because
it may lead to a loss of competitive advantage or affect an organization’s reputation. Data
sharing can be seen as an investment that requires time and other resources from orga-
nizations. If data sharing is seen as non-profitable and too risky, there is no desire to put
an effort into it. [1]

On the other hand, the data sharing process can be found too laborious, in which case the
organizations do not participate in data sharing. To address the competition related chal-
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lenges, [33] introduces the concept of competitiveness as a driving force of data sharing
and proposes a contract theoretic approach to achieve an all-wins situation and secure
data sharing. The effectiveness of proposed scheme has been proven and participants
can maximize their utilities by using it to design optimal contracts for data sharing. [33]

Overall, the challenges are related to the adoption of a data platform that is the enabler of
data sharing and significant part of data sharing environment. In [2], the authors examine
the adoption factors of data platforms from the point of view of data providers. As results,
they ranked data governance the highest factor out of all factors that platform providers
can control directly. Other identified factors besides data governance are the benefits and
costs of data sharing, regulation, trust, and platform features such as security, reliability,
and scalability. In addition, the readiness of an organization for data sharing, regarding
available technology and personnel skills and knowledge, affects the adoption of data
sharing platforms and willingness to join data ecosystems. [2]

Once the problems with lack of desire to share data have been overcome, the challenges
of technical implementation of data sharing infrastructure can begin to be solved. How-
ever, the existence of secure data infrastructure, that enables sovereign data sharing, will
reduce risks, and make data sharing more beneficial to organizations.

5.2 Data Governance

In order to benefit and gain competitive advantage from shared data, data governance
is a prerequisite. Authors of [3] investigated the differences of data governance used
on single organization compared with the governance of a shared digital platform. They
concluded that challenges of extending data governance to a multi-actor environment
arise from varying interests of participating organizations that need to be considered.
[3] The challenges are divided into categories based on the decision domains of data
governance activities model 3.2.

5.2.1 Data Quality

In sharing of data, actors in the position of the data consumers assume that they will
benefit from the shared data in some way. However, the quality of data contributes to the
benefit of data, and thus higher quality ensures better benefits. Unlike the decision do-
mains in 3.2, Geisler and others [4] define data quality as a wider concept which includes
data lifecycle and metadata. The three domains are tightly related to each other which
justifies their discussion under the same chapter.

Defining a level of data quality to a data resource is challenging, because measurement
of data quality is highly subjective and affected by many factors. Quality depends on ap-
plication and the original purpose of data collection [4]. For example, the original purpose
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affects the perceived quality because data fits best for the purpose which it has been
initially collected for. In addition to the application, the data type and source, from which
data has been collected, affect the quality [12]. Due to variations in level of quality, qual-
ity validation is desired in inter-organization data sharing. To ensure the quality of data,
requirements for data quality need to be specified, and quality must be assessed. Quality
assessment should be performed before data sharing and again during the usage of the
data. [12]

Furthermore, data quality requires management that not every organization is capable to
do. The authors of [3] interviewed organizations from a European shipbuilding network
and identified based on the interviews that data quality is seen as the internal responsi-
bility of each data providing organization. However, the interviewed organizations high-
lighted that each organization have different levels of capabilities for managing data qual-
ity [38]. Sometimes owners with a large amount of data see data sharing as too difficult.
This is because a data owner needs to provide data services like storing and cleaning
data for exchange [34]. Especially cleaning data to increase its quality is laborious and
time-consuming with large amounts of data and all data owners don’t have enough re-
sources to do so. To overcome this challenge different roles in a data ecosystem are
created. Hence data owners just pass their data to someone who processes data before
making it available to the consumers [34].

To make data resources available and discoverable in a data ecosystem, they are de-
scribed with metadata. Since data is collected from heterogeneous data sources, de-
scribing data in a consistent manner is challenging but essential for filtering and com-
paring data resources. Especially in context of data ecosystems, metadata and its man-
agement are critical success factors because every entity and asset are described with
metadata. If descriptions are inconsistent in form, it will affect the efficiency of data query
and management processes. [12]

Additionally, a distributed nature of data space -based data ecosystems creates chal-
lenges to managing data, especially with metadata. Metadata curation covers the lifecy-
cle stages of metadata, such as creation, selection, preservation, and quality assurance.
Implementing metadata curation in a distributed data ecosystem, however, requires the
creation of a distributed curation environment. The amount of metadata is large in multi-
actor environments, and most curation methods do not scale to meet the needs of data
ecosystems. However, Louvre, a metadata curation framework, offers a wide range of
processes for curating metadata in the context of data ecosystems. [35]

When talking about data lifecycle and data quality, transparency is an aspect to consider
because it is crucial for data providers but difficult to achieve. Throughout the lifecycle of
data it is necessary to monitor, how and by whom their data is used from its creation to its
use. However, a high level of transparency conflicts with an objective of confidentiality of
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competition relevant information. [1] Furthermore, achieving data transparency becomes
a challenge when more complex networks of data ecosystems are formed, and levels
of transparency may differ across the nodes of a network [4]. The challenge is to find
suitable means to monitor data usage, and the means should also be applicable in a
decentralized environment. Geisler and others [4] suggest distributed ledger technology
and secure multi-party computation services as a base for developing a technical support
for improving data transparency.

Geisler and others [4] believe that lack of accountability for data transparency is one of the
reasons for slow adoption of data ecosystems. The slow adoption is especially evident
when alliance-driven business-to-business (B2B) platforms are adopted. On the other
hand, keystone-actor-driven business-to-consumer (B2C) platforms and data ecosystems
work successfully. [4] The finding indicates that transparency is more valued issue in
inter-organizational data sharing than in data sharing between natural persons.

5.2.2 Data Ownership

Concepts of data sovereignty and data ownership cause challenges because they are
not defined clearly, for example, by law. Usually, law only considers the aspects of data
privacy and doesn’t see data as an asset [36]. For this reason, the importance of data
governance in inter-organizational data sharing as an enabler is huge. In data governance
activities model, in Figure 3.2, data policies are defined as one way to implement data
governance. Conceptualizing and implementing policies to manage the usage of data are
important in inter-organizational data sharing to ensure sovereignty and retain the owner’s
control over the data. Zrenner and others [37] list some requirements for usage control
policies. The policies define the allowed usage of the data. According to the requirements
for data sharing in a multi-actor environment, the policies need to be scalable because
different actors have a wide range of requirements regarding them [37].

The policy rules regarding legislation and constraints on data usage are the basis of data
sharing agreements that describe how the shared data should be treated. Participants of
an ecosystem may come from various countries, in which case legal systems in different
countries may have differences in legislation [1]. For example, in the case of General Data
Protection Regulation (GDPR), a challenge is also brought by country or state legislation
extending the EU regulation. Because the legislation is divided into many levels, it creates
a complex environment for data sharing [12].

Furthermore, the division of legislation and conflicts between business needs and privacy
considerations lead to challenges in the creation of data sharing agreements. Depend-
ing on the application context there are different priorities when it comes to policy rules.
These priorities must be considered, especially in conflict situations. Authors of [36] pro-
pose an analysis to capture and solve conflicts between rules using priorities. However,
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the priority rules are introduced manually in the presented implementation, so an autom-
atization of this process leaves a gap in research. [36]

A decentralized environment creates challenges for the enforcement of contracts and re-
strictions on data use. It is difficult to keep track of data and the applications that use
it [12]. Compliance of data usage control policies must be perceived to ensure trust be-
tween organizations and mechanisms to track data usage are required. The technical
enforcement of policies supports data exchange between organizations instead of relying
only on trust [37]. Therefore, the authors of [37] present several usage control architec-
tures to support data sovereignty. Furthermore, the authors of [38] argue that to ensure
sovereignty, a common vocabulary and a usage control policy specification language are
needed to define.

Additionally, there are several alternative solutions to reinforce data sovereignty and pol-
icy enforcement. Moreno and others [39] propose security pattern called BlockBD to
improve the veracity and traceability of data. The proposed pattern uses blockchain as
a distributed ledger to register all performed operations on the data, which increases the
veracity of the data and the insights obtained from the data analysis will be more reli-
able [39]. Also, in [38], an architecture for access and usage control between multiple
organizations is proposed. The proposed architecture is based on the International Data
Spaces (IDS) reference architecture model, the Usage Control (UCON) model, and an
extended eXtensible Access Control Markup Language (XACML) reference architecture
[38].

The most of existing approaches focus on the sovereignty of data exchange in the context
of business ecosystems and limitations of hardware resources are ignored. Therefore,
Qarawlus and others [40] implemented two lightweight communication schemes to be
able to examine real-time sovereign data exchange in cloud connected internet of things
(loT) devices. One of the schemes was based on request-response and the other on
publish-subscribe pattern. Both schemes followed the IDS guidelines by ensuring data
sovereignty through usage control policies attached to the shared data. [40]

5.2.3 Security

Centralized data sharing solutions increase the risks of data leakages and misuse of data.
Traditionally, data sharing relies on a third-party data center and a consumer has direct
access to obtain and process data. This kind of centralized solutions in which encrypted
data is stored in one data store maintained by a single authority are more vulnerable to
attacks than decentralized solutions [41]. Data attacks may cause data leakages and
sensitive data to fall in the wrong hands which violates the privacy and confidentiality of
data. Such security concerns are usually associated with data storage in an external
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cloud [42]. Furthermore, attacks affect the business and may cause major financial loses
to an organization.

Organizations utilize varying mechanisms to protect their data that prevents efficient data
sharing. Data confidentiality can be protected from unauthorized access by utilizing en-
cryption and access control mechanisms. For example, data can be encrypted before
storing it in a cloud and only organizations with decryption key can decrypt the data for
usage. However, there are several alternatives from which an organization can choose
the most suitable one for itself. All mechanisms are not directly interoperable with each
other and dealing with them causes extra work to share data. [43]

To balance data protection and data sharing, access control systems have a central role.
However, the most of existing access control systems are not capable to addressing the
requirements of data ecosystems. In context of a data ecosystem, scalability and sup-
port for a dynamic and collaborative environment are required features of the access
control system. Therefore, authors of [44] propose an intelligent enforcement approach
of attribute-based access control policies to address the requirements of complex and
dynamic data ecosystems. [44]

Even though, access control systems with authentication mechanisms ensure that data
can only be accessed by the entity entitled to it, the systems do not remove the chance
that data can be misused by those who have access to it. Michalas and Weingarten [45]
propose a protocol based on a Revocable Key- Policy Attribute-Based Encryption scheme
for secure health data sharing between multiple clouds hosted by different organizations.
The proposed protocol enables a data owner to define a policy related to data sharing to
control access rights. [45]

Security issues are a challenge especially in data sharing scenarios in which shared
data have a sensitive nature. Very valuable and sensitive data cannot be exposed to a
consumer directly. Authors of [46] propose a data sharing model based on blockchain
technology that enables data owners to retain full control over their data. The main idea
of the model is that the source data is never exposed to a consumer. A data provider
uploads a description of data to the blockchain by using smart contracts and consumers
can search data with keywords. A data consumer sends an identification of data and data
processing model to a provider as a transaction and the provider processes the data and
returns the result to the consumer. [46]

Furthermore, privacy data owners and consumers concerns organizations. Privacy of a
data owner can also be protected by keeping the identity of a data owner anonymous with
encryption [41] or hiding the identity information of a data owner. Furthermore, information
about data sharing and data usage actions can be hidden to make the actions untraceable
and protect the privacy of data user [47]. Untraceable actions ensure that the target of
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data use can not be identified. On the other hand, hiding usage information is a challenge
for controlling usage and it violates the principle of data sovereignty in data ecosystems.

Chen and Xue [34] propose a decentralized data exchange solution utilizing blockchain to
track data transactions. Unlike [38], in this solution, no third parties are needed because
transaction logs and other documents can be recorded with blockchain technology. The
blockchain enables logs to be refined by every user and guarantees that the log can not
be modified. In this way, the whole data exchange system does not depend on trusting
third-party and data owners can audit the data usage. [34]

Developing technologies to meet the changing challenges will help reduce security con-
cerns regarding data sharing. The usage of blockchain technology in data sharing is a
widely researched area. It has been applied in many use cases like smart city [48] and
healthcare [41] industry. Blockchain technology is considered as a solution to the above
problems in untrusted distributed systems. lts flexible scalability makes it easy to expand,
distributed nature avoids the risk of a single point of failure [46]. Blockchain technology
enables the integrity of data in a decentralized manner and ensures immutability and
verifiability of transactions and transparency [41].

Overall, blockchain technology enables the development of new mechanisms to protect
data and share it securely. In [48], a blockchain-based approach of exchanging data in
smart city scenarios has been described. It enables the safe use of data without ac-
cessing the data from another organization. The proposed approach is also applicable in
scenarios, such as medical and financial data sharing, where user privacy protection and
data sharing access are required [48].

5.3 Interoperability

Data sharing requires interoperability, but in multi-actor environments, it is hard to get all
actors to comply with common processes and standards [4]. In context of data, interop-
erability consists of syntactic and semantic interoperability. The general term of interop-
erability is seen as systems’, networks’, devices’, applications’, or components’ ability to
communicate, for example, share data with each other in an effective way and make use
of shared data [49]. In a multi-actor environment, interoperability challenges often arise
from distributed and heterogeneous data sources or the heterogeneity of systems used
by different actors. What makes it particularly challenging it that the actors have their own
way of doing things and changing these habits can be a difficult and long process [4].

5.3.1 Syntactic Interoperability

Systems’ capability of communicating and exchanging data is called syntactic interoper-
ability that can be realized by utilizing, for example, specified data formats and communi-
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cation protocols [49]. Syntactic interoperability challenges arise from differences between
information systems used by collaborating parties. Usually, different systems use different
technology stacks and do not follow the same standards that make communication and
integration between these systems extremely hard or impossible [50].

Authors of [50] introduce distributed ledger technologies as an enabler for seamless
collaboration and information sharing in real time. Integration architecture based on
blockchain is more scalable and secure than other approaches. Furthermore, the archi-
tecture ensures transparency and improves interoperability among collaborating parties.
The authors demonstrated a usage of the architecture within a collaboration of public
service organizations and got positive feedback from the demonstration. Especially, abil-
ity to implement the blockchain layer separately on top of the existing infrastructure was
seen as a value adding feature in data sharing. Furthermore, the authors pointed out that
the biggest challenge of implementing the distributed ledger technology solution is to get
stakeholders together and build trust network, not the technology itself. [50]

5.3.2 Semantic Interoperability

Semantic interoperability is defined as the ability of systems to exchange information
with unambiguous meaning. It ensures that individual systems in complex system-of-
systems (SoS) understand shared data in a similar way. [49] Semantic interoperability
is one step deeper in data interoperability compared to syntactic interoperability. This
research showed that there are several ways to build semantic interoperability. However,
the existence of alternatives can cause the confusion and difficulties of finding a shared
way to act.

Data integration on the semantic level can be achieved through data integration systems
or data spaces. A data integration system can be used to integrate data sets from different
sources and to provide a unified view of integrated data. It provides a global schema that
enables achieving syntactic and semantic interoperability by defining underlaying data
elements and assigning unambiguous meaning to data. [49] Compared to data integration
systems, data spaces do not require a schema [4]. Authors of [49] tested the applicability
of data spaces in the energy sector and showed that data spaces enable the integration
of energy data and improve the interoperability of energy management applications and
services.

Axelsson [51] investigated the use of linked data and ontologies as a means to achieve
semantic interoperability within a SoS. Linked data is a generic information representa-
tion in which resources are represented by using RDF. Furthermore, International Re-
source Identifiers (IRI) are used as unique identifiers to represent the described re-
sources. Unique IRIs can be generated in a way that they meet the requirement of dis-
tribution in a decentralized environment. To store and exchange RDF graphs between
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systems, serialization formats are needed. The RDF linked data presentation creates
a terminology to be used within SoS in order to ensure a common understanding of
concepts and relationships between them when resources are represented in a specific
context. This kind of terminology is also called an ontology. In addition to ontologies,
the usage of vocabularies is recommended in order to unify terminology for similar con-
cepts used in the subsystems of a SoS. There are multiple vocabularies available, and a
selection of suitable vocabulary depends on the context of use. [51]

5.4 Summary of Data Sharing Challenges

As results of the systematic literature review, existing inter-organizational data sharing
challenges are identified. The challenges are listed in Table 5.1 by category. All the
challenges do not need to be solved in order to share data, and the context of a data
sharing case affects their realization and criticality. However, solving as many challenges
as possible supports achieving the most efficient data sharing.

The challenge categories are in order by the criticality. Interoperability is the most critical
aspect, because it affects the availability of data and makes data sharing possible. With-
out interoperable means and systems, data sharing in a multi-actor environment is not
possible and efficient from the technical point of view. Interoperability challenges prevent
data transfers between systems of different actors and hinder easy access to compare
and find data from several sources.

Compared with the interoperability challenges, the challenges of data governance do not
technically prevent data sharing. However, data governance will affect the willingness of
organizations to share their data and how risky they consider data sharing. Most of the
identified challenges are included in this category. Moreover, data ownership, one of the
data governance challenge subcategories, has the least advanced solutions based on the
review. Therefore data ownership issues require the most attention in the bigger picture
of inter-organizational data sharing.

Furthermore, the business challenges are tightly related to other two categories of chal-
lenges. The business-related challenges are the most critical when organizations con-
sider joining a data sharing ecosystem and its benefits to their organization. If organiza-
tions do not see data ecosystems profitable, they are not willing to share their data that
limits the availability of data and deducts the achievement of added value from data. By
developing solutions to the interoperability and data governance challenges, the number
of business challenges can be decreased.

Considering the challenges, individual organizations may have different views of what the
most critical challenges are. Divergent views can cause disagreements about the order
in which and how challenges should be resolved. Furthermore, the challenges list is
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Syntactic Heterogeneity of systems
)
%
)]
8’ Semantic Heterogeneity of data
£
Data Quality Subjectivity of data quality
Varying quality management capabilities
Distributed data lifecycle management
S Data transparency
g Data Ownership | Inadequacy of legislation
% Division of legislation
?3 Enforcement of data usage control policies
a Security Risks of data leakages and misuse
Varying mechanisms to protect data
Mechanisms do not meet requirements of data ecosystems
Privacy of data owners and data consumers
Cooperation Protection of valuable data
® Unclear value gains
§ Lack of skills to identify useful data
é Competition Lack of trust
Risk of losing competitive advantage
Laborious process

Table 5.1. Data sharing challenges by category.

generic, and depending on the context, there may be more challenges and their criticality

may vary. Therefore, Table 5.1 should be used as a guide when the context-specific

challenges are identified and analysed.
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6. SOLVING DATA SHARING CHALLENGES WITH
GAIA-X

Once the challenges of data sharing are identified, a solution to facilitate data sharing and
meet the challenges can be discussed. In this chapter, the capability of Gaia-X architec-
ture to address the challenges is analysed. The analysis focuses on the architecture com-
ponents and specifications of reference implementations of Gaia-X Federation Services
(GXFS). The aim of the analysis is to identify lack of Gaia-X in relation to the challenges.
Furthermore, an example case scenario is described to support understanding of usage
of Gaia-X federation services in data ecosystems.

6.1 Data Sharing in Gaia-X Compliant Data Ecosystems

Data sharing is a process which aims to offer added value to data owners and data con-
sumers. To enable data sharing, organizations need to join data ecosystems that pro-
vide means for finding, transferring, and consuming data. However, the literature review
showed that organizations are concerned about the costs and risks involved in data shar-
ing, and they do not see it as profitable activity. Sensitive nature of business-related
data requires trust, security and privacy to be considered in data sharing especially in
larger data ecosystems where participants do not have direct business cooperation re-
lationships, and they may be even competitors. To face these challenges, Gaia-X aims
to build an infrastructure which reduces risks and facilitates equal data sharing between
organizations [6]. Figure 6.1 summarizes the functioning of a data ecosystem from the
viewpoint of data sharing and highlights five main phases: onboard, make available, find,
exchange, and use.

In the onboarding phase, organizations adopt an ecosystem’s practices and commit to
shared rules. Gaia-X trust framework defines criteria that every ecosystem’s participant
must follow. According to the criteria, each entity must be described with Gaia-X self-
description and must have a Gaia-X compliant unique identifier. Unique identifiers enable
self-descriptions to refer to each other which enables performing more complex queries
and improves the availability of data and the capabilities of participants to find the most
useful data. Cryptographically verified identifiers also increase the level of trust in an
ecosystem by ensuring participants are who they claim to be. [6]
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Figure 6.1. Activity diagram of data sharing.

Self-descriptions describe heterogeneous entities in the consistent manner and increase
interoperability of resources. The Gaia-X trust framework specifies mandatory attributes
for self-descriptions in order to ensure that each data resource is described with sufficient
precision [29]. The attributes are expressed as self-description schemas which can be ex-
tended by each federation for their application domain needs [6]. The schemas ensure all
self-descriptions follow a common structure and semantics that makes entities described
with Gaia-X self-descriptions discoverable and comparable. Self-descriptions comply with
RDF, which has been shown to improve semantic interoperability [51]. Furthermore, the
interoperability and deployment of self-descriptions have been improved through use of
existing standards and widely used technologies, such as RDF and JSON-LD [6].
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Moreover, the operation of Gaia-X compliant ecosystems is based on common policy
rules that tackle the challenge of divided legislation. The policy rules describe common
ground rules and principles for collaboration and participation in Gaia-X ecosystem con-
sidering legal and market requirements and covering privacy and security policies [6].
However, it is extremely hard to define common policies aligned with the divided legisla-
tion [12]. Therefore, Gaia-X focuses on harmonizing data sharing only within the Euro-
pean Union where legislation is already uniform [52]. The policy rules can be extended
with additional rules by each individual ecosystem, and they form the base for more de-
tailed service offering specific policy to ensure the equal level of privacy and security to
all participants of an ecosystem [6]. Ensuring equal privacy for participants, regardless of
their own capabilities, will help to increase the willingness of sharing data.

The privacy of data owners and consumers are equally important, but their realization
can not be implemented identically to be able to comply with the principle of sovereignty.
To protect data owners, their identity can be kept anonymous [41]. In the case of data
users, the privacy issue is not so simple if the principle of sovereignty is respected. Hiding
information about data usage ensures that actions cannot be traced [47], and information
of data user or the target of use cannot be identified. According to the data sovereignty
principle, data owners should know who is using their data and how the data is used [6].
To be able to track data usage the data user cannot be anonymous. However, the data
owner does not need to know the purpose of use if it can be ensured that the policies for
the data usage are followed.

After onboarding, data owners have a Gaia-X role called data provides which enables
them to make their data available to the rest of the ecosystem. A data provider can tie
multiple data resources together and publish them as one service offering in a federated
catalog [6]. Service offerings require their own self-descriptions which include terms and
conditions as well as technical policies regarding the use of the offered resources [29].
Furthermore, data providers can attach labels to their offerings that describe different
levels of criteria regarding security, transparency, data protection, portability and flexibility
[6]. The labels indicate the quality level of data but do not consider its subjective nature.

On the other hand, onboarding enables data consumers to gain access to available ser-
vice offerings published in a federated catalog by data providers. Gaia-X federated cat-
alogs provide filtering options that help data consumers to find best-matching service
offering to their purposes [53]. Because service offerings are described with human
and machine-readable self-descriptions and labels[6], data consumers can automate pro-
cesses, such as filtering and monitoring, which makes it easier to all participants to find
and identify the most useful data. Furthermore, self-descriptions describe the context of
data which helps participants to understand the purpose of each data resource and what
kind of use cases they are suitable for.
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When the proper service offering is found, the data consumer and the data owner negoti-
ate a contract that restricts the usage of agreed resources. Contract negotiation enables
data owners to choose their customers and set the price to their service offerings which
reduces the financial risks of data sharing. The negotiation process results an agreement
about the service offering and regulations regarding its usage [6]. Data owners’ ability to
regulate data with data usage policies improves their control over their data and increases
the level of trust in an ecosystem. In Gaia-X ecosystems, negotiating participants can uti-
lize a data contract service which saves the resources of organizations by supporting
automatic and semi-automatic negotiation processes [54].

Data exchange can begin when the contract is finalized and have been signed by both
parties. In the data exchange phase, a data set is transferred to the data consumer or
some other access to the data is provided. Gaia-X do not define how a data transfer
should be performed or an access provided. The parties involved in an exchange can
agree access to data or transfer mechanisms and formats on a data sharing contract. On
the other hand, Gaia-X encourages participants to log data exchange actions via a data
exchange logging service. The logging service provides evidence about successful data
exchange which can be utilized for clearing or billing [55].

Utilizing access control systems enables secure data sharing and reduces the risk of mis-
use. In context of distributed data ecosystems, such as Gaia-X compliant data ecosys-
tems, scalability and support for a dynamic and collaborative environment are required
features of an access control system [44]. An access control system with authentication
mechanism makes operating in data ecosystems more secure by reducing the misuse of
data and ensuring that the data can only be accessed by the entity entitled to it. However,
Gaia-X does not provide an access control mechanisms for data, just for their federation
services [54]. Because Gaia-X compliant ecosystems are distributed, and a data owner
stores the data in the way which meets best their requirements, data providers are re-
sponsible for secure access to their resources [6]. This means that data providers do not
need to trust third-party provided centralized data storage, that reduces the risk of data
leakages.

Moreover, data can also be misused by those who have access to it, so the enforcement
of usage policies is essential. The blockchain-based data sharing model proposed in [46]
reduces the risk of misuse, because the original data is not exposed to a data consumer
and the data owner is only who can access and process the data. However, in Gaia-
X context the data sharing is based on data transactions and the original data set is
transferred to the consumer for processing [6]. Therefore, mechanisms for enforcement
of contracts and restrictions should be provided. At this point of development of Gaia-X,
federation services are unable to provide the necessary evidence of a violation of usage
policies [55].
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Once the data consumer has received the data, they can utilize it and achieve added
value through data processing. Gaia-X architecture is focused on improving the availabil-
ity of data and does not provide any means for data processing. However, the architecture
enables sharing of all kinds of physical and virtual resources, so participating organiza-
tions can offer data processing algorithms and software to each other [29]. This reduces
the differences in data processing capabilities between different organizations, at least on
some level, even if it does not prevent the existence of the differences.

In addition to data consumers, data owners expect to get value from data sharing which
may require payment service. However, possible value gains are unclear to organizations
and data sharing is not seen profitable operation [3]. Data sharing contracts enable data
owners to define a price for their data, but ecosystems need means to realize such pay-
ments. At this point of development of Gaia-X, the infrastructure does not contain any
billing service and data providers need to offer the service by themselves if they need one
[54].

As a summary, Gaia-X architecture advances the creation of data ecosystems that en-
able equal opportunities for the participating organizations to benefit from data sharing. It
facilitates the joining into an ecosystem as a new participant and improves interoperabil-
ity at several levels across ecosystems. Existing Gaia-X architecture components make
data from heterogeneous sources findable and comparable to all participants and enable
finding the best-matching data for their purposes. However, the transaction of data and
any billing services required are under the responsibility of the contracting party. Fur-
thermore, data sovereignty, one of the main principles of Gaia-X, also requires work and
further development of the architecture. The architecture enables data owners to define
the usage policies of data and decide what information related to a data set is shared
and who can access the data. However, the enforcement of the policies is still a mystery.
Additionally, data owners are responsible for safeguarding data confidentiality in terms of
data storage and access control systems by themselves.

6.2 Supply of Gaia-X Federation Services

In addition to the architecture, Gaia-X provides reference implementations of federation
services as open-source code. By providing the reference code, Gaia-X facilitates the
adoption of the architecture in data ecosystems and improves inter-organizational data
sharing. Figure 6.2 lists federation services and their current reference implementations,
and describes their purposes from the point of view of data ecosystem functions based on
the product specifications. Implementing all services is not necessary, and data ecosys-
tems can choose a limited set of products that meet their specific needs.

Authentication and authorization makes data ecosystems secure and reduces the risk of
data sharing. It is a product that provides access management functions, in addition to
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Figure 6.2. Scope of Gaia-X federation services.

the authorization and authentication functionalities, to enable the usage of SSI concepts
[56]. Furthermore, the product is integrative with basic identity and access management
(IAM) systems [56]. The integrative nature of the product enables ecosystems to utilize
their existing IAM systems and save on costs. Low costs of data ecosystems will de-
crease the financial risks of data sharing and make data ecosystems more profitable for
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organizations. Additionally, offering layers to be added on existing software will facilitate
the adoption of Gaia-X compliant systems.

Credential managers act as interfaces that support communication between an ecosys-
tem’s participants. Organizational and personal credential managers allow organizations
to manage their self-descriptions and connections to other parties in trustful and secure
way [57], [58]. In accordance with the sovereignty principle, data providers can decide
which information regarding their resources and service offerings are published in a cata-
log by forming verifiable presentations from credentials [6]. The freedom of data providers
to choose which information is published within an ecosystem contributes the achieve-
ment of data sovereignty. In more detail, a personal credential manager provides an
interface for natural persons to interact with an ecosystem and store their verifiable cre-
dentials in one place [58].

Trust services API ensures a consistent level of trust in an ecosystem by providing an
interface to communicate with trust services. All other architecture components and fed-
eration services can utilize trust services API to sign and validate digital signatures [59].
The creation and validation of signatures enable trust chains where all participants do
not need to trust each other directly. It is enough for the participants to rely on the trust
anchors. Furthermore, the product improves trust between an ecosystem’s participants
by ensuring trust chains and building policy driven trust by defining functions for policy
evaluation [59]. Trust services are provided by qualified certificate authorities called trust
service providers who belong to Gaia-X trust anchors [6].

Federated catalog forms a uniform view to heterogeneous resources and makes them
comparable and searchable. It acts as storage for self-descriptions and a self-description
graph which contains relationships of resources and enables complex queries across
them [53]. Functionality of federated catalog enables data consumers to find best-matching
data to their purposes and monitor changes in offerings while protecting valuable data.
Because federated catalog does not provide access mechanisms to resources directly
[53], data can be stored safely in distributed manner. Distributing supports data protec-
tion and gives data owners the freedom to decide on the security features of their data
storage. When a data consumer shows interest in a service offering, data consumer and
data provider negotiate how the data can be accessed.

Data contract service increases the control of data owners and releases human resources
of an organization for other purposes. Data providers can choose their customers and
personalize the price and usage terms of an offering depending on the customer [54]. The
ability of data owners to specify service offering specific policies strengthens control over
their data and follows the sovereignty principle of data ecosystems. Furthermore, data
contract service supports automatic and semi-automatic contract negotiations to create
legally waterproof contracts [54]. Automatic contract negotiations do not require as much
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human resources, in which case, organizations do not need to put so many resources to
data sharing.

Data exchange logging service increases the traceability of data but lacks the required
level of capabilities to enforcement data usage policies. The technical enforcement of
policies supports data sharing between organizations instead of relying only on trust [37].
Gaia-X prefers trust creation through technical means and offers a reference implemen-
tation to data exchange logging service to record data transactions and to provide the
evidence of enforcement and violation of data usage policies [55]. The Logging service
improves the traceability of data even though the service does not provide required mea-
sures for policy enforcement. Lack of means to enforce data usage policies builds an
obstacle to the full realizations of data sovereignty.

Continuous automated monitoring service improves the security and interoperability of
data ecosystems. The service evaluates continuously whether service offerings pub-
lished in a catalog adhere Gaia-X principles [60]. The evaluation is based on Gaia-X
general policy rules that cover security, privacy, transparency and interoperability during
onboarding and service delivery [6]. The monitoring service ensures that an ecosystem’s
participants and their service offerings follow the rules and meet the necessary criteria
for forming a united and functional ecosystem. Furthermore, the evidence of compliance
gathered by continuous automated monitoring service is essential to ensure secure data
sharing in cases that involve dealing with sensitive data [60].

Onboarding and accreditation workflows increase transparency and improve the security
of ecosystems. The workflows ensure that each participant and asset in a federated
catalog fulfills the Gaia-X requirements that foster secure and reliable participation in
data ecosystems. During the onboarding workflow, relevant onboarding data, such as
self-descriptions of participants and asses are generated, and accreditation agreement
and the terms and conditions are signed. The accreditation workflow verifies onboarding
information and creates verifiable credential utilizing Notarization service. Onboarding
and accrediting data assets are handled by data contract service. The workflows provide
transparency about the compliance of assets. [61]

Notarization API establishes digital trust by providing interfaces to make any credentials
verifiable in standard format. Notarization service allows an authorization officer to attest
given master data and transform it to tamper-proof credential to enable the verification
of identities and documents, such as the claims of resources. The implementation of
notarization service will provide digital support for existing certification bodies. However,
each individual ecosystem does not implement notarization service themselves, but there
will be one European wide implementation. The implementation includes REST APIs to
facilitate integration with other software. [62]
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Portal facilitates data sharing by gathering the main functionality of a data ecosystem into
one place. It contains the core functionalities that a minimal viable product of Gaia-X re-
quires [63]. A portal makes Gaia-X infrastructure easy to approach, which contributes to
its adoption in ecosystems. The core functionalities include displaying and searching the
content of Gaia-X federated catalog through a web-based user interface [63]. The inter-
face eases exploring of available resources in data ecosystems and makes ecosystems
more user-friendly to their participants.

Orchestration provides an AP for lifecycle management of service offerings improving the
quality of the offerings. The standard API enables ecosystems to utilize existing deploy-
ment and management technologies, and therefore an implementation of methods is not
described in the Gaia-X specifications [64]. However, methods to manage the lifecycle of
data are required in data ecosystems and have an impact on the quality of data [4]. The
lifecycle management of Gaia-X orchestration service is limited to service offerings, and
it can not be utilized to manage the actual data resources. In other words, the service
does not improve the quality of data resources.

Identity management and trust architecture supports self-sovereignty, security and trust
in data ecosystems and reduces costs and improves interoperability by utilizing existing
standards. The architecture is based on SSI and W3C standards for DID and VC that
enables the creation of a secure and self-sovereign identity management and trust mech-
anisms [65]. Use of existing standards reduces costs of participating in an ecosystem and
increases interoperability across different ecosystems. Furthermore, the architecture has
a decentralized nature, and any government authority is not able to control the Gaia-X
ecosystem [65]. Decentralization allows ecosystems to operate more autonomously.

Several federation services are focused on creating trust while other important aspects,
such as security, data sovereignty and quality remain in the background. Ensuring se-
cure data exchange is responsibility of interacting actors and data owners should provide
access control for their data resources. Similarly, data quality and data lifecycle manage-
ment are in the hand of data owners. Furthermore, contrary to expectations, federation
services do not support the enforcement of data sharing contracts and usage policies
with technical means, which would be important in terms of sovereignty and trust. How-
ever, the overview in Figure 6.2 will support organizations to choose needed federation
services in their ecosystems.

6.3 Example Data Sharing Case Scenario

This example case scenario describes how Gaia-X principles and federation services can
be applied in the operations of a small data ecosystem. The example does not include
all federation services because some of them are not relevant in this scenario. However,
if the example ecosystem wants to scale their data sharing with other ecosystems, some
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of the federation services will become relevant to enable data integration between two or
more individual ecosystems.

Organization C
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ﬁ Wata Analytics

Data Analytics
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Figure 6.3. Data sharing example between multiple organizations.

In the example case ecosystem, there are three different sized organizations with dis-
tinctive needs for data sharing and usage. Additionally, the organizations share real-time
and historical data, so the ecosystem requires an infrastructure to support data sharing
of both types of data. Figure 6.3 illustrates the ecosystem and the data flows between
the participating organizations within the ecosystem. The data shared in the ecosystem
is derived from mobile machines owned by Organization A and Organization B. Each ma-
chine has a state information containing a location data of a machine and a code of the
task the machine is performing. The machines are sharing the data in real time through
a message broker. Furthermore, Organization A stores the historical data of routes and
tasks performed by their machines. The organizations do not have a shared data store,
so data sharing occurs in distributed manner.
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Organizations want also to restrict the availability of data to ensure only specific actors
can access the data shared with them. The real time location data of each machine
is available to all. However, the ongoing tasks are only available to a specific team in
Organization B. The team manages task priorities and makes decisions regarding which
mobile machine is going to perform a task and when. The collected historical data is
used by data analytics teams of Organization A and Organization B. Only the parties, to
whom the data is useful and needed, can access it. The ecosystem must provide means
to restrict the access and usage of the data. However, the organizations included in the
case cooperate towards a shared goal, and they do not try to achieve financial profit from
data sharing, so any payment services are not needed.

Because Gaia-X do not provide federation services as products, but reference implemen-
tations, each individual ecosystem must implement the federation services they need by
utilizing the reference implementations or just the federation service specifications. In this
example case, Organization C acts as a federator who provides the federation services for
the ecosystem. The federation services of this case are: all compliance services as well
as authentication and authorization services, federated catalog, data exchange logging
service and portal.

Each organization needs its own Gaia-X compliant identifier and self-description which
are achieved by going through the onboarding and accreditation workflows. In the exam-
ple use case, Organization A and Organization B act as data providers and consumers
so their identity contains both roles. However, Gaia-X trust framework [29] does not yet
describe attributes for different roles. As data providers, organizations write claims about
its resources and sign the claims utilizing a trust services API. After signing, the claims
are approved through a notarization API. The compliance of the verifiable credentials is
verified by a continuous automated monitoring service when they are published in a fed-
erated catalog. As data consumers, organizations can explore offering from the catalog
and verify the claims and identities of other participants through the notarization API.

Considering the example use case, Organization A wants to offer the real-time location
data of all its mobile machines as a single offering. Organization A creates a service
offering and describes it with verifiable credentials. The service offering is a verifiable
presentation which goes through the same process as the verifiable credentials of a par-
ticipant and a resource. An example verifiable presentation is described in Figure 6.4.
After the verification, Organization A can decide, in a self-sovereign manner, which in-
formation they want to publish in the federated catalog. Utilizing a credential manager,
Organization A chooses the information describing the offering and publishes it to the
catalog.

Once Organization A has published the self-description of the service offering, it is avail-
able to Organization B. Organization B finds the service offering by searching for alter-
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"@context": {

"cred": "https://www.w3.0rg/2018/credentials/v1",

"gx": "https://docs.gaia-x.eu/policy-rules-committee/trust-framework/22.10/"
s
"@id": "did:example:OrganizationA/machines/all/locations"”,
"@type": ["VerifiablePresentation"],
"gx:providedBy": "https://www.example.org/participants/OrganizationA”,
"gx:termsAndConditions": [{

"gx:URL": "http://www.example.org/terms_and_conditions",

"gx:hash": "7dbfc7d1639da6f849f66a3c358292b19e247b0a527d62142a2dedc62a5418c6"
1
"gx:policy": [{

"@default": "allow"

gx:dataAccountExport": [{
"gx:requestType": "email",
"gx:accessType": "digital",
"gx:formatType": "application/json"
1
"verifiableCredential": [{
"@id": "did:example:OrganizationA/machines/1",
"@type": ["VerifiableCredential”],
"cred:issuer": "did:example:issuer”,
"cred:issuanceDate": "2022-06-12T19:38:26.853Z",
"cred:credentialSubject": {
"@id": "did:example:OrganizationA/machines/1/location”,
"@type": "gx:DataResource",
"gx:copyrightOwnedBy": ["Organization A"],
"gx:license": ["CDLA Permissive-2.0"],
"gx:policy": [{
"@default": "allow"
.
"gx:producedBy": "http://www.example.org/participants/OrganizationA",
"gx:exposedThrough": ["http://www.example.org/services/MessageBroker"],
"gx:containsPII": false
1
"cred:proof": {
"@type": "JsonWebSignature2020",
"cred:verificationMethod": "did:example:issuer#key",
"cred:created": "2022-06-12T19:38:26.853Z",
"cred:proofPurpose”: "assertionMethod",
"cred:jws": "z2iiwEyyGcqwLPMQDXnjEdQU4zGzWs6cgjrmXAM4ALRcFXnilPpZ44EBUU602ENkXr4uNMVIcMbaYTLBg3WYLbev3S"

3 A
"@id": "did:example:OrganizationA/machines/2",
"@type": ["VerifiableCredential”],
"cred:issuer": "did:example:issuer",
"cred:issuanceDate": "2022-06-12T19:38:26.853Z",
"cred:credentialSubject": { ... },
“cred:proof": { ... }
1,
"proof": {
"@type": "JsonWebSignature2020",
"cred:verificationMethod": "did:example:issuertkey",
"cred:created": "2022-06-12T19:38:26.853Z",
"cred:proofPurpose": "assertionMethod",
"challenge": "1f44d55f-f161-4938-a659-f8026467f126",
"domain": "4jt78h47fh47",

"cred:jws": "z2iiwEyyGcqwLPMQDXnjEdQU4zGzWs6cgjrmXAM4ALRcfXni1lPpZ44EBuU602EnkXr4uNMVIcMbaYTLBg3WYLbev3S"
Figure 6.4. Example self-description of a service offering.

natives from the catalog using filters and keywords through a portal. Self-descriptions
allow Organization B to compare different service offerings and to find the best-matching
offering. The same service offerings are also discoverable to Organization C. Addition-
ally, Organization C can search service offerings that match its interest, such as offerings
considering the historical data of performed tasks.

The ecosystem’s organizations have negotiated a data sharing contract at the general
level and have an agreement of which data is shared and with whom. They have also
agreed that shared data can only be utilized to achieve the shared goal. Therefore, the
organizations do not need to negotiate a contract each time when data is shared. The
data provider just defines the identities to whom a service offering is intended and at-
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taches additional usage policies to the offering, if needed. For example, when Organiza-
tion B requires service offering of mobile machine location data from Organization A, the
access to the data can be automatically granted and Organization B will see the service
in its credential manager. The example contract in Figure 6.5 follows an example contract
agreement of IDS [66], because Gaia-X has not defined clear specifications regarding
data sharing contracts.

{
"@context": [

"http://www.w3.0org/ns/odrl.jsonld",
{
"ids": "https://w3id.org/idsa/core/",
"idsc": "https://w3id.org/idsa/code/"
o
"@type": "ids:ContractAgreement”,
"@id": "https://w3id.org/contract/policy-access”,
"ids:provider": "did:example:organizationA",
"ids:consumer": "did:example:organizationB",
"ids:profile": "http://example.org/odrl:profile",
"ids:permission”: [{
"ids:action": "use",
"ids:target": "did:example:OrganizationA/machines/all/locations”,
"ids:constraint": [{
"ids:leftOperand”: "purpose",
"ids:operator": "eq",
"ids:rightOperand”: [{
"@type": "xsd:anyURI",
"@value": "http://example.org/purpose/OperationOptimization"
}]
}]
}

Figure 6.5. Example data sharing contract.

When data is exchanged or access provided, organizations use a logging service to log
transactions. Firstly, Organization A sends notification to the logging service. The notifi-
cation indicates that data exchange has been started. The logging service responds to
the notification with a corresponding notification identifier. Organization A sends the noti-
fication identifier to Organization B with the access instructions to the data. In the context
of this example, the exchanged data is online data which has continuous updates so it can
not be exchanged as a single data set. In this kind of cases data is exchanged through
other channels, such as providing access to the message broker. When Organization B
gains the access to the data, it sends notification to the logging service. The notification
must contain the notification identifier to form a log entry with the previous notifications.

Organization A utilizes authentication and authorization service to provide access to its
resources. The service is also used with the federation services of the ecosystem. When
Organization B accesses to the data, it does not need different identity than in federa-
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tion services. Through the access to the message broker, Organization B promotes the
ecosystem to reach its goal by processing the data in accordance with agreements.

This case scenario is quite simple, and the full potential value of federation services might
be achieved in larger and more complex data ecosystems. However, by adopting the com-
pliance services, that are mandatory for all Gaia-X complaint ecosystems, such small
ecosystems create a sustainable foundation for a potentially expanding ecosystem. Fur-
thermore, following the Gaia-X principles makes it possible to share data across individual
ecosystems in the interoperable way.
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7. DISCUSSION

The thesis summarized the current data sharing challenges based on the literature review.
The review showed that in addition to challenges related to a technical implementation,
there are challenges related to human behavior and attitudes and to conflicting business
needs. The challenges decrease the willingness of organizations to share their data and
join in data ecosystems. Without data sharing, the potential value of data is not utilized,
and organizations may miss their opportunities to grow their businesses and create new
innovations. However, organizations are aware of the value of their data resources which
causes a lower level of openness and higher level of protection in data sharing [1].

The literature review was conducted utilizing two databases, which gives a narrow sample
of articles discussing data sharing challenges. However, it can be assumed that the
same challenges arise in different databases, so including several databases in the review
would not have brought significant value to it or changed the results. On the other hand,
the search statements could still have been iterated more making the search results more
accurate and reducing manual filtering of articles. Furthermore, the ideal would have
been to use the same statements in both data bases. The research statement in ACM
needed to be more specific to obtain a manually processable number of search results.
However, the same statement would have been too narrow for IEEE and given too limited
results.

In this thesis, the suitability of Gaia-X infrastructure as a solution to the identified chal-
lenges is analyzed. The analysis showed that Gaia-X has a wide range of components
which aim to facilitate data sharing between organizations. However, the components
are more focused on to solve challenges such as interoperability and data heterogeneity,
which improves data availability, than data exchange between organizations. The actual
data exchange process is responsibility of acting parties, and they must negotiate what
are the channels of data transfer as well as the usage policies. From the perspective of
sovereignty, which is one of the data ecosystem principles, Gaia-X architecture is defi-
cient when it comes to the enforcement of data resource specific rules and contracts and
gathering evidence of their compliance. At this point of development of Gaia-X architec-
ture, the components support only the technical enforcement of general rules defined by
Gaia-X Association.
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Furthermore, the distributed nature of Gaia-X architecture gives freedom of choice to data
owners when it comes to data storage. Because a third-party hosted central data storage
in data sharing ecosystems concerns data owners [41], distribution feels more secure
solution. With a distributed architecture, data owners can be sure that their data is stored
the way they want, and they are more aware of its location. This reinforces data owners’
sense of control over their data and increases willingness to join data ecosystems and
share data with others. However, distribution increases the responsibility of data owners
from the viewpoint of the security and quality of data, because mechanisms, such as
access control and data lifecycle management remain the responsibility of the owner.

The ongoing development of Gaia-X architecture has made the research process of this
thesis difficult. The continuous changes of the architecture rapidly age the results of the
research. It is difficult for someone from outside of the developer team to keep up with
the changes, and the information about the changes comes always late because it takes
time to write documents about them. On the other hand, the development of Gaia-X may
fulfill the current gaps of the architecture and address the challenges better in the future.

Hopefully, the results of this thesis will help infrastructure developers identify the need
and requirements of an infrastructure and its current shortcomings. Additionally, the re-
sults support organizations to perceive their own location in the field of data sharing and
encourage to participate in data ecosystems. The thesis provides a good basis for or-
ganizations to identify and solve their own challenges and gives an easily approachable
overview to the offerings of Gaia-X. Raising awareness of Gaia-X and data sharing bene-
fits will hopefully help the development of the infrastructure, thus creating a more efficient
and value-generating operation from data sharing for organizations.
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8. CONCLUSIONS

In this thesis, the challenges of inter-organizational data sharing in multi-actor environ-
ments are identified. The challenges are divided into three main categories: business
challenges, data governance and interoperability. More detailed challenges are presented
in Table 5.1. They define the need for an infrastructure supporting fair and secure data
sharing between organizations and enabling achievement of maximum benefits from data.
Considering the challenge categories, business challenges are in the key role when orga-
nizations are encouraged to be involved in data sharing. However, most of the identified
challenges are related to data governance. Among the data governance challenges, there
are several existing solutions to security-related challenges, while data quality and owner-
ship issues are more challenging to solve. Lastly, the interoperability challenges have the
greatest impact on the efficiency of data sharing. They are the most critical challenges
from the viewpoint of the technical implementation of data sharing.

Furthermore, the suitability of Gaia-X data infrastructure under development for solving
the challenges is analyzed and an example case scenario of data sharing utilizing Gaia-X
is described. The analysis showed that Gaia-X is more focused on making heterogeneous
data available and comparable in data ecosystems and not so much facilitating the ac-
tual data exchange process. Additionally, Gaia-X architecture components support data
owners to retain the control over their data by enabling automatic and semi-automatic
data contract negotiation processes and by providing means to the data owner to define
usage policies for their data. However, the biggest weakness of infrastructure compared
to the challenges is lack of technical enforcement of usage policies. Data users can vio-
late the usage policies without getting caught because data owners can not monitor the
compliance of contracts at the required level.

In the future, when Gaia-X architecture has developed further, the example data sharing
case scenario could be implemented. With the implementation, Gaia-X architecture com-
ponents can be reanalyzed more detail that providers more reliable results about their
suitability to address the data sharing challenges between organizations. Furthermore,
the implementation will demonstrate the gaps of Gaia-X in relation to the challenges and
provide a concrete example for organizations how to utilize Gaia-X architecture and how
to adopt the components in their own data ecosystems.
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