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Cybersecurity requirements for automation systems are set by many stakeholders during the 
project lifecycle. The increasing connectivity capabilities on these systems create a need for ad-
ditional requirements that ensure protection from a wide range of cyber threats. The management 
of requirements has an important role when seeking conformity with multiple stakeholders but 
can be challenging due to differences in the cybersecurity frameworks. 

This thesis reviews the cybersecurity publications in the industry including the relevant sources 
of requirements and methods for comparing requirements. The purpose of the research is to for-
mulate a method to reduce the number of requirements while satisfying the stakeholders’ require-
ments. This unifies the different structures between the requirement sources and reduces redun-
dancy of similar requirements. 

The proposed method is a five-step process, which is partially based on the systematic litera-
ture review done in this thesis. The method uses multiple sources of requirements as an input 
and outputs a reduced set of requirements. The process is verified during the workshops with 
multiple cybersecurity specialists where the results are evaluated for further application on the 
automation projects. The results show that there is redundancy among the requirements coming 
from different sources and which areas of the project can be improved to achieve better cyberse-
curity state. 
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Monet sidosryhmät asettavat kyberturvallisuusvaatimuksia automaatiojärjestelmille projektin 
elinkaaren aikana. Näiden järjestelmien lisääntyvät yhteysominaisuudet luovat tarpeen lisävaati-
muksille, jotka takaavat suojan monenlaisia kyberuhkia vastaan. Vaatimusten hallinnalla on tär-
keä rooli haettaessa vaatimustenmukaisuutta useiden sidosryhmien kanssa, mutta se voi olla 
haastavaa kyberturvallisuuskehysten erojen vuoksi. 

Tässä opinnäytetyössä tarkastellaan alan kyberturvallisuusjulkaisuja sisältäen olennaisia vaa-
timusten lähteitä ja menetelmiä vaatimusten vertailuun. Tutkimuksen tarkoituksena on muodos-
taa menetelmä, jolla voidaan vähentää vaatimusten määrää sidosryhmien vaatimukset täyttäen. 
Tämä yhtenäistää eri rakenteet vaatimuslähteiden välillä ja vähentää samankaltaisten vaatimus-
ten redundanssia. 

Muodostettu menetelmä on viisivaiheinen prosessi, joka perustuu osittain tässä opinnäyte-
työssä tehtyyn systemaattiseen kirjallisuuskatsaukseen. Menetelmä käyttää useita vaatimusläh-
teitä syötteenä ja tuottaa supistetun joukon vaatimuksia. Prosessin kulku varmistetaan työpa-
joissa useiden kyberturvallisuusasiantuntijoiden kanssa, joissa tuloksia arvioidaan jatkokäyttöä 
varten automaatioprojekteissa. Tulokset osoittavat, että eri lähteistä tulevien vaatimusten jou-
kossa on redundanssia ja mitä projektin osa-alueita voidaan kehittää kyberturvallisuuden paran-
tamiseksi. 
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1. INTRODUCTION 

 

Connectivity capabilities are increasing in the automation industry. Operational technol-

ogy (OT) systems, such as distributed control systems (DCS) are continuously being 

integrated to information technology (IT) systems for easier access and data-analysis. 

The ability to access information remotely improves monitoring and control of systems 

that would otherwise require action from on-site experts. Transition from traditional 

stand-alone programs to web-based solutions is seen as the future standard for several 

industries. For example, a web application on a mobile device could be used to monitor 

key parameters of a power plant, or to control engine processes of a marine vessel. 

The attack surface of industrial automation control systems (IACS) has grown signifi-

cantly over the past years [1, p. 50], i.e. possibilities for cyber-attacks towards IACS has 

increased. The development of connectivity creates opportunities for all stakeholders, 

but also draws attention of parties who intend to act maliciously. A complex system has 

inevitably more vulnerabilities to cyber threats if proper security measures are not pre-

pared. Recent cyber incidents [2, 3] show that attackers are constantly exploiting vulner-

abilities which could have been secured by implementing related cybersecurity require-

ments. 

Automation project delivery process has been adapting to the ever-increasing amount of 

cybersecurity requirements. The responsibility of cybersecurity conformity is distributed 

to experts from different fields who work in different phases of the project. This can lead 

to confusion – ideally everyone should be on the same page on current state of cyber-

security. In some cases, re-verification of system security is needed which creates over-

lapping duties and duplicate work. Although cybersecurity awareness is rising due to 

training, everyone cannot be cybersecurity experts. 

1.1 Purpose of the thesis 

The need for more secure systems creates an increasing amount of cybersecurity re-

quirements. Coming from several sources, achieving conformity to standards, rules and 

guidelines can be challenging. The stakeholders behind the requirements are usually 
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standardization organisations, classification societies, developing companies, end cus-

tomers and even governments. To fully comply with different requirements, it is important 

to analyse them carefully and proceed with the requirements which achieve the most 

secure solution. This can be a difficult task as some of the requirements can be targeting 

the same result from a different perspective. For example, connecting a removable de-

vice can be prevented in two ways: the interface is either disabled in software or physi-

cally blocked. Which method is considered as more secure? 

This thesis aims to find a method for comparing cybersecurity requirements for an auto-

mation project. The goal is to find a set of requirements which satisfies the requirements 

for each stakeholder and ensure as good security as possible. To succeed in this goal, 

a comparative analysis of cybersecurity requirements from different stakeholders is per-

formed. The related material for the topic is diverse, so the scope of the thesis is defined 

through the research questions. 

1.2 Research questions 

Research questions define the scope of the thesis and guide the research process. An-

swers to research questions can be obtained through literature review or they can be 

produced as the contribution of the thesis when solving the underlaying problem. The 

research questions for this thesis are: 

1. How much similarities and differences can be found between cybersecurity re-

quirements? 

2. How to create a method for selecting a reduced set of cybersecurity requirements 

that satisfy each stakeholders’ requirements? 

Between different stakeholders, some requirements can achieve the same result, or a 

requirement is so unique that it is not comparable with any other requirement. Therefore, 

it is important to recognize the similarities and differences between requirements. What 

makes it challenging, is that the some of the requirements can be described on a high 

level of abstraction so there are not many details that can be quantified. On the other 

hand, some of the requirements can be focused on the technical details, which are useful 

to a specific part of the system. These incompatibilities between requirements increase 

the complexity of the comparisons, so the requirements must have enough similarities in 

structure to enable comparisons. Based on the comparisons, some of the requirements 

can be excluded from the final set of requirements, reducing the total amount of require-

ments. The reduced set of requirements is obtained with an appropriate comparative 
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method, which tries to overcome the problems described above. This set of requirements 

would ideally serve in current and future DCS projects. 

1.3 Literature review method and thesis structure 

The collecting of material for literature review is done using qualitative research. Several 

databases are used, that assures the diversity of information. Related cybersecurity pub-

lications such as standards, rules and guidelines are obtained through a critical review 

of the literature. On the other hand, some of the requirements included in the analysis 

come from selected projects from the company behind the system development. 

Certain criteria for selecting literature are defined. Priority is given to most recent litera-

ture to ensure up-to-date information and references to recent publications. Peer-re-

viewed and trusted publishers are preferred over little-known sources to ensure the ma-

terial quality. Additionally, selected publications which define cybersecurity requirements 

are screened against the practices of the system developer company to maintain correct 

context. The list of chosen publications is not exhaustive but sufficient in the scope of 

the thesis. 

Another important way of collecting material for the analysis is conducting interviews. An 

interview is organized with company cybersecurity specialists to have a better under-

standing of the company’s perspective in cybersecurity. The type of the organized inter-

view is semi-structured, as described by McGrath et al. [4, p. 1003]. Therefore, prede-

fined topics can be discussed freely, and new insights can be gained from the cyberse-

curity practises of the company. 

This thesis is structured as follows. Chapter 1 describes the purpose and background of 

the thesis. Chapter 2 reviews the most important cybersecurity publications in the context 

of an automation project. In addition, company specific cybersecurity requirements are 

reviewed. Chapter 3 reviews previous methods which focus on comparing requirements. 

Chapter 4 describes the proposed method for creating a reduced set of requirements. 

Chapter 5 shows the results and evaluates the proposed method. Evaluation of the 

method is done with selected customer projects. Chapter 6 summarizes the conclusions 

of the thesis and evaluates the answers to the research questions. This demonstrates 

the performance of the thesis and gives direction for future work. 
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2. CONCEPTS AND CYBERSECURITY 

PUBLICATIONS 

This chapter reviews cybersecurity requirements from the most important sources in the 

scope of the thesis. In the beginning, the background of the thesis and important con-

cepts are presented for better readability in later chapters. After this, cybersecurity pub-

lications and requirements from relevant stakeholders are reviewed. Sources of high-

level requirements such as international standards are presented first, and finally com-

pany specific requirements are described. 

2.1 Background 

The company behind the system development concentrates on implementing DCS solu-

tions to customers who want either additional functionality to their OT environment or 

completely new automation systems to upcoming installations. The work is conducted in 

projects, where multiple stakeholders from different companies are usually involved. The 

projects vary in size and duration, consisting large facilities such as power plants or 

cruise ships, where the development is spanning over multiple years. The context where 

cybersecurity requirements are considered in this thesis is the execution phase of an 

automation project. Nevertheless, cybersecurity is considered in all phases of the pro-

ject. 

Most businesses that perform project-based work have a common project model to 

standardize project management. Project model defines the basic structure of the project 

and creates environment for effective project flow. Project model can be scalable to meet 

variable specifications and requirements across projects and business lines. Across Val-

met’s business lines, the project model is called Project Execution Model (PEM). The 

PEM describes the delivery project flow for automation systems, which is illustrated in 

figure 1. 
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Figure 1. Delivery project flow for automation systems 

According to the International Organization for Standardization (ISO) 21502:2020 stand-

ard, project life cycle is defined as “defined set of phases from the start to the end of a 

project” [5, p. 8]. In figure 1, the phases are categorized to different levels and some of 

the phases overlap. Project gates define the criteria for starting a new phase. Between 

gates, certain milestones for the project are defined. They indicate the completion of a 

major event, such as transferring the project to a different company function. Quality 

milestones ensure readiness for proceeding inside or between phases, and that the pro-

ject has consistent quality overall. 

Cybersecurity measures are considered in delivery project flow by different company 

organisations such as sales, operations, and service. It is possible for the customer to 

set cybersecurity requirements in the sales phase, or the requirements can be identified 

in the definition phase. During project execution phase, system developers are working 

in an isolated environment. This way of working allows only authorized access to the 

critical parts of the system. Functional and security updates for DCS products are re-

leased periodically, which are applied during the project within the agreed policy. Before 

releasing, the updates are tested explicitly on the DCS products to ensure compatibility. 

Usually, antivirus is managed centrally on a dedicated server. The fingerprints containing 

identification data of known threats are updated automatically to each workstation. 

After closing the project, the main responsibility of the delivered system is transferred to 

service. According to project service agreement, cybersecurity services are carried out 

that maintain the system security. This can be done centrally by implementing a cyber-

security server, which is a virtual machine that hosts several cybersecurity tools. Con-

sultancy is also offered, including security assessments, crisis exercises, and recovery 

plans. If the customer decides to do modifications to the delivered system, implications 

to the security requirements should be considered. For example, if a third-party device 
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is added to the OT network, it can create vulnerabilities to the system. Therefore, it is 

important to communicate with service to prevent any cyber threats. 

 

2.2 Information technology and operational technology 

Recognizing IT systems is easy most of the time, considering the use of such systems 

in everyday life. Home and office environments, where multiple devices are connected 

to the same network, are examples of IT systems. As defined in Oxford Dictionary of 

English (ODE), IT is “the study or use of systems (especially computers and telecommu-

nications) for storing, retrieving, and sending information” [6]. Based on the definition, it 

is easy to deduce that whenever information is handled electronically, it is done using an 

IT system. This is generally true, but rules for IT do not generally apply to all areas. One 

of the recognized areas that need special treatment is in industry, where the definition of 

OT has been created. 

OT includes a wide range of systems and devices that interact with the physical environ-

ment. OT systems can either detect or cause a direct change in devices, processes and 

events through monitoring or control. The structure of OT systems is a combination of 

different control components, such as electrical, mechanical, hydraulic, and pneumatic 

components [7, p. 3]. 

Common OT systems include: 

• supervisory control and data acquisition (SCADA), 

• distributed control systems (DCS), 

• programmable logic controllers (PLCs), 

• building automation systems (BAS), 

• physical access control systems (PACS), and 

• industrial internet of things (IIoT) [7, p. 3]. 

IT and OT systems have different characteristics in terms of risks and priorities. When 

dealing with OT systems, there is usually a higher risk to the safety of human lives and 

physical environment compared to using IT systems. In OT priority is given to availability 

of the system due to continuous processes. These processes are time-critical and re-

quire reliable responses from the control system. In contrast, IT systems can withstand 

some level of delay, but usually require a higher throughput than OT systems. Lifetime 
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of IT and OT systems also differ, typically spanning three to five years in IT components 

and 10 to 15 years for OT [7, pp. 24–28]. 

In conclusion, IT and OT systems are used in parallel but have different requirements. 

The requirements are constantly evolving, as OT is adopting IT features and the security 

measures that are used with IT must be adapted to OT environment. To recognize sys-

tem vulnerabilities, risk assessment is usually performed, which is described next. 

2.3 Risk assessment 

Risk assessment is an important component of the risk management process of the or-

ganisation. When risk assessment is done properly, it is easier to collectively identify the 

threats and vulnerabilities that need to be mitigated or completely removed. The result 

of a risk assessment usually includes a set of corrective actions, which need to be im-

plemented. Moreover, it is important to check if the corrective actions satisfy the require-

ments which are set by the stakeholders. Risk assessment methodology can be applied 

generally, and it is also used in the cybersecurity context. 

Risk is typically a function of the adverse impacts and likelihood of occurrence [8, p. 6]. 

Adverse impacts can be for example loss of reputation of the company or discontinuity 

in plant operations. Likelihood of occurrence is the probability that a vulnerability is ex-

ploited by a threat [8, p. 10]. There are variety of ways of conducting risk assessment, 

including quantitative, qualitative, or semi-quantitative methods [8, p. 14]. 

Quantitative assessment typically assess risk based on the use of numbers, where the 

values can be obtained from several sources. This type of assessment supports most 

effectively cost-benefit analysis, where alternative risk responses or courses of actions 

are compared. The benefits of quantitative assessment methods are accuracy and re-

peatability, but the meaning of quantitative results may not be always clear and may 

require explanation. In contrast to quantitative assessment, qualitative assessment typi-

cally assess risk based on nonnumerical categories or levels, such as phrases “very 

low”, “low”, “moderate”, “high”, and “very high”  This type of assessment supports com-

munication of assessment results to decision makers but makes the relative prioritization 

of risks difficult. This is due to the limited range of nonnumerical values used in the as-

sessment. Additionally, the values should be clearly defined or characterized by exam-

ples, so the assessment results produced by different experts are consistent. Combining 

benefits of both quantitative and qualitative assessments, the semi-quantitative assess-

ment typically assess risk based on numerical bins or scales. The bins (e.g., 0-15, 16-
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35, 36-70, 71-85, 86-100) or scales (e.g., 1-10) can be interpreted in qualitative terms 

and they also allow relative comparison between values [8, p. 14]. 

Table 1 is an example of how risk levels are defined qualitatively. Used factors in this 

example are level of impact and likelihood. 

Table 1. Levels of risk, adapted from [8, Tbl. I–2] 

Likelihood 

Level of Impact 

very low low moderate high very high 

very high very low low moderate high very high 

high very low low moderate high very high 

moderate very low low moderate moderate high 

low very low low low low moderate 

very low very low very low very low low low 

To read the risk level form table 1, the levels for impact and likelihood are first selected. 

Corresponding risk level can be read at the intersection of the selected levels. An exam-

ple of how qualitative values are mapped to semi-quantitative values is shown in table 2. 

Table 2. Mapping of risk values, adapted from [8, Tbl. I–3] 

Qualitative values Semi-quantitative values 

very high 96-100 10 

high 80-95 8 

moderate 21-79 5 

low 5-20 2 

very low 0-4 0 

In addition to table 2, description for each level should be provided to clarify its meaning. 

Effective risk assessment method needs to be considered separately for each purpose. 

In OT environment, risk assessment can be done separately for zones and conduits, 

which are described in the following chapter. 



9 
 

2.4 Zones and conduits 

The concept of zones and conduits in the context of OT was introduced by the Interna-

tional Society of Automation committee 99 (ISA99) [9]. According to ISA99, a zone con-

sists of the grouping of cyber assets that share the same cybersecurity requirements. 

Cyber assets in this context mean the components of the IACS. A conduit is defined as 

“the grouping of cyber assets dedicated exclusively to communications, and which share 

the same cybersecurity requirements” [9]. Based on the definition, conduits can be seen 

as certain type of zones, where the primary function is transferring information. An ex-

ample of zones and conduits is illustrated in figure 2. 

 

Figure 2. Example of zones and conduits [10, p. 52] 

The rectangles including the system components represent zones in the figure 2. As an 

example, conduits for enterprise and plant control zones are highlighted in the figure 2. 

For clarifying the modelling of zones and conduits, following rules apply: 

1. A zone can have sub-zones. 

2. A conduit cannot have sub-conduits. 

3. A zone can have more than one conduit. Cyber assets within a zone use one or 

more conduits to communicate. 

4. A conduit cannot traverse more than one zone. 

5. A conduit can be used for two or more zones to communicate with each other [9]. 
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A zone has a border, which is the boundary between included and excluded components. 

Zones can be defined either physically or virtually. Physical zones consist of components 

that are grouped by physical location and virtual zones are defined by grouping compo-

nents based on their functionality or other characteristics. As with zones, conduits can 

be defined either physically or virtually. In the end, the main purpose of conduits is to 

provide secure communication within and between zones [10, pp. 50–51]. 

2.5 Cybersecurity publications 

In this chapter, several cybersecurity publications are presented, which are considered 

as the most important in the scope of the thesis. The publications include standards, 

rules, guidelines, and frameworks considering cybersecurity requirements of IT and OT 

systems. 

2.5.1 ISO/IEC 27000 series 

International Organization for Standardization (ISO) is a worldwide federation of national 

standards bodies, which are the ISO members [11, p. iv]. There is only one member per 

country [12], and for example the member from Finland is Finnish Standards Association 

(SFS). International Electrotechnical Commission (IEC) is similar to ISO, but the mem-

bers are the national bodies of electrotechnical standardization. Together, ISO and IEC 

form the specialized system for worldwide standardization [13, p. 3], which prepares se-

ries of standards for several fields. 

ISO/IEC 27000 series consist of several standards, that describe security techniques for 

IT and implementation of an information security management system (ISMS). As de-

scribed in ISO/IEC 27000:2018, an ISMS “consists of the policies, procedures, guide-

lines, and associated resources and activities, collectively managed by an organization, 

in the pursuit of protecting its information assets” [11, p. 11]. A widely recognized and 

broadly used standard for IT security is the ISO/IEC 27001 [14, 15]. It includes a set of 

requirements for establishing, implementing, maintaining and continually improving an 

ISMS [13, p. 5]. The requirements are described on a high-level of abstraction to be 

widely applicable for any organisation [13, p. 6]. 

The requirements for ISMS are specified in the clauses 4-10 of the ISO/IEC 27001:2013. 

For claiming conformity to the standard, requirements in the clauses 4-10 must be ful-

filled [13, p. 6]. The clauses are: 

• Clause 4: Context of the organization 

• Clause 5: Leadership 
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• Clause 6: Planning 

• Clause 7: Support 

• Clause 8: Operation 

• Clause 9: Performance evaluation 

• Clause 10: Improvement [13]. 

Above clauses focus on management and planning of the organisation’s IT security. Ad-

ditionally, the standard lists security controls, which focus on practical aspects of IT se-

curity. The security controls listed in ISO/IEC 27001:2013 table A.1 are derived from 

clauses 5-18 of ISO/IEC 27002:2013 [16], which provide guidance on the implementation 

of the controls. The controls are to be used as a reference only, and as noted in the 

ISO/IEC 27001:2013, the design or identifying controls from other sources is permitted 

[13, p. 9]. In addition, an information security risk assessment must be conducted, and 

the results of the assessment are used to select appropriate security controls [13, pp. 8–

9]. 

2.5.2 IEC 62443 series 

IEC 62443 series addresses specific needs of OT environment and complements the 

ISMS described in ISO/IEC 27001 [15, p. 5]. The primary goal of the series is to provide 

a flexible framework that addresses and mitigates vulnerabilities in IACS [17, p. 12]. The 

series is divided to four main parts, which are illustrated in figure 3. 



12 
 

 

Figure 3. IEC 62443 series overview, adapted from [18] 

The first part consists of general concepts that are common to the entire series. The 

second part explains policies and procedures for asset owners, who are the individuals 

or companies responsible for the IACS or its components [17, p. 15]. The third part fo-

cuses on the security requirements on the system level, whereas the fourth part de-

scribes requirements for IACS components and products. 
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1.7). Description for each security requirement is given, followed by rationale and sup-

plemental guidance. In addition, there are zero to four requirement enhancements (REs) 

for each security requirement. Requirement enhancements are expansions, which set 

stricter conditions in increasing order to the original requirement baseline. For example, 

password generation and lifetime restrictions for human users (SR 1.7 RE 1) is the first 

enhancement for SR 1.7 and has additional requirements, such as prevention of reusing 

a password and how often it must be changed. 

Further, IEC 62443-3-3:2013 defines five different security levels (SLs), each with an 

increasing level of security [17, p. 72]. The security levels range from zero to four, zero 

being loosest and four strictest in terms of security protection. Security levels define the 

security capability that components or system can provide when properly configured [17, 

p. 68]. The descriptions of the security levels are following: 

• SL0: No specific requirements for security protection necessary. 

• SL1: Protection against casual or coincidental violation. 

• SL2: Protection against intentional violation using simple means with low re-

sources, generic skills and low motivation. 

• SL3: Protection against intentional violation using sophisticated means with mod-

erate resources, IACS specific skills and moderate motivation. 

• SL4: Protection against intentional violation using sophisticated means with ex-

tended resources, IACS specific skills and high motivation. 

The security levels are associated with the security requirements and requirement en-

hancements. This is illustrated in table 3, which is a sample of IEC 62443-3-3:2013 table 

B.1. 
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Table 3. Mapping of SRs and REs to SLs, adapted from [17, Tbl. B.1] 

SRs and REs    SL1 SL2 SL3 SL4 

FR 1 - Identification and authentication control 

SR 1.1 - Human user identification and  

authentication 

   
✓ ✓ ✓ ✓ 

SR 1.1 RE 1 - Unique identification and  

authentication 

   
 ✓ ✓ ✓ 

SR 1.1 RE 2 - Multifactor authentication 

for untrusted networks 

   
  ✓ ✓ 

SR 1.1 RE 3 - Multifactor authentication 

for all networks 

   
   ✓ 

SR 1.2 - Software process and device 

identification and authentication 

   
 ✓ ✓ ✓ 

SR 1.2 RE 1 - Unique identification and 

authentication 

   
  ✓ ✓ 

In table 3, two security requirements along with their enhancements are listed from the 

first fundamental requirement group. As the security level increases, more requirements 

and enhancements must be met. The mapping of requirements to security levels is done 

individually for each requirement in their corresponding clauses of the standard. 

According to IEC 62443-3-3:2013, IEC itself does not provide any certification of con-

formity to the standards [17, p. 9]. This is done by independent certification bodies, such 

as classification societies. 

2.5.3 DNV rules for classification 

Det Norske Veritas (DNV) is the world’s leading classification society and a recognized 

advisor for the maritime industry [19]. DNV carries out classification and certification ser-

vices related to ships, facilities, systems, and components. Classification in this context 

means the development and maintenance of rules and verification of compliance with 

the rules throughout the vessels’ life [20, p. 8]. A certificate is a document, which confirms 

the compliance with DNV rules, including rules and regulations for which DNV has been 
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authorized to act [20, p. 7]. Therefore, it is mandatory to comply with the rules for classi-

fication to achieve a certificate issued by DNV. 

For maritime sector, DNV provides rules for classification which include various require-

ments for ships. Cybersecurity of ships is addressed in section 21 of “Rules for classifi-

cation: Ships — DNV-RU-SHIP Pt.6 Ch.5” [21, p. 293], which is referred to as the 

“ ules”  DNV uses class notations in the Rules, which express a specific feature of a 

vessel while referring to specific requirements in the rules [20, p. 8]. For example, class 

notation “Cyber secure” provides a framework for design and implementation of cyber-

security measures for offshore units [21, p. 293].  

Additionally, notation Cyber secure includes three qualifiers, which are “Essential”, “Ad-

vanced”, and “+”. To reach qualifiers Essential and Advanced, stricter security require-

ments must be met compared to the common requirements in the Rules. The common 

requirements include, for example, the definition of zones and conduits.  ualifier “+” may 

be used in combination with other qualifiers, indicating that additional systems are in-

cluded to the default system under consideration (SuC) [21]. 

The term SuC denotes all computer-based systems in the scope of the Cyber secure 

notation. By default, the SuC consist of essential systems needed to maintain vessel 

operations such as propulsion, steering and power generation. Bridge systems, such as 

navigation and communication systems, are also included in the SuC by default. If the 

system in SuC meets certain criteria, it may be considered to represent negligible cyber 

risk and be excluded from meeting the security requirements presented in the Rules. The 

criteria are: 

1. The system has no IP-based network connections to other systems (including no 

remote access solution). 

2. All components in the system are located in restricted area(s). 

3. Software or configuration in the system cannot be updated or can only be 

changed by manufacturer using special tools and/or proprietary interfaces [21]. 

According to the Rules, the third criteria means that the system is not able to read data 

on commercially available portable devices, such as universal serial bus (USB) flash 

memory and laptop computers. All the above criteria must be met to be able to exclude 

the system from meeting the security requirements, which are described next. 

The Rules includes technical security requirements, which are based on IEC 62443-3-3 

with possible amendments. Amendments to a requirement mean the actual requirement 
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from IEC 62443-3-3 is adapted or customized. If no amendment to a requirement is spec-

ified, IEC 62443-3-3 is used to determine the full content, rationale, and relevant guid-

ance. The requirements in the Rules are organised according to the seven founda-

tional requirement categories of IEC 62443. Similar to IEC 62443 security levels, the 

Rules introduce five security profiles (SP0 to SP4), which provide an increasing level of 

protection against cyber threats. SP0 is not based on any security level of IEC 62443-3-

3 but includes selected requirements from SL1. Additionally, SP0 is intended for mini-

mum alignment with International Maritime Organization (IMO) resolution MSC.428(98), 

which describes maritime cyber risk management in safety management systems. Oth-

erwise, the security profiles and security levels map to each other [21]. 

Table 4 shows the relationship between DNV security profiles and IEC 62443 security 

levels. Descriptions of SP1 to SP4 correspond to the descriptions given for SL1 to SL4 

in chapter 2.4.2.  

Table 4. Relationship between SPs and SLs, adapted from [21, Tbl. 14] 

DNV security profile (SP) IEC 62443 security level (SL) 

SP0. Common requirements Selected requirements from SL1.   

Intended for minimum alignment with 

IMO MSC.428(98). 

SP1. Required for Cyber secure(Essential) SL1. 

SP2. SL2. 

SP3. Required for Cyber secure(Advanced) SL3. 

SP4. SL4. 

As seen in table 4, reaching qualifiers Essential and Advanced in the SuC require SP1 

and SP3, respectively. The security requirements in the Rules are in the form of require-

ments tables, where the security profiles are associated with each requirement. The 

structure of the requirement tables follows the structure of IEC 62443-3-3:2013 table B.1, 

where the requirements are mapped to security levels.  

In addition to the technical security requirements, the Rules specify documentation re-

quirements and addresses the verification of the technical security requirements by test-
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ing the SuC. The testing includes system tests, which must be completed before an in-

tegration test. The objective of system testing is to verify that each system in the SuC 

complies with the technical requirements in the Rules. Examples of system tests are: 

• malware protection, 

• physical security, 

• authentication and authorization (credentials) and 

• logging of security related events [21, p. 325]. 

After system testing is completed individually for each system, installation and integration 

of the systems takes place. The objective of an integration test is to verify the compliance 

to the Rules after installation and integration of the systems [21, p. 325]. Examples of 

integration tests are: 

• firewall configuration between zones and conduits, 

• remote access and interfaces to untrusted networks, 

• denial of service (DoS) attacks and 

• least functionality [21, p. 325]. 

Integration testing may be done for example by vulnerability scanning and penetration 

testing [21, p. 325]. Vulnerability scanning searches for known vulnerabilities in the sys-

tem network, whereas penetration testing simulates a cyber-attack to expose a specific 

vulnerability. One example of a penetration test is a simulated DoS attack, where multiple 

requests are made to the network in a short period of time. A successful DoS attack 

results to a loss of availability of the system when important processes cannot send or 

receive information in time. Least functionality test is for example a verification that un-

necessary ports and application features are disabled. 

2.5.4 NIST CSF and Guide to OT Security 

National Institute of Standards and Technology (NIST) is one of the oldest physical sci-

ence laboratories of the United States [22]. NIST is responsible for developing infor-

mation security standards and guidelines [7, p. i], such as NIST Cybersecurity Frame-

work (CSF) [23] and NIST Guide to OT Security [7], which is referred to as the “Guide”. 

Although being a national institute, the publications by NIST are internationally recog-

nized and used as a reference in both IEC 62443-3-3:2013 and DNV Rules described 

earlier. According to a survey conducted in August 2021 [24, p. 15], NIST CSF and the 

Guide were among the top adopted publications for OT and industrial control systems 



18 
 

(ICS) cybersecurity. NIST CSF can be used in any sector regardless the size of an or-

ganization [23, p. v], whereas the Guide is intended for OT security. The Guide also 

explains the application of CSF to OT. 

NIST CSF consists of five concurrent and continuous functions, which are identify, pro-

tect, detect, respond, and recover. Each function present references to industry stand-

ards, guidelines, and practises in a manner that allows for cybersecurity related commu-

nication across the organization. The functions include key categories and subcatego-

ries, which are matched with the references. The five functions include categories of 

cybersecurity outcomes and subcategories divide the categories into more specific tech-

nical or management activities. The descriptions of the CSF functions are following: 

• Identify: Develop an organizational understanding to manage cybersecurity risk 

to systems, people, assets, data, and capabilities. 

• Protect: Develop and implement appropriate safeguards to ensure delivery of 

critical services. 

• Detect: Develop and implement appropriate activities to identify the occurrence 

of the cybersecurity event. 

• Respond: Develop and implement appropriate activities to take action regarding 

a detected cybersecurity incident. 

• Recover: Develop and implement appropriate activities to maintain plans for re-

silience and to restore any capabilities or services that were impaired due to a 

cybersecurity incident [7, p. 86]. 

The Guide explains these functions in detail with OT-specific guidance. Apart from the 

CSF, the Guide provides OT tailored security and privacy controls and control enhance-

ments, which are introduced in the NI T publication “Security and Privacy Controls for 

Information Systems and Organizations” [25]. The controls address a diverse set of se-

curity and privacy requirements, which are derived from several sources such as legis-

lation, regulations and standards [7, p. 219].  

2.6 Company specific cybersecurity requirements 

This chapter reviews the specific cybersecurity requirements, which are adopted by the 

companies involved in the automation projects. The company behind system develop-

ment can act as the system supplier and integrator, which provides the hardware and 

configures it for the customer. The cybersecurity requirements of the customer need to 
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be checked against the developer requirements and policies, which ensures the compli-

ance to standards and rules. 

2.6.1 Valmet Automation requirements 

The system development process of Valmet Automation has been certified to ISO 27001 

and IEC 62443-4-1 standards, where the latter describes security development lifecycle 

process. Therefore, the requirements from these standards are adopted to the system 

development and maintained throughout its lifecycle. For DCS products, cybersecurity 

is based on defense-in-depth strategy by NIST, where multiple independent security 

measures are used to reduce the cybersecurity risk caused by a single failure in the 

defense. Figure 4 shows an example of defense-in-depth security architecture for an 

DCS. 
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Figure 4. Defense-in-depth architecture for an DCS [7, p. 81] 

In figure 4, devices are split to different levels based on their function. The field level 

consists of devices which control the physical processes. Operations management level 

includes devices for monitoring and managing field level devices [7, p. 82]. Demilitarized 

zone (DMZ) is a network that securely bridges the operations and enterprise levels. Fire-

walls in the boundaries of different levels allow only authorized communication between 



21 
 

the levels. The defense-in-depth strategy implements network segmentation, which is 

also the purpose of defining zones and conduits described in the ISO/IEC 62443 series.  

The system cybersecurity is best served through common policies which are agreed with 

the customer. The following chapter reviews cybersecurity requirements which are spe-

cific for selected customer projects. 

2.6.2 Customer requirements 

Customers can have their own special cybersecurity requirements for delivered systems 

depending on the level of security in the company. For example, if the company has a 

certification to a certain standard, the requirements are based on the standard with pos-

sible additions. In addition, cybersecurity requirements for automation systems are often 

based on a risk assessment made by the customer or collaboration with the developer.  

In the scope of this thesis, two customer projects are selected, and their cybersecurity 

requirements are analysed. The projects are referred to as “project A” and “project B”. 

The cybersecurity requirements of the projects are presented in different forms. In project 

A, a single document lists the requirements, which are common for all OT projects of the 

customer. The requirements are divided into three categories, which are procedural re-

quirements, technical requirements, and documentation requirements. Procedural re-

quirements are followed in different phases of the project. Technical requirements spec-

ify the characteristics and capabilities of the system. Documentation requirements de-

scribe which cybersecurity related information and actions must be documented and re-

turned to the customer. 

Project B cybersecurity requirements are based on a risk assessment, which is made by 

the customer and the developer. The requirements correspond to the recognized threats 

in the assessment and a single threat can be associated with multiple statements that 

aim to reduce the risk of the threat. Additionally, the requirement corresponding to a 

single threat can contain many aspects, such as technical details and documentation 

requirements. 

Above requirements are examples of which kind of cybersecurity requirements are set 

to an automation project by the customer. The customer can also refer to certain stand-

ards or rules that must be followed. The next chapter is a summary of standards, rules, 

guidelines, and company specific cybersecurity requirements. 
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2.7 Summary of cybersecurity requirements 

International standards are the foundation of cybersecurity requirements. Both ISO 

27001 and ISO/IEC 62443-3-3 lists security requirements that must be adapted for the 

needs of the organization. Although ISO 27001 is an IT standard, the controls it provides 

can be used as a reference when considering OT cybersecurity. However, ISO/IEC 

62443-3-3 gives more OT related guidance, and the requirements are specifically tai-

lored for OT systems. Both international standards can be used simultaneously as they 

supplement one another. To achieve a certificate for a standard, classification societies 

such as DNV are utilized. The rules for classification provided by DNV are tailored for 

specific field and the rules use international standards as a reference. ISO/IEC standards 

and DNV rules also use NIST publications as a reference, which provide comprehensive 

guidelines for implementing cybersecurity measures for any kind of organization. The 

companies which eventually utilize the requirements can adapt them to their specific 

needs. 

The reviewed cybersecurity publications and requirements are presented in different for-

mats and aspects. Common structures can be found but straight comparison between 

different sources is inconvenient and time consuming. To be able to answer the research 

questions, the next chapter reviews related methods found on literature. 
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3. METHODS FOR COMPARING 

CYBERSECURITY REQUIREMENTS 

This chapter presents methods found on literature, which are related to the research 

questions and the underlying problem. Related methods are searched from multiple da-

tabases, and the overview of the selected publications is presented. After this, each 

method is described and their relevance to the research questions is evaluated. Finally, 

a summary of the methods is given to conclude the review. 

The literature review was done using Google Scholar, which retrieves publications from 

several databases. Keywords related to the problem were identified, which were used to 

construct key phrases. The key phrases for this literature review are presented in table 

5. 

Table 5. Key phrases 

# key phrase 

1 "distributed control systems" cybersecurity requirements comparison 

2 "industrial control systems" cybersecurity requirements comparison 

3 cybersecurity standards requirements comparison 

4 security requirements standards compliance 

5 security requirements systematic comparison  

Initially, field specific keywords were used in first two key phrases. This resulted to fewer 

search results, but the publications were focused on DCS and ICS cybersecurity. How-

ever, the first two key phrases did not return publications with relevant methods. The 

results were mostly related to risk or security assessment, security metrics of the system, 

and cybersecurity management methods. The scope of the search was expanded with 

key phrases three to five. The number of results increased, but the results were more 

general and focused on different fields. Seven publications were selected for the review, 

which are presented in table 6 with year of publication, database, and scope of study. 
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Table 6. Selected publications 

Author Year Database Scope 

Hamdani et al. [26] 2021 ACM operating system 

Sommestad et al. [27] 2010 IEEE SCADA 

Kaksonen et al. [28] 2022 SCITEPRESS IoT 

Stojkov et al. [29] 2021 MDPI smart grid 

Hale & Gamble [30] 2019 Springer IT 

Ardila & Gallina [31] 2017 IEEE automotive 

Bellman & van Oorschot [32] 2022 ScienceDirect IoT 

Hamdani et al. compare different cybersecurity standards for operating systems (OS) 

and propose a minimum set of requirements. Sommestad et al. compare the focus of 

different cybersecurity standards for SCADA systems. Also, they group the requirements 

according to their objective. Kaksonen et al. divide IoT security requirements to catego-

ries and study the difference between security standards, guidelines, and other sources. 

Stojkov et al. propose a model for prioritizing the implementation of different security 

requirements for a smart grid. Hale and Gamble describe a stepwise process for extract-

ing security requirements from information security standards to build a certification 

baseline. Ardila and Gallina decompose requirements from automotive security stand-

ards and study the overlapping of the requirements. Bellman and von Oorschot carry out 

a systematic analysis and comparison of two IoT security advice datasets. 

In the following chapters, the selected publications are reviewed in detail. The publica-

tions are reviewed in the order in which they are presented in table 6. Specifically, the 

proposed methods of the publications are described, and the relevance of the methods 

are evaluated in the scope of the research questions. 

3.1 Comparing OS cybersecurity standards 

Hamdani et al. analyse various cybersecurity standards in the context of operating sys-

tems. Additionally, they examine existing research related to compliance with specific 

security standards. They list software tools for conforming with different cybersecurity 

standards and conclude that existing software do not cover all widely used standards. 
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The tools are tailored for specific standards that might not fulfil security requirements of 

a particular organization. The authors mention that there lacks any uniform mechanism 

for categorizing and classifying the available cybersecurity standards for their effective-

ness and strength against countering cyber-attacks [26]. 

According to the in-depth analysis of different cybersecurity standards, the authors pro-

pose a minimum set of requirements for hardening Windows OS. They extract a list of 

requirements using the guidance provided by standards and frameworks from NIST, 

Common Criteria (CC), and ISO. Moreover, they divide the requirements into seven dis-

tinct categories, which are: 

1. User Accounts and Access Policies 

2. Network 

3. Cryptography 

4. Logging/Auditing 

5. Physical/Hardware 

6. Triggered Notification 

7. Authentication [26]. 

According to the authors, these seven categories encompass almost all essential secu-

rity requirements an organization needs. The total amount of requirements in the pro-

posed set is 80, where the majority falls under category user accounts and access poli-

cies with 25 requirements. The proposed set of requirements are specific to a single 

computer and are all related to the OS [26]. 

Although proposing a minimum set of requirements, the authors do not provide any cri-

teria for selecting specific requirements. Therefore, their method for generating the pro-

posed set could be based on experience and qualitative analysis of the cybersecurity 

standards. Main observation from this publication is the division of requirements into cat-

egories. This enables comparison of requirements from different standards and helps 

creating a set which contains requirements from multiple sources. Therefore, the method 

is relevant considering the second research question of the thesis. 

3.2 Comparing SCADA cybersecurity standards 

Sommestad et al. propose a method for comparing focus of different cybersecurity stand-

ards. The authors analyse the content of commonly used SCADA standards and guide-

lines in terms of recommendations that improve security. The purpose of the study is to 
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identify how much focus certain standards place on different recommendations and 

threats. The authors observe that SCADA specific standards are highly focused on tech-

nical countermeasures. In addition, they apply their method to ISO/IEC 27002 to identify 

the differences to security management in general [27]. 

The proposed method is a quantitative evaluation of different standards, which is based 

on the number of occurrences of selected keywords in the standards. The method con-

sists of three phases, which are: 

1. selection of standards, 

2. grouping of recommendations and threats, and 

3. quantifying focus of standards [27]. 

The selection of standards is based on a comprehensive search of documents produced 

by standardization bodies and governmental agencies. To be qualified in the selection, 

the standard must be available in English and focus on SCADA system security. The 

authors identified eight eligible documents for further phases of the method.  After the 

identified documents were studied, security recommendations and threats were ex-

tracted from them. To enable comparison, the recommendations and threats were 

grouped according to their objective. For example, recommendations related to firewalls 

were placed to one group and threats related to malicious software were placed to an-

other group. In the end, total of 26 groups of security recommendations and 14 groups 

of threats were identified. To compare the identified groups, several keywords and key 

phrases were associated to each group. For example, group “firewall” was associated 

with phrases “firewall”, “packet filtering”, “stateful inspection”, “application proxy”, and 

“boundary protection”  After this, the number of occurrences of each phrase was counted 

in the selected documents. The total number of occurrences for a group was calculated 

as the sum of its keyword occurrences. Finally, the result was normalized with the total 

number of keyword occurrences in the compared texts. This normalized value is referred 

as the focus of the standard [27, pp. 2–3]. 

The authors provide a systematic method for comparing focus of different standards. 

Specifically, they compare the groups of requirements between the standards, but not 

the individual requirements itself. The observation from this study is the grouping of re-

quirements, as in the previous study which was reviewed. Thus, the presented method 

in this paper is relevant to the second research question of this thesis. 
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3.3 Finding commonalities in IoT cybersecurity requirements 

Kaksonen et al. analyse IoT security standards, guidelines, and best practices to identify 

consensus between the requirements from different sources. They look for a set of com-

mon requirement categories in different sources and discuss how does the selection of 

a source impact the security requirements of an IoT product. Further, they measure dif-

ferences in requirements between the sources [28]. 

The authors set certain criteria for selecting sources of requirements. A source needs to 

cover security broadly, and it must be authored by a respected organization, such as 

governmental body or industrial consortium. Additionally, the release date of a source 

must be from 2016 or later. The authors observe that the style of the requirements vary 

between the sources, which makes it difficult to determine when the sources share the 

same requirement. As a solution, they divide the requirement to categories, which can 

be compared across sources. Additionally, complex requirements are split into individual 

requirements, which will match a single category. The categories can be generic or spe-

cific, for example “passwords” is more specific than “authentication”  The authors define 

a taxonomy for categories, which links the specific categories to generic ones. Thus, a 

category can have multiple subcategories and a subcategory can also be linked to mul-

tiple categories. A category which cannot be linked to more generic category is referred 

as a base category [28]. 

The authors identified 16 requirements sources matching the criteria. In the sources, 

total of 1525 original requirements were found, which were divided to 2243 individual 

requirements. Also, total of 25 base categories and 244 subcategories were found. The 

authors recognized a set of categories, which are common for all sources. These cate-

gories are: 

1. security design, 

2. interface security, 

3. authentication, 

4. data protection, and 

5. system updates [28]. 

According to the authors, a source covers between 13 to 25 base categories, averaging 

19 categories. Also, many of the categories are unique to a single source. The authors 

note that the selection of categories and subcategories may reflect to complexity or dis-
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agreement among the sources. They conclude, that despite the shared high-level cate-

gories between the sources, the selection of a source has a big impact to the individual 

security requirements for an IoT product [28]. 

The selection of the categories on this paper is based on the authors judgement. They 

provide a comprehensive comparison between several sources of requirements. The 

comparison is done using the defined categories, but no comparison is done between 

individual requirements. Main observations from this paper are the division of complex 

requirements to individual ones and the categorization of requirements. This is required 

for comparison of the sources of requirements, which is relevant to the research ques-

tions of this thesis. 

3.4 Creating a model for smart grid security requirements 

Stojkov et al. conduct a comprehensive analysis of requirements from different security 

standards and guidelines applicable to smart grids. They detect similarities that can be 

shaped into entities of a conceptual model for requirements representation. The purpose 

of the proposed model is to map requirements from arbitrary standards, guidelines, and 

regulations. The model accelerates the cross-standard compliance readiness by defining 

priority for requirements implementation. Further, the authors classify each requirement 

from the analysed standards into one of the defined domains for referencing similar re-

quirements from other standards [29]. 

The authors define a model for representing security requirements. The model is pre-

sented as a Unified Modeling Language (UML) class diagram. The method for construct-

ing and validating the model consists of three stages. The first stage is a literature review 

of relevant security publications from where the requirements are collected and grouped 

to defined domains. Additionally, the requirements are subjectively grouped by the simi-

larity of the requirements inside a domain. The domains are defined by analysing the 

requirements, extracting keywords that can be candidates for the domains, and cross-

comparing with existing domains in the reviewed publications. With this method, the au-

thors identified 24 domains. After the domains are sorted out, an implementation priori-

tization strategy is defined, which quantifies the different aspects of security and formu-

lates an equation for calculating priority for a requirement implementation. The overall 

requirement implementation priority is 

TS = DS + EL + ∑(RL × L) + ACH, (1)  

where TS is the total score of requirement implementation priority, DS is the domain 

score, EL is the essence level, RL is the risk level, L is the likelihood of the risk, and ACH 
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is the number of actors in the social actors’ dependency chain  The domain score for all 

24 identified domains is initially set as two on a scale of 1-2. This supports extending the 

domain list, as possible new domains would be assigned an initial score of one due to 

novelty of the domain. Additionally, if the domain had assigned over 50 requirements, 

the domain score is increased by one. Moreover, if the three or more requirements from 

the same domain in three distinct publications were labeled as similar, the domain score 

is increased by one. Therefore, based on the above criteria, the total domain score has 

a scale of 1-4 [29]. 

Next, the essence level score is defined with the following criteria: 

• 3–the requirement is mandatory and must be satisfied for the final solution to be 

acceptable, 

• 2–the requirement is a high priority and should be included, if possible, within the 

delivery time frame with lower priority, 

• 1–the requirement is desirable, but the priority is the lowest, 

• 0–the requirement is not necessary to be addressed [29]. 

Therefore, if the requirement is considered necessary, it will get the essence level score 

on a scale of 1-3. Further, both risk level and likelihood have a scale of 1-5. For risk level, 

a score of one represents negligible and five catastrophic effects. For likelihood, a score 

of one represents improbable and five frequent occurrences. The equation (1) supports 

a risk set consisting of multiple risk levels and likelihoods, which are associated with a 

specific requirement. Having a large risk set can significantly boost the overall implemen-

tation priority of a requirement. The last component in the equation (1) represents the 

number of actors involved in the implementation of the requirement. According to the 

authors, by introducing multiple variables in the calculation, prioritization becomes less 

prone to errors [29, p. 16]. 

The second stage uses the results of the first stage as an input to create the UML class 

diagram [29, p. 5]. The core model is shown in figure 5. 
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Figure 5. UML class diagram, adapted from [29, p. 17] 

By analysing the structure of the requirements defined in different publications, the au-

thors identified a generic form which can apply to all publications. It consists of the fol-

lowing elements: 

• Domain–top-level category or family through which all requirements are inter-

preted. 

• RequirementCategory–subcategory that can be used for further grouping of the 

requirements based on similarity. 

• Requirement–the main entity that contains information about the requirement it-

self. 

• Clause–requirements may not be always flat as in IEC 62443-3-3, but can consist 

of multiple clauses. 

• RequirementEnhancement–often base requirement has additional improve-

ments. 
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• Metadata and Additional Information–consist of information such as publication 

name, author, version, type, the rationale for implementation, supplemental guid-

ance, links, and other attachments [29, p. 17]. 

In figure 5, the element “Requirement” has a recursive association that indicates the 

connection between approximately the same requirements from different publications, 

or requirement enhancements from the same publication. Further, the model is extended 

to include the implementation priority, as defined in equation (1) [29]. 

In the third stage, the model is validated with a security publication that was not partici-

pating in the model creation. The goal of the validation was to see how arbitrary require-

ments respect the defined model. Based on the validation, the authors conclude that 

unknown requirements can be mapped onto the model. In addition, they state that even 

if the model is focused on the smart grid, the model can be adjusted to other domains 

[29]. 

The authors propose a comprehensive model for comparing different standards. The 

model does not only include the requirements from the standards, but also other organ-

izational elements, such as risk assessment results and actors which are involved in the 

implementation of the requirement. In the paper, the authors categorize the requirements 

to domains based on keywords and define subcategories inside the domains. Also, the 

proposed model includes requirement association with similar requirements, but does 

not provide a method for measuring similarity. The authors consider the expanding of 

the requirements with new similarity factors as future work [29, p. 25]. Moreover, the 

proposed requirement implementation priority is a quantitative method for comparing re-

quirements but requires extensive resources. The main observation from this paper is 

the categorization of requirements, which is relevant to the second research question of 

this thesis. 

3.5 Creating semantic hierarchies for IT security requirements 

Hale and Gamble introduce a stepwise process for systematically extracting and formal-

izing security requirements from IT control standards to build a certification baseline. The 

authors describe a security compliance model that represents security requirements 

which are grouped into semantic control hierarchies. The proposed model is illustrated 

in figure 6 [30]. 
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Figure 6. Security compliance model [30, p. 367] 

Figure 6 shows the steps to achieve regulatory compliance. The process starts by ex-

amining the organizations security profile, which dictates the technical security controls 

the organization’s information systems must comply with. Each control contains one or 

more security requirements, which are the functions or properties the organization, sys-

tem, or component must have. The first step of extracting requirements from regulatory 

documents involves identifying common elements in the text of the document. The au-

thors describe governance patterns that are used to extract key properties from the re-

quirements. There are three types of patterns, which are called 

1. imposes, 

2. performs, and 

3. protects [30, p. 374]. 

Each pattern is a modeling template that maps extracted content from the requirement 

to a construct based on the pattern type. The first pattern, called imposes, represents 

policy parameters that are applied to critical information assets. The pattern is applied 

on the organizational level, meaning that the organization applies policy parameters to 

certain assets in all information systems it controls and uses. The imposes pattern state-

ment has the following structure: 

Organization imposes ⟨policy entities⟩ on ⟨assets⟩ 
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where 〈policy entities〉 are the organizationally defined parameters that constrain infor-

mation assets, which are denoted by 〈assets〉. For example, policy entities could be cer-

tain content, such as a timestamp and a location, that are required properties for audit 

records, which are the assets. The second pattern, called performs, expresses con-

straints that relate directly to properties of system functionality. The performs pattern 

statement has the following structure: 

⟨level⟩ performs ⟨action⟩          

 given ⟨preconditions⟩ and ⟨input⟩        

 that results in ⟨postconditions⟩ 

where ⟨level⟩ is either an information system or a component, ⟨action⟩ is a functional 

behavior of the level, ⟨preconditions⟩ and ⟨input⟩ are the constraints for the application of 

the action, and ⟨postconditions⟩ are the results of the action’s effects on the system  The 

third pattern, called protects, is used when a security control identifies assets, processes, 

or functions that must be protected against malicious actions. The protects pattern state-

ment has the following structure: 

⟨level⟩ protects ⟨asset⟩          

 using ⟨mechanism⟩           

 to prevent ⟨activity⟩ 

where ⟨mechanism⟩ is the function to be used to prevent a malicious action, which is 

referred as ⟨activity⟩. Since the protects pattern uses one or more functions, it is linked 

to a requirement that has a performs pattern. Using the three governance patterns, the 

controls and the requirements are mapped to class diagrams, representing the formal 

schema in figure 6. This results in a set of compliance requirements [30]. 

The authors describe five semantic relations, which are used to relate the similar com-

pliance requirements together. Table 7 lists the possible relations and guidelines how 

they are used. 
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Table 7. Semantic relations, adapted from [30, p. 383] 

Relation Guidelines for Application 

subsumedBy Indicates that one control’s compliance requirements are 

subsumed by another’s requirements 

usedBy Indicates that one control compliance requirements are 

needed by another’s 

structures Indicates that a control defines something (such as a format) 

regarding another control 

refines Indicates that a control clarifies or makes a requirement more 

explicit in another control 

forms Indicates the formation of compliance type or compliance rule 

from a dominant control 

Using the above relations, a semantic hierarchy emerges. The hierarchy identifies dom-

inant controls which encompasses all related requirements. In table 7, the relation called 

“forms” is used to create the compliance predicates, which are further divided to compli-

ance types and rules. The compliance predicates are then used in the organization’s 

accreditation process to achieve regulatory compliance [30]. 

In the end, the process that the authors describe formalizes the requirements that are 

defined in the organization’s security profile. Further, similar requirements are linked to-

gether, which creates a hierarchical structure. This helps managing the requirements 

and checking compliance to them. The process assumes that similar patterns are found 

between the requirements, which is relevant to the first research question of this thesis. 

However, the authors do not provide methods for measuring the similarity but describe 

how the requirements are linked together. 

3.6 Checking compliance to automotive safety and security 
standards 

Ardila & Gallina propose an approach to efficiently check compliance against automotive 

security and safety standards. Their approach uses defeasible logic to formalize defea-

sible reasoning, which is reasoning with incomplete and inconsistent information. This is 

needed for comparing the requirements in the standards, which are transformed into 

defeasible rules. In their approach, the authors define a formalized set of rules from two 
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automotive standards: ISO 26262 and Society of Automotive Engineers (SAE) J3061. 

Further, they define the overlapping set of rules using the defeasible rules [31]. 

To formalize the rules, the authors extract the requirements presented in each standard. 

In this review, a subset of the extracted requirements is used to demonstrate the authors’ 

approach. Table 8 has two requirements from each standard, where the identifier “I ” 

refers to an I         requirement and “J ” to a SAE J3061 requirement. 

Table 8. Requirements for ISO 26262 and SAE J3061, adapted from [31, Tbl. I–II] 

Req. Requirement description 

IR1 Based on the software architectural design, the detailed design of the software 

units is developed. 

IR2 The detailed design will be implemented as a model or directly as source code, 

in accordance with the modelling or coding guidelines respectively. 

JR1 Software unit design implementation is based on the Cybersecurity require-

ments allocated in the software architectural design. 

JR3 Include the Cybersecurity activities described in this document for each lifecy-

cle phase, with the corresponding activities for each lifecycle phase described 

in the safety process. 

After the extraction, the requirements are organized according to their activity to which 

they are applied. The activities are defined in the ISO 26262 and SAE J3061 process 

reference models. The organizing step makes the rules derived form the standard re-

quirements appear in different order. After this, the requirements are decomposed into 

atomic expressions, which can be either true or false, but not both. For every atom pre-

sented in the rule, acronyms are defined for easier visualization of the defeasible rules. 

For example, the requirement IR1 in table 8 can be decomposed in two atomic expres-

sions: 

1. There is a software design and implementation phase (sdip), and 

2. (sdip) have available the software architectural design (sad) [31, p. 321]. 

The first atomic expression corresponds to a fact, whereas the second corresponds to a 

strict rule. Facts and strict rules are indisputable statements, which are both represented 

as rules using the symbol → (see R1 to R5 in table 9). The difference between facts and 

strict rules is that facts do not have a predecessor. If an atomic expression refers to a 
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rule that is weakened by another rule, it is represented as a defeasible rule. As an ex-

ample, the requirement IR2 in table 8 can be decomposed in the atomic expressions: 

1. A software unit (sui) is usually implemented as a model (im), and 

2. A software unit (sui) is usually implemented as source code (isc) [31, p. 321]. 

The word “usually” is added to the defeasible rule description, and the rule is defined 

using the symbol ⇒ (see R27 and R30 in table 9). Rules that prevent conclusions are 

defined using the symbol ⇝ (see R33 in table 9). The word “prevents” is added to the 

rule description. An example of this type of rule can be found with the two defeasible 

rules R27 and R30 described above. Table 9 shows the defeasible theory for require-

ments derived from ISO 26262 and SAE J3061 [31]. 

Table 9. Defeasible theory for ISO 26262 and SAE J3061, adapted from [31, Tbl. IV] 

ID Req. Rule Rule description 

R1 IR1/JR1 → sdip There is a software design and implementation 

phase (sdip). 

R2 IR1/JR1 sdip → sad (sdip) have available the software architectural 

design (sad). 

R5 JR1 sdip → scr (sdip) have available software cybersecurity re-

quirements (scr). 

R27 IR2/JR3 sui ⇒ im software unit implementation (sui) is usually im-

plemented as a model (im). 

R30 IR2/JR3 sui ⇒ isc (sui) is usually implemented as source code (isc). 

R33 IR2/JR3 im ⇝ -isc implementing as a model (im) prevents the direct 

implementation as a source code (-isc). 

The authors define the overlapping set of rules using the defeasible theory [31, p. 322]. 

In table 9, every rule expect the R5 are common for both standards. Therefore, the over-

lapping set for these rules is {R1, R2, R27, R30, R33}. 

The defeasible theory that the authors propose is beneficial for checking the overlapping 

set of requirements between different standards. Similarity of requirements is not directly 
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measured, but the decomposition of requirements gives a method for finding common-

alities between different requirements, which is the main observation from this paper. 

Thus, the approach presented is relevant for the research questions of this thesis.  

3.7 Comparing IT security advice datasets 

Bellman and van Oorschot carry out a systematic analysis of two IoT security advice 

datasets. In their approach, the authors employ their security advice coding (SAcoding) 

method. The SAcoding method uses a set of questions to categorize the security advice 

items, which can be then compared across datasets. The first analyzed document is the 

UK government’s Department for Digital,  ulture, Media and  port (DCMS) Code of 

Practice for Consumer IoT Security. It is referred to as DCMS 13 Guidelines, consisting 

of 13 IoT security guidelines. The second document is the European Telecommunica-

tions Standards Institute (ETSI) Cyber Security for Consumer IoT: Baseline Require-

ments, referred to as ETSI Provisions [32]. 

First, the security advice items are extracted from the documents. For each extracted 

item, SAcoding method is applied. Figure 7 shows the coding tree, which is used to as-

sign codes to advice items by answering questions Qi [32, p. 5]. 

 

Figure 7. SAcoding tree [32, p. 6] 
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Answering questions Qi leads to advice items being assigned to leaf node codes, whose 

description corresponds to the questions. For example, considering Q1: “Is the item con-

veyed in unambiguous language, and relatively focused?” leads to the second question 

in the tree if the answer is “yes”  If the answer to Q1 is “no”, the advice item is assigned 

to the code M1, which has the description “Not Useful (too vague/unclear or multiple 

items)”  Unshaded codes P4-P6 in the tree mean that the advice is actionable and de-

sirable, grey codes mean that the advice is not actionable but may be useful in some 

cases, and dark-shaded codes are non-desirable targets for advice. Following this 

method, codes are assigned for each advice items and comparisons can be made be-

tween different datasets. The authors find that the ETSI Provisions has more actionable 

advice items which have an improved level of technical detail compared to the items in 

DCMS 13 Guidelines [32]. 

The authors compare two security documents and assign codes to the security advice 

items, which can be seen as security requirements. This enables the comparison in the 

document level, but the method could also be used in comparison between individual 

requirements. Therefore, the method is relevant to the second research question of this 

thesis. 

3.8 Summary of the reviewed methods 

Seven different publications were reviewed, which contain different type of methods re-

garding cybersecurity requirements. The methods were developed for various fields, in-

cluding operating systems, SCADA, IoT, smart grids, IT, and automotive applications. 

The methods were focused on standards comparison, requirement grouping, require-

ment decomposition, and standard compliance management. Observations were made, 

which showed the relevance of the methods to the research questions. The observations 

included division of complex requirements to simpler ones, grouping and decomposing 

requirements, finding similar patterns between requirements, and comparing different 

security standards. 

As concluded by Zhou et al. in their review of different cybersecurity standards, no stand-

ard performs better than other on all the criteria and one should integrate different stand-

ards to apply them to the specific industrial scene [33, p. 1]. Therefore, it is recommended 

to gather suitable requirements from several sources. Connecting the observations from 

the previous chapter’s reviews with the research questions, a method for selecting a 

reduced set of requirements using several sources as an input is proposed, which is 

presented in the next chapter. 



39 
 

4. METHOD FOR CREATING A REDUCED SET OF 

CYBERSECURITY REQUIREMENTS 

This chapter proposes a method for creating a reduced set of cybersecurity requirements 

using several requirement sources as an input. The method is partially based on the 

literature review done in chapter three. Additionally, the method includes a review phase 

with cybersecurity experts, which is conducted as a workshop. 

4.1 Method overview 

The proposed method starts from gathering the needed information, which are the cy-

bersecurity requirements. The choice of sources depends on the project, but customer 

requirements are used as a primary input, since they are the most relevant ones in the 

scope of the project. Then, the selection of standards, rules and other relevant sources 

are made, which are secondary inputs for the method. Figure 8 shows the block diagram 

for the proposed method. 

 

Figure 8. Proposed method block diagram 

After selecting the sources, the requirements are extracted and the initial set of require-

ment groups is defined, which encompass the requirements that focus on the same topic. 
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requirements, analysing the requirements that focus on the same topic. The method can 

be used to process one group at a time, which makes the managing of the requirements 

easier. Overall, the method consists of five main steps: 

1. Group the requirements under a common category 

2. Decompose requirements in the group and define subcategories 

3. Compare similar components of the requirements 

4. Choose components to be included and summarize into one requirement if pos-

sible 

5. Review summarized requirements with cybersecurity experts 

In the end, the resulting set of requirements is reduced compared to the original set. This 

translates to less work when checking compliance against the requirements. Next, the 

method steps are described one by one. 

4.2 Method steps 

The steps of the proposed method, which are shown in figure 8, are partially based on 

the literature review conducted in chapter three. Grouping of the requirements was made 

in [26–28]. Requirement decomposition was described in [30, 31]. Comparison between 

standards and requirements was done in [29, 32]. Finally, summarizing and reviewing 

the requirements were added to the process to produce the reduced set of requirements. 

4.2.1 Group 

In step one, customer requirements are matched to requirements from secondary 

sources and assigned to a common group. For example, all requirements that describe 

backup and recovery functionality or procedures, are associated with group “Backup and 

recovery”. The method for assigning the requirements to the same group is to use key-

words. For example, “backup”, recovery”, and “restore” are keywords for the group 

“Backup and recovery”, but additional keywords can be recognized when analysing the 

requirements. Sources and references where the extracted requirements are found are 

collected, resulting a table of requirements, which contains the source, reference, and 

the requirement description. Table 10 is an example of some of the original requirements 

included in the group “Backup and recovery”, which are extracted from different sources. 
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Table 10. Requirements in the group “Backup and recovery”  

Source Reference Requirement 

Project A A.2 Perform regular data backups that are segmented 

from the original systems. 

ISO 27001 A.12.3.1 Backup copies of information, software and system 

images shall be taken and tested regularly in accord-

ance with an agreed backup policy. 

IEC 62443-3-3 SR 7.3 RE2 The control system shall provide the capability to au-

tomate the backup function based on a configurable 

frequency. 

The requirement descriptions in table 10 are in the original form as in the sources. As 

with some of the requirements found in IEC 62443-3-3, requirement enhancements are 

listed as separate requirements in this method. However, for achieving security levels as 

described in the standard, the requirements and enhancements must be kept in the same 

context. Some of the requirements focus on multiple topics, such as the requirement 

from Project A in table 10, which mentions regular backups and segmentation. These 

observations lead to the second step, which is requirement decomposition. 

4.2.2 Decompose 

The second step consists of requirement decomposition, where the different components 

of the requirement are recognized. The focus of different components is defined and 

tagged with numerical notation to the requirement description. As an example, the re-

quirement from Project A in table 10 can be decomposed as 

Perform regular data backups (1) that are segmented from the original systems (2) 

where the statement followed by (1) focuses to backup frequency and (2) to backup 

location. Using this logic with each requirement in the same group, subcategories 

emerge, which are referred with numbers. When a new subcategory is identified, it is 

assigned a number increased by one from the previous identified subcategory number. 

Otherwise, the same number for existing subcategory is used. This way each component 

is assigned to a subcategory. If there are no distinct components within a single require-

ment, the whole requirement is assigned to a subcategory. The subcategories are uti-

lized in comparing the decomposed requirements in the third step. 
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4.2.3 Compare 

After defining and assigning each requirement or their components to the subcategories, 

they can be compared. When comparing two requirements inside the same subcategory, 

there are three possible scenarios. These are illustrated in figure 9. 

 

Figure 9. Possible scenarios when comparing two requirements 

In the first scenario, the requirements R1 and R2 do not overlap, although they are in the 

same subcategory. This happens when the defined subcategory is imprecise enough to 

encompass requirements which focus on distinct topics on more detailed level. If this 

happens often, the subcategories may need to be updated to be more precise. In the 

second scenario, the requirements R1 and R2 overlap partially, which means that some 

parts are unique, and some are common. In the third scenario, a requirement R2 is a 

subset of requirement R1, which consists of all necessary information that is in R2. In 

this case R2 does not bring any new information and R1 is favoured. However, the over-

lapping parts are not always obvious and sometimes qualitative evaluation is needed to 

recognize the parts which are containing the similar information. 

As an example, two decomposed requirements from the subcategory “Backup fre-

quency” are compared: 

1. Perform regular data backups. 

2. Backup copies of information, software and system images shall be taken regu-

larly in accordance with an agreed backup policy. 
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The first requirement is decomposed from Project A requirement and the second from 

ISO 27001 requirement, which are presented in table 10. The first requirement is a sub-

set of the second requirement, so the first requirement does not include any additional 

information compared to the second one. After the comparisons, the requirements are 

summarized in the fourth step of the method. 

4.2.4 Summarize 

The summarization begins with the selection of those requirements, that contain the nec-

essary information. Thus, all requirements that are considered unnecessary are ex-

cluded from the summarized requirement, reducing the number of requirements. Some 

of the included requirements can be summarized into one requirement if there is over-

lapping between them. If the requirements do not overlap, they are kept as separate 

requirements. There can be multiple requirements selected from a subcategory that are 

included in the summary. Based on the comparisons, if one requirement is considered 

to contain all necessary information in the subcategory, it represents the summarized 

requirement as is. 

Table    shows the decomposed requirements under subcategory “Backup during op-

erations” with the summarized requirement. The selection, which requirements are in-

cluded in the summary, is shown with numbers in the requirement description. The num-

bers also show which part of the summary is derived from which requirement. 
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Table 11. Decomposed requirements in subcategory “Backup during operations” 

Source Reference Requirement description 

Project B B.3 Performing backups should not affect the system’s 

ability to perform the designed function. (2) 

IEC 62443-3-3 SR 7.3 The ability to conduct backups shall be supported by 

the control system without affecting normal plant op-

erations. 

DNV-RU-SHIP 

Pt.6 Ch.5 

4.8.4 The system shall be able to automatically create a 

backup of the system during normal operation. (1) 

Summary  The system shall be able to automatically create a 

backup of the system during normal operation (1) 

without affecting the system's ability to perform the 

designed function (2). 

As seen in table 11, two of the three requirements are included in the summarized re-

quirement. The first part of the summary is followed by number one, which refers to the 

requirement from DNV Rules. The second part of the summary is followed by number 

two, referring to the Project B requirement. After summarizing, the number of require-

ments is reduced from three to one. However, not all subcategories produce this much 

reduction, since some requirements cannot be summarized reasonably, and they are 

kept as separate requirements. After each decomposed requirement in each subcate-

gory is summarized, the results are reviewed in the fifth and the last step of the method. 

4.2.5 Review 

The review step is conducted as a workshop with cybersecurity experts. The reason for 

the review step is to confirm the produced results and possibly obtain additions to the 

requirements. Multiple groups of requirements can be processed in one workshop, but 

the first workshop was using only the group “Backup and recovery” as a pilot   

The workshop method was adapted from the guide by Lauttamäki [34]. Before the work-

shop, the participants are selected, and the time limit is set based on the amount of 

content to be processed in the workshop. For the pilot workshop, additional time was 

allocated for explaining the proposed method and getting feedback. Background info is 

provided in the workshop invitation, which includes the description of the topic and the 

underlaying problem. Also, the goal and reasoning for the workshop are provided. During 
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the workshop, the proposed method is first introduced. This is followed by the review of 

the produced results, where the opinions of the participants are heard and possible ad-

ditions to the results are made. After the review process, the results of the workshop are 

checked, and future actions are planned. 

After the review step of the proposed method, the reduced set of requirements is ob-

tained. In chapter five, the result of the reduction is presented, and the reduced set of 

requirements is compared to the original requirements from selected projects. 
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5. APPLYING THE PROPOSED METHOD 

This chapter shows the results using the proposed method, which was described in chap-

ter four. Five sources of cybersecurity requirements are chosen, which were described 

in chapter two. The selected sources are: 

1. Project A requirements 

2. Project B requirements 

3. ISO 27001 [13, Tbl. A.1] 

4. IEC 62443-3-3 [17, Tbl. B.1] 

5. DNV-RU-SHIP Pt.6 Ch.5 Sec.21 [21, pp. 310–324]. 

All the above sources provide a list of requirements. The requirements are organized 

differently across sources, except for sources four and five, which follow the same struc-

ture. Using these sources as an input to the method, a reduced set of requirements is 

created. Additionally, the results are used to check the compliance status on selected 

projects. 

5.1 Reduced set of requirements 

The results of using the proposed method for the selected sources are shown in table 

12. The table columns show the requirement group, number of requirements in the orig-

inal set, number of requirements in the reduced set, number of reduced requirements, 

and the reduction percent. 
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Table 12. Reduction results 

group original set reduced set reduction reduction (%) 

Authentication 83 41 42 51 

Network protection 71 45 26 37 

Cyberattack protection 48 27 21 44 

Security logging 37 15 22 59 

Information protection 26 16 10 38 

Physical protection 17 11 6 35 

Asset management 15 8 7 47 

Backup & recovery 14 10 4 29 

Security measures veri-

fication 

13 8 5 38 

Total 324 181 143 44 

As seen on table 12, the requirements are divided to nine groups. The total number of 

reduced requirements is 143 and the total reduction is 44 % from the original set. On 

average, the reduction is 42 % within all groups. The requirements in the group “Authen-

tication” form the original set with the highest number of requirements, which implies that 

the requirement sources set high priority to authentication as a security measure. On the 

other hand, the reduction percent is second highest in this group, so there is a lot of 

redundancy between the requirements. Reviewing the reduction on the other groups, the 

reduction percent is usually higher on the groups which have higher number of require-

ments in the original set. Still, there are exceptions which do not follow this consistency, 

such as the group “Network protection” with 37 % reduction. This can be explained by 

the fact that there are a lot of unique requirements in one of the sources, which are 

selected to the reduced set. 

The reduced set of requirements for the group “Backup and recovery” is in Appendix A. 

The details on how the reduced set of requirements for group “Backup and recovery” is 

obtained from the selected sources of requirements is in appendix B. 
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5.2 Compliance to selected projects 

Using the reduced set of requirements, the compliance check is done separately to pro-

ject A and B requirements. The check is done in the group level so that the number of 

project-specific requirements are counted, which are chosen to the reduced set. The 

results of the compliance check are shown in table 13. The table contains the require-

ment groups and the number of requirements for projects A and B that comply with the 

reduced set of requirements. 

Table 13. Compliance status on projects A and B 

group reduced set project A project B 

Authentication 41 3 3 

Network protection 45 8 16 

Cyberattack protection 27 3 6 

Security logging 15 0 1 

Information protection 16 0 1 

Physical protection 11 1 2 

Asset management 8 2 3 

Backup & recovery 10 1 2 

Security measures verification 8 0 2 

Total 181 17 31 

As seen in table 13, minority of the requirements from the two projects are included in 

the reduced set. The other sources provide more requirements and are usually favoured 

due to their standardized form. Still, some of the requirements from the two projects can 

partially comply with the reduced set, but they are disregarded in table 13. On the other 

hand, some the project requirements are very project-specific and complement the re-

duced set. The compliance status in table 13 gives an overall picture on the cybersecurity 

state of the projects and shows the areas which need more focus. 
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6. CONCLUSIONS 

This thesis reviewed cybersecurity publications, which consist of cybersecurity require-

ments and guidance for OT systems. The reviewed publications included international 

standards from ISO and IEC, rules for classification by DNV, and guidelines for OT se-

curity by NIST. Additionally, requirements coming from the developer and the customer 

of an automation project were reviewed. The requirements vary between different 

sources both structurally and in origin. The way that the requirements are presented in 

one source can be drastically different in another source. On one hand, the requirements 

from one source can be derived from multiple sources by an international committee. On 

the other hand, requirements can emerge conducting risk assessments during the pro-

ject or consulting cybersecurity professionals. Either way, it is important to integrate mul-

tiple sources of requirements and adapt the specific ones that are crucial to the project. 

Methods for comparing requirements were reviewed, which consisted of comparing re-

quirements across standards, identifying common structures between requirements, de-

composing requirements, and managing cybersecurity compliance. The reviewed meth-

ods showed that cybersecurity is taken seriously in many fields, including both IT and 

OT applications. The reviewed methods also acted as a solid base for developing the 

proposed method, which was used to solve the problem on hand. The proposed method 

was partially based on the previous work, but additional steps were taken to get the 

desired results. Specifically, the methods for grouping and decomposing requirements 

were originated from the reviewed methods but comparing and summarizing the require-

ments were contributions of this thesis. Additionally, the results were reviewed with cy-

bersecurity experts to assure the correctness of the method. The workshops gave valu-

able input on how to further improve the results so they could be utilized for upcoming 

projects. 

Using the proposed method has both benefits and drawbacks. The grouping of the re-

quirements makes the managing of requirements from multiple sources easier than hav-

ing the sources as is. Additionally, the produced set of requirements is reduced from the 

original set, which translates to less work in analysing the requirement set. When done 

properly, the produced set of requirements can be reused in future projects, and more 

requirements and groups can be added, if they are not yet included in the set. One draw-

back of the method is that if the sources of the requirements are changed or become 

obsolete, then the method must be repeated for these sources to ensure compliance and 

up-to-date requirements. It should be also noted that not all requirements from standards 
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and other secondary sources are necessarily used, but only those which are matched 

with the customer requirements which are in the scope of the project. 

The research questions were successfully answered in this thesis by creating the pro-

posed method and obtaining the reduced set of requirements. The proposed method 

was applied to five sources of requirements, from which two were based on customer 

projects and the rest were cybersecurity standards. The obtained results showed 46 % 

overall reduction from the original set to the reduced set. This implied that there are 

similarities between requirements originating from different sources and that the redun-

dant information can be disregarded. Analysing the reduction in different groups showed 

that the reduction is usually higher in groups with higher number of requirements. The 

results also showed that the requirements coming from standardized sources were fa-

voured in the process. Additionally, the results gave indication on the project cybersecu-

rity state and showed areas which needed focus. 

The next logical step would be the development of cybersecurity testing procedures 

which use the obtained reduced set of requirements. Future work also includes the inte-

gration of more sources of requirements to the process and better requirement compar-

ison methods. As more requirements are added to the set, an efficient categorization of 

requirements should be defined. One could use a standardized structure for the require-

ment groups, which enables better integration with cybersecurity standards. For exam-

ple, the seven foundational requirements in the IEC 62443 series could be used as a 

structure for the requirement set, and the security levels from the series could be also 

integrated to manage the requirement conformity. 
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APPENDIX A: REDUCED SET OF 
CYBERSECURITY REQUIREMENTS 

Table 14. Reduced set of requirements for group “Backup and recovery” 

Summarized requirement 

Backup functionality 

It shall be possible to create a complete backup of the system. 

Recovery functionality 

The control system shall provide the capability to recover and reconstitute to a known 

secure state after a disruption or failure, such as a cyber incident. 

Backup frequency 

The control system shall provide the capability to automate the backup function based 

on a configurable frequency. 

Backup copies of information, software and system images shall be taken regularly in 

accordance with an agreed backup policy. 

Backup location 

Data backups are segmented from the original systems. 

Backup during operations 

The system shall be able to automatically create a backup of the system during nor-

mal operation without affecting the system's ability to perform the designed function. 

Backup & recovery during the project 

The system backups shall be performed and delivered just before the handover to 

production. 

The supplier shall ensure that backups are performed and restoring functions are avail-

able during the FAT and SAT phases. 
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Backup & recovery verification 

The system shall be able to verify that the backup is complete and that the data 

may be used to restore the system. 

Backup and recovery processes need to be periodically tested. 
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APPENDIX B: DETAILS ON APPLYING THE 
PROPOSED METHOD 

The first step in the proposed method consists of finding common groups for require-

ments which are focused on the same topic. For each group, a set of keywords is defined 

which are used to find the requirements belonging to a group. For group “Backup and 

recovery”, the identified keywords were: “backup”, “recovery”, and “restore”. Using these 

keywords on the selected sources, the search yielded a total of 14 requirements, which 

are in table 15. 

Table 15. Original requirements in the group "Backup and recovery" 

Source Reference Requirement 

Project A A.1 Perform regular data backups that are segmented from the 

original systems. 

Project A A.2 Establish backup and restore mechanisms for server room, 

including recovery time objective (RTO), recovery point ob-

jective (RPO), and testing. 

Project B B.1 The system backups shall be performed just before the hand-

over to production. Backups need to be delivered to the cus-

tomer. 

Project B B.2 The supplier shall ensure that backups are performed and 

restoring functions are available during the FAT and SAT 

phases. 

Project B B.3 The system shall include or support backup and restoration 

functionalities. Performing backups should not affect the sys-

tem’s ability to perform the designed function  

ISO 27001 A.12.3.1 Backup copies of information, software and system images 

shall be taken and tested regularly in accordance with an 

agreed backup policy. 

IEC 62443-3-3 SR 7.3 The identity and location of critical files and the ability to con-

duct backups of user-level and system-level information (in-

cluding system state operation) shall be supported by the 

control system without affecting normal plant operations. 
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IEC 62443-3-3 SR 7.3 RE1 The control system shall provide the capability to verify the 

reliability of backup mechanisms. 

IEC 62443-3-3 SR 7.3 RE2 The control system shall provide the capability to automate 

the backup function based on a configurable frequency. 

IEC 62443-3-3 SR 7.4 The control system shall provide the capability to recover and 

reconstitute to a known secure state after a disruption or fail-

ure. 

DNV-RU-SHIP 

Pt.6 Ch.5 Sec.21 

4.8.4 It shall be possible to create a complete backup of the sys-

tem during normal operation. 

DNV-RU-SHIP 

Pt.6 Ch.5 Sec.21 

4.8.4 The system shall be able to verify that the backup is complete 

and that the data may be used to restore the system. 

DNV-RU-SHIP 

Pt.6 Ch.5 Sec.21 

4.8.4 The system shall be able to automatically create a backup of 

the system during normal operation. 

DNV-RU-SHIP 

Pt.6 Ch.5 Sec.21 

4.8.5 It shall be possible to recover and reconstitute the system 

after a cyber incident. 

In the second step, the requirements in a single group are decomposed based on the 

focus of the components of each requirement. This way complex requirements which 

focus on multiple topics can be divided to simpler requirements. Subcategories are de-

fined based on the focus of the components and referred to the requirement with num-

bers. The decomposition for the requirements in table 15 is done in table 16. 

Table 16. Requirements decomposition 

Requirement Subcategory 

Perform regular data backups (1) that are segmented from the 

original systems (2). 

 

(1) backup frequency,     

(2) backup location 

Establish backup (4) and restore (5) mechanisms for server room, 

including recovery time objective (RTO) (3), recovery point objec-

tive (RPO) (3), and testing (6). 

(3) disaster recovery plan, 

(4) backup functionality, 

(5) recovery functionality, 

(6) backup & recovery ver-

ification 
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The system backups shall be performed just before the handover 

to production. Backups need to be delivered to customer. (7) 

(7) backup & recovery dur-

ing the project 

The supplier shall ensure that backups are performed and restor-

ing functions are available during the FAT and SAT phases. (7) 

(7) backup & recovery dur-

ing the project 

The system shall include or support backup (4) and restoration (5) 

functionalities  Performing backups should not affect the system’s 

ability to perform the designed function (8). 

(4) backup functionality, 

(5) recovery functionality, 

(8) backup during normal 

operation 

Backup copies of information, software and system images shall 

be taken (1) and tested (6) regularly in accordance with an agreed 

backup policy. 

(1) backup frequency,     

(6) backup & recovery ver-

ification 

The identity and location of critical files and the ability to conduct 

backups of user-level and system-level information (including sys-

tem state operation) shall be supported by the control system (4) 

without affecting normal plant operations (8). 

(4) backup functionality, 

(8) backup during normal 

operation 

The control system shall provide the capability to verify the relia-

bility of backup mechanisms. (6) 

(6) backup & recovery ver-

ification 

The control system shall provide the capability to automate the 

backup function based on a configurable frequency. (1) 

(1) backup frequency 

The control system shall provide the capability to recover and re-

constitute to a known secure state after a disruption or failure. (5) 

(5) recovery functionality 

It shall be possible to create a complete backup of the system 

(4) during normal operation (8). 

(4) backup functionality, 

(8) backup during normal 

operation 

The system shall be able to verify that the backup is complete and 

that the data may be used to restore the system. (6) 

(6) backup & recovery ver-

ification 

The system shall be able to automatically create a backup of the 

system (4) during normal operation (8). 

(4) backup functionality, 

(8) backup during normal 

operation 

It shall be possible to recover and reconstitute the system after a 

cyber incident. (5) 

(5) recovery functionality 
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In the third step, the decomposed requirements are listed under subcategories. Now it is 

possible to compare the components of the requirements under each subcategory. The 

comparison is done between each requirement by checking if the requirement is over-

lapping with another requirement. In the fourth step, based on the comparisons, one or 

more requirement is chosen to be included in the summary of the subcategory. The se-

lection of each requirement in each subcategory is marked with numbers and the num-

bers are used as reference in the selected requirements. The decomposed requirements 

under subcategories and the summaries based on the selections are in table 17. The 

fifth step reviews the results with cybersecurity experts. In the review, modifications to 

the selection of requirements or to the summaries can be made. The requirement in the 

last row of table 17 is an addition from the review step. After this, the reduced set of 

requirements is complete in the column “ ummarized requirement”, and the reference 

numbers can be optionally removed for better readability. 

Table 17. Decomposed and selected requirements 

Requirement Selection Summarized requirement 

Backup functionality    

Establish backup mechanisms for server 

room. 

  

The system shall include or support 

backup functionalities. 

  

The identity and location of critical files 

and the ability to conduct backups of 

user-level and system-level information 

(including system state operation) shall 

be supported by the control system. 

  

It shall be possible to create a com-

plete backup of the system 

1 It shall be possible to create a com-

plete backup of the system (1). 

Recovery functionality    

Establish restore mechanisms for server 

room. 

  

The system shall include or support res-

toration functionalities. 
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The control system shall provide the ca-

pability to recover and reconstitute to a 

known secure state after a disruption or 

failure. 

1  

It shall be possible to recover and recon-

stitute the system after a cyber incident. 

2 The control system shall provide the 

capability to recover and reconstitute 

to a known secure state after a disrup-

tion or failure (1), such as a cyber in-

cident (2). 

Backup frequency    

Perform regular data backups.   

The control system shall provide the ca-

pability to automate the backup function 

based on a configurable frequency. 

1 The control system shall provide the 

capability to automate the backup 

function based on a configurable fre-

quency (1). 

Backup copies of information, software 

and system images shall be taken regu-

larly in accordance with an agreed 

backup policy. 

2 Backup copies of information, soft-

ware and system images shall be 

taken regularly in accordance with an 

agreed backup policy (2). 

Backup location   

Data backups are segmented from the 

original systems. 

1 Data backups are segmented from 

the original systems (1). 

Backup during operations    

Performing backups should not affect the 

system’s ability to perform the designed 

function. 

2  

The ability to conduct backups shall be 

supported by the control system without 

affecting normal plant operations. 

  

It shall be possible to create a complete 

backup of the system during normal op-

eration. 

  



60 
 

The system shall be able to automati-

cally create a backup of the system dur-

ing normal operation. 

1 The system shall be able to automati-

cally create a backup of the system 

during normal operation (1) without 

affecting the system's ability to per-

form the designed function (2). 

Backup & recovery during the project    

The system backups shall be performed 

just before the handover to production. 

Backups need to be delivered to cus-

tomer. 

1 The system backups shall be per-

formed and delivered just before the 

handover to production (1). 

The supplier shall ensure that backups 

are performed and restoring functions are 

available during the FAT and SAT 

phases. 

2 The supplier shall ensure that back-

ups are performed and restoring func-

tions are available during the FAT and 

SAT phases (2). 

Backup & recovery verification    

Establish backup and restore testing 

mechanisms for server room. 

  

The control system shall provide the ca-

pability to verify the reliability of backup 

mechanisms. 

  

The system shall be able to verify that the 

backup is complete and that the data 

may be used to restore the system. 

1 The system shall be able to verify that 

the backup is complete and that the 

data may be used to restore the sys-

tem (1). 

Backup copies of information, software 

and system images shall be tested regu-

larly in accordance with an agreed 

backup policy. 

  

Backups and recovery process need to 

be periodically tested. 

2 Backup and recovery processes need 

to be periodically tested (2). 

 


