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ABSTRACT

The primary focus of this dissertation is to study image embeddings extracted by
neural networks. Deep Learning (DL) is preferred over traditional Machine Learning
(ML) for the reason that feature representations can be automatically constructed
from data without human involvement. On account of the effectiveness of deep
features, the last decade has witnessed unprecedented advances in Computer Vision
(CV), and more real-world applications are expected to be introduced in the coming
years.

A diverse collection of studies has been included, covering areas such as person
re-identification, vehicle attribute recognition, neural image compression, clustering
and unsupervised anomaly detection. More specifically, three aspects of feature
representations have been thoroughly analyzed. Firstly, features should be distinctive,
i.e., features of samples from distinct categories ought to differ significantly. Extracting
distinctive features is essential for image retrieval systems, in which an algorithm
finds the gallery sample that is closest to a query sample. Secondly, features should
be privacy-preserving, i.e., inferring sensitive information from features must be
infeasible. With the widespread adoption of Machine Learning as a Service (MLaaS),
utilizing privacy-preserving features prevents privacy violations even if the server has
been compromised. Thirdly, features should be compressible, i.e., compact features
are preferable as they require less storage space. Obtaining compressible features
plays a vital role in data compression.

Towards the goal of deriving distinctive, privacy-preserving and compressible
feature representations, research articles included in this dissertation reveal different
approaches to improving image embeddings learned by neural networks. This topic
remains a fundamental challenge in Machine Learning, and further research is needed
to gain a deeper understanding.
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1 INTRODUCTION

1.1 Background

Studies in Machine Learning (ML) aim to build a model that learns to solve problems
without being explicitly programmed [101, 160]. Unlike explicit programming that
consists of specifically defined instructions, machine learning makes it feasible to
learn the knowledge from data, and the same algorithm might be reusable on a
different problem after replacing the dataset. The last decade has witnessed rapid
advancement in the field of machine learning. Significant progress has been made in
academic research, e.g., face recognition [35, 165], speech synthesis [140, 193], action
recognition [90, 190], and language understanding [36, 153]. In addition, practical
applications are ubiquitous in everyday life, e.g., Google Lens1, Siri2, Facebook ads3,
Alexa4, and Cortana5.

There are two critical enablers behind the tremendous success of machine learning
techniques. On the one hand, large-scale and high-quality datasets have been col-
lected. Different types of datasets are available, including image data [33, 107], audio
data [133, 142], video data [105, 172], and text data [126, 130]. The importance of data
collection should not be overlooked since having large amounts of data for training
contributes to better generalization during inference. On the other hand, modern
computing hardware provides high processing power at an affordable price. Apart
from general-purpose Central Processing Unit (CPU), specialized processors have
been developed to achieve faster speed and improved efficiency. Notable hardware
units include Graphics Processing Unit (GPU), Tensor Processing Unit (TPU), and
Field-Programmable Gate Array (FPGA).

1https://lens.google/
2https://www.apple.com/siri/
3https://www.facebook.com/business/ads
4https://developer.amazon.com/en-US/alexa
5https://www.microsoft.com/en-us/cortana
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Feature extraction signifies the process of converting data from one feature space
to another [38]. Regardless of the type of machine learning algorithm used, deriving
a compact yet discriminative representation has a significant impact on the overall
performance. Given the supervised image classification task, features are extracted
from raw pixels, and class probabilities are obtained afterward [104]. In the case of
solving dimensionality reduction which is unsupervised, an autoencoder learns the
low-dimensional codes which will be further used to reconstruct the high-dimensional
input vectors [76]. To master the game of Go using reinforcement learning, both
the value network and the policy network construct a representation of the board
position [168]. Depending on whether human intervention is required, there are two
types of approaches for feature extraction, i.e., manual and automated.

Being manual means that a human expert builds specific strategies on feature
extraction, and no learning is involved. Firstly, one could extract image features
by analyzing edges [150, 156], corners [45, 66], blobs [45, 117], and ridges [27, 65].
Secondly, audio features include spectral features [67, 91, 99] and rhythm features [59].
Thirdly, studying motion estimation [53, 225] plays an important role when process-
ing video data. Last but not least, word embedding on text data can be obtained from
vector space model [159], latent semantic analysis [32, 96], and locally linear embed-
ding [158]. By contrast, feature engineering differs from the aforementioned methods
because transformations are applied to the vanilla features and the synthetic features
may improve the predictive performance [134]. It is a time-consuming process, and
domain knowledge of the problem at hand is required.

Being automated means that an algorithm processes the raw data directly and a
suitable representation is automatically learned [14]. Also known as feature learning,
it obviates the need for adopting an explicit feature extractor and provides superior
performance than hand-crafted features. A Neural Network (NN) consists of multiple
non-linear layers, while each layer transforms the data at one level and more abstract
representation is learned at higher layers [110]. With the speedy development of
large-scale datasets and modern computing hardware, neural network techniques
have become the de facto standard in many fields of machine learning. Remarkable
progresses have been accomplished in analyzing image data [71, 104], audio data [75,
112], video data [97, 208], and text data [36, 186].

20



1.2 Research Questions

The scope of this dissertation is limited to learning image embeddings with neural
networks. The primary objective is to devise a feature extraction pipeline that is
suitable for the task at hand. In particular, there are three main research questions to
investigate:

• How to extract distinctive features so that samples from the same category are
closer to each other than those from different categories? A typical scenario is
finding the gallery sample which is most similar to a query sample.

• How to make features privacy-preserving so that an adversary can not infer
sensitive information? It is especially relevant for a machine learning model
deployed in production as deep features have to be transferred and stored.

• How to obtain compressible features so that the storage requirements are
lowered? Note that a tradeoff between fidelity and compression ratio has to be
made.

1.3 Summary of Publications

To investigate the aforementioned research questions, extensive studies have been
conducted in multiple areas, including person re-identification [135, 137, 138], ve-
hicle attribute recognition [136], neural image compression [7], clustering and un-
supervised anomaly detection [6]. In the following, the main contributions of each
publication are outlined separately.

Firstly, we propose an adaptive L2 regularization mechanism that applies to any
neural network in [135]. The regularization factors in existing studies are hand-
picked via hyperparameter optimization, and these values remain constant during
training. Such practice would result in suboptimal performance because evaluating a
set of hyperparameters is time-consuming while the search space is extremely large.
We address this challenge by directly learning the regularization factors through
backpropagation. More specifically, a trainable scalar variable is defined for each
parameter, and a scaled hard sigmoid function is applied afterward. The resulting
tensors control the regularization strength, and no human intervention is required to
adjust their values manually.
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Secondly, we introduce a novel network architecture termed FlipReID in [138].
Adopting data augmentation throughout training is a popular technique to suppress
overfitting and improve generalization. In the inference procedure, feature vectors
are obtained for both the original and flipped images, while the mean feature vectors
are adopted for evaluation. Although such test-time augmentation scheme results in
a decent performance boost, it leads to a mismatch between training and inference
because the model is not explicitly optimized on the mean feature vectors. We present
a systematic study and explore various options to investigate this problem.

Thirdly, we perform model inversion attacks under a black-box setting in [137].
An adversary can send query requests to a server that runs a machine learning model,
and feature vectors are extracted from samples in a local dataset. Moreover, the
adversary has gained unauthorized access to feature vectors of user data. We carry
out experiments on two attack scenarios, namely recognizing auxiliary attributes
and reconstructing user data. Given unencrypted feature vectors, it is viable for the
adversary to infer sensitive information. Therefore, we present an algorithm for
encrypting the deep features via shuffling the binary sequence of each floating-point
number. Compared with conventional encryption methods, the proposed method
can be seamlessly integrated as part of any neural network.

Fourthly, we search and evaluate related literature on vehicle attribute recognition
in [136]. For each vehicle attribute (i.e., type, make, and model), we compare com-
monly used datasets and summarize notable methods that use either hand-crafted
features or automatically discovered features. Under a scenario in which the pre-
diction of a query sample is the label of its nearest neighbor in a gallery set, we
analyze the recognition task from the perspective of image retrieval. Experimental
results of different loss functions are reported on a large-scale dataset. In addition,
recommendations for future research directions are made.

Fifthly, we present an algorithm for neural image compression in [7]. An autoen-
coder is utilized to compress an image block by block, i.e., the encoder generates a
low-dimensional representation and the decoder reconstructs the input. Since the
binarization operation is non-differentiable, noises are added to the codes to simulate
it. Afterward, entropy encoding is applied to compress the binary sequence. When
encoding a specific block, the weights of the decoder remain unchanged while we
continue to update the encoder so that the codes are further optimized. In an effort
to remove the blocking artifacts, a separate model is appended at the end.
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Lastly, we analyze two problems in [6], i.e., clustering and unsupervised anomaly
detection. In previous works on unsupervised learning, opting for autoencoders
has been a popular choice. While the encoder extracts the feature representations,
we propose to impose the l2 normalization constraint on such embeddings so that
the extracted features lie on a unit sphere. We have conducted experiments on
both problem settings, and adding the l2 normalization constraint brings significant
performance improvements.

1.4 Structure

The rest of this dissertation is organized as follows. Chapter 2 highlights three
separate works in person re-identification. Afterward, Chapter 3 provides insights
on vehicle attribute recognition. Chapter 4 discusses a methodology on neural image
compression, while Chapter 5 shifts the focus to clustering and unsupervised anomaly
detection. Last but not least, Chapter 6 contains the concluding remarks, followed
by the original publications.
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2 PERSON RE-IDENTIFICATION

In this chapter, we analyze image embeddings in person re-identification, and it is
organized as follows. Firstly, the essential components of the background are ex-
plained in Section 2.1. Secondly, Section 2.2 introduces the adaptive L2 regularization
mechanism [135]. Thirdly, Section 2.3 analyzes the gap between the training and
inference procedures [138]. Lastly, Section 2.4 presents a study on model inversion
attacks in a black-box setting [137].

2.1 Background

While comprehensive surveys on person re-identification can be found in [12, 207,
220], we provide a succinct introduction to the research topic. Person re-identification
is a scientific discipline that attempts to associate images/videos (of the same person)
captured using multiple cameras. Figure 2.1 illustrates a common scenario: given a
query sample (i.e., image or video), an algorithm finds the most similar samples in a
gallery set. More specifically, feature representations are extracted from those samples,
and a metric measures the distance of two feature vectors. It is challenging for the
reason that significant differences can be observed among samples, e.g., occlusion,
illumination, and viewpoint.

Surveillance cameras have been deployed in public places on a large scale, even
though complaints have been raised due to concerns about privacy and security1. In
resemblance to face recognition in which a system detects and identifies the faces,
much attention has been focused on applying person re-identification in video surveil-
lance. On the one hand, surveillance cameras are ubiquitous, and vast amounts of
data are already available. On the other hand, taking images/videos is a non-invasive
procedure, and it does not require explicit consent from the pedestrians in question.

1https://www.dw.com/en/in-germany-controversy-still-surrounds-video-surveilla
nce/a-50976630
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Query Gallery

Figure 2.1 Samples in a gallery set are sorted based on their similarities to the query sample. Photo by

JJ Ying.

2.1.1 Dataset

Three datasets are included, namely, Market-1501 [219], DukeMTMC-reID [155] and
MSMT17 [194]. Table 2.1 shows a comparison in terms of the number of samples,
identities, and cameras. Each dataset has three non-overlapping partitions: training
set, query set, and gallery set.

• The Market-1501 dataset comprises 32,217 images from 1,501 pedestrians. In
total, there are six cameras, while each pedestrian is captured by at least two
cameras. Images assigned to ID "-1" are junks that would be neglected during
testing. By contrast, images with ID "0" are false positives produced by a
detector, and those samples contain only the background.

• The DukeMTMC-reID dataset contains 702 and 1,110 identities in the training
and test sets, respectively. Note that 408 identities appear in only one camera,
while the remaining 1,404 identities show up in no less than two cameras. In
total, 36,411 images have been collected on campus with eight outdoor cameras.

• The MSMT17 dataset is gathered using 3 indoor cameras and 12 outdoor
cameras. It consists of 126,441 images of 4,101 pedestrians, making it the
largest dataset for image-based person re-identification at present. Unlike other
datasets, the testing set (i.e., query and gallery) has approximately two times
more samples than the training set. Such practice encourages practitioners to
devise algorithms that efficiently utilize a finite amount of training samples.
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Table 2.1 Comparisons among the datasets for person re-identification, including Market-1501 [219],

DukeMTMC-reID [155] and MSMT17 [194].

Dataset Market-1501 DukeMTMC-reID MSMT17

Training Samples 12,936 16,522 32,621
Training Identities 751 702 1,041
Test Query Samples 3,368 2,228 11,659
Test Gallery Samples 15,913 17,661 82,161
Test Identities 751 1,110 3,060
Cameras 6 8 15

2.1.2 Evaluation Metric

After the training procedure is finalized, feature representations of the test samples
are extracted. Either Euclidean or cosine distance function is applied to each query-
gallery pair, and a distance matrix is obtained. Subsequently, two evaluation metrics
are utilized to measure the overall performance of the person re-identification model,
i.e., mean Average Precision (mAP) [219] and Cumulative Matching Characteristic
(CMC) rank-k accuracy [192].

The CMC rank-k accuracy represents the fraction of cases in which a correct match
for the query sample is found among the top-k gallery samples. In the literature, the
hyperparameter k is typically set to 1, 5, or 10 [176]. As clarified in [219], the CMC
rank-k accuracy is a suitable metric under the condition that there is only one ground
truth match for each query sample. Unfortunately, this hypothesis does not hold
for the datasets that are collected during the recent years [155, 194, 219]. Since there
could be multiple gallery samples that match a query sample, a model might retrieve
the easy matches but fail to identify the hard matches.

To address the aforementioned limitation, the mAP score is proposed as an alterna-
tive metric in [219]. For each query sample, the precision-recall curve is drawn, and
it shows the trade-off between precision and recall for different thresholds. Precision
is the percentage of relevant samples among the retrieved samples, while recall is the
percentage of relevant samples that get retrieved. Also known as Average Precision
(AP), the area under the precision-recall curve is measured. Afterward, the mean
value over the query set is calculated as the final score. Compared with the CMC
rank-k accuracy, the mAP score provides a more reliable measurement.
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2.2 Adaptive L2 Regularization

2.2.1 Related Work

Given a training dataset with finite samples, a model might remember it too well,
and even the noise is learned. It leads to the overfitting issue, i.e., the model works
excellently on the training dataset while the performance on a test dataset is poor [25].
By contrast, generalization refers to the model’s capability of processing an unseen
dataset [131]. As a countermeasure, imposing an effective regularization strategy can
suppress overfitting and improve generalization [55]. In the following, we provide a
non-exhaustive list of common regularization strategies.

• Norm penalties can be included: L1 regularization promotes sparsity [214],
while L2 regularization drives parameters toward zero [121].

• Augmented samples can be synthesized from existing samples by introducing
label-preserving transformations, e.g., zero padding, random cropping, and
horizontal flipping [167].

• Labeling errors are unavoidable, especially when the dataset gets large. The
label smoothing [177]method injects noise into the ground truth labels.

• Also known as dropout [77], a portion of the units is set to zero, and the
subsequent layers rely on the remaining non-zero units to make predictions.

• In the case of Multi-Task Learning (MTL), several related tasks are solved in
parallel [16]. Features learned by one task might benefit other tasks as well.

• Parameter sharing forces sets of parameters to be equal [109]. In a Convolu-
tional Neural Network (CNN), the same convolution kernel is applied on
different patches, regardless of the patch’s position.

• While the error on the training dataset decreases steadily as training proceeds,
the validation error might decrease first but rise later [149]. Early stopping
shines a light on when does overfitting occur so that training can be stopped.

• Adversarial examples can be generated by adding small perturbations to vanilla
examples, and a model might misclassify those with high confidence [57].
Training on adversarial examples introduces a local constancy prior, i.e., a
model should be locally constant in the neighborhood of the training data [55].
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2.2.2 Proposed Method

A neural network comprises successive layers to learn a complex mapping between
the inputs and outputs. In general, each layer has trainable parameters that would be
updated with respect to the gradients. For example, a dense layer has a 2-D kernel
and a 1-D bias, while a 2-D convolutional layer has a 4-D kernel and a 1-D bias. Thus,
the set of trainable parameters in a neural network can be written as

P = {wn | n = 1, . . . ,N}, (2.1)

where N is the number of distinct parameters. Note that wn can be a scalar, a vector,
a matrix, or a tensor of higher order.

In existing studies on L2 regularization, a separate loss term is added to the objective
function:

Lλ(P ) = L(P )+λ
N∑

n=1
‖wn‖22, (2.2)

where L(P ) denotes the original objective function, and Lλ(P ) symbolizes the updated
objective function. Besides, ‖wn‖22 stands for the sum of the squares of all elements
in wn , while the constant coefficient λ ∈ �+ corresponds to the strength level of
regularization. Naturally, a unique coefficient can be assigned to each parameter so
that L2 regularization is applied at different strength levels:

Lλ(P ) = L(P )+
N∑

n=1

�
λn‖wn‖22
�
, (2.3)

where λn ∈�+.
Like any other hyperparameter, a set of optimal regularization factors has to

be chosen via tuning. Given the ResNet50 [71] backbone, there are more than
100 distinct parameters. On the one hand, the search spaces of those continuous
regularization factors are large. On the other hand, evaluating the performance of a
specific set is time-consuming. As a consequence, it is computationally impractical
to tune the regularization factors one by one. In practice, the same value is used
for regularization factors that are associated with the same type of parameters, e.g.,
kernels in the dense layers.
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To alleviate the computational complexity of hyperparameter optimization, one
may find suitable values for regularization factors based on learning. A straightfor-
ward extension is to replace the manually assigned floating numbers with trainable
scalar variables that can be optimized during backpropagation. More specifically,
Equation 2.3 stays the same while λn ∈ �. Without a constraint on the feasible
region of regularization factors, the aforementioned method leads to model collapse.
Given a λn ∈ �−, naively increasing ‖wn‖22 guarantees that value of the objective
function would decrease sharply. In other words, the penalty term would dominate
the optimization process, and the model would not extract meaningful features of
the inputs.

In order to fix the problem of model collapse, the hard sigmoid function is applied
on the scalar variables, and it is formulated as

f (x) =

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

0, if x <−c

1, if x > c

x/(2c)+ 0.5, otherwise.

(2.4)

where the constant number c is set to 2.5. Additionally, we have

λn = f (θn), (2.5)

where θn ∈� (n = 1, . . . ,N ) refers to the trainable scalar variables. It is apparent that
the regularization factor λn can never be negative, and model collapse should not
happen.

Moreover, we introduce the amplitude A∈�+ which sets the maximum value for
the regularization strength:

λn =Af (θn). (2.6)

With a proper value for the amplitude A, the regularization strength would not
become excessively strong.

Last but not least, combining Equation (2.3) and (2.6) concludes our proposed
method that allows learning regularization factors adaptively:

Lλ(P ) = L(P )+
N∑

n=1

�
Af (θn)‖wn‖22
�
. (2.7)
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Table 2.2 Comparisons with notable methods on Market-1501 [219], DukeMTMC-reID [155] and

MSMT17 [194]. mAP: mean Average Precision. R1: CMC rank-1 accuracy. -: result is unavail-

able. §: the re-ranking [222] approach is utilized. Reproduced with permission from [135].

Method Backbone
Market-1501 DukeMTMC MSMT17
mAP R1 mAP R1 mAP R1

Annotators [213] - - 93.5 - - - -
PCB [176] ResNet50 81.6 93.8 69.2 83.3 - -
IANet [78] ResNet50 83.1 94.4 73.4 87.1 46.8 75.5
AANet [179] ResNet50 82.5 93.9 72.6 86.4 - -
CAMA [204] ResNet50 84.5 94.7 72.9 85.8 - -
DGNet [221] ResNet50 86.0 94.8 74.8 86.6 52.3 77.2
OSNet [224] OSNet 84.9 94.8 73.5 88.6 52.9 78.7
MHN [22] ResNet50 85.0 95.1 77.2 89.1 - -
BDB [30] ResNet50 86.7 95.3 76.0 89.0 - -
BAT-net [43] GoogLeNet 87.4 95.1 77.3 87.7 56.8 79.5
SNR [92] ResNet50 84.7 94.4 72.9 84.4 - -
HOReID [188] ResNet50 84.9 94.2 75.6 86.9 - -
PyrAttNet [129] ResNet50 87.6 95.8 78.3 88.4 - -
RGA-SC [217] ResNet50 88.4 96.1 - - 57.5 80.3
SCSN [23] ResNet50 88.5 95.7 79.0 91.0 58.5 83.8

Baseline (Ours) ResNet50 87.2 94.6 78.9 88.0 57.7 79.1

Adaptive
L2 Regularization

(Ours)

ResNet50 88.3 95.3 79.9 88.9 59.4 79.6
ResNet101 88.6 94.8 80.6 89.2 61.9 81.3
ResNet152 88.9 95.6 81.0 90.2 62.2 81.7
ResNet152§ 94.4 96.0 90.7 92.2 76.7 84.9

(a) The median value of regularization factors against the

number of iterations.

(b) The histogram of regularization factors in the last

epoch.

Figure 2.2 Inspection of regularization factors in each category, using the adaptive L2 regularization

method. Reproduced with permission from [135].
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2.2.3 Experimental Results

Experiments have been conducted on three popular datasets in person re-
identification: Market-1501 [219], DukeMTMC-reID [155] and MSMT17 [194].
The performance of a model is measured by calculating the scores of mean Average
Precision (mAP) and Cumulative Matching Characteristic (CMC) rank-k accuracy
on the query and gallery sets.

Table 2.2 provides comparisons among baseline, adaptive L2 regularization, and
other notable methods from literature. Conventional L2 regularization is utilized in
the baseline method, i.e., the regularization factors stay constant during training. A
set of optimal values is found via hyperparameter optimization. The performance
of the baseline method is comparable with other works. After switching to the
adaptive L2 regularization method, substantial improvements can be observed. Most
significantly, we obtain the highest mAP score on MSMT17 among methods that use
the ResNet50 [71] backbone. Furthermore, using deeper backbones and utilizing
re-ranking [222] result in superior performance.

Figure 2.2 gives insights on the regularization factors that are learned through
backpropagation. Parameters are grouped into five categories, namely, the kernel and
the bias in convolutional layers, the gamma and the beta in batch normalization [85]
layers, as well as the kernel in dense layers. Since the bias terms in dense layers are
disabled, no regularization is applied to those parameters.

On the one hand, Figure 2.2a illustrates how the median value of regularization
factors in each category changes as the training procedure proceeds. The regulariza-
tion factors of conv_bias reach a plateau from the beginning. By contrast, the curves
of the other four groups decrease gradually at first and remain largely unchanged
afterward. In addition, the regularization factors of dense_kernel converge to 0 at the
early stage of training.

On the other hand, Figure 2.2b visualizes the histogram of regularization factors
in each category after training has finished. The interval [0,0.0025] is evenly divided
into five bins, and the number of observations that fall into each subinterval is shown.
Each regularization factor is optimized independently. Considering the regularization
factors of conv_bias, there are 2 entries in the interval [0,0.0005] and 38 entries in the
interval [0.0020,0.0025].
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2.2.4 Summary

We proposed a novel regularization technique that can be easily applied when opti-
mizing a neural network. In the conventional L2 regularization method, the regu-
larization factors stay constant during training, and those hyperparameters have to
be optimized by tuning. Because it is tedious to perform hyperparameter optimiza-
tion, we introduce the adaptive L2 regularization method in which the regularization
factors are learned through backpropagation. For each distinct parameter, we define
a trainable scalar variable that is further processed by a scaled hard sigmoid func-
tion, and the resulting tensors determine the regularization strength. We validate
the effectiveness of our proposed method in the setting of person re-identification.
Better image embeddings are acquired, and substantial score improvements can be
observed. A natural extension is to conduct experiments in other domains, such as
image classification, object detection, and semantic segmentation.
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2.3 Closing the Gap between Training and Inference

2.3.1 Related Work

Machine learning algorithms rely on a dataset to optimize its internal parameters.
The importance of datasets could not be overemphasized, especially for modern
neural networks. Under an extreme scenario that the ground truth labels in an image
classification dataset are replaced by entirely unstructured random noise, a model
could still fit reasonably well on the training dataset while it would not generate
meaningful predictions on the test dataset [210]. Such overfitting issue poses a severe
challenge, and adopting data augmentation during the training procedure is a prevalent
option to improve generalization [167]. While the size of a dataset is finite, label-
preserving transformations can be applied to vanilla samples. Thus, the dataset is
artificially enlarged without the need for collecting and annotating new samples.

More advanced augmentation policies have been developed, apart from the basic
methods such as zero padding, random cropping, and horizontal flipping. Given a
pair of samples, convex combinations of the inputs and labels are utilized to optimize
a model in the mixup [212] work. It imposes the prior knowledge that linear inter-
polations of the inputs are expected to generate linear interpolations of the labels.
In both Cutout [37] and Random Erasing [223], a rectangular region is randomly
masked out, and feeding images with various levels of occlusion improves the robust-
ness of a model. Last but not least, a method based on Reinforcement Learning (RL)
is introduced in [28], and it automatically searches for the optimal policies for the
problem at hand. More interestingly, a set of policies learned on one dataset is proven
to be transferable on other datasets.

It is indisputable that utilizing suitable augmentation policies during training
alleviates overfitting and improves generalization. By contrast, better predictive per-
formance can be achieved by incorporating test-time augmentation during inference.
Extra computations are required since one has to process multiple augmented samples
and aggregate the predictions. For image classification models in [71, 104], a 10-crop
testing method is applied. Half samples comprise four corner patches and one center
patch in the original image, while the other half is cropped from the horizontal flip.
For person re-identification models in [72, 189], the mean feature vectors of the
original and flipped images are calculated for evaluation.
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Figure 2.3 Comparisons among different options for training/inference: (a) training in baseline; (b) training

in FlipReID; (c) inference with single image; (d) inference with double images. Reproduced

with permission from [138].

2.3.2 Proposed Method

Figure 2.3 shows several structures that are adopted during training and inference.
On the one hand, Figure 2.3a and Figure 2.3b illustrate the architectures of two
neural networks used in training. On the other hand, Figure 2.3c and Figure 2.3d
demonstrate the models deployed in inference. In the following, a more detailed
explanation is given.

Figure 2.3a provides a high-level overview of the baseline method. Given a set
of images, the feature extractor discovers feature representations. More specifically,
it consists of two separate branches: the global branch extracts features from the
complete feature maps, while the regional branches partition works on the horizontal
stripes of the complete feature maps. During inference, the outputs of global and
regional branches get concatenated. Furthermore, the classifier consists of batch
normalization [85] and dense layers, and it generates the probabilities of classes. Last
but not least, two types of loss terms are utilized to optimize the model. The batch
hard triplet loss [74] is applied to the outputs of the feature extractor, and it exploits
the hardest positive and negative samples within the batch when forming the triplets.
In addition, the categorical cross-entropy loss [216] is applied to the outputs of the
classifier so that the predicted probabilities are consistent with the ground truth
labels.
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Compared with Figure 2.3a, the classifier is absent in Figure 2.3c, and feature
vectors generated by the feature extractor are used to evaluate the model’s performance.
Note that test-time augmentation is disabled, i.e., features are directly calculated
from only one sample. On the contrary, one may aggregate predictions of multiple
augmented samples to boost performance even further. Figure 2.3d gives an alternative
option, in which features of the original and flipped images are extracted. Afterward,
the final representation is obtained by calculating the mean of the feature vectors.

In existing studies, the training procedure is performed using Figure 2.3a, while
the inference procedure is in line with either Figure 2.3c or Figure 2.3d, depending
on whether test-time augmentation is applied or not. However, adopting Figure 2.3a
in training and choosing Figure 2.3d in inference is inconsistent from each other. In
particular, the mean feature vectors in Figure 2.3d are not involved in optimizing
the model in Figure 2.3a, and such gap leads to sub-optimal performance. Thus,
we introduce the FlipReID structure that is illustrated in Figure 2.3b. Based on the
architecture in Figure 2.3d, a classifier is appended at the end of Figure 2.3b so that the
neural network can be optimized. Given a model trained using Figure 2.3b, opting
for Figure 2.3d in inference does not induce inconsistency. Nevertheless, there exists a
gap if test-time augmentation is disabled. The feature vectors extracted in Figure 2.3c
are not explicitly used to optimize the model in Figure 2.3b, i.e., the batch hard triplet
loss [74] is only applied on the mean feature vectors. To address this problem, we
incorporate the flipping loss, which refers to the mean squared error (MSE) between
feature vectors of corresponding image pairs (see Figure 2.3b).

In summary, we have the following options:

• Figure 2.3a, 2.3c: Inference is consistent with training.

• Figure 2.3a, 2.3d: Inference deviates from training, i.e., the classifier is only
optimized on feature vectors of single image.

• Figure 2.3b, 2.3c: Inference deviates from training, i.e., the classifier is only
optimized on feature vectors of double images. Alternatively, the flipping loss
can be integrated into the objective function.

• Figure 2.3b, 2.3d: Inference is consistent with training. Alternatively, the
flipping loss can be integrated into the objective function.
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2.3.3 Experimental Results

Table 2.3 provides comprehensive comparisons among previous works, our baseline
and FlipReID. Performance is reported on three datasets, namely, Market-1501 [219],
DukeMTMC-reID [155] and MSMT17 [194]. Two evaluation metrics are utilized, i.e.,
the mean Average Precision (mAP) score and the Cumulative Matching Characteristic
(CMC) rank-k accuracy.

Among the three datasets that are included, the MSMT17 dataset is the largest,
and it comprises a diverse set of pedestrian images taken under different conditions.
Note that the other two datasets are already saturated, i.e., recent methods are over-
fitted to the test datasets, and scores are not informative [135]. In particular, the
AGW [206]method is comparable with the FastReID [72]method on Market-1501
and DukeMTMC-reID, but noticeable performance difference can be observed on
MSMT17.

Compared with existing studies, our baseline method using single image (see
Figure 2.3c) achieves a higher score on MSMT17. Moreover, leveraging double images
(see Figure 2.3d) leads to more distinctive feature representations, regardless of how
the model is trained. Under the condition that test-time augmentation is present, the
speed of feature extraction would be approximately halved.

Next, we investigate the gap between training and inference. On the one hand,
entries starting with 1.2 present the case, in which Figure 2.3a and 2.3d are utilized.
If test-time augmentation is used, optimizing the model with the baseline method
produces inferior results because the classifier is only optimized on feature vectors of
single image. By contrast, opting for the FlipReID method resolves such gap, and
better scores are reached. On the other hand, entries starting with 2.1 or 3.1 represent
the scenario that Figure 2.3b and 2.3c are employed. Choosing the FlipReID method
during training while disabling test-time augmentation degrades the performance
since the classifier is only optimized on feature vectors of double images. This problem
can be addressed by adding the flipping loss, i.e., the resulting method is close to
the baseline method without test-time augmentation, and the loss term does not
worsen the performance when using double images in inference. On a side note,
adopting heavier backbones (i.e., IBN-ResNet [141] and ResNeSt [211]) and applying
the re-ranking [222] post-processing contribute to superior results.

38



2.3.4 Summary

We identified and analyzed the gap between training and inference. Given an image
retrieval model such as person re-identification, test-time augmentation is commonly
adopted to enhance feature representation without adjusting a trained model. More
specifically, feature vectors of the original and flipped images are extracted, and the
mean of the feature vectors is treated as the final representation. Nevertheless, this
practice leads to a mismatch between training and inference, making the performance
sub-optimal. Using the proposed FlipReID architecture, the model can be explicitly
optimized on the mean feature vectors that will also be used during inference. In
addition, the flipping loss is introduced to prevent possible performance degradation
in the case that test-time augmentation is disabled. Experimental results indicate that
better image embeddings can be obtained after closing the gap.
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2.4 On the Importance of Encrypting Deep Features

2.4.1 Related Work

While remarkable progress has been made in improving the accuracy of machine
learning models, identifying vulnerabilities of those models has gained increasing
attention [106, 166, 184, 197]. In the following, we provide a high-level overview
of the major classes of attacks, including adversarial example attacks, membership
inference attacks, model extraction attacks, and model inversion attacks.

In adversarial example attacks, a small perturbation is added to input data in such a
way that a human observer could not notice the manipulations while a model would
produce erroneous predictions [106]. Such attacks pose a severe challenge for models
deployed in safety-critical environments. Previous works have been successful in
deceiving models in image classification [57], speech recognition [202], reinforcement
learning [80], semantic segmentation and object detection [200].

In membership inference attacks, an algorithm identifies whether a specific sample
has been used for optimizing a model [166]. Such attacks damage the interests of
two parties, i.e., the individuals whose data has been included in the training set and
the owner of the model [185]. In the former case, the privacy of those individuals is
violated without consent. In the latter case, the business value or trade secret of the
service is leaked.

In model extraction attacks, an adversary seeks to duplicate an existing model
with a black-box API [184]. Also known as Machine Learning as a Service (MLaaS),
it is common for companies to provide a service so that a user can get predictions of
data without training and deploying a model. A substitute model can be obtained by
feeding the input samples and corresponding predictions made by the target model.
In addition, transferable adversarial examples can be generated to mislead the target
model [108].

In model inversion attacks, an adversary is desirous of inferring input data from
the target model [197]. Early works have been able to crack relatively simple models,
such as predicting private genomic attributes [47] and recovering identifiable images
of faces [46]. More recently, it has been shown that training a generative model on
public datasets can invert neural networks [215].
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2.4.2 Proposed Method

2.4.2.1 Attack Scenarios

Figure 2.4 provides a high level view of the attack scenarios. Following the concept of
Machine Learning as a Service (MLaaS), a proprietary model is deployed on a server,
and it is trained on a proprietary dataset. Any user (either an ordinary user or an
adversary) can send a request to the server, and a response is returned. The request
contains raw data such as images, while the response includes feature vectors extracted
by the proprietary model. In addition, the adversary has gained unauthorized access
to feature vectors of user data, and a local dataset has been collected.

On the one hand, the adversary could train classifiers that recognize auxiliary
attributes. Given a facial recognition model, it is also worthwhile determining a
person’s age and gender. Even though predicting the age and gender is different from
recognizing the face, the feature representations still contain relevant information
for estimating auxiliary attributes. The main limitation is that the local dataset has
to be annotated. Without the supervision signal from the ground truth labels, it is
infeasible to optimize the classifiers.

On the other hand, the adversary could train a regression model that reconstructs
user data. The system is an autoencoder as a whole, i.e., the encoder is the proprietary
model which projects the raw data to an embedding, while the decoder reverts
operations in the encoder and generates the reconstructed data. It is unnecessary
to annotate samples in the local dataset because the decoder can be optimized in an
unsupervised manner. The inputs are feature vectors extracted by the proprietary
model, while the ground truth outputs are the raw data.

Conducting the aforementioned attack scenarios is challenging for the following
three reasons. Firstly, different datasets are used for optimizing the proprietary and
threat models. The domain gap between the proprietary and local datasets would
degrade the accuracy of recognition and the quality of reconstruction. Secondly, only
the output of the top layer in the proprietary model is provided. The intermediate
outputs are unavailable with only the black-box access. Thirdly, there exist notable
deviations in the optimization objectives of the proprietary and threat models.
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2.4.2.2 ShuffleBits

In most existing studies, parameters and outputs of neural networks are stored using
the single-precision floating-point format, in which each number is represented as a
32-bit binary sequence (i.e., binary32). More specifically, the conversation procedure
between decimal representation and binary32 format is standardized in IEEE 754 [84].

The binary sequence of a single-precision floating-point number x can be charac-
terized by

(ai )i∈I , (2.8)

where ai ∈ {0,1}, I = {1, . . . , n} and n = 32.
Bits in the original sequence can be shuffled based on an encryption key, and the

encrypted sequence can be written as

(bj ) j∈J , (2.9)

where J = {1, . . . , n}. The encryption key maps set I to set J , and it is a bijective
function f : I → J . Furthermore, bf (i ) = ai holds for i ∈ I .

Likewise, the decrypted sequence can be represented as

(ck )k∈K , (2.10)

where K = {1, . . . , n}. The decryption key g : J → K is also a bijective function, and
it maps set J to set K . Besides, cg ( j ) = bj holds for j ∈ J .

Considering that f is bijective, its inverse function g can be acquired by exchanging
the inputs and outputs in f , and we have

ai = bf (i ) = cg ( f (i )) = ci for i ∈ I . (2.11)

Under the condition that the decryption key is the inverse of the encryption key,
the original values can be recovered without changes since the decrypted sequence is
the same as the original sequence. Figure 2.5 presents a concrete example of ShuffleBits.
In the encryption process, a left rotation operation is performed. In the decryption
process, a right rotation operation is conducted. It is apparent that the decrypted
value equals the original value.
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2.4.3 Experimental Results

2.4.3.1 Background

Model inversion attacks have been performed on notable approaches in person re-
identification. Three top-performing models from the FastReID2 repository are
included, namely, BoT [124], AGW [206] and SBS [72]. Considering that models
trained on larger datasets are preferred in production, MSMT17 [194] is selected as
the proprietary dataset since it contains the highest number of samples. By contrast,
smaller datasets such as Market-1501 [219] and DukeMTMC-reID [155] are chosen
as the local datasets.

2.4.3.2 Recognizing Auxiliary Attributes

The auxiliary attributes annotated in [116] provide detailed descriptions of pedes-
trians. Each sample is associated with multiple labels, and we instantiate one batch
normalization [85] layer and one dense layer for each label. This relatively simple
architecture is consistent with prior works on person re-identification [72, 124, 206],
in which a model classifies person identities.

Since the outputs of dense layers denote the probabilities of classes, the cross-
entropy loss [216] is applied. Considering that datasets have an uneven distribution
of classes, the model would be dominated by the majority of classes, leading to
poor classification results. To address the problem of class imbalance, a class weight
is assigned to each class, and it is inversely proportional to the number of occur-
rences [143]. For a similar reason, we adopt balanced accuracy [132] as the evaluation
metric, rather than accuracy. On the one hand, accuracy refers to the percentage
of correctly predicted samples, and it would give inflated scores when the dataset is
imbalanced. On the other hand, balanced accuracy is a more suitable option, and it
is calculated by averaging the recall scores on each class.

Figure 2.6 visualizes the balanced accuracies of each auxiliary attribute. Using
classifiers trained on the extracted feature vectors leads to significant improvements
over random guessing. It shows that coarse-grained estimations can be inferred from
deep features.

2https://github.com/JDAI-CV/fast-reid
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2.4.3.3 Reconstructing User Data

We introduce a GAN-based [56] algorithm for reconstructing user data. On the one
hand, the generator reconstructs images from feature vectors. At first, two dense
layers with a reshaping operation convert 1-D feature vectors to 3-D feature maps.
Afterward, five residual blocks upsample the feature maps to the target resolution.
Finally, a convolutional layer is appended, and the number of channels is set to 3 since
an RGB image has three channels. The generator is optimized using a weighted sum of
pixel loss [93], feature reconstruction loss [93], and adversarial loss [56]. On the other
hand, the discriminator predicts whether an input image is real or fake. Five residual
blocks reduce the spatial dimensionality of the feature maps, while the subsequent
global average pooling layer produces 1-D feature vectors. Later on, a concatenation
operation is applied to merge feature vectors extracted by the proprietary model and
the discriminator. Last but not least, a dense layer is appended to the concatenated
feature vectors, and estimations are generated. The discriminator is optimized using
mean squared error loss [128].

Similar to existing studies on person re-identification, the distance between feature
vectors of two samples is measured by calculating cosine distance. In order to make
features comparable, it is necessary to utilize the same proprietary model for extract-
ing features of the reconstructed images. Afterward, the mean of cosine distance
scores between feature vectors of the original and reconstructed images is reported
on corresponding test sets.

Figure 2.7 illustrates the reconstructed images under various settings. Different
proprietary models, local datasets, and loss functions have been utilized in the experi-
ments. Three observations are presented as follows. Firstly, reconstructions with the
pixel loss tend to be blurry. Optimizing the mean squared error between the original
and reconstructed images gives an average of all plausible outputs [86]. Secondly,
opting for the feature reconstruction loss leads to sharper images while checkerboard
artifacts are present. Thirdly, utilizing the feature reconstruction loss along with the
adversarial loss generates visually pleasing predictions, in which the checkerboard
artifacts are significantly suppressed. In this setting, the cosine distance scores are the
lowest, i.e., the reconstructed images are closer to the ground truth images.
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2.4.3.4 Importance of Encrypting Deep Features

Deriving from deep features extracted by a proprietary model, an adversary can
carry out model inversion attacks, in which sensitive information is inferred. The
state-of-the-art models in person re-identification are included. Results demonstrate
that it is achievable to recognize auxiliary attributes with admissible accuracy and
obtain a reasonable reconstruction of user data.

Based on the results mentioned above, adopting an encryption method is essential,
particularly for models deployed on a production server. An encryption key has
to be included in each request, along with user data. Afterward, the server returns
feature vectors in encrypted form, and the original values can be retrieved using the
decryption key. On the one hand, threat models trained on original feature vectors
could not produce reasonable predictions on encrypted feature vectors. On the other
hand, optimizing threat models using encrypted feature vectors is meaningless since
the encryption keys used by the users and the adversary differ.

2.4.3.5 ShuffleBits vs Traditional Encryption Methods

Compared with traditional encryption methods, the proposed method has several
unique characteristics. The ShuffleBits module consists of operations that can be
easily implemented with existing deep learning frameworks, such as TensorFlow [1]
and PyTorch [144]. It can be integrated into any neural network as a plug-and-play
component without the need to add extra dependencies. Furthermore, the resulting
model would directly output feature vectors in encrypted form. For the reason
that data has to be transferred between GPU and CPU, it is beneficial to keep data
encrypted.

Among the symmetric-key algorithms in cryptography, Advanced Encryption
Standard (AES) [29] is the de facto standard. By contrast, validating the security
aspect of ShuffleBits is left out for future research. We introduce two workarounds
to prevent potential vulnerabilities in ShuffleBits. On the one hand, it is worthwhile
to utilize the one-time pad scheme, in which different encryption/decryption keys
are used in each request. The adversary could only observe a few instances that are
encrypted with the same key. On the other hand, cascade encryption can be adopted,
and a feature vector is encrypted by both ShuffleBits and a traditional encryption
method.
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2.4.4 Summary

We have conducted model inversion attacks against state-of-the-art models in person
re-identification. Two assumptions are made, i.e., feature vectors of user data are
accessible, and a black-box API is available for conducting inference. Experimental
results indicate that auxiliary attributes can be classified with admissible accuracy, and
a reasonable reconstruction of user data can be generated. As a countermeasure, we
urge practitioners to utilize an encryption algorithm when transferring and storing
deep features. Implemented using the one-time pad scheme, the ShuffleBits module
can be seamlessly incorporated into any existing neural network, and the extracted
feature vectors are in encrypted form.
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3 VEHICLE ATTRIBUTE RECOGNITION

In this chapter, we consider the task of extracting distinctive image embeddings
in vehicle attribute recognition. Section 3.1 includes the background information,
including dataset and evaluation metric. Section 3.2 provides a concise overview
of existing methods and formulates a novel pipeline that is preferable in a dynamic
environment.

3.1 Background

Vehicle attribute recognition refers to the study of recognizing attributes that are
associated with vehicles. Figure 3.1 shows a concrete example in which vehicle type,
vehicle make, and vehicle model are identified. Deriving from an image that captures
the appearance of a vehicle, we analyze the following problem settings:

• Vehicle Type Recognition: Depending on factors such as size, seating and body
style, vehicle type indicates the intended use. Common vehicle types include
motorcycle, sedan, van, truck, and bus. It provides insight into the distribution
of different vehicle classes in a region.

• Vehicle Make Recognition: Also known as the manufacturer, vehicle make
stands for the brand of a vehicle, e.g., Audi, Honda and Toyota. It can be
applied to find the optimal location of a car dealership, i.e., choosing an area in
which most drivers favor a specific vehicle make.

• Vehicle Model Recognition: Apart from the manufacturer’s information, ve-
hicle model provides a fine-grained description, i.e., the specific model such
as Audi A6, Honda Civic and Toyota Corolla. It can be utilized to conduct
in-depth analyses of consumer behavior. As new products are introduced fre-
quently, there exists the challenge of updating the machine learning model in a
dynamic environment.
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Figure 3.1 Illustration of vehicle attribute recognition, in which vehicle type, vehicle make and vehicle

model are recognized. Photo by P.A.J.

Table 3.1 Popular datasets for vehicle attribute recognition, sorted by the year of publication.

-: not available. Reproduced with permission from [136].

Dataset Year #Image #Type #Make #Model

Petrovic and Cootes [148] 2004 1,132 - - 77
Clady et al. [24] 2008 1,121 - - 50
car-types [173] 2011 1,904 - - 14
Peng et al. [146] 2012 4,924 5 - -
BMW-10 [103] 2013 512 1 1 10
car-197 [103] 2013 16,185 7 - 197
FG3DCar [115] 2014 300 - - 30
Liao et al. [113] 2015 1,482 - 8 -
BIT-Vehicle [41] 2015 9,850 6 - -
CompCars [203] 2015 214,345 12 161 1,687
Huttunen et al. [83] 2016 6,555 4 - -
BoxCars [170] 2016 63,750 - 27 148
BoxCars116k [171] 2018 116,286 - 45 693
MIO-TCD [125] 2018 648,959 11 - -
VERI-Wild [122] 2019 416,314 14 149 -
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3.1.1 Dataset

Table 3.1 lists a variety of datasets for vehicle attribute recognition. Three attributes
are covered, varying from coarse-grained level (i.e., vehicle type) to fine-grained level
(i.e., vehicle make and vehicle model).

Before the advent of deep learning techniques, most datasets in the early works are
of limited size [24, 41, 83, 103, 113, 115, 146, 148, 173]. As one of the first attempts,
1,132 frontal images from 77 vehicle models are available in [148]. In a similar way,
high-quality frontal images have been captured under daylight and nightlight in [146],
and they are categorized into 5 vehicle types. Last but not least, it is of notable
mention that the car-197 [103] dataset comprises a large number of images with
annotations of vehicle type and vehicle model.

On account of the increasing interest in studying vehicle attribute recognition,
more diverse datasets have been collected in recent works [122, 125, 170, 171, 203].
Firstly, the MIO-TCD [125] dataset marks a milestone for vehicle type recognition,
and there are 648,959 images in total. Secondly, the VERI-Wild [122] dataset consists
of 416,314 images captured under unconstrained scenarios. Initially designated for
vehicle re-identification, it also features annotations of vehicle type and vehicle make.
Thirdly, the CompCars [203] dataset includes labels of three attributes, making it an
ideal option for the setting of Multi-Task Learning (MTL). In general, opting for a
large-scale dataset in the wild is advisable since it enables future-proof applications by
closing the gap between research and practice.

3.1.2 Evaluation Metric

For each label (i.e., vehicle attribute), a model estimates the probabilities of all classes,
and the most probable class is found for each sample. The score of classification
accuracy refers to the percentage of correctly classified samples:

accuracy(y, ŷ) =
1
n

n∑
i=1

δ(yi , ŷ i ), (3.1)

where i is the index of current sample among n samples, yi is the ground truth label,
ŷ i is the predicted label, and δ denotes the Kronecker delta function.
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3.2 Vehicle Attribute Recognition in a Dynamic Environment

3.2.1 Vehicle Type Recognition

Table 3.2 summarizes representative algorithms for vehicle type recognition, including
both the hand-crafted and deep learning approaches.

3.2.1.1 Hand-Crafted Approaches

Hand-crafted features can be constructed from a region of interest, e.g., a bounding
box that shows a vehicle. Calculating a set of low-level features (e.g., height, width,
and angle) is found to be effective in [95]. In addition, the SIFT [123] descriptor is
applied in [40, 151], while the HOG [31] descriptor is adopted in [9]. Furthermore,
the eigenvectors with the largest eigenvalues are selected in [145, 146]. Finally, local
structure operators [148] and Gabor wavelet kernels [175] can be utilized.

Besides the differences in feature representations, there is a wide variety of clas-
sifiers to choose from. It is straightforward to take the label from the k-nearest
neighbors as in [146, 148, 175]. Alternatively, higher accuracy can be obtained by
incorporating the k-means [120] algorithm and finding representative centroids [146].
Other options include SVM [9, 145], neural network [151], multiple kernel learn-
ing [40] and dynamic Bayesian network [95].

3.2.1.2 Deep Learning Approaches

The availability of the MIO-TCD [125] dataset has accelerated the shift towards
algorithms based on neural networks. In [98], multiple models are trained on different
portions of the training set, and a voting process aggregates predictions of a test sample.
Similarly, an ensemble of models with different backbones is employed in [178], while
the most appropriate model is identified by utilizing a rule-based gating function [87].
Moreover, adopting ensembling on two independently trained models delivers a
performance boost in [180]. As a regularization strategy, only a subset of models is
optimized at each iteration in [94]. Last but not least, spatial pyramid features are
extracted from several crops of the input, and a recurrent model is appended [152].
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3.2.2 Vehicle Make and Model Recognition

Table 3.3 and Table 3.4 categorize prominent approaches on vehicle make recognition
and vehicle model recognition, respectively.

3.2.2.1 Hand-Crafted Approaches

Early works are conducted on frontal images, using features extracted by local struc-
ture operators [148] or oriented-contour points [24]. To handle more complicated
cases, approaches [113, 173] based on DPM [44] have been popular. In addition,
leveraging the crowd-selected bubbles to detect discriminative regions [34] and switch-
ing to 3D object representations [103] bring significant improvements. Finally, two
feature descriptors (i.e., HOG [31] and FV [147]) are applied on a window centered
around each landmark in [115].

The NNS [100] approach has been adopted in early works [24, 148]. The predicted
class of a test sample is assigned after finding its top k nearest neighbors. By contrast,
the SVM [26] approach is the prominent option among recent works [34, 103, 113,
115, 173]. Training samples are mapped to feature spaces so that the gap between
different categories gets maximized.

3.2.2.2 Deep Learning Approaches

Apart from introducing the CompCars dataset, a baseline solution is presented in
[203], i.e., fine-tuning a pre-trained model for vehicle attribute recognition. Later on,
a spatially weighted pooling scheme is adopted in [79], while the interaction between
parts is taken into account in [199]. Subsequently, attention is shifted towards
the BoxCars [170] and BoxCars116k [171] datasets. In [170], the performance is
boosted by supplementing auxiliary information, including rasterized low-resolution
shape, 3D vehicle bounding box, and 3D vehicle orientation. In [171], images are
normalized based on the 3D bounding boxes, and additional data augmentation
policies are applied. Additionally, a framework is proposed in [209] to extract a
joint representation of 2-D global texture and 3-D bounding box, while a feature
fusion network merges the aforementioned features. Last but not least, more general
approaches on fine-grained image classification have been validated on vehicle attribute
recognition as well [48, 51, 88, 114, 169].
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3.2.3 Proposed Method

Given an image classification [104]model, the last dense layer produces the probabili-
ties of each class, and the class with the highest probability is chosen as the prediction.
Naturally, such model could only possibly work on a test sample with a known
class, i.e., the ground truth label must be included in the training set. Otherwise,
predictions would be meaningless on samples out of the scope.

By contrast, a different pipeline is employed in an image retrieval system (e.g.,
person re-identification [12]). Feature representations are extracted for both the
query and gallery samples, and a distance metric measures the distance between
each query-gallery pair. Also known as Cumulative Matching Characteristic (CMC)
rank-k accuracy [192], one may check whether a correct match for the query sample
is found among the top-k gallery samples. Note that the ground truth label of a test
sample does not have to be included in the training set, e.g., person identities in the
training and test sets do not overlap.

To keep up with customer expectations, automobile manufacturers launch new
products into the market regularly. Considering a vehicle attribute recognition
system in practice, adopting the image classification approach is unsuitable. The un-
derlying model must be frequently retrained while collecting supplementary samples
of reasonable size for the new products is time-consuming. Conversely, the image
retrieval approach is still applicable in a dynamic environment. In the case that a new
product is introduced, exemplary images can be appended to the gallery set, and it is
unnecessary to update the model.

As discussed in Section 3.2.1 and 3.2.2, remarkable progress has been achieved
in recognizing attributes that are associated with vehicles. Compared with other
well-studied areas (e.g., face recognition [191] and person re-identification [12]), there
is still room for improvement in vehicle attribute recognition. Some technological
advances have not been validated in the study of vehicles, for example, triplet loss [165]
and random erasing data augmentation [223]. In addition, the recently collected large-
scale datasets (e.g., CompCars [203], MIO-TCD [125] and VERI-Wild [122]) enable
a more comprehensive investigation that can be further extended into a real-world
application. In the following, we explain the details of an algorithm built on top of
the state-of-the-art method in person re-identification [124].
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The ResNet50 [71] architecture is adopted as the backbone, and the pre-trained
weights on the ImageNet [33] dataset are used for initialization. Layers after the
global average pooling layer are discarded because those are exclusive to ImageNet.
Afterward, a batch normalization [85] layer and a dense layer with the softmax
activation function are appended at the end. As the output of the dense layer refers
to the probabilities of each class, the categorical cross-entropy loss [216] function
is utilized. Alternatively, the model can also be optimized via metric learning, e.g.,
triplet loss [165] and lifted structured loss [139]. The distance between an anchor
and a positive gets minimized, while the distance between an anchor and a negative
gets maximized. Such loss functions are applied to the output of the global average
pooling layer.

In the training procedure, five different strategies have been integrated:

• In the last building block of the backbone, the stride argument in the first
convolutional layer is set to 1. It results in larger feature maps while the pre-
trained weights can still be loaded.

• The random erasing [223] policy is used in data augmentation. A randomly
selected area is masked out, and the model would be able to generalize better.

• The one-hot encoding of labels is processed by label-smoothing [177]. It allows
better tolerance to possible noise in the annotations.

• Imposing L2 regularization drives the parameters toward zero, and it helps in
reducing the overfitting issue [121].

• The learning rate is initialized with a low value and increases linearly over the
warm-up period. It suppresses the issue with distorted gradients [118].

In the inference procedure, the output of the global average pooling layer is
extracted. The gallery set is instantiated by randomly choosing 100 training samples
from each class. Additionally, the distance between two feature vectors is measured
by calculating the cosine distance. Under the setting of image retrieval, the test set
is viewed as the query set, and a distance matrix is calculated by comparing each
query-gallery pair. Similar to the nearest neighbor search (NNS) [100]method, the
label of the nearest neighbor in the gallery set is taken as the predicted class, and
accuracy is reported as the performance measure.
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Table 3.5 Results on VERI-Wild [122] are summarized. Reproduced with permission from [136].

Approach #Type Accuracy #Make Accuracy

cross-entropy loss [216]
14

96.8%
149

95.6%
triplet loss [165] 97.4% 95.3%
lifted structured loss [139] 97.7% 96.2%

3.2.4 Experimental Results

Table 3.5 presents the results on the VERI-Wild [122] dataset. Choosing VERI-Wild
has two advantages, i.e., it is a large-scale dataset consisting of approximately 0.4
million images, and it has annotations of vehicle type and vehicle make. Apart from
the categorical cross-entropy loss [216] function, the performances of using triplet
loss [165] and lifted structured loss [139] are reported. On the one hand, accuracy is
higher than 95.0% under all experimental settings. While there is always room for
improvement, it indicates that vehicle attribute recognition is partially solved, and
the focus can be shifted to monetizing the technology. On the other hand, utilizing
the lifted structured loss function obtains higher accuracy scores than the other two
alternatives. Therefore, more research can be done in the direction of improving
metric learning.

3.2.5 Summary

We presented a comprehensive study on extracting image embeddings in vehicle
attribute recognition. Three attributes are considered, namely, vehicle type, vehi-
cle make, and vehicle model. First of all, a comparison among popular datasets is
conducted. The CompCars [203], MIO-TCD [125] and VERI-Wild [122] datasets
are the preferable options at the moment. Subsequently, a survey is carried out by
researching notable methods, including hand-crafted and deep learning approaches.
Finally, the state-of-the-art method in person re-identification [124] is ported for
identifying vehicle attributes. Since an image classification model would not gener-
ate a meaningful prediction for a sample with an unseen class, formulating vehicle
attribute recognition as an image retrieval problem is more suitable, especially in a
dynamic environment.
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4 NEURAL IMAGE COMPRESSION

In this chapter, we investigate how to extract compressible image embeddings that
would be used to reconstruct the original images. Section 4.1 provides the back-
ground information of our study, while Section 4.2 summarizes an autoencoder based
algorithm for image compression [7].

4.1 Background

By virtue of data compression, a compact representation of the original data can
be generated so that fewer bits are required to store and transmit the compressed
data [163]. It is a ubiquitous method that can be found in Information Technology
(IT) systems, e.g., when handling multimedia content such as images, audio, and
videos. Given a one second long video in the 1080p 60 fps format, the raw images
would take 1920 ∗ 1080 ∗ 3 ∗ 8 ∗ 60 ∗ 1 bits≈ 2.99e9 bits≈ 0.37 gigabytes. Using the
original data without compression is infeasible since it would pose a heavy burden on
storage devices and computer networks. By contrast, adopting H.265 can decrease
the file size by a factor between 300 to 1,000 [174].

A compression algorithm can be separated into two parts: an encoder (compressor)
accepts the original data and generates a compact representation, while a decoder
(decompressor) performs the reversal and produces a reconstruction. Depending on
whether the reconstruction is identical to the original data, a compression algorithm
can be classified as either lossless or lossy [163]. On the one hand, lossless compression
would recover the original data precisely. It is suitable for scenarios where no deviation
is acceptable, e.g., compressing databases and text documents. On the one hand, lossy
compression allows a certain level of deviations. It enables a higher compression rate
at the cost of lower quality and has been widely applied in compressing multimedia
content.
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(a) Photo by Alexander Shustov. (b) Photo by Stefan Kunze.

Figure 4.1 Sample images from the CLIC [19] dataset.

4.1.1 Dataset

Our study is conducted on the dataset that is provided in Challenge on Learned Image
Compression (CLIC) [19], and two sample images are illustrated in Figure 4.1. The
CLIC dataset consists of approximately 2,000 high-quality images taken under a wide
variety of environments. Those images are chosen based on the criteria that they are
representative of images used in practice so that the experimental protocol would
be close to a real-life setting. Images are saved using the Portable Network Graphics
(PNG) format in a lossless manner. Optionally, other image datasets can be utilized
as well, e.g., the ImageNet [33] dataset.

4.1.2 Evaluation Metric

Image Quality Assessment (IQA) refers to the measurement of the level of accuracy
in images. Given an image compression algorithm, the original images are also the
ground truth images, and they can be treated as reference images with perfect quality.
The mean squared error (MSE) between the original images and the decompressed
images is calculated over all pixels of all samples in the RGB color space. Subsequently,
the Peak Signal-to-Noise Ratio (PSNR) score is obtained based on the MSE score,
and it gives an estimation of image quality. Note that using MSE and PSNR might
produce misleading results in certain cases [161], e.g., shifting the original images by
one pixel maintains similar visual quality while the MSE score could be excessively
high.
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4.2 Block-Optimized Variable Bit Rate Neural Image

Compression

4.2.1 Related Work

In light of recent advances in deep learning, neural network techniques have been
applied in the field of data compression. Depending on whether a traditional codec
(e.g., JPEG [187] and BPG [13]) is present, there are two types of methods, namely,
hybrid and end-to-end approaches.

Given a lossy image compression algorithm, encoding at low bit rates might yield
perceivable artifacts in the reconstructions, such as aliasing, blurring, checkerboard-
ing, posterizing, and ringing. Categorized as hybrid approaches, machine learning
techniques can be used along with traditional codecs, and a transformation function
is learned to map the degraded images back to the original images. At first, four
convolutional layers are adopted in [39], and the model performs feature extraction,
feature enhancement mapping, and reconstruction in sequential order. Later on,
feature representations are extracted in both the spatial domain and the frequency
domain [60]. In addition, clear improvements can be obtained by adding hierarchical
skip connections and optimizing the model at multiple scales [17]. Furthermore,
other works explore possibilities for enabling deeper models [127], using generative
adversarial networks [50] and improving the objective function [61].

An end-to-end approach differs in the sense that no traditional codec is applied,
and a neural network is optimized on unprocessed images. Such method can avoid the
drawbacks of existing codecs, while new challenges must be addressed since the model
has to extract compressible image embeddings directly. Both AutoEncoder [11, 181]
and Recurrent Neural Network [182, 183] are popular architectures in deep image
compression. Feature vectors generated by those models are losslessly compressed by
using entropy encoding (e.g., arithmetic coding [195] and Huffman coding [81]) [2].
Binarization can be performed during training so that features get simplified and
reaching a reasonable compression ratio becomes feasible. As its derivative is either
zero or undefined, possible solutions include using randomized quantization [182],
adding uniform noise [10], and utilizing a smooth approximation [181].
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Figure 4.2 A high-level overview of the compression network. The encoder extracts feature vectors of the

input images using a sequence of convolutional and activation layers. The decoder consists

of normalization, upsampling, convolutional, and activation layers. The major challenge is

to minimize the differences between the input and output images while keeping the feature

vectors compact.

4.2.2 Proposed Method

In the JPEG [187] standard, an image is split into blocks of 8 x 8 pixels. By the same
token, adopting a block-based method is preferable because training a neural network
requires accumulating inputs of a fixed size within one batch. Additionally, the
terminologies of encoder/decoder in a compression algorithm and an autoencoder
show substantial similarities. In the following, we introduce an end-to-end image
compression algorithm built on autoencoders.

As illustrated in Figure 4.2, the compression network is an autoencoder that
operates on 32 x 32 blocks. On the one hand, the encoder has five blocks, while each
block contains a 2-D convolutional layer (with stride set to 2) and the PReLU [69]
activation. The resulting tensor is further processed by a 1x1 convolutional layer and
the sigmoid [64] activation. Eventually, the encoder’s output (referred to hereafter
as encoded features) is a flattened feature vector in the range of (0,1). On the other
hand, the decoder is a reversal of the encoder. As suggested in [6], a L2 normalization
layer is applied at first to map features to a unit hypersphere. Subsequently, a block
composed of an upsampling layer, a 2-D convolutional layer, and the PReLU activation
is repeated five times. While each upsampling layer increases the height/width of the
feature maps by a factor of two, the resulting tensor has the same spatial size as the
encoder’s input. Finally, a 1x1 convolutional layer and the sigmoid [64] activation are
appended at the end. The method falls under the category of unsupervised learning
as the dataset does not need to be annotated, and the ground truth image is identical
to the input image.
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Naturally, the encoded features have to be compressed in a lossless manner. With-
out enforcing any constraints, each number would consume 32 bits, and it remains
challenging to compress those single-precision floating-point numbers efficiently. As
an alternative, we aim to derive a binarized feature vector consisting only of 0 and
1. However, integrating a non-differentiable binarization operation inside a neural
network results in optimization difficulty because its derivative is either zero or
undefined. This problem can be addressed by simulating the binarization process
as follows: given a scalar xi in a feature vector x= (x1, x2, x3, · · · , xn), random noise
sampled from a continuous uniform distribution with the interval [−ai ,ai ] is added
to xi , where ai = |r i nt (xi )−xi | and the rint function rounds xi to the nearest integer.
After the initial training of the encoder and decoder is completed, another round of
training is performed to reduce the inconsistency. More specifically, the encoder gets
frozen, simulated binarization is replaced by actual binarization, and the decoder is
further fine-tuned.

While the feature vector x is binarized, we introduce the entropy-friendly loss
that makes the data more compressible:

Lentropy-friendly =
1

n+ 1
((x1− 0)2+

n∑
i=2

(xi − xi−1)
2+ (0− xn)

2), (4.1)

where n refers to the length of x. Note that the feature vector gets zero-padded on
both sides, and the difference between adjacent elements is minimized.

The encoder in a compression network generates encoded features of fixed size
as the number of filters in the last convolutional layer is hard-coded. Such property
is undesirable as a specific encoder might be too light for a complex block or too
heavy for a simple block. To add support for Variable BitRate (VBR), we employ
multiple compression networks that extract encoded features of different lengths.
For a specific block, the compression network that reaches the target PSNR score
and gives the smallest bit rate is chosen.

When deploying a machine learning model, no additional training is necessary as
the model is already trained. However, this is not the case for an image compression
algorithm. We incorporate a code optimization procedure during inference, i.e.,
the encoder in a compression network gets optimized for a specific block while the
decoder is frozen. In other words, the encoder is overfitted to a particular test sample,
and the encoded features are optimized accordingly.
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The original image is divided into non-overlapping blocks using raster scanning,
while the compression network encodes and decodes each block separately. In con-
sequence of discontinuities at block boundaries, the checkerboard artifact is clearly
visible in the reconstructed images. To suppress such artifacts, we append a sepa-
rate deblocking network. It shares a similar structure with U-Net [157], with skip
connections bridging the encoder and decoder. The inputs are the reconstructed
images generated by the compression network, while the ground truth outputs are
the original images. Due to the very principle of being fully convolutional, it is
feasible to generate the prediction for the entire image in one go.

Last but not least, we summarize the three essential elements that are required for
reconstructing images in the decompression process. Firstly, the encoded features of
all blocks are concatenated, and entropy encoding is applied to the difference between
adjacent elements (see Equation 4.1). Secondly, it is mandatory to have an indicator of
which compression network to use so that the proper model can be selected. Thirdly,
the resolution of the original image has to be included. After reconstructing all
blocks, each block will be placed to the correct coordinate based on its order and the
image resolution.

4.2.3 Experimental Results

Table 4.1 shows an ablation study of the baseline method, in which only one compres-
sion network is used, and the length of encoded features is set to 216. More specifically,
the contributions of the main components are analyzed. In each experiment, one
component is removed from the baseline method, and the performance of the result-
ing model is reported. Firstly, it is essential to simulate the binarization process in
the initial stage and switch to actual binarization afterward. These two components
contribute to deriving distinctive feature representations that are binarized. Secondly,
inserting a L2 normalization layer at the beginning of the decoder leads to better
image quality at the cost of a larger file size. We observe that a model without L2

normalization can obtain comparable scores (i.e., PSNR and bpp) as its counterpart,
however at higher encoding dimension of 236. In other words, similar performance
can be maintained with a lighter model by adopting a L2 normalization layer. Thirdly,
adding entropy-friendly loss during training significantly improves the efficiency of
entropy encoding since a sharp decrease in the file size can be observed.
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Table 4.1 Analysis of the contributions of the main components in the baseline method. Performance is

evaluated on the validation set. Reproduced with permission from [7].

Method Peak Signal-to-Noise Ratio bits per pixel

Baseline w/o simulated binarization 23.882 -
Baseline w/o actual binarization 25.751 -
Baseline w/o L2 normalization 26.778 0.134
Baseline w/o entropy-friendly loss 27.258 0.216
Baseline 27.055 0.151

Table 4.2 Effects of additional procedures on top of the baseline method. Performance is evaluated on

the validation set. Reproduced with permission from [7].

Method Peak Signal-to-Noise Ratio bits per pixel

Baseline 27.055 0.151
+multiple compression networks 27.691 -
+ sample selection 27.779 -
+ fine-tuning decoder 27.792 -
+ deblocking network 28.088 -
+ code optimization 28.929 0.149

The baseline method can be extended by incorporating additional procedures.
Table 4.2 shows the detailed results, and each experiment is an increment of the
previous one. Training multiple compression networks enables support for Variable
BitRate so that the most suitable model can be selected for the block at hand. As
a result, the PSNR score increases substantially. In addition, sample selection can
be added, i.e., samples of suitable difficulty are fed to the compression network in
question. Light models will not be trained on complex blocks, while heavy models
will not be trained on simple blocks. Likewise, the decoders can also be fine-tuned
on selected blocks. Nevertheless, sample selection and fine-tuning decoder only yield
marginal improvements. A plausible explanation is that the model is more prone
to overfitting as the training set becomes less diverse. By contrast, the deblocking
network generates visually pleasing images by suppressing the checkerboard artifact,
and a higher PSNR score is reached. Finally, code optimization results in significant
gains as the encoded features are specially optimized for each block. In summary, the
PSNR score increases by 1.874 after utilizing these procedures, while bits per pixel
remains comparable.
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Table 4.3 Comparison with two traditional codecs on the test set. Reproduced with permission from [7].

Method Peak Signal-to-Noise Ratio bits per pixel

JPEG [187] 25.612 0.149
BPG [13] 29.587 0.148
Ours 27.920 0.148

In Table 4.3, the proposed method is compared with traditional codecs including
JPEG [187] and BPG [13]. As specified in the requirements of [19], bits per pixel in
all entries are close to the threshold 0.15. In term of the PSNR scores, our method
lies between JPEG and BPG.

4.2.4 Summary

We introduced an autoencoder-based algorithm for neural image compression. The
key challenge is deriving image embeddings that are compressible. Our major con-
tributions include handling the binarization process, exploiting L2 normalization,
incorporating the entropy-friendly loss, training multiple compression networks,
employing a deblocking network, and optimizing the encoded features. As one
of the early attempts in compressing images with neural networks, we manage to
obtain better image quality than JPEG that is the de facto standard for lossy image
compression.
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5 CLUSTERING AND UNSUPERVISED

ANOMALY DETECTION

In this chapter, we study image embeddings in two related areas in Unsupervised
Learning (UL), i.e., clustering and unsupervised anomaly detection. Background
information is explained in Section 5.1, and a more detailed investigation [6] can be
found in Section 5.2.

5.1 Background

Clustering (or cluster analysis) provides insights into the data by categorizing its
internal organization as a hierarchy of groups or a grouping of individuals [89]. The
fundamental principle is that samples within the same group are closer to each other
than samples from the other groups. It has practical applications in many areas,
including bioinformatics [226], recommender system [162], customer segmenta-
tion [196], image analysis [21] and social network analysis [15]. Due to the absence
of ground truth labels that constitute target values, clustering is an essential topic in
Unsupervised Learning (UL). There are two major challenges, i.e., defining a distance
function [49] and measuring the performance of clustering [154].

Anomaly detection refers to identifying samples that do not exhibit the same
pattern as the other samples [18]. Depending on the context, those instances could be
anomalies, outliers, exceptions, surprises, or contaminants [20]. In accordance with
the definition of anomaly, a common assumption is that the number of abnormal
instances is considerably lower than normal instances. Exemplary use cases include
detecting network intrusions [52], identifying fraudulent activities [3] and finding
medical images that indicate the presence of a disease [164]. In addtion, methods
on anomaly detection can be categorized as supervised [58], semi-supervised [4] or
unsupervised [42].
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(a) Sample images from MNIST [111]. (b) Sample images from USPS [82].

Figure 5.1 Sample images from the MNIST [111] and USPS [82] datasets.

5.1.1 Dataset

Experiments have been conducted on the MNIST [111] and USPS [82] datasets,
and Figure 5.1 illustrates the sample images. In both datasets, greyscale images of
handwritten digits are collected. On the one hand, the MNIST dataset contains 60,000
samples for training and 10,000 samples for testing, while the image resolution is
28x28. On the other hand, the USPS dataset includes a total of 9,298 16x16 images.

5.1.2 Evaluation Metric

Following the practice in [201, 205], clustering accuracy is defined as

accuracy(p, q) =max
m

1
n

n∑
i=1

δ(pi , m(qi )), (5.1)

where i is the index of current sample among n samples, pi is the ground truth label,
qi is the predicted label, m refers to a mapping function between the predicted and
ground truth labels, and δ denotes the Kronecker delta function.

Given the scores returned by an anomaly detection algorithm, the area under the
Receiver Operating Characteristic (ROC) curve (i.e., AUC) is reported. A list of true
positive rate and false positive rate pairs is obtained at various thresholds [54].
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5.2 L2 Normalized Deep AutoEncoder Representations

5.2.1 Related Work

The study of clustering aims to group similar samples into the same cluster while
samples from different clusters exhibit different patterns [89]. Autoencoder is a pop-
ular method in performing clustering with deep features that are extracted by neural
networks [62, 63, 201]. Its main advantage is that a suitable feature representation is
directly learned from data without requiring annotations for supervision. Existing
studies focus on improving the architecture of neural networks and incorporating
supplemental loss terms. At first, a dense autoencoder is trained by minimizing the
reconstruction loss in [201], and the clusters are updated iteratively by matching
the soft assignment to an auxiliary target distribution. Later on, two separate loss
terms are utilized to optimize a dense autoencoder, while the clustering loss scatters
the embedded points and the reconstruction loss preserves the local structure of
data-generating distribution [62]. Finally, the drawback of using dense layers to
process image data is addressed in [63], and better clustering accuracy is obtained by
adopting convolutional layers instead.

Unsupervised anomaly detection refers to identifying abnormal samples without
annotations [18]. Autoencoder has been applied in unsupervised anomaly detec-
tion [68, 218]. While a model is optimized by minimizing the reconstruction error
during training, finding anomalies in the test dataset is feasible by inspecting the
reconstruction error. A general assumption is that the model would not generalize
well on abnormal samples since most training samples are normal. As a consequence,
samples with higher reconstruction error are more likely to be abnormal. A fully
convolutional autoencoder learns both the low-level motion features and the discrim-
inative regular patterns in [68]. The resulting model generalizes well on multiple
datasets, and a significant drop in the regularity scores is observed in the event of irreg-
ular motions. In addition, autoencoder is utilized to extract feature representations
of a video from both spatial and temporal dimensions [218]. In order to enhance the
motion features, a weight-decreasing prediction loss for generating future frames is
used in training, along with the reconstruction loss.
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5.2.2 Proposed Method

Methods based on AutoEncoder (AE) are capable of learning efficient codings in an
unsupervised manner [119]. On the one hand, an encoder E converts the input I
into a feature representation E(I ). Let fi be the function applied at the i -th layer in a
m-layer encoder, the extracted features can be written as

E(I ) = fm( fm−1(. . . f1(I ))), (5.2)

where fi typically refers to a dense, convolutional, pooling or activation layer. On
the other hand, a decoder D generates the reconstruction D(E(I ))

D(E(I )) = gn(gn−1(. . . g1(E(I )))), (5.3)

where the decoder has n layers and g j corresponds to the j -th layer. Additionally,
the pooling layers in the encoder would be compensated by the upsampling layers in
the decoder, so that the reconstruction has the same spatial size as the input.

Apart from defining the architecture of an autoencoder, it is necessary to specify
the loss function l . Given a set of training samples as K , the resulting loss is

loss=
1
|K |
∑
k∈K

l (Ik , D(E(Ik ))). (5.4)

The mean squared error (MSE) loss is utilized to optimize the autoencoder, and it
measures the difference between the input and the reconstruction. Alternatively,
other loss functions are also applicable, such as the feature reconstruction loss [93]
and the adversarial loss [56].

We suggest imposing a constraint on the feature representation E(I ). More specif-
ically, a L2 normalization layer is appended to the encoder so that the extracted
features lie on a unit sphere. Note that the proposed method differs from L2 regu-
larization [135]. In general, L2 regularization is applied to the model’s parameters,
and a separate loss term is added to the loss function during training. Adopting
L2 regularization drives the parameters toward zero and suppresses the overfitting
issue [121]. By contrast, the L2 normalization constraint is imposed on the extracted
features rather than the parameters, and the length of a feature vector is fixed to 1.
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With the aforementioned approach on L2 normalized deep autoencoder represen-
tations, Equation 5.4 can be extended to

lossc =
1
|K |
∑
k∈K

l (Ik , D(Ec (Ik ))),

Ec (Ik ) =
E(Ik )
‖E(Ik )‖2 .

(5.5)

Instead of only normalizing the extracted features during testing as a post-processing
step, the autoencoder is directly optimized with the L2 normalization constraint.
After the training procedure is finalized, the k-means [120] algorithm is applied to
perform clustering.

Furthermore, we introduce a clustering-based method for unsupervised anomaly
detection. Given a dataset consisting of both normal and abnormal instances, an
autoencoder is trained without annotations using Equation 5.5. Subsequently, the
k-means [120] algorithm is employed to construct a set of clusters, and the cluster
centroids are available. Under the antecedent that the percentage of normal instances
is substantially higher than that of abnormal instances, the cluster centroids are rep-
resentative of the normal instances, with some minor deviations due to the existence
of abnormal instances. Given a test sample Ik , we quantify the normality score vk as

vk =max
p
(Ec (Ik ) ·

Cp

‖Cp‖2 ), (5.6)

where Cp is the cluster centroid with index p and · denotes the dot product operation.
Even though the extracted features from the encoder are already L2 normalized, it
does not necessarily hold for the cluster centroids. For example, the centroid of
points on a unit circle falls within the unit circle. As a result, we explicitly apply
the L2 normalization operation on Cp , and the normality score vk is in the range of
[-1, 1]. With the max operation, we iterate over all cluster centroids to calculate the
normality score with respect to the closest cluster. A higher normality score indicates
that the probability of being normal is greater. In the case that binary predictions are
needed, a threshold τ ∈ [-1, 1] can be specified and instances with vk < τ would be
predicted as abnormal.
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Table 5.1 Clustering accuracy with features extracted by dense autoencoders. †: ours. Reproduced with

permission from [6].

DAE [62]
DEC [201] IDEC [62] DAE † DAE L2 †

k-means k-means k-means

MNIST [111] 81.82 86.55 88.06 81.43 90.20

5.2.3 Experimental Results

5.2.3.1 Clustering

Table 5.1 shows the clustering accuracy using dense autoencoders (DAE). Denoted
by DAE k-means, we employ the baseline used in DEC [201] and IDEC [62]. The
encoder has 4 dense layers with 500, 500, 2000 and 10 units, respectively. The decoder
has another 4 dense layers with 2000, 500, 500 and d units, where d refers to the input
dimensionality. In addition, the LeakyReLU activation function is applied with each
dense layer, except for the last one. Three conclusions can be drawn from the results.
Firstly, our re-implementation of the baseline is comparable to the reference baseline
in IDEC. Secondly, the separate clustering loss terms introduced in DEC and IDEC
bring substantial improvements. Thirdly, our proposed method achieves even better
performance without the need to incorporate a clustering loss term.

Table 5.2 shows the clustering accuracy using convolutional autoencoders (CAE).
Refereed as CAE k-means, the baseline from DCEC [63] is adopted in our study. The
encoder consists of consecutive 2-D convolutional layers with 32, 64 and 128 filters,
and each layer uses 2 x 2 strides with ReLU. Subsequently, a flatten layer is appended,
and a dense layer reduces the dimensionality to 10. To provide 4-D feature maps to
the decoder, another dense layer is applied with a reshaping operation. Afterward, up-
sampling layers and 2-D convolutional layers are used in the decoder. The numbers of
filters in 2-D convolutional layers are 64, 32 and 1, respectively. Following the results
of using dense autoencoders, similar patterns can be observed with convolutional
autoencoders. Firstly, only minor differences can be found between the reference
baseline and our re-implementation of the baseline. Secondly, DCEC reaches bet-
ter performances than the baseline on account of the separate clustering loss term.
Thirdly, our proposed method significantly increases the clustering accuracy, and it
is superior to DCEC.
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Table 5.2 Clustering accuracy with features extracted by convolutional autoencoders. †: ours. Repro-

duced with permission from [6].

CAE [63]
DCEC [63] CAE † CAE L2 †

k-means k-means k-means

MNIST [111] 84.90 88.97 84.83 95.11
USPS [82] 74.15 79.00 73.52 91.35

Table 5.3 Comparison among normalization techniques. Reproduced with permission from [6].

CAE CAE Batch [85] CAE Layer [8] CAE L2
k-means k-means k-means k-means

MNIST [111] 84.83 70.67 70.83 95.11
USPS [82] 73.52 74.95 75.26 91.35

Furthermore, comparison among normalization techniques is presented in Ta-
ble 5.3. In particular, convolutional autoencoders are trained with batch normal-
ization [85], layer normalization [8] or L2 normalization. Using batch or layer
normalization makes slight improvements over the baseline on the USPS [82] dataset,
while a shape drop in clustering accuracy occurs on the MNIST [111] dataset. On
the contrary, adopting L2 normalization increases the performance consistently.

5.2.3.2 Unsupervised Anomaly Detection

Given a classification dataset with n classes, a specific class is randomly selected, and
it is treated as abnormal. Instances in the abnormal class are split into multiple (e.g.,
10) partitions, and only one partition is kept while the other partitions are discarded.
Under this setting, the number of abnormal instances would be significantly lower
than normal instances, and it complies with the definition of anomaly. Afterward,
an autoencoder is trained on the updated dataset, with or without the L2 normal-
ization constraint. With the feature representations extracted by the encoder, the
k-means [120] algorithm is utilized, and a set of cluster centroids is obtained. It is
assumed that the number of normal classes is known, i.e., k is set to n-1. Subsequently,
Equation 5.6 is applied to calculate the normality score of each test sample, and the
area under the ROC curve is calculated. Due to the randomness of the aforementioned
procedure, we iterate over each partition and use the average of AUC scores.
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Table 5.4 Results of unsupervised anomaly detection on the MNIST [111] dataset. Reproduced with

permission from [6].

Digit
CAE CAE CAE L2

recons cluster cluster

0 0.7025 0.7998 0.9615
1 0.0782 0.8871 0.9673
2 0.8790 0.7512 0.9790
3 0.8324 0.8449 0.9382
4 0.7149 0.4988 0.7825
5 0.8359 0.7635 0.9136
6 0.6925 0.7896 0.9497
7 0.5767 0.7421 0.9100
8 0.8912 0.9200 0.9237
9 0.5140 0.8944 0.7495

Digit
AE [5] VAE [5] CAE L2
recons recons cluster

0 0.825 0.917 0.9615
1 0.135 0.136 0.9673
2 0.874 0.921 0.9790
3 0.761 0.781 0.9382
4 0.727 0.808 0.7825
5 0.792 0.862 0.9136
6 0.812 0.848 0.9497
7 0.508 0.596 0.9100
8 0.869 0.895 0.9237
9 0.548 0.545 0.7495

Table 5.4 shows a detailed comparison among the results of unsupervised anomaly
detection on the MNIST [111] dataset. Since there are 10 digits in MNIST, separate
experiments have been conducted by treating each digit as abnormal.

In the left part of Table 5.4, the convolutional autoencoders from DCEC [63]
are used. In addition to calculating the normality score based on clustering, another
option is validated, i.e., measuring the reconstruction error as in [5, 198]. It is evident
that using the clustering-based method introduces noticeable improvements over
calculating the reconstruction error, especially for digits 1, 7, and 9. For example,
the digit 1 is relatively simple to reconstruct, and a model would still generate rea-
sonable reconstructions of corresponding samples. In addition, imposing the L2

normalization constraint is beneficial in 9 out of 10 cases, except for digit 9.
In the right part of Table 5.4, we provide comparisons with two methods in [5].

Both methods are based on dense autoencoders, and the reconstruction error is
utilized. On the one hand, variational autoencoders perform better than vanilla
autoencoders. On the other hand, our proposed method with convolutional autoen-
coders and the L2 normalization constraint obtains the best performance in 9 out of
10 cases. Note that abnormal instances are not included in the training procedure
in [5], i.e., the model is optimized using only the normal instances. It introduces
inexplicit supervision that the training samples are normal, while our scenario is
entirely unsupervised.
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5.2.4 Summary

We studied the effects of imposing the L2 normalization constraint on feature repre-
sentations when training an autoencoder. More specifically, the extracted features
lie on a unit sphere, and the length of a feature vector is fixed to 1. Applying the
k-means [120] algorithm on such features yields superior clustering accuracy without
the need to incorporate a clustering loss term. In addition, we extend the clustering
method by quantifying the normality score of a test sample. The resulting unsu-
pervised anomaly detection method introduces significant improvements over the
methods that are based on reconstruction error.
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6 CONCLUSIONS

In this dissertation, we study image embeddings extracted by neural networks. The
main challenge is to develop a feature extraction scheme that is suitable for solving
a particular task. More specifically, three research questions have been rigorously
investigated in the context of person re-identification, vehicle attribute recognition,
neural image compression, clustering and unsupervised anomaly detection.

The first research question is how to extract distinctive features so that features
of samples from distinct categories would differ significantly. It is a core aspect for
image retrieval systems, in which searching is performed over image features based
on similarities. In total, we have summarized four publications that are dedicated to
addressing this problem.

First of all, Section 2.2 introduces an adaptive L2 regularization mechanism [135].
In existing studies, the conventional L2 regularization method is widely adopted
to suppress the overfitting issue. Ideally, each regularization factor should be hand-
picked via hyperparameter optimization. However, modern neural networks have
hundreds of distinct parameters, making the search space excessively large. To address
this issue, we suggest learning the regularization factors through backpropagation. A
trainable scalar variable is defined for each parameter, and it is further processed by
a scaled hard sigmoid function. The resulting tensor represents the regularization
strength.

Later on, Section 2.3 analyzes the gap between training and inference [138]. Adopt-
ing data augmentation during training is beneficial because it would suppress over-
fitting and improve generalization. Also known as test-time augmentation, feature
vectors are obtained for the original and flipped images, and the mean feature vector
is utilized in inference. However, the mean feature vector is absent when optimizing
the model, thus the training procedure differs from the inference procedure. To
solve this issue, we explore different combinations of model architectures. Using the
FlipReID architecture with the flipping loss gives the best performance.
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In addition, Section 3.2 presents a study on recognizing vehicle attributes, in-
cluding type, make, and model [136]. Firstly, a detailed comparison is made among
relevant datasets. Considering the size and diversity of a dataset, CompCars [203],
MIO-TCD [125] and VERI-Wild [122] are the most suitable options for future works.
Secondly, a comprehensive survey has been carried out on existing methods, including
hand-crafted and deep learning approaches. As expected, deep learning approaches are
more competent in processing challenging samples. Thirdly, we address the problem
of vehicle attribute recognition from the perspective of image retrieval, and results
of different loss functions are reported. Compared with the image classification
approach, retraining the model for unseen classes is no longer necessary.

Finally, Section 5.2 introduces the method of applying L2 normalization on feature
representations when optimizing an autoencoder in an unsupervised manner [6].
As a result, the extracted features lie on a unit sphere, and the length of a feature
vector is fixed to 1. Experiments have been conducted on two tasks, i.e., clustering
and unsupervised anomaly detection. For the task of clustering, features learned are
fed to the k-means [120] algorithm. For the task of unsupervised anomaly detection,
normality scores are defined by comparing test samples with cluster centroids. Results
in both tasks indicate that imposing the L2 normalization constraint improves the
performance significantly.

The second research question is how to make features privacy-preserving so that
an adversary can not infer sensitive information. While significant progress has been
made in productizing Machine Learning (ML) algorithms, the trustworthiness of
those techniques remains an open question. Section 2.4 examines model inversion
attacks against ML models under a black-box setting [137]. Two assumptions are
made, i.e., feature vectors of user data are accessible, and a black-box API is avail-
able for conducting inference. Based on feature vectors extracted by state-of-the-art
models in person re-identification, it is achievable to recognize auxiliary attributes
with admissible accuracy and obtain a reasonable reconstruction of user data. As a
countermeasure, it is essential to utilize an encryption algorithm when transferring
and storing deep features. Furthermore, we propose a method termed ShuffleBits, in
which shuffling is performed on the binary sequence of each floating-point number.
It can be seamlessly incorporated into any existing neural network, and the resulting
model would directly yield encrypted feature vectors.
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The third research question is how to obtain compressible features so that the
storage requirements are lowered. It contributes to achieving data compression on
deep features. Section 4.2 analyzes an autoencoder-based algorithm to compress
images block by block [7]. While the encoder extracts a feature vector of an image,
the decoder aims to reconstruct the original images. On the one hand, feature repre-
sentations should be compressible. On the other hand, the differences between the
original and reconstructed images should be minimized. Several tricks have been in-
corporated, including handling the binarization process, exploiting L2 normalization,
incorporating the entropy-friendly loss, training multiple compression networks,
employing a deblocking network, and optimizing the encoded features. At similar
bits per pixel, the proposed method obtains higher PSNR score than JPEG [187].

Studies included in this dissertation shine a light on possible solutions for the
aforementioned three research questions. Deriving distinctive, privacy-preserving
and compressible feature representations is still a major challenge. More research is
required to sharpen the understanding of Machine Learning.
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Abstract—We introduce an adaptive L2 regularization mecha-
nism in the setting of person re-identification. In the literature, it
is common practice to utilize hand-picked regularization factors
which remain constant throughout the training procedure. Unlike
existing approaches, the regularization factors in our proposed
method are updated adaptively through backpropagation. This
is achieved by incorporating trainable scalar variables as the
regularization factors, which are further fed into a scaled
hard sigmoid function. Extensive experiments on the Market-
1501, DukeMTMC-reID and MSMT17 datasets validate the
effectiveness of our framework. Most notably, we obtain state-
of-the-art performance on MSMT17, which is the largest dataset
for person re-identification. Source code is publicly available at
https://github.com/nixingyang/AdaptiveL2Regularization.

I. INTRODUCTION

Person re-identification involves retrieving corresponding
samples from a gallery set based on the appearance of a
query sample across multiple cameras. It is a challenging
task since images may differ significantly due to variations in
factors such as illumination, camera angle and human pose.
On account of the availability of large-scale datasets [1],
[2], [3], remarkable progress has been witnessed in recent
studies on person re-identification, e.g., utilizing local feature
representations [4], [5], leveraging extra attribute labels [6],
[7], improving policies for data augmentation [8], [9], adding
a separate re-ranking step [10], [11] and switching to video-
based datasets [12], [13].

L2 regularization imposes constraints on the parameters of
neural networks and adds penalties to the objective function
during optimization. It is a commonly adopted technique
which can improve the model’s generalization ability. Al-
though some works [14], [15], [16], [17] provide insights
on the underlying mechanism of L2 regularization, it is an
understudied topic and has not received sufficient attention.
In most literature, L2 regularization is taken for granted, and
the text dedicated to it is typically shrunk into one sentence as
in [18]. On the other hand, existing approaches assign constant
values to regularization factors in the training procedure,
and such hyperparameters are hand-picked via hyperparameter
optimization which is a tedious and time-consuming process.
The primary purpose of this work is to address the bottleneck
of conventional L2 regularization and introduce a mechanism
which learns the regularization factors and update those values
adaptively.

In this paper, our major contributions are twofold:
• We introduce an adaptive L2 regularization mechanism,

which optimizes each regularization factor adaptively as
the training procedure progresses.

• With the proposed framework, we obtain state-of-the-art
performance on MSMT17, which is the largest dataset
for person re-identification.

The rest of this paper is organized as follows. Section II
reviews important works in person re-identification and L2

regularization. In Section III, we present the essential com-
ponents of our baseline, alongside the proposed adaptive L2

regularization mechanism. Section IV describes the details
of our experiments, including datasets, evaluation metrics
and comprehensive analysis of our proposed method. Finally,
Section V concludes the paper.

II. RELATED WORK

In this section, we give a brief overview of two distinct
research topics, namely, person re-identification and L2 regu-
larization.

A. Person Re-Identification

Utilizing local feature representations which are specific to
certain regions, has been shown successful. Varior et al. [4]
propose a Long Short-Term Memory architecture which mod-
els the spatial dependency and thus extracts more discrimi-
native local features. Sun et al. [5] apply a uniform partition
strategy which divides the feature maps evenly into individual
parts, and the part-informed features are concatenated to form
the final descriptor.

Besides, methods based on auxiliary features are advocated,
aiming to utilize extra attributes in addition to the identity
labels. Su et al. [6] shows that learning mid-level human
attributes can be used to address the challenge of visual appear-
ance variations. Specifically, an attribute prediction model is
trained on an independent dataset which contains the attribute
labels. Lin et al. [7] manually annotate attribute labels which
contain detailed local descriptions. A multi-task network is
proposed to learn an embedding for re-identification and also
predict the attribute labels. In addition to the performance
improvement in re-identification, such system can speed up
the retrieval process by ten times.



By applying random manipulations on training samples,
data augmentation has played an essential role in suppress-
ing the overfitting issue and improving the generalization of
models. Zhong et al. [8] introduce an approach which erases
the pixel values in a random rectangle region during training.
By contrast, Dai et al. [9] suggest dropping the same region for
all samples in the same batch. Such feature dropping branch
strengthens the learned features of local regions.

Adding a separate re-ranking step to refine the initial
ranking list can lead to significant improvements. Zhong et
al. [10] develop a k-reciprocal encoding method based on
the hypothesis that a gallery image is more likely to be a
true match if it is similar to the probe in the k-reciprocal
nearest neighbours. Zhou et al. [11] rank the predictions with
a specified local metric by exploiting negative samples for
each online query, rather than implementing a general global
metric for all query probes.

Lastly, some works shift the emphasis from image-based to
video-based person re-identification. Liu et al. [12] introduce
a spatio-temporal body-action model which exploits the peri-
odicity exhibited by a walking person in a video sequence.
Alternatively, Dai et al. [13] present a learning approach
which unifies two modules: one module extracts the features
of consecutive frames, and the other module tackles the poor
spatial alignment of moving pedestrians.

B. L2 regularization

Laarhoven [14] prove that L2 regularization would not reg-
ularize properly in the presence of normalization operations,
i.e., batch normalization [19] and weight normalization [20].
Instead, L2 regularization will affect the scale of weights, and
therefore it has an influence on the effective learning rate.

Similarly, Hoffer et al. [15] investigate how does apply-
ing weight decay before batch normalization affect learning
dynamics. Combining weight decay and batch normalization
would constrain the norm to a small range of values and lead
to a more stable step size for the weight direction. It enables
better control over the effective step size through the learning
rate.

Later on, Loshchilov et al. [16] clarify a long-established
misunderstanding that L2 regularization is equivalent to weight
decay. The aforementioned statement does not hold when
applying adaptive gradient algorithms, e.g., Adam [21]. Fur-
thermore, they suggest decoupling the weight decay from the
optimization steps, and it leads to the original formulation of
weight decay.

Most recently, Lewkowycz et al. [17] present an empirical
study on the relations among the L2 coefficient, the learning
rate, and the number of training epochs and the performance
of the model. In a similar manner as learning rate schedules, a
manually designed schedule for the L2 parameter is proposed
to increase training speed and boost model’s performance.

In Training
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Fig. 1. Structure of an objective module. In the training procedure, two
objective functions are applied: triplet loss [22] and categorical cross-entropy
loss. In the inference procedure, the feature embeddings before the batch
normalization [19] layer are extracted as the representations. Note that blocks
in yellow are excluded from the minimal setup.

III. PROPOSED METHOD

In this section, we first present a minimal setup for person
re-identification. Later on, we explain five components that
contribute to significant improvements in performance and use
the resulting method as the baseline in our study. Most im-
portantly, we discuss the proposed adaptive L2 regularization
mechanism at the end.

A. Minimal setup

Backbone: ResNet50 [18], initialized with ImageNet [23]
pre-trained weights, is selected as the backbone model. For
convenience, it is separated into five individual blocks, i.e.,
block 1-5, as illustrated in Figure 2. Additionally, the stride
arguments of the first convolution layer in block 5 are set to 1,
rather than default value 2. This enlarges the feature maps by a
scale factor of 2 along with both height and width dimensions
while reusing the pre-trained weights and keeping the total
amount of parameters identical.

Objective module: Figure 1 demonstrates the structure of
an objective module that converts the feature maps to learning
objectives. A global average pooling layer squeezes the spatial
dimensions in the feature maps, and the following batch nor-
malization [19] layer generates the normalized feature vectors.
The concluding fully-connected layer does not contain a bias
vector, and it produces the predicted probabilities of each
unique identity so that the model can be optimized using the
categorical cross-entropy loss. In the inference procedure, the
feature embeddings before the batch normalization layer are
extracted as the representations, and cosine distance is adopted
to measure the distance between two samples.
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Fig. 2. Topology of the overall model. Feature embeddings from multiple
objective modules are concatenated in the inference procedure. Note that
blocks in yellow are excluded from the minimal setup.

Overall topology: The topology of the overall model is
shown in Figure 2. It is to be observed that the minimal
setup only contains the global branch. Given a batch of
images, the individual blocks from the backbone model utilize
successively, and an objective module is appended at the end.

Data augmentation: The image is resized to target resolu-
tion using a bilinear interpolation method. Besides, the image
is flipped horizontally at random with probability set to 0.5.
Zero paddings are added to all sides of the image, i.e., the
top, bottom, left, and right sides. A random part with target
resolution is subsequently cropped.

Learning rate: The learning rate increases linearly from a
low value to the pre-defined base learning rate in the early
stage of the training procedure, and it is divided by ten once
the performance on the validation set plateaus. On the one
hand, the warmup strategy suppresses the distorted gradient
issue at the beginning [24]. On the other hand, periodically
reducing the learning rate boosts the performance even further.

Label smoothing: The label smoothing regularization [25]
is applied alongside with the categorical cross-entropy loss
function. Given a sample with ground truth label y ∈
{1, 2, . . . , N}, the one-hot encoded label q(i) equals to 1 only
if the index i is as the same as label y, and 0 otherwise. The
smoothed label introduces a hyperparameter ε ∈ (0, 1) and is
calculated as:

q′(i) = (1− ε)q(i) +
ε

N
. (1)

B. Baseline

Triplet loss: As highlighted in Figure 1, the triplet loss [22]
is applied on the feature embeddings before the batch nor-
malization layer. It mines the moderate hard triplets instead
of all possible combinations of triplets, given that using all
possible triplets may destabilize the training procedure. Con-
sidering that multiple loss functions are present, the weighting
coefficients of each loss function are set to 1 on account of
simplicity.

Regional branches: In addition to the global branch, two
regional branches are integrated into the model. Figure 2
illustrates the diagram of those regional branches. Firstly, the
block 5 from the backbone model is replicated, and it is
not shared with the global branch. Secondly, we adopt the
uniform partition scheme as in [5]. The slicing layer explicitly
divides the feature maps into two horizontal stripes. Lastly,
dimensionality reduction is performed using a convolutional
layer on each stripe. Separate objective modules are appended
afterwards. In the inference procedure, feature embeddings
from multiple objective modules are concatenated.

Random erasing: In addition to random horizontal flipping,
random erasing [8] is utilized in data augmentation. During
training, it erases an area of original images to improve the
robustness of the model, especially for the occlusion cases.

Clipping: The clipping layer is inserted between the global
average pooling layer and the batch normalization layer in
Figure 1. It performs element-wise value clipping so that
values in its output are contained in a closed interval. The
clipping layer works in a similar manner as the ReLU-
n units [26], and it relieves optimization difficulties in the
succeeding triplet loss [22].

L2 regularization: Conventional L2 regularization is uti-
lized to all trainable parameters, i.e., the regularization factors
remain constant throughout the training procedure. Addition-
ally, those regularization factors need to be hand-picked via
hyperparameter optimization.

C. Adaptive L2 regularization

A neural network consists of a set of N distinct parameters,

P = {wn | n = 1, . . . , N}, (2)

with P containing all trainable parameters. Each wn is an
array which could be a vector, a matrix or a 3rd-order tensor.
For example, the kernel and bias terms in a fully-connected
layer are a matrix and a vector, respectively.

Conventional L2 regularization imposes an additional
penalty term to the objective function, which can be formu-
lated as follows:

Lλ(P ) = L(P ) + λ

N∑
n=1

‖wn‖22, (3)

where L(P ) and Lλ(P ) denote the original and updated
objective functions, respectively. In our case (see Figures 1
and 2), L(P ) is a weighted sum of triplet loss [22] and
categorical cross-entropy loss functions. In addition, ‖wn‖22



refers to the square of the L2 norm1 of wn, and the constant
coefficient λ ∈ R+ defines the regularization strength.

One may wish to add penalties in a different way, e.g.,
applying lighter regularization in the early layers but stronger
in the last ones. Thus, it is possible to generalize even further,
i.e., defining a unique coefficient for each ‖wn‖22:

Lλ(P ) = L(P ) +
N∑

n=1

(
λn‖wn‖22

)
, (4)

where each parameter wn is associated with an individual
regularization factor λn ∈ R+.

Obviously, it is infeasible to manually fine-tune those reg-
ularization factors λn for n = 1, . . . , N one by one, since
N is in the order of 100 for models trained with ResNet50.
Therefore, we treat them as any other learnable parameters
and find suitable values from the data itself.

To make the aforementioned regularization factors adaptive,
a straightforward extension is obtained by replacing the pre-
defined constant λn with scalar variables which are trainable
through backpropagation. After the modification, Equation 4
remains unchanged while λn ∈ R. However, such an approach
without any constraints on λn will fail. Namely, setting
negative values for λn allows naively increasing ‖wn‖22 so that
Lλ(P ) decreases sharply. In other words, the L2 regularization
penalties would become dominant in the optimization process.
Thus the model collapses and would not learn useful feature
embeddings.

To address the collapse problem, we apply the hard sigmoid
function which assures that the regularization factor λn would
always have non-negative values. The hard sigmoid function
is defined as

f(x) =

⎧⎪⎨
⎪⎩

0, if x < −c

1, if x > c

x/(2c) + 0.5, otherwise.
(5)

In our experiments, we use c = 2.5, but any other positive
values can be used as well.

The regularization factor λn is obtained by applying the
hard sigmoid on the raw parameters as

λn = f(θn), (6)

where θn ∈ R (n = 1, . . . , N ) are the trainable scalar vari-
ables. Furthermore, we introduce a hyperparameter A ∈ R+

which represents the amplitude. Hence, we get

λn = Af(θn). (7)

The amplitude A offers flexibility of avoiding excessively
large regularization factors which could deteriorate the training
procedure. Combining Equation (4) and (7) gives

Lλ(P ) = L(P ) +

N∑
n=1

(
Af(θn)‖wn‖22

)
. (8)

1We define ‖w‖22 to denote the sum of squares of all elements also when
w is a matrix or a 3rd-order tensor.

TABLE I
COMPARISON OF THREE PERSON RE-IDENTIFICATION DATASETS, NAMELY,

MARKET-1501 [1], DUKEMTMC-REID [2] AND MSMT17 [3].

Dataset Market-1501 DukeMTMC-reID MSMT17

Train Samples 12,936 16,522 32,621
Train Identities 751 702 1,041
Test Query Samples 3,368 2,228 11,659
Test Gallery Samples 15,913 17,661 82,161
Test Identities 751 1,110 3,060
Cameras 6 8 15

IV. EXPERIMENTS

In this section, we explain datasets, evaluation metrics and
comprehensive analysis of our proposed method.

A. Datasets

We conduct experiments on three person re-identification
datasets, namely, Market-1501 [1], DukeMTMC-reID [2] and
MSMT17 [3]. Table I makes a comparison of those datasets.
The MSMT17 dataset outshines the other two due to its large
scale.

The Market-1501 dataset is collected with six different cam-
eras in total. It contains 32,217 images from 1,501 pedestrians,
and at least two cameras capture each pedestrian. The training
set includes 751 pedestrians with 12,936 images, while the
test set consists of the remaining images from 750 pedestrians
and one distractor class.

The DukeMTMC-reID dataset includes 1,404 pedestrians
that appear in at least two cameras and 408 pedestrians that
appear only in one camera. The training and test sets contain
16,522 and 19,889 images, respectively. The query and gallery
samples in the test set are randomly split.

The MSMT17 dataset is the largest person re-identification
dataset which is publicly available, as of July 2020. It contains
126,441 images from 4,101 pedestrians, while 3 indoor cam-
eras and 12 outdoor cameras are employed. In particular, the
test set has approximately three times as much samples as the
training set. Such setting motivates the research community
to leverage a limited number of training samples that are
available since data annotation is costly.

B. Evaluation metrics

Following the practices in [1], two evaluation metrics are
applied to measure the performance, i.e., mean Average Preci-
sion (mAP), and Cumulative Matching Characteristic (CMC)
rank-k accuracy. The metrics take the distance matrix between
query and gallery samples, in conjunction with the ground
truth identities and camera IDs as input arguments. Gallery
samples are discarded if they have been taken from the same
camera as the query sample. As a result, greater emphasis is
laid on the performance in the cross-camera setting.

Since the query samples may have multiple ground truth
matches in the gallery set, mAP is preferable than rank-k
accuracy for the reason that mAP considers both precision
and recall.



TABLE II
PERFORMANCE COMPARISONS AMONG BASELINE, ADAPTIVE L2 REGULARIZATION AND EXISTING APPROACHES.

THE MAP SCORE ON MSMT17 IS THE MOST RELIABLE INDICATOR OF PERFORMANCE.
R1: RANK-1 ACCURACY. -: NOT AVAILABLE. †: RE-RANKING [10] IS APPLIED.

Method Venue Backbone
Market-1501 DukeMTMC-reID MSMT17

mAP R1 mAP R1 mAP R1

Annotators [27] arXiv 2017 - - 93.5 - - - -
PCB [5] ECCV 2018 ResNet50 81.6 93.8 69.2 83.3 - -
IANet [28] CVPR 2019 ResNet50 83.1 94.4 73.4 87.1 46.8 75.5
AANet [29] CVPR 2019 ResNet50 82.5 93.9 72.6 86.4 - -
CAMA [30] CVPR 2019 ResNet50 84.5 94.7 72.9 85.8 - -
DGNet [31] CVPR 2019 ResNet50 86.0 94.8 74.8 86.6 52.3 77.2
OSNet [32] ICCV 2019 OSNet 84.9 94.8 73.5 88.6 52.9 78.7
MHN [33] ICCV 2019 ResNet50 85.0 95.1 77.2 89.1 - -
BDB [9] ICCV 2019 ResNet50 86.7 95.3 76.0 89.0 - -
BAT-net [34] ICCV 2019 GoogLeNet 87.4 95.1 77.3 87.7 56.8 79.5
SNR [35] CVPR 2020 ResNet50 84.7 94.4 72.9 84.4 - -
HOReID [36] CVPR 2020 ResNet50 84.9 94.2 75.6 86.9 - -
RGA-SC [37] CVPR 2020 ResNet50 88.4 96.1 - - 57.5 80.3
SCSN [38] CVPR 2020 ResNet50 88.5 95.7 79.0 91.0 58.5 83.8

Baseline (Ours) - ResNet50 87.2 94.6 78.9 88.0 57.7 79.1

Adaptive
L2 Regularization

(Ours)
-

ResNet50 88.3 95.3 79.9 88.9 59.4 79.6
ResNet101 88.6 94.8 80.6 89.2 61.9 81.3
ResNet152 88.9 95.6 81.0 90.2 62.2 81.7
ResNet152† 94.4 96.0 90.7 92.2 76.7 84.9

TABLE III
ABLATION STUDY OF BASELINE USING THE RESNET50 BACKBONE.

R1: RANK-1 ACCURACY.

Method
Market-1501 DukeMTMC-reID MSMT17
mAP R1 mAP R1 mAP R1

Minimal Setup 28.3 60.0 28.7 49.9 11.4 34.0
+ Triplet Loss 79.9 92.0 68.8 82.2 44.0 70.9
+ Regional Branches 81.3 93.3 71.2 84.2 47.9 74.2
+ Random Erasing 85.8 94.4 76.6 87.0 54.1 77.0
+ Clipping 86.8 94.3 78.1 87.6 56.5 78.4
+ L2 regularization 87.2 94.6 78.9 88.0 57.7 79.1

C. Ablation study of baseline

The baseline differs from the minimal setup in five aspects,
as discussed in Section III-B. Table III presents an ablation
study to demonstrate how each component contributes to the
performance on person re-identification. On the one hand,
the triplet loss [22] brings the most significant improvements
on all three datasets. The boost is due to the fact that the
triplet loss is applied to the feature embeddings which are
retrieved in the inference procedure (see Figure 1). Since
the triplet loss directly optimizes the model in a manner
comparable to similarity search, it closes the gap between
the training and inference procedures. On the other hand,
the other four components bring moderate improvements. It
is conceivable that the model reaches better generalization
by using hand-picked L2 regularization factors which remain
constant throughout the training procedure.

D. Comparisons with existing approaches

Table II shows performance comparisons among baseline,
adaptive L2 regularization and existing approaches.

Firstly, all methods listed in Table II have surpassed
the best-performing human annotators [27] on the Market-
1501 dataset. In light of the scale of the Market-1501 and
DukeMTMC-reID datasets (see Table I), these two small-scale
datasets might have been saturated and more emphasis should
be put on the MSMT17 dataset. Since mAP is preferable than
rank-k accuracy, the mAP score on MSMT17 is the most
reliable indicator of performance.

Secondly, the proposed adaptive L2 regularization mecha-
nism contributes with decent improvements to the baseline,
especially on MSMT17 in which the mAP score increases
from 57.7% to 59.4%. Among methods which utilize the
ResNet50 backbone, it is noteworthy that the adaptive L2

regularization method obtains the state-of-the-art performance
on DukeMTMC-reID and MSMT17, very close to state-of-
the-art performance on Market-1501.

Last but not least, deeper backbones (i.e., ResNet101 and
ResNet152) further improve the performance, at the cost of
extra computations. Attributed to the re-ranking [10] method
which exploits the test data in the inference procedure, new
milestones have been accomplished, i.e., the mAP scores
on Market-1501, DukeMTMC-reID and MSMT17 stand at
94.4%, 90.7% and 76.7%, respectively.



Fig. 3. The median value of regularization factors in each category, with
respect to the number of iterations.

E. Quantitative analysis of regularization factors

Depending on the associated distinct parameter (see Equa-
tion 2), the regularization factors can be classified into five
categories: conv kernel, conv bias, bn gamma, bn beta and
dense kernel, where conv, bn and dense denote the convolu-
tional, batch normalization and fully-connected layers. In the
following, we examine the regularization factors for a model
trained on MSMT17 using the ResNet50 backbone.

Figure 3 visualizes the median value of regularization fac-
tors in each category, with respect to the number of iterations.
Note that the learning rate gets reduced at iterations 8000 and
14000. While conv kernel, bn gamma and bn beta behave
similarly, conv bias remains constant throughout the training
procedure and dense kernel drops to 0 in the early stage.

Figure 4 demonstrates a histogram of regularization factors
in the last epoch, i.e., the training procedure completes. The
interval [0, 0.0025] is divided evenly into five buckets. For
regularization factors from the same category, the values
could differ significantly, e.g., 2 and 38 regularization fac-
tors from conv bias fall within the interval [0, 0.0005] and
[0.0020, 0.0025], respectively. To be specific, the regulariza-
tion factors from conv bias in the two Reduction blocks are 0
(see Figure 2). If omitting the effects of the Clipping layer in
Figure 1, those convolutional layers are followed by batch nor-
malization layers which intrinsically cancels out the bias terms
in aforementioned convolutional layers. Consequently, such
regularization factors would converge to 0. In summary, this
phenomenon reflects the superiority of our proposed method,
in which each regularization factor is optimized separately.

F. Qualitative analysis of predictions

Figure 5 illustrates selected query samples with correspond-
ing top 5 matches from the gallery set. Although query
samples and erroneous matches may have similar appearances,
minor differences could be observed under careful inspection,
e.g., the dissimilarity between backpacks. Furthermore, our
models could retrieve correct matches even in the presence of
large illumination changes, e.g., the two examples from the
MSMT17 dataset.

Fig. 4. Histogram of regularization factors in the last epoch.
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Fig. 5. Selected query samples with corresponding top 5 matches from the
gallery set. Images with orange, green and red border are query samples,
correct matches and erroneous matches, respectively.

V. CONCLUSION

In this work, we revisited L2 regularization in neural
networks. Unlike employing constant and hand-picked regular-
ization factors, our proposed method optimizes the strength of
L2 regularization adaptively through backpropagation. More
specifically, we applied a scaled hard sigmoid function to
trainable scalar variables and used those as the regularization
factors. Extensive experiments substantiate that our framework
boosts model’s performance, and we obtained state-of-the-
art performance on MSMT17 which is the largest person re-
identification dataset. Although the current study is constrained
within the domain of person re-identification, it is self-evident
that the proposed adaptive L2 regularization mechanism can
be seamlessly integrated into the training procedure of any
neural networks. Accordingly, further studies can be conducted
on other topics, e.g., image classification, image retrieval and
object detection.
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ABSTRACT

Since neural networks are data-hungry, incorporating data
augmentation in training is a widely adopted technique that
enlarges datasets and improves generalization. On the other
hand, aggregating predictions of multiple augmented samples
(i.e., test-time augmentation) could boost performance even
further. In the context of person re-identification models, it is
common practice to extract embeddings for both the original
images and their horizontally flipped variants. The final rep-
resentation is the mean of the aforementioned feature vectors.
However, such scheme results in a gap between training and
inference, i.e., the mean feature vectors calculated in infer-
ence are not part of the training pipeline. In this study, we
devise the FlipReID structure with the flipping loss to address
this issue. More specifically, models using the FlipReID
structure are trained on the original images and the flipped
images simultaneously, and incorporating the flipping loss
minimizes the mean squared error between feature vectors of
corresponding image pairs. Extensive experiments show that
our method brings consistent improvements. In particular,
we set a new record for MSMT17 which is the largest per-
son re-identification dataset. The source code is available at
https://github.com/nixingyang/FlipReID.

Index Terms— Person re-identification, test-time aug-
mentation

1. INTRODUCTION

The purpose of person re-identification is retrieving the per-
son of interest across multiple cameras, based on either im-
ages or videos [1]. While large-scale datasets [2, 3, 4] have
been collected, academic research is progressing in three ma-
jor directions: feature representation learning, deep metric
learning, and ranking optimization.

Feature representation learning refers to developing
strategies for feature construction [1]. Early works only
extract a global representation for each person image [5, 6].
Later on, incorporating local features from body parts/regions
has been proven beneficial [7, 8]. In addition, Lin et al. [9]
propose leveraging the auxiliary attributes, while Wei et
al. [4] generate synthetic images to reduce the performance
drop when training and testing on different datasets.

Deep metric learning studies objective functions which
are utilized to optimize neural networks [1]. With the iden-
tity loss, a model classifies the identities, and each identity
is a distinct class [5, 6]. By comparison, the verification loss
exploits the pairwise relationship between samples. Varior
et al. [7] adopt the contrastive loss function for learning the
embeddings, and Zheng et al. [10] use the binary verification
loss by feeding positive and negative pairs. Lastly, the triplet
loss is based on the assumption that the distance between the
positive pair should be smaller than the negative pair [11].

Ranking optimization is a post-processing step that refines
the retrieved ranking list [1]. Liu et al. [12] devise a method
that requires only one negative feedback. Wang et al. [13]
propose a hybrid model that learns cumulatively from users’
feedback, and it is scalable to large-scale gallery sets. Since
human interaction is time-consuming, Zhong et al. [14] opt
for a fully automated solution instead. The pairwise distance
between query and gallery samples is updated by comparing
their k-reciprocal nearest neighbors.

Apart from person re-identification, data augmentation is
the other subject of this study. Transformations are applied
on the samples while preserving the labels, thus avoiding the
need for re-annotating [15]. It is widely adopted in the train-
ing procedure to diversify samples, reduce overfitting and im-
prove model robustness. In the mixup [16] work, models
are trained on convex combinations of pairs of samples and
their labels. Cubuk et al. [17] propose a search algorithm
that finds the best data augmentation policies for the task at
hand. The learned policies perform better than manually de-
signed policies and are transferable between datasets. Option-
ally, data augmentation can be utilized in the inference proce-
dure as well, i.e., one could generate predictions of multiple
augmented samples and aggregate them into a more accurate
prediction. Employing test-time augmentation improves per-
formance at the cost of extra computations.

For image classification models such as AlexNet [18]
and ResNet [19], a 10-crop testing method is applied. Five
patches are extracted from the original image, i.e., four cor-
ner patches and one center patch. Another five patches are
obtained from the horizontal reflection. Since the output of
the last dense layer with softmax activation represents the
probabilities of classes, it is trivial to use the mean of these
ten patches’ predictions.
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For person re-identification models such as MGN [20]
and FastReID [21], features are extracted from both the orig-
inal images and their horizontally flipped variants. After-
ward, the mean of these feature vectors is used for evaluation.
Even though this practice brings performance improvements,
it lacks a thorough explanation for aggregating feature vectors
by calculating the mean. More specifically, such mean feature
vectors are not involved in optimizing the model, and calcu-
lating the mean in inference deviates from the training objec-
tives. As a consequence, there exists a gap between training
and inference.

In this study, we examine test-time augmentation in per-
son re-identification. Our contribution is twofold:

• We identify a largely neglected issue, i.e., utilizing the
mean feature vectors of multiple augmented samples
for evaluation results in suboptimal performance due to
the gap between training and inference.

• We devise the FlipReID structure with the flipping loss.
For models using the FlipReID structure, the original
images and the flipped images are both used for train-
ing. Additionally, incorporating the flipping loss min-
imizes the mean squared error between feature vectors
of corresponding image pairs. The resulting method
achieves state-of-the-art performance on popular per-
son re-identification datasets.

2. PROPOSED METHOD

2.1. Baseline

We leverage the method described in [22] as the baseline
since it achieves high performance among recent works in
person re-identification. Figure 1 illustrates the overall struc-
ture of the baseline method, and its essential components are
explained as follows.
Backbone. Given images with pixel values in {0, . . . , 255},
the pre-processing layer scales pixels to [0, 1] and normalizes
each channel. The backbone model is an image classifica-
tion model pre-trained on ImageNet [23], e.g., ResNet [19],
IBN-ResNet [24] and ResNeSt [25]. Due to its pyramidal ar-
chitecture, the backbone model can be separated into consec-
utive blocks, and higher blocks refine feature maps extracted
by lower blocks.
Global Branch. Following the last block of backbone, the
Generalized-Mean (GeM) pooling [26] layer learns a train-
able power parameter, and it generalizes the max and average
operations. The subsequent clipping layer performs element-
wise value clipping, which introduces constraints on feature
vectors. Lastly, the batch normalization [27] and dense layers
produce the probabilities of classes.
Regional Branches. The regional branches differ from the
global branch in two aspects. On the one hand, the slicing
layer [8] divides the feature maps along the height axis. For
example, it outputs the upper and lower stripes in the case of
using two partitions. On the other hand, the following convo-
lution layer reduces the number of channels so that the result-
ing feature vector is not excessively long.
Objective Function. In the training procedure, the objec-
tive function is a weighted sum of batch hard triplet loss [11]
and categorical cross-entropy loss. The batch hard triplet loss
utilizes the hardest positive and negative samples within the
batch when forming the triplets, and it is applied to the clip-
ping layer’s output. By contrast, the categorical cross-entropy
loss measures the difference between the ground truth and
predicted probability distributions, and it is applied to the
dense layer’s output.
Sub-Models. In the inference procedure, the outputs of
the clipping layers from both global branch and regional
branches are concatenated to get the embedded feature vec-
tor. From another perspective, the pipeline starting from the
pre-processing layer to the clipping layers can be viewed as
the inference model, while the remaining batch normalization
and dense layers constitute the classification model.
Mini-Batch. Due to the nature of the batch hard triplet
loss [11], each mini-batch comprises samples from both the
same and different identities so that the positive and nega-
tive exemplars can be selected. To alleviate the overfitting
issue, random horizontal flipping, random grayscale patch
replacement [28] and random erasing [29] are used as the
data augmentation policies.
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2.2. FlipReID

Training. Figure 2(a) visualizes a higher level of abstraction
of Figure 1. In the baseline method, random horizontal flip-
ping is adopted for data augmentation. However, only one
image will be used for one sample at a time, i.e., either the
original image or the flipped image. By contrast, Figure 2(b)
shows the diagram of the FlipReID method. Both the origi-
nal images and the flipped images are feed into the inference
model, and the classification model takes in the mean feature
vectors. As an optional loss term, we introduce the flipping
loss, which calculates the mean squared error between the fea-
ture vectors of the original images and the flipped images.
Inference. Figure 2(c) and 2(d) show the inference pipeline
using single image and double images, respectively. In Fig-
ure 2(c), data augmentation is disabled, and feature vectors
are extracted from the original images. By comparison, hori-
zontally flipped images are used in Figure 2(d), and the final
representation is the mean feature vectors of the original im-
ages and horizontal reflections.
Options for Training and Inference. Figure 2(a) and 2(b)
provide two choices for training, while Figure 2(c) and 2(d)
offer two inference strategies. This gives the following four
options for training and inference:

• Figure 2(a), 2(c): Inference is consistent with training,
and the classification model is discarded in inference.

• Figure 2(a), 2(d): There exists a gap between train-
ing and inference, i.e., the classification model is only
trained on feature vectors of single image.

• Figure 2(b), 2(c): There exists a gap between train-
ing and inference, i.e., the classification model is only
trained on feature vectors of double images.

• Figure 2(b), 2(d): Inference is consistent with training,
and the classification model is discarded in inference.

3. EXPERIMENTS

3.1. Datasets

Experiments are carried out on three person re-identification
datasets, i.e., Market-1501 [2], DukeMTMC-reID [3] and
MSMT17 [4].
Market-1501. It consists of 32,217 images taken from 1,501
pedestrians. Each pedestrian is captured by at least two cam-
eras, and there are six cameras in total.
DukeMTMC-reID. Eight cameras were deployed to collect
the dataset. The training set contains 702 pedestrians with
16,522 images, and the test set contains 1,110 pedestrians
with 19,889 images. Note that 408 pedestrians appear only
in one camera, and those samples serve as distractors.
MSMT17. Compared with the previous two datasets, the
MSMT17 dataset is closer to real scenarios due to its diver-
sity. Collected by three indoor cameras and twelve outdoor
cameras, it comprises 126,441 images from 4,101 pedestri-
ans. The ratio of training to test samples is set to 1:3 with the
intention of limiting available training samples and therefore
emphasizing effective training methods.

3.2. Evaluation metrics

Models are evaluated using mean Average Precision (mAP)
and Cumulative Matching Characteristic (CMC) rank-k accu-
racy [2]. The mAP score is preferable to the CMC rank-k
accuracy because the former metric considers both precision
and recall while the latter metric does not report the perfor-
mance on hard positive samples. Furthermore, gallery sam-
ples taken from the same camera as the query sample are dis-
carded during evaluation so that the metrics would emphasize
the performance in the cross-camera setting.



Table 1. Performance comparisons among existing studies, our baseline method, and our FlipReID method. †: inference using
single image (see Figure 2(c)). ‡: inference using double images (see Figure 2(d)). §: re-ranking [14] is applied.

Method Backbone Market-1501 DukeMTMC-reID MSMT17
mAP R1 mAP R1 mAP R1

PCB, ECCV 2018 [8] ResNet50 81.6 93.8 69.2 83.3 - -
BoT, CVPRW 2019 [6, 21] ResNet50 86.1 94.4 77.0 87.2 50.2 74.1
SCSN, CVPR 2020 [30] ResNet50 88.5 95.7 79.0 91.0 58.5 83.8
GASM, ECCV 2020 [31] ResNet50 84.7 95.3 74.4 88.3 52.5 79.5
AGW, TPAMI 2020 [1, 21] ResNet50 88.2 95.3 79.9 89.0 55.6 78.3
FastReID, arXiv 2020 [21] ResNet50 88.2 95.4 79.8 89.6 59.9 83.3
1.1 Baseline† ResNet50 88.1 95.0 78.9 89.4 61.7 81.5
1.2 Baseline‡ 88.6 95.0 79.5 89.4 62.9 82.1
2.1 FlipReID (without flipping loss)† ResNet50 86.2 94.7 77.2 88.9 57.1 79.5
2.2 FlipReID (without flipping loss)‡ 88.5 95.5 79.8 90.2 64.3 83.6
3.1 FlipReID (with flipping loss)†

ResNet50
87.6 95.2 78.9 89.1 61.4 81.9

3.2 FlipReID (with flipping loss)‡ 88.5 95.3 79.8 89.4 64.3 83.3
3.3 FlipReID (with flipping loss)‡§ 94.6 96.0 90.9 92.5 79.5 86.3
1.1 Baseline† IBN-ResNet50 88.4 94.8 79.0 88.7 64.6 83.4
1.2 Baseline‡ 88.9 95.5 79.6 88.8 65.7 84.2
2.1 FlipReID (without flipping loss)† IBN-ResNet50 86.9 94.3 77.5 88.7 60.4 81.3
2.2 FlipReID (without flipping loss)‡ 88.7 94.8 79.7 89.4 66.2 84.4
3.1 FlipReID (with flipping loss)†

IBN-ResNet50
87.9 94.7 78.8 88.9 63.2 83.1

3.2 FlipReID (with flipping loss)‡ 88.6 95.0 79.8 89.6 65.9 84.5
3.3 FlipReID (with flipping loss)‡§ 94.1 95.4 89.8 91.8 80.2 87.3
1.1 Baseline† ResNeSt50 89.3 95.8 80.0 89.6 66.0 84.2
1.2 Baseline‡ 89.7 96.2 80.5 89.9 66.9 84.5
2.1 FlipReID (without flipping loss)† ResNeSt50 88.6 95.2 79.9 90.0 64.6 83.9
2.2 FlipReID (without flipping loss)‡ 89.6 95.7 81.2 90.7 67.6 85.3
3.1 FlipReID (with flipping loss)†

ResNeSt50
88.9 95.2 80.7 90.5 66.0 84.6

3.2 FlipReID (with flipping loss)‡ 89.6 95.5 81.5 90.9 68.0 85.6
3.3 FlipReID (with flipping loss)‡§ 94.7 95.8 90.7 93.0 81.3 87.5

3.3. Analysis of results

Table 1 compares the mAP scores and the rank-1 accuracies
of existing studies and our methods.
Datasets. Limited by the number and quality of samples,
the Market-1501 [2] and DukeMTMC-reID [3] datasets are
saturated, and scores reported on these two datasets may
not be indicative [22]. For example, the FastReID [21]
method surpasses the AGW [1] method by a large mar-
gin on MSMT17 [4], while the scores on Market-1501 and
DukeMTMC-reID are close. In the remainder of this study,
we mainly compare the mAP scores on MSMT17.
Existing Studies versus Baseline. Among methods built on
the ResNet50 [19] backbone, it is evident that the baseline
method performs better than existing studies on MSMT17.
This makes a good starting point since the FlipReID method
is an extension of the baseline method.
Single Image versus Double Images. Independent of how
the training is performed, utilizing data augmentation in in-
ference always boosts performance. The notable downside of
test-time augmentation is the extra computations which may
pose a constraint for real-time applications, in which execu-
tion speed is crucial.

Inconsistency between Figure 2(a) and 2(d), i.e., entries

starting with 1.2. If data augmentation is enabled in infer-
ence, choosing the baseline scheme during training leads to
suboptimal performance because the classification model is
only trained on feature vectors of single image. Such gap can
be solved by switching to the FlipReID method, and notice-
able improvement can be observed.

Inconsistency between Figure 2(b) and 2(c), i.e., entries

starting with 2.1 or 3.1. If data augmentation is disabled in
inference, selecting the FlipReID mechanism during training
results in inferior performance since the classification model
is only trained on feature vectors of double images. Adding
the flipping loss is an effective approach to suppress this prob-
lem. On the one hand, the resulting method is on par with the
baseline method when using single image in inference. On
the other hand, the flipping loss does not degrade performance
when using double images in inference.

Backbone and Re-Ranking. In addition to ResNet [19],
experiments have been conducted with IBN-ResNet [24] and
ResNeSt [25]. The latter two backbone models improve
performance. Moreover, adding re-ranking [14] as a post-
processing step introduces significant improvements.



4. CONCLUSION

In this study, we recognize and investigate the gap between
training and inference in person re-identification. Prior works
typically use the mean of feature vectors extracted from the
original images and their horizontally flipped variants in in-
ference. However, such mean feature vectors are not present
when optimizing the model in training. In order to close the
gap, we propose to utilize the FlipReID structure with the flip-
ping loss. On the one hand, both the original images and the
flipped images are feed into models with the FlipReID struc-
ture. On the other hand, incorporating the flipping loss mini-
mizes the mean squared error between feature vectors of cor-
responding image pairs. Using the proposed method, models
work as expected regardless of whether test-time augmenta-
tion is enabled or not, and the inconsistency issue is solved.
An extension of this study is to design a module that learns to
aggregate feature vectors from multiple sources, rather than
calculating the mean.
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Abstract

In this study, we analyze model inversion attacks with
only two assumptions: feature vectors of user data are
known, and a black-box API for inference is provided. On
the one hand, limitations of existing studies are addressed
by opting for a more practical setting. Experiments have
been conducted on state-of-the-art models in person re-
identification, and two attack scenarios (i.e., recognizing
auxiliary attributes and reconstructing user data) are inves-
tigated. Results show that an adversary could successfully
infer sensitive information even under severe constraints.
On the other hand, it is advisable to encrypt feature vec-
tors, especially for a machine learning model in produc-
tion. As an alternative to traditional encryption methods
such as AES, a simple yet effective method termed Shuf-
fleBits is presented. More specifically, the binary sequence
of each floating-point number gets shuffled. Deployed
using the one-time pad scheme, it serves as a plug-and-
play module that is applicable to any neural network, and
the resulting model directly outputs deep features in en-
crypted form. Source code is publicly available at https:
//github.com/nixingyang/ShuffleBits.

1. Introduction

Due to the availability of large-scale datasets [47, 34, 39]
and affordable computing resources, the field of machine
learning has witnessed rapid progress over the past decade.
Real-world applications can be found in everyday life, e.g.,
targeted advertising in online shopping, recommender sys-
tems in video streaming services, and virtual assistants on
smart devices. With the widespread adoption of techniques
such as person re-identification [48, 24, 26, 42, 14], the
concern over security issues can not be overemphasized.
Significant efforts have been put into understanding the vul-
nerabilities in machine learning models [23, 35, 37, 40]. In
the following, we outline four types of attacks, i.e., adversar-
ial example attacks, membership inference attacks, model
extraction attacks, and model inversion attacks.

In adversarial example attacks, input data is slightly ma-
nipulated so that a human may not observe the changes while
the model would make incorrect predictions [23]. In [7], a
momentum term is integrated into the iterative process for
performing attacks, and it stabilizes the direction for updates,
avoids poor local maxima, and improves the success rate.
Afterward, Su et al. [36] analyses an extreme case where
only one pixel can be modified. Perturbation is encoded into
an array, and the candidate solution is optimized by adopting
differential evolution. By contrast, He et al. [15] generates
an ensemble of weak defenses, while the resulting method
does not always promote resilience.

In membership inference attacks, an adversary is inter-
ested in identifying whether a specific sample is included
in a model’s training set [35]. Multiple shadow models are
trained to simulate the target model while the membership
in their training sets is available [35, 25]. Subsequently, a
separate threat model is trained on the input-output pairs
of the shadow models, and it behaves differently depend-
ing on whether the sample is used for training the target
model. In [43], the relation between overfitting and mem-
bership vulnerability has been studied, and results indicate
that overfitting is a sufficient but not necessary condition for
membership vulnerability.

In model extraction attacks, an adversary has black-box
access to a target model, and the primary purpose is to dupli-
cate the functionality of the target model [37]. Experiments
on simple target models show that one could train substi-
tute models locally on public datasets with near-perfect fi-
delity [37]. Under similar settings, a reinforcement learning
approach is proposed in [31] to improve sample efficiency
of queries, and a real-world image recognition model was
pirated with reasonable performance. Juuti et al. [20] design
a countermeasure that analyses the distribution of consec-
utive query requests and raises the alarm when suspicious
activities are detected. Later on, two defense strategies are
presented in [22]: the first membership inference strategy
checks whether inputs are outliers, and the second water-
marking strategy generates wrong outputs deliberately for a
tiny fraction of queries.



In model inversion attacks, an adversary intends to infer
input data from a released model [40]. Fredrikson et al. [11]
managed to invert a linear regression model and predict the
patient’s genetic markers based on demographic informa-
tion. With confidence scores returned by a facial recognition
model, one could recover face images that are representative
of a specific person in the training set [10]. In the case that
a partial prediction vector is returned, truncation is applied
to feature vectors when training the inversion model in [41].
By contrast, Zhang et al. [45] shifts the focus to a white-
box setting and theoretically proves that the vulnerability to
model inversion attacks is unavoidable for models with high
predictive power.

Existing studies on model inversion attacks are subject
to the following limitations: (1) The threat model is trained
on the same dataset as the proprietary model [8, 9, 27, 30];
(2) The adversary has white-box access to the proprietary
model [44, 45]; (3) Experiments are limited to small-scale
low-resolution datasets [10, 30, 41, 45]. To handle these
problems, we investigate model inversion attacks in a more
practical setting: (1) The proprietary dataset is unavailable,
and the adversary has to collect and utilize a different local
dataset; (2) A black-box API for inference is provided, while
the architecture and parameters of the proprietary model are
unknown; (3) Experiments are conducted on large-scale high-
resolution datasets with state-of-the-art proprietary models.

In this study, our contribution is twofold:

• We adopt an experimental setting that is more practical
than previous works. Only two assumptions are made,
and they hold true in most, if not all, image retrieval
systems. On the one hand, an adversary has illegitimate
access to feature vectors of user data. On the other hand,
the adversary can extract feature vectors of samples in
a local dataset via a black-box API. Furthermore, two
attack scenarios have been validated on state-of-the-
art person re-identification models. In the presence of
severe constraints, results indicate that it is still feasible
to recognize auxiliary attributes with decent accuracy
and reconstruct user data that are recognizable.

• In light of the aforementioned results, we suggest that
practitioners incorporate an encryption method when
transferring and storing deep features. Note that Ad-
vanced Encryption Standard (AES) [5] is the de facto
standard for symmetric-key algorithms. We introduce
an alternative method termed ShuffleBits, in which the
binary sequence of each floating-point number gets
shuffled. Unlike traditional encryption methods, it can
be implemented as a plug-and-play module inside neu-
ral networks, and the resulting model generates en-
crypted deep features in a straightforward manner.
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Figure 1. Both the users and the adversary have access to the
server, in which a proprietary model is deployed. Meanwhile, the
adversary intercepts the server’s responses to the users, and a local
dataset is available.

2. Attack scenarios

Preliminaries. Figure 1 illustrates the background of attack
scenarios in this study. A server runs a proprietary model
that is trained on a proprietary dataset, and a response con-
taining feature vectors is returned after processing a request
containing user data. Additionally, the server’s responses
to the users are intercepted by the adversary, i.e., feature
vectors of user data are known. Since the proprietary dataset
is unreachable, the adversary collects and utilizes a local
dataset instead. The primary purpose is to train a threat
model that sniffs sensitive information of user data from the
feature vectors.
Recognizing auxiliary attributes. Depending on the propri-
etary model in question, certain auxiliary attributes may be
relevant. For example, one might be interested in a person’s
age and gender when using a facial recognition model. Al-
though the original task (i.e., recognizing faces) is inherently
different from the auxiliary task (i.e., predicting age and
gender), the feature vectors for the original task may still
contain relevant information for solving the auxiliary task.
With a local dataset at hand, the adversary could annotate
auxiliary attributes and construct a predictive model. The
multi-layer perceptron is suitable for solving multi-class clas-
sification problems, where each sample might be associated
with multiple labels.
Reconstructing user data. Alternatively, one could inter-
pret the whole system as an autoencoder. The proprietary
model on the server is the encoder that maps raw data into
feature vectors. The adversary builds a decoder that recon-
structs raw data from feature vectors. The decoder is trained
in an unsupervised manner, i.e., it does not require a labeled
dataset. The inputs are feature vectors extracted by the pro-
prietary model, and the ground truth outputs are raw data.
The decoder is optimized with an objective function so that
the difference between ground truth data and reconstructed
data is minimized.



Constraints. Multiple constraints complicate matters for the
adversary. Firstly, the proprietary model and the threat model
are trained on different datasets. Since samples from dif-
ferent datasets vary in factors such as background, weather
condition and camera angle, the domain gap would degrade
performance. Secondly, the proprietary model’s internal
workings are out of reach because the adversary can only
access it through a black-box API. Outputs of intermediate
layers in the proprietary model are unattainable, and methods
such as lateral shortcut connections [38] can not be applied.
Thirdly, the threat model can not be optimized simultane-
ously with the proprietary model since the proprietary model
is fixed. It leads to a mismatch between the objectives of the
proprietary model and the threat model, e.g., the proprietary
model learns representative features for facial recognition
while the threat model is trained to reconstruct face images.

3. ShuffleBits

In spite of recent studies on binarized neural networks [33,
4] which reduce memory consumption and improve infer-
ence speed, storing weights and activations in the single-
precision floating-point format is still the predominant op-
tion. Each single-precision floating-point value can be
viewed as a 32-bit binary sequence (i.e., binary32). The
IEEE 754 standard [1] defines the procedure which con-
verts a real number from decimal representation to binary32
format, and vice versa.

Given a single-precision floating-point value x, it can be
represented as a finite binary sequence

(ai)i∈I , (1)

where ai ∈ {0, 1}, I = {1, . . . , n} and n = 32.
One could shuffle the original sequence according to an

encryption key, and the encrypted sequence is

(bj)j∈J , (2)

where J = {1, . . . , n}. The encryption key is a bijective
function f : I → J , and it is an injective and surjective
mapping of set I to set J . In addition, we have bf(i) = ai
for i ∈ I .

Similarly, the decrypted sequence is

(ck)k∈K , (3)

where K = {1, . . . , n}. The decryption key is another
bijective function g : J → K which maps set J to set K.
Furthermore, we have cg(j) = bj for j ∈ J .

Since f is a bijection, it has an inverse function obtained
by swapping the inputs and outputs in f . Let g be the inverse
function of f , we have

ai = bf(i) = cg(f(i)) = ci for i ∈ I. (4)

0 0 1 1 1 1 0 1 1 1 1 1 1 1 0 0 1 1 0 1 0 0 1 1 0 1 0 1 1 0 1 1
0.12345

00 1 1 1 1 0 1 1 1 1 1 1 1 0 0 1 1 0 1 0 0 1 1 0 1 0 1 1 0 1 1
2.59252e+36

00 1 1 1 1 0 1 1 1 1 1 1 1 0 0 1 1 0 1 0 0 1 1 0 1 0 1 1 0 1 1
0 0 1 1 1 1 0 1 1 1 1 1 1 1 0 0 1 1 0 1 0 0 1 1 0 1 0 1 1 0 1 1
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Figure 2. A specific case of ShuffleBits: a left rotation operation is
applied in the encryption process, and a right rotation operation is
applied in the decryption process.

With the correct decryption key, it is apparent that the
decrypted sequence is identical to the original sequence.
Finally, the encrypted sequence and the decrypted sequence
can be converted to decimal representation.

Figure 2 provides a step-by-step explanation of the pro-
posed method using specific encryption and decryption keys.
The original value’s binary sequence is shuffled according to
the encryption key, and the encrypted sequence corresponds
to the encrypted value. By contrast, modifications are re-
verted so that the decrypted value is the same as the original
value.

In the event of a brute-force attack, the adversary must
systematically enumerate all possible decryption keys and
check each of them. It is computationally infeasible to con-
duct exhaustive key search for three reasons. Firstly, there
are 32! ≈ 2.63e+35 unique keys, thus the number of can-
didate keys is large. Secondly, it is not straightforward to
validate whether the decrypted values are correct or not.
Thirdly, bit shuffling can be deployed using the one-time pad
scheme, and the decryption keys in each request would be
different.

4. Experiments

4.1. Background

Domain. We conduct experiments in the domain of person
re-identification, in which the objective is to retrieve a person
of interest across multiple cameras [42].
Datasets. We select the following datasets that are
widely used: Market-1501 [47], DukeMTMC-reID [34] and
MSMT17 [39]. In each dataset, there are three partitions,
namely, training set, query set, and gallery set. The latter
two sets are merged as the test set. Throughout this study,
we use MSMT17 as the proprietary dataset, while the local
dataset is either Market-1501 or DukeMTMC-reID.
Models. The FastReID repository provides a unified instance
re-identification library, along with a set of pre-trained mod-
els [14]. We include three top-performing methods which
are built using the ResNet50 [13] backbone, i.e., BoT [26],
AGW [42] and SBS [14].



(a) Scores on the test set in Market-1501. (b) Scores on the test set in DukeMTMC-reID.

Figure 3. The balanced accuracies of each auxiliary attribute.

4.2. Recognizing auxiliary attributes

Model. For each auxiliary attribute, batch normalization [17]
and dense layers are stacked to obtain the probabilities of
each class. Similar to the proprietary models [26, 42, 14]
that classify person identities, we use only one batch normal-
ization layer and one dense layer. The dimensionality of the
output space in the dense layer equals the number of classes.
Opting for this relatively simple architecture gives the best
results in our experiments.
Loss function. Similar to conventional classification mod-
els [13], the cross-entropy loss [46] is utilized on the outputs
of dense layers. Given an imbalanced dataset with unequal
distribution of classes, classifiers would be biased in favor
of the dominant classes. To address this issue, we assign a
scalar value to each class during training so that more atten-
tion is paid to the under-represented classes [32]. The class
weights are inversely proportional to the count number of
occurrences of each class.
Evaluation metric. The accuracy score measures the per-
centage of samples in which the predicted label matches the
corresponding ground truth. However, it may give inflated
performance estimates on imbalanced datasets. Thus, we
adopt balanced accuracy [29] which is a better option, and it
is defined as the average of recall calculated on each class.
Implementation. The batch size is set to 128, and the num-
ber of epochs is limited to 100. The Adam [21] optimizer is
utilized in training the model. The learning rate is fixed to
5e−5 in the first 50 epochs, and it decreases by a factor of
five in the remaining epochs. The mean of balanced accura-
cies of all labels is monitored so that the optimal model can
be identified.
Analysis. We leverage the auxiliary attributes in [24]. These
annotations provide detailed descriptions of pedestrians.
Multiple labels are present while each label corresponds
to a binary or multi-class classification problem. Figure 3
visualizes the balanced accuracies of each auxiliary attribute
in two local datasets. Using feature vectors extracted by
proprietary models yields significantly more accurate pre-
dictions than guessing randomly, and it gives coarse-grained
estimations of user data.

4.3. Reconstructing user data

Model. Two sub-models are involved in reconstructing user
data, i.e., a generator and a discriminator. We instantiate
models with similar architectures to the BigGAN [2] work.
On the one hand, the generator maps feature vectors to im-
ages. At the start, a dense layer with 256 units transforms the
feature vectors into a low-dimensional space, while another
dense layer and a reshaping operation generate the smallest
feature maps. Subsequently, five upsampling residual blocks
increase the spatial dimensionality to the target resolution
(i.e., 128×384). The last convolutional layer reduces the
number of channels to 3, and the resulting predictions are in
the RGB color space. On the other hand, the discriminator
classifies whether the images are original or synthetic. Five
downsampling residual blocks decrease the spatial dimen-
sionality, and a global average pooling layer generates flat-
tened feature vectors of the images. Complemented with the
feature vectors extracted by the proprietary model, a dense
layer generates the estimations based on the concatenated
feature vectors. More details regarding the architectural
layout of residual blocks can be found in the appendix of [2].
Loss function. Different loss functions are utilized for up-
dating the generator and discriminator. The generator can be
optimized with a weighted sum of the following loss func-
tions: (1) The pixel loss [19] calculates the mean squared
error between the ground truth images and the reconstructed
images; (2) Given a pre-trained model, one may extract an
intermediate layer’s outputs as feature maps. The feature
reconstruction loss [19] refers to the mean squared error be-
tween the feature maps of the ground truth images and the
reconstructed images. More specifically, we use the outputs
of layer ”conv2 block3 out” in a ResNet50 [13] model that
is pre-trained on the ImageNet [6] dataset; (3) The adversar-
ial loss [12] measures how well the generator can fool the
discriminator when feeding the outputs of the generator to
the discriminator. By contrast, the discriminator is optimized
using the mean squared error loss that is proposed in [28].
Compared with the cross-entropy loss [46], it suppresses
the vanishing gradients problem and stabilizes the learning
process.
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(a) Samples from the test set in Market-1501.
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Figure 4. Comparison of the reconstructed images using different proprietary models, local datasets, and loss functions.

Evaluation metric. For each reconstructed image, the
ground truth image is available for reference. Instead of
comparing these images pixel by pixel, we extract the recon-
structed images’ feature vectors using the same proprietary
model and calculate the cosine distance between feature
vector pairs. It follows the same principle as the feature
reconstruction loss [19], while there exist differences in the
underlying model and the distance metric. The cosine dis-
tance metric is widely used when comparing two feature
vectors extracted by person re-identification models. The
cosine distance scores range from 0 to 1, and the minimum
value 0 is obtained when the angle between feature vectors
is 0. The aforementioned evaluation metric provides quanti-
tative performance measures for studying the effects of loss
functions.

Implementation. The batch size is set to 64, and the number
of iterations is limited to 60, 000. The Adam [21] optimizer
is utilized in training both the generator and discriminator,
with the learning rate fixed to 1e−4. The training procedure
within one batch can be separated into multiple consecu-
tive steps. Firstly, the generator produces the reconstructed
images based on the pre-computed feature vectors. Sec-
ondly, the discriminator is updated by feeding the ground
truth or reconstructed images alongside the corresponding
labels. Thirdly, the generator is updated while keeping the
parameters of the discriminator frozen.

Analysis. Generating perfect reconstructions merely from
feature vectors is a difficult task. Otherwise, the algorithm
can be treated as a promising solution for neural image
compression. As discussed in Section 2, there are three
constraints that pose significant challenges, namely, the do-
main gap in datasets, the nature of having only black-box
access, and the mismatch between optimization objectives.
Figure 4 illustrates randomly chosen reconstructed images
under various settings. Those experiments differ in terms of
the proprietary model, the local dataset, and the loss function.
In addition, the mean of cosine distance scores is calculated
on the corresponding test set. Three observations can be
drawn:

• Using the pixel loss gives inherently blurry predictions
for the reason that the Euclidean distance is minimized
by averaging all plausible outputs [18].

• Switching to the feature reconstruction loss sharpens
the images, while noticeable checkerboard artifacts are
present.

• The checkerboard artifacts can be suppressed signif-
icantly by adding the adversarial loss, and the re-
constructed images share strong similarities with the
ground truth images. Furthermore, combining the fea-
ture reconstruction loss with the adversarial loss results
in the lowest cosine distance score.



4.4. Importance of encrypting deep features

Results in Section 4.2 and 4.3 demonstrate that an ad-
versary could successfully infer sensitive information even
under severe constraints. In particular, it is still feasible
to recognize auxiliary attributes with decent accuracy and
reconstruct user data that are recognizable.

Given a machine learning model in production, it is of
great importance to adopt an encryption method. Under
the condition that an encryption method is utilized, one has
to include an encryption key in each request, and feature
vectors in the corresponding response are encrypted (see
Figure 1). Since the decryption key is kept on the client
side, the original values can be recovered without changes.
The adversary could still train threat models on original
feature vectors. However, the decryption key required to
decrypt feature vectors of user data is unknown, while the
threat models would not generate meaningful predictions on
encrypted feature vectors. In addition, training threat models
directly on encrypted feature vectors is not an option because
the users and the adversary are using different encryption
keys.

4.5. ShuffleBits vs traditional encryption methods

The ShuffleBits method differs from traditional encryp-
tion methods in two aspects. On the one hand, computations
in ShuffleBits can be translated into operations on tensors.
Incorporating ShuffleBits into an existing neural network
is straightforward, and it can be implemented as a plug-
and-play module without extra dependencies. On the other
hand, a model with ShuffleBits would generate encrypted
deep features directly. It eliminates the risk of transferring
unencrypted data from GPU to CPU.

The Advanced Encryption Standard (AES) [5] method
is widely accepted as the de facto standard for symmetric-
key algorithms. Since the security of ShuffleBits is yet to
be validated, a natural extension would be to develop ded-
icated attacks against ShuffleBits from the perspective of
cryptography. In the work of InstaHide [16], a method is
introduced to encrypt training images in a federated learning
scenario. However, it is later found to be insecure in [3].
To address the potential vulnerabilities in ShuffleBits, we
introduce two workarounds. On the one hand, the one-time
pad scheme can be utilized. In each request, different encryp-
tion/decryption keys are used. It is unlikely to recover the
original feature vectors by observing a few instances. On the
other hand, ShuffleBits can be seamlessly applied alongside
traditional encryption methods. Such cascade encryption
pipeline leads to better security, as an adversary has to break
all the encryption algorithms to obtain useful information.

5. Conclusion

This study emphasizes the importance of encrypting deep
features when deploying a machine learning model in pro-
duction. On the one hand, we adopt an experimental setting
with only two assumptions, and it is more practical than
previous works. Two attack scenarios have been proposed
to reverse state-of-the-art person re-identification models.
Results show that an adversary could recognize auxiliary
attributes and reconstruct user data, thus breaching user pri-
vacy. On the other hand, adopting an encryption method
when transferring and storing deep features would prevent
model inversion attacks. By performing manipulations on
the binary sequence of each floating-point number, we intro-
duce the ShuffleBits method, and it can be implemented as a
plug-and-play module inside neural networks.

References

[1] IEEE Standard for Floating-Point Arithmetic. IEEE Std 754-
2019 (Revision of IEEE 754-2008), pages 1–84, 2019.

[2] Andrew Brock, Jeff Donahue, and Karen Simonyan. Large
scale gan training for high fidelity natural image synthesis.
arXiv preprint arXiv:1809.11096, 2018.

[3] Nicholas Carlini, Samuel Deng, Sanjam Garg, Somesh Jha,
Saeed Mahloujifar, Mohammad Mahmoody, Shuang Song,
Abhradeep Thakurta, and Florian Tramer. Is Private Learning
Possible with Instance Encoding?, 2021.

[4] Matthieu Courbariaux, Itay Hubara, Daniel Soudry, Ran El-
Yaniv, and Yoshua Bengio. Binarized neural networks: Train-
ing deep neural networks with weights and activations con-
strained to+ 1 or-1. arXiv preprint arXiv:1602.02830, 2016.

[5] Joan Daemen and Vincent Rijmen. AES proposal: Rijndael.
1999.

[6] Jia Deng, Wei Dong, Richard Socher, Li-Jia Li, Kai Li, and Li
Fei-Fei. ImageNet: A large-scale hierarchical image database.
In IEEE Conference on Computer Vision and Pattern Recog-
nition, pages 248–255. Ieee, 2009.

[7] Yinpeng Dong, Fangzhou Liao, Tianyu Pang, Hang Su, Jun
Zhu, Xiaolin Hu, and Jianguo Li. Boosting adversarial attacks
with momentum. In Proceedings of the IEEE conference on
computer vision and pattern recognition, pages 9185–9193,
2018.

[8] Alexey Dosovitskiy and Thomas Brox. Generating images
with perceptual similarity metrics based on deep networks.
arXiv preprint arXiv:1602.02644, 2016.

[9] Alexey Dosovitskiy and Thomas Brox. Inverting visual repre-
sentations with convolutional networks. In Proceedings of the
IEEE conference on computer vision and pattern recognition,
pages 4829–4837, 2016.

[10] Matt Fredrikson, Somesh Jha, and Thomas Ristenpart. Model
inversion attacks that exploit confidence information and
basic countermeasures. In Proceedings of the 22nd ACM
SIGSAC Conference on Computer and Communications Se-
curity, pages 1322–1333, 2015.

[11] Matthew Fredrikson, Eric Lantz, Somesh Jha, Simon Lin,
David Page, and Thomas Ristenpart. Privacy in pharmaco-



genetics: An end-to-end case study of personalized warfarin
dosing. In 23rd USENIX Security Symposium (USENIX Secu-
rity 14), pages 17–32, 2014.

[12] Ian Goodfellow, Jean Pouget-Abadie, Mehdi Mirza, Bing
Xu, David Warde-Farley, Sherjil Ozair, Aaron Courville, and
Yoshua Bengio. Generative adversarial nets. In Advances in
Neural Information Processing Systems, pages 2672–2680,
2014.

[13] Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun.
Deep residual learning for image recognition. In Proceedings
of the IEEE Conference on Computer Vision and Pattern
Recognition, pages 770–778, 2016.

[14] Lingxiao He, Xingyu Liao, Wu Liu, Xinchen Liu, Peng
Cheng, and Tao Mei. Fastreid: A pytorch toolbox for general
instance re-identification. arXiv preprint arXiv:2006.02631,
6(7):8, 2020.

[15] Warren He, James Wei, Xinyun Chen, Nicholas Carlini, and
Dawn Song. Adversarial example defense: Ensembles of
weak defenses are not strong. In 11th USENIX Workshop on
Offensive Technologies (WOOT 17), 2017.

[16] Yangsibo Huang, Zhao Song, Kai Li, and Sanjeev Arora.
Instahide: Instance-hiding schemes for private distributed
learning. In International Conference on Machine Learning,
pages 4507–4518. PMLR, 2020.

[17] Sergey Ioffe and Christian Szegedy. Batch normalization:
Accelerating deep network training by reducing internal co-
variate shift. arXiv preprint arXiv:1502.03167, 2015.

[18] Phillip Isola, Jun-Yan Zhu, Tinghui Zhou, and Alexei A Efros.
Image-to-image translation with conditional adversarial net-
works. In Proceedings of the IEEE conference on computer
vision and pattern recognition, pages 1125–1134, 2017.

[19] Justin Johnson, Alexandre Alahi, and Li Fei-Fei. Perceptual
losses for real-time style transfer and super-resolution. In
European conference on computer vision, pages 694–711.
Springer, 2016.

[20] Mika Juuti, Sebastian Szyller, Samuel Marchal, and N
Asokan. PRADA: protecting against DNN model stealing
attacks. In 2019 IEEE European Symposium on Security and
Privacy (EuroS&P), pages 512–527. IEEE, 2019.

[21] Diederik P Kingma and Jimmy Ba. Adam: A method for
stochastic optimization. arXiv preprint arXiv:1412.6980,
2014.

[22] Kalpesh Krishna, Gaurav Singh Tomar, Ankur P Parikh,
Nicolas Papernot, and Mohit Iyyer. Thieves on sesame
street! model extraction of bert-based apis. arXiv preprint
arXiv:1910.12366, 2019.

[23] Alexey Kurakin, Ian Goodfellow, Samy Bengio, and others.
Adversarial examples in the physical world, 2016.

[24] Yutian Lin, Liang Zheng, Zhedong Zheng, Yu Wu, Zhilan
Hu, Chenggang Yan, and Yi Yang. Improving person re-
identification by attribute and identity learning. Pattern Recog-
nition, 2019.

[25] Yunhui Long, Vincent Bindschaedler, and Carl A Gunter.
Towards measuring membership privacy. arXiv preprint
arXiv:1712.09136, 2017.

[26] Hao Luo, Youzhi Gu, Xingyu Liao, Shenqi Lai, and Wei
Jiang. Bag of tricks and a strong baseline for deep person re-

identification. In Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition Workshops, 2019.

[27] Aravindh Mahendran and Andrea Vedaldi. Visualizing deep
convolutional neural networks using natural pre-images. Inter-
national Journal of Computer Vision, 120(3):233–255, 2016.

[28] Xudong Mao, Qing Li, Haoran Xie, Raymond Y K Lau, Zhen
Wang, and Stephen Paul Smolley. Least squares generative ad-
versarial networks. In Proceedings of the IEEE international
conference on computer vision, pages 2794–2802, 2017.

[29] Lawrence Mosley. A balanced approach to the multi-class
imbalance problem. 2013.

[30] Aaron van den Oord, Nal Kalchbrenner, Oriol Vinyals, Lasse
Espeholt, Alex Graves, and Koray Kavukcuoglu. Conditional
image generation with pixelcnn decoders. arXiv preprint
arXiv:1606.05328, 2016.

[31] Tribhuvanesh Orekondy, Bernt Schiele, and Mario Fritz.
Knockoff nets: Stealing functionality of black-box models.
In Proceedings of the IEEE/CVF Conference on Computer
Vision and Pattern Recognition, pages 4954–4963, 2019.

[32] Sankaran Panchapagesan, Ming Sun, Aparna Khare, Spyros
Matsoukas, Arindam Mandal, Björn Hoffmeister, and Shiv
Vitaladevuni. Multi-task learning and weighted cross-entropy
for DNN-based keyword spotting. In Interspeech, volume 9,
pages 760–764, 2016.

[33] Mohammad Rastegari, Vicente Ordonez, Joseph Redmon, and
Ali Farhadi. Xnor-net: Imagenet classification using binary
convolutional neural networks. In European conference on
computer vision, pages 525–542. Springer, 2016.

[34] Ergys Ristani, Francesco Solera, Roger Zou, Rita Cucchiara,
and Carlo Tomasi. Performance measures and a data set for
multi-target, multi-camera tracking. In European Conference
on Computer Vision, pages 17–35. Springer, 2016.

[35] Reza Shokri, Marco Stronati, Congzheng Song, and Vitaly
Shmatikov. Membership inference attacks against machine
learning models. In 2017 IEEE Symposium on Security and
Privacy (SP), pages 3–18. IEEE, 2017.

[36] Jiawei Su, Danilo Vasconcellos Vargas, and Kouichi Sakurai.
One pixel attack for fooling deep neural networks. IEEE
Transactions on Evolutionary Computation, 23(5):828–841,
2019.
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Abstract
This paper studies vehicle attribute recognition by appearance. In the literature, image-based target recognition has been
extensively investigated in many use cases, such as facial recognition, but less so in the field of vehicle attribute recognition.
We survey a number of algorithms that identify vehicle properties ranging from coarse-grained level (vehicle type) to
fine-grained level (vehicle make and model). Moreover, we discuss two alternative approaches for these tasks, including
straightforward classification and a more flexible metric learning method. Furthermore, we design a simulated real-world
scenario for vehicle attribute recognition and present an experimental comparison of the two approaches.

Keywords Vehicle attribute recognition · Image classification · Metric learning

1 Introduction

Traffic monitoring is an essential tool for collecting statis-
tics to enable better design and planning of transport infras-
tructure. Often, plain vehicle counting is not enough, and
there is a need to capture extended attributes of the vehicles;
for example, can separation of heavy traffic from lighter
vehicles, or following individual vehicles to find out which
routes the drivers usually take? Such data allows more fine-
grained analysis and more accurate profiling of users of
transport infrastructure, which is necessary for assessing the
effects of future changes in transportation.

The traditional approach for collecting traffic data is
to organize manual data collection campaigns and enroll
human labor for counting the vehicles, or implement road-
side questionnaires after stopping the vehicles. Needless
to say, such labor-intensive operations are quite insulting
to drivers’ experience. Alternatively, various technologies
could be used to facilitate the data collection procedure.

� Xingyang Ni
xingyang.ni@tuni.fi

Heikki Huttunen
heikki.huttunen@tuni.fi

1 Tampere University, Tampere, Finland

The inductive ground loops (see, e.g., MAVE®-L product
line of AVE GmbH)1 measure the magnetic profile of vehi-
cles passing by and provide a coarse-grained classification
of vehicle type. Moreover, laser scanners (see, e.g., traffic
counters from SICK GmbH)2 can gather similar informa-
tion from vehicles. Even audio can be applied as a means of
identifying the type of a vehicle by extracting the predefined
feature set from segments of short audio signal [75].

More recently, camera-based techniques for traffic mon-
itoring have become more widespread. Cameras are ubiq-
uitous, cost-effective, and often have been already utilized
in other surveillance use cases. Moreover, they provide
a rich source of information with which new generation
of recognition methods become feasible; for example,
inductive ground loops and laser scanners enable only a very
coarse-grained categorization due to the nature of the input
data they have. The level of computer vision techniques
was the bottleneck of camera-based traffic monitoring sys-
tems for a long time. However, the emergence of deep
learning has thoroughly changed the situation. In particu-
lar, image classification has progressed to an entirely new
level within the last ten years and is reaching human-level
accuracy in many domains. An essential factor in this trans-
formation is the availability of large-scale datasets. Signif-
icant milestones in the history of such datasets include the

1http://www.ave-web.de/
2http://www.sick.de/
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ImageNet dataset for image classification [9], the Microsoft
COCO dataset for object detection [42], and more recent
vehicle-specific datasets such as the KITTI dataset for
autonomous driving [18], the VERI-Wild dataset for vehi-
cle re-identification [48], and the CCPD dataset for license
plate recognition [79].

Deep learning techniques have enabled diverse practical
applications of vehicle attribute recognition. In this paper,
we will discuss the following three problem settings:

– Vehicle type recognition attempts to characterize
vehicles to coarse-grained categories by their size or
intended usage, e.g., sedan, bus and truck. A common
use case is statistical: What is the distribution of vehicle
categories at a specific checkpoint?

– Vehicle make recognition categorizes vehicles by their
manufacturer, e.g., Ford, Toyota and Chevrolet. An
example use case is searching for stolen vehicles or
license plates: Did the make of this vehicle change since
last month?

– Vehicle model recognition learns to predict the vehicle
model, e.g., Ford Puma, Toyota Corolla and Chevrolet
Volt. This task is significantly more detailed than the
aforementioned vehicle make recognition, and it can be
used as a method to study consumer behavior regarding
a specific vehicle model. Additional challenges are
introduced due to the dynamic nature of the data:
Manufacturers introduce new designs annually, and the
prediction model needs to be regularly updated.

Additional topics outside the scope of this paper include
vehicle re-identification [45, 47, 48] which is an exciting
and prevalent area that is related to metric learning
described below. It targets to match vehicles across multiple
cameras based on their appearance. Such methods allow
vehicle tracking in larger regions, which helps in planning
the road network. Alternatively, one could use license plate
recognition for the same task. However, re-identification
does not explicitly require the license plate to be visible
and allows a less restricted camera placement (e.g., longer
distance, or non-frontal camera angle).

The benefit of type, make and model recognition is that
they do not collect any privacy-sensitive information about
individual vehicles. The results are purely statistical (e.g.,
“15% of traffic on this road are buses”), and may thus
avoid potential privacy issues. On the other hand, license
plate recognition and re-identification systems can also be
implemented in a privacy-preserving manner, where only
a hash of the recognized license plate or a feature vector
representing the appearance is retrieved, rather than a image
of the vehicle itself. Nevertheless, their use may be still
be less acceptable by the public than a purely statistical
approach.

There are two commonly used strategies for type, make
and model recognition. First is the straightforward approach
that poses the recognition task as a classification problem.
For example, vehicle type recognition typically has only
a few distinct classes with abundant samples of each
class. It is natural to present it as a K-way classification
problem [27, 36].

The classification approach may not be feasible for
all cases. In re-identification, it is difficult to train a
classification model since the large number of identities
would make the last fully-connected layer excessively huge.
Therefore, this problem is usually approached as a metric
learning problem, where a neural network learns a mapping
function from images to feature vectors. The identity can
be retrieved by comparing the feature vectors against the
historical collection of feature vectors, most often applying
the nearest neighbor search method. Another significant
benefit of the metric learning approach is that it allows
addition of new data (e.g., new car models when they are
launched) without retraining the entire model. With this
in mind, we will describe both approaches, and carry out
experimental analyses of their performance.

The rest of this paper is organized as follows. In Section 2,
we discuss available datasets and different problem settings
of vehicle attribute recognition. Section 3 explains the
methodology of our proposed solution to vehicle type
and make recognition, and reports the experimental results
on the VERI-Wild [48] dataset. Section 4 describes the
future research directions. Finally, Section 5 contains the
concluding remark.

2 Vehicle Attribute Recognition

In most problems in computer vision, methods can be
roughly divided into two categories: older Hand-crafted
feature engineering methods and newer Deep learning
approaches. We will discuss these next.

Hand-crafted methods rely on human-engineered feature
extraction pipelines to transform the image into a set
of features that are robust to variations in both vehicle-
specific variables (e.g., scale, location and color), as well
as environment variables (e.g., pose, illumination and
background). The feature extraction stage is followed by
a conventional machine learning (i.e., non-deep learning)
classifier, such as nearest neighbor search or Support Vector
Machine (SVM) [6].

Deep learning methods differ from the hand-crafted
methods in that they do not require human-engineered
feature extractors, but instead learn the feature extractors
purely from data. This is the main reason for clearly superior
accuracy compared to traditional approaches. For a more
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in-depth discussion of deep learning, we refer the reader
to [15, 19, 26].

2.1 Datasets

Image-based vehicle attribute recognition has been studied
extensively, especially since the introduction of deep
learning techniques. Table 1 lists commonly used datasets
on vehicle attribute recognition, sorted by publication year.
In addition to the dataset size, the number of unique
types/makes/models is shown when applicable.

Historically, the earliest dataset was collected by Petrovic
and Cootes [55], and it concentrated on vehicle model
recognition. The dataset contains 1,132 frontal images from
77 distinct vehicle models. Likewise, Clady et al. [5]
introduced a set of frontal vehicle images with annotations
of models. More recently, the car-types [67] dataset has
doubled the number of images among the early datasets,
with images captured from different viewpoints.

Later, Peng et al. [54] built up a collection of high-
resolution frontal images taken under daylight and night-
light, with annotated labels of vehicle type. Both BMW-10
and car-197 datasets were proposed in [39], with the for-
mer containing an ultra-fine-grained dataset of 10 BMW
sedans and the latter comprising significantly more images
from 197 models. Interestingly, the FG3DCar [44] dataset
is annotated with additional 64 landmark locations, which
makes it feasible to apply 3D-based methods.

In 2015 and 2016, vehicle attribute recognition has seen
a surge of interest as many new datasets [13, 27, 41, 64,
80] have been gathered. The most notable datasets are Com-
pCars [80] and BoxCars [64], which contain a large num-
ber of images with fine-grained labels of specific vehicle

models. The CompCars dataset consists of images col-
lected from either public websites or surveillance cameras,
enabling real-world applications that need to address the
challenge of significant appearance variations. On the other
hand, the BoxCars dataset focuses on traffic surveillance
applications and includes a 3D bounding box for each
vehicle and the foreground mask.

As might be expected, the dataset scale is continuously
increasing. The updated BoxCars116k [65] dataset extends
the previous BoxCars [64] to contain almost twice the
number of images. The MIO-TCD [51] dataset is a signif-
icant milestone pushing vehicle attribute recognition to the
next level. The dataset is many times larger than any pre-
vious datasets, and it features a localization subset for the
detection task and a classification subset for the recognition
task.

Among the most recent datasets, the VERI-Wild [48]
dataset was initially collected for vehicle re-identification,
and images are captured under unconstrained scenarios.
Nevertheless, the provided vehicle type and make annota-
tions make it also suitable for recognition purposes.

It stands out to argue that deep neural networks benefit
considerably from large-scale datasets. For future research,
the MIO-TCD [51] dataset, the VERI-Wild [48] dataset and
the CompCars [80] dataset are well suited to vehicle type
recognition, vehicle make recognition and vehicle model
recognition, respectively.

2.2 Methods for Vehicle Type Recognition

Vehicle type recognition aims at a coarse-grained prediction
of vehicle type, with popular categories including sedan, bus
and truck. Table 2 summarizes conspicuous hand-crafted

Table 1 Commonly used
datasets on vehicle attribute
recognition, sorted by
publication year.

Dataset Year #Image #Type #Make #Model

Petrovic and Cootes [55] 2004 1,132 – – 77

Clady et al. [5] 2008 1,121 – – 50

car-types [67] 2011 1,904 – – 14

Peng et al. [54] 2012 4,924 5 – –

BMW-10 [39] 2013 512 1 1 10

car-197 [39] 2013 16,185 7 – 197

FG3DCar [44] 2014 300 – – 30

Liao et al. [41] 2015 1,482 – 8 –

BIT-Vehicle [13] 2015 9,850 6 – –

CompCars [80] 2015 214,345 12 161 1,687

Huttunen et al. [27] 2016 6,555 4 – –

BoxCars [64] 2016 63,750 – 27 148

BoxCars116k [65] 2018 116,286 – 45 693

MIO-TCD [51] 2018 648,959 11 – –

VERI-Wild [48] 2019 416,314 14 149 –
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Table 2 Selected hand-crafted and deep learning methods for vehicle type recognition. Algorithms tested on the same dataset are grouped.

Method Year Dataset #Image #Type Accuracy Notes

Petrovic and Cootes [54, 55] 2004

Peng et al. [54] 4,924 5

84.3% Hand-crafted

Psyllos et al. [54, 57] 2011 78.3% Hand-crafted

Peng et al. [54] 2012 90.0% Hand-crafted

Dong and Jia [12] 2013 91.3% Hand-crafted

Peng et al. [53] 2013 93.7% Hand-crafted

Dong et al. [13] 2015 96.1% Deep learning

Kafai and Bhanu [33] 2012 Kafai and Bhanu [33] 845 4 96.6% Hand-crafted

Petrovic and Cootes [2, 55] 2004

BIT-Vehicle [13] 9,850 6

78.6% Hand-crafted

Psyllos et al. [2, 57] 2011 70.8% Hand-crafted

Peng et al. [2, 53] 2013 85.0% Hand-crafted

Dong et al. [13] 2015 88.1% Deep learning

Sun et al. [68] 2017 90.1% Hand-crafted

Yang et al. [80] 2015 Subset of CompCars [80] 52,083 12 63.1% Deep learning

Huttunen et al. [27] 2016 Huttunen et al. [27] 6,555 4 97.8% Deep learning

He et al. [22, 58] 2015

MIO-TCD [51] 648,959 11

96.5% Deep learning

Kim and Lim [37] 2017 97.8% Deep learning

Lee and Chung [71] 2017 97.9% Deep learning

Jung et al. [31] 2017 97.9% Deep learning

Theagarajan et al. [72] 2017 97.8% Deep learning

Rachmadi et al. [58] 2018 97.9% Deep learning

and deep learning methods for vehicle type recognition.
Note that the accuracies of different methods are not
comparable if they are not tested on the same dataset.

2.2.1 Hand-Crafted Methods

Psyllos et al. [57] defined the Region of Interest based on
the size and location of the license plate after recognizing
the plate with the Sliding Concentric Window segmentation
method [8]. A Probabilistic Neural Network [66] is trained
on a set of Scale Invariant Feature Transform (SIFT) [49]
feature descriptors, and it accelerates inference speed
considerably compared with the conventional nearest
neighbor classifier.

Peng et al. have done a series of works in vehicle type
recognition. In [54], a coarse-to-fine method is proposed to
enable fast and accurate license plate localization. A coarse-
grained detection is obtained by inspecting the intensity
histograms horizontally, while the line segments feature
generates finer localization. Eigenvectors are extracted
from vehicle front images as the feature representation.
K-mean clustering is applied to each vehicle type, and
the category of a test sample is in line with the nearest
cluster center. Later on, the aforementioned method gets
improved in three aspects [53]. First, the color of the
license plate is an informative clue to vehicle type, and it
is incorporated into the classification pipeline. Furthermore,

the coordinates of the vehicle are extracted accurately with
a straightforward background-subtraction method. Lastly,
the algorithm estimates the vehicle type based on the top
ten most similar training samples rather than only the best
match.

In [12], two sets of feature embedding are utilized. On
the one hand, the SIFT [49] feature analyzes local patterns
in images, and it falls into the category of appearance-based
features. On the other hand, the relative coordinate between
each SIFT keypoint and the mean keypoint of a local region
correspond to the structural feature. A Multiple Kernel
Learning method is proposed to merge the two feature sets
mentioned above and generate a more robust prediction.

Comparably, Sun et al. [68] extracted two sets of
feature embedding individually. The global feature set is
produced by an improved Canny edge detection algorithm,
while the local feature set is extracted from by applying
Gabor wavelet kernels on non-overlapping patches of the
whole vehicle image. In addition, a two-stage classification
strategy is proposed: the first stage model predicts whether
the sample is a small vehicle or a large vehicle while the
second stage model recognizes the specific vehicle type.

Kafai and Bhanu [33] shifted focus on video-based
vehicle type recognition from direct rear-side view for the
reason that a vehicle does not necessarily have a front
license plate. After detecting a moving vehicle with a
Gaussian mixture model, the coordinates of the license
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plate are extracted by using either a matched filtering
approach [1] which exploits the colored texture in the plate,
or a blob detection and filtering method which picks out the
best match from candidate blobs. In addition to the license
plate, the regions of tail light are located by examining
the redness of pixels. A low-level feature set is computed
from each frame, e.g., height, width, and angle of tail
lights. Subsequently, a Hybrid Dynamic Bayesian Network
is implemented by adding an explicit temporal dimension to
a standard Bayesian Network, and it generates a probability
distribution with respect to the feature vectors.

2.2.2 Deep Learning Methods

Dong et al. [13] adopts a semi-supervised convolutional
neural network to classify vehicle type. The neural network
consists of convolutional layers, absolute value rectification
layers, local contrast normalization layers, average pool-
ing layers, subsampling layers, and a fully-connected layer
with softmax activation. A sparse Laplacian filter learning
method is proposed to optimize the parameters of convolu-
tional layers with a large number of unlabeled samples. On
the contrary, the parameters in the fully-connected layer are
learned on labeled samples.

Huttunen et al. [27] compared the performances of a
deep learning neural network with a hand-crafted method
which employs SVM [6] on SIFT [49] feature. Instead of
using either manual or grid search of the optimal setting of
neural network’s hyperparameters such as input image size,
kernel size of convolutional layers and learning rate, the
random search strategy [3] reduces computational burden
significantly while reaching comparable or even superior
performance. The resulting topology outperforms the SVM
classifier in terms of accuracy.

Since the introduction of the large-scale MIO-TCD [51]
dataset, deep learning has become the predominant
approach for vehicle type recognition. Kim and Lim [37]
choose a convolutional neural network of moderate size,
and the samples are augmented with flipping and rotations.
Multiple models are trained while each of them accesses a
half portion of the training set, which is randomly selected.
Consequently, the classification system produces several
predictions for a single test sample. The results are aggre-
gated by a voting process that imposes different weights to
each class label so that the problem of imbalanced data is
compensated.

Lee and Chung [71] propose an ensemble of 12 local
expert networks and 6 global networks. The local expert
networks take the GoogLeNet [69] structure, and each
network is trained on a subset of training samples. The
dataset is split in view of the resolution and aspect ratio
of samples. Conversely, the global networks are trained
with all training samples and three topologies are used,

namely, AlexNet [40], GoogLeNet [69] and ResNet [23]. In
the inference procedure, a rule-based gating function [29]
selects the prediction from a specific local expert network
considering the resolution and aspect ratio of the test
sample. The final prediction is generated by merging the
predictions of single local expert network and multiple
global networks.

Jung et al. [31] train ResNet [23] models on samples
augumented by photometric distortions [24] and color
modifications [40]. Multiple ResNet-based backbones are
optimized simultaneously while their outputs are element-
wise added up. A joint fine-tuning method [32] is employed
to fine-tune all parameters rather than only the last dense
layer. Besides, a mechanism named DropCNN randomly
drops the predictions from the aforementioned backbones
during training.

In [72], two neural networks are trained independently
with the weighted cross-entropy loss function. Both models
are based on ResNet [23], and they differ in the number
of layers. The logical reasoning is appended to the
fully-connected layer to confront the issue of dual-class
misclassification. The predictions of different models are
combined using weights, which refer to the average values
of precision and recall.

Last but not least, Rachmadi et al. [58] introduces a
Pseudo Long Short-Term Memory (P-LSTM) classifier for
identifying a single image. Unlike the ordinary use cases
which involve time-series data, multiple parallel networks
extract features from different crops of the input image,
and those spatial pyramid features are feed to the P-LSTM
classifier in sequence. A fully-connected layer is appended
at the end to compute the probabilities of each class label.

2.3 Methods for Vehicle Make andModel
Recognition

Vehicle make recognition targets to predict the manufacturer
or brand of the vehicle (e.g., Ford, Toyota or Chevrolet).
By contrast, vehicle model recognition aims at a more fine-
grained prediction of the particular model (e.g., Ford Puma,
Toyota Corolla or Chevrolet Volt). The characteristics of
type recognition differ from make and model recognition in
two aspects. The number of categories in type recognition
is significantly smaller than that in make and model
recognition. Besides, type recognition tends to have static
categories, whereas makes and models change at times.
Consequently, type recognition is commonly considered
as a more manageable task where a straightforward
classification setup and even hand-crafted classifiers can be
competitive.

Tables 3 and 4 compile prominent hand-crafted and deep
learning methods for vehicle make recognition and vehicle
model recognition, respectively. Note that the accuracies of
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Table 3 Selected hand-crafted and deep learning methods for vehicle make recognition. Algorithms tested on the same dataset are grouped.

Method Year Dataset #Image #Make Accuracy Notes

Liao et al. [41] 2015 Liao et al. [41] 1,482 8 81.3% Hand-crafted

Yang et al. [80] 2015

Subset of CompCars [80] 30,955 75

82.9% Deep learning

Hu et al. [25] 2017 99.3% Deep learning

Xiang et al. [76] 2019 99.6% Deep learning

different methods are not comparable if they are not tested
on the same dataset.

2.3.1 Hand-Crafted Methods

In the early works, methods are typically constrained to
vehicle images captured from the frontal view, and the
nearest neighbor search is employed to find the most similar
sample. In [55], the license plate is detected by searching
for all possible right angle corners and selecting the best
candidate while considering the scale and aspect constraints
of its rectangle structure. A set of structure mapping
methods are investigated to extract the feature vector from
the Region of Interest, e.g., raw pixel values, Harris corner
detector [21], and square mapped gradients. Clady et al. [5]
propose to construct a model from several frontal vehicle
images based on oriented-contour points. Given a prototype

image, the oriented-contour points matrix is computed
by applying a histogram-based threshold process on the
gradient orientations. A discriminant function measures the
similarity scores between test samples and labels in trained
models.

Later methods take advantage of the Deformable Part
Model (DPM) [14] algorithm, which is originally proposed
to solve generic object detection tasks. Stark et al. [67]
suggest that the detected parts indicate the geometry
of objects and help in matching the class labels. The
vanilla DPM is reformulated as a latent linear multi-
class SVM [6], and the consequential structDPM classifier
is directly optimized against a multi-class loss function.
Liao et al. [41] construct the hypothesis that vehicle parts
differ in the discriminative capacity of estimating vehicle
attributes. After a DPM-based detector localizes vehicle
parts, multiple predictions are generated based on the

Table 4 Selected hand-crafted and deep learning methods for vehicle model recognition. Algorithms tested on the same dataset are grouped.

Method Year Dataset #Image #Model Accuracy Notes

Petrovic and Cootes [55] 2004 Petrovic and Cootes [55] 1,132 77 93% Hand-crafted

Clady et al. [5] 2008 Clady et al. [5] 1,121 50 93.1% Hand-crafted

Stark et al. [67] 2011
car-types [67] 1,904 14

93.5% Hand-crafted

Krause et al. [39] 2013 94.5% Hand-crafted

Krause et al. [39] 2013 BMW-10 [39] 512 10 76.0% Hand-crafted

Krause et al. [39] 2013

car-197 [39] 16,185 197

67.6% Hand-crafted

Krause et al. [38] 2015 92.8% Deep learning

Hu et al. [25] 2017 93.1% Deep learning

Xiang et al. [76] 2019 94.3% Deep learning

Lin et al. [44] 2014 FG3DCar [44] 300 30 90.0% Hand-crafted

Yang et al. [80] 2015

Subset of CompCars [80] 52,083 431

76.7% Deep learning

Hu et al. [25] 2017 97.6% Deep learning

Xiang et al. [76] 2019 98.5% Deep learning

Jaderberg et al. [30, 81] 2015

Subset of BoxCars [64] 59,742 77

64.3% Deep learning

Sochor et al. [64] 2016 75.4% Deep learning

Fu et al. [16, 81] 2017 72.2% Deep learning

Zeng et al. [81] 2019 81.2% Deep learning

Lin et al. [43, 65] 2015

Subset of BoxCars116k [65] 90,840 107

69.6% Deep learning

Simon and Rodner [63, 65] 2015 75.9% Deep learning

Gao et al. [17, 65] 2016 70.6% Deep learning

Sochor et al. [65] 2018 84.1% Deep learning
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Histograms of Oriented Gradient (HOG) [7] features of each
part. Those predictions are accumulated with a weighting
scheme allowing that larger weights are assigned to more
influential parts.

Compared with the works explained above, some
researchers divert the attention to 3D space. Krause
et al. [39] extend two methods to obtain superior object
representations in 3D. Established on the basis of 2D
Spatial Pyramid [73], each rectified patch is associated
with corresponding 3D coordinates. Likewise, the pooling
regions in 2D BubbleBank [11] is switched from 2D to 3D.
The resulting 3D representations from these two methods
are combined with linear SVM [6] classifiers, which are
trained in the manner of one-versus-all.

In [44], Lin et al. optimize 3D model alignment and
fine-grained classification jointly. To begin with, the DPM
method gives a rough estimation of part locations, while
a pre-trained regression model further detects the represen-
tative landmarks. Each 3D model consists of a collection of
3D points, and the 3D object geometry is obtained by fitting
the model to landmark locations in 2D. With hand-crafted
features retrieved from each landmark, a multi-class linear
SVM [6] classifier predicts the label. Most importantly, the
predicted label is fed back to the 3D model to get better
alignment results.

2.3.2 Deep Learning Methods

The CompCars [80] dataset contains a considerable
number of vehicle images taken from all viewpoints with
rich annotations. Yang et al. [80] utilize an Overfeat
model [61] which is initialized with pretrained weights
on the ImageNet [9] dataset, and fine-tune it for vehicle
attribute recognition. The Overfeat model differs from the
established AlexNet model [40] in three aspects: (i) it does
not contain a contrast normalization scheme; (ii) adjacent
pooling regions do not overlap and (iii) smaller stride value
is used to get larger feature maps.

Hu et al. [25] surpass the previous work considerably on
the strength of a novel spatially weighted pooling scheme.
The pooling layer learns spatially weighted masks which
assess the discriminative capacity of spatial units, and
applies pooling operation to the extracted feature maps of
the convolutional layer correspondingly.

Xiang et al. [76] propose a four-stage pipeline that
takes the interaction between parts into account. Part
detection is implemented using a backbone model truncated
at an intermediate layer, while part assembling involves
pointwise convolutional layers which gather associated
parts into the same feature map. Afterward, topology
constraint comprises depthwise convolutional layers and
estimates the probability of the topology relationship

between related parts. The ending classification uses a
fully-connected layer to make predictions.

Sochor et al. are noted for collecting the BoxCars [64]
and BoxCars116k [65] datasets. In [64], the recognition per-
formance is boosted by inserting additional supplementary
information to the neural network, more specifically, 3D
vehicle bounding box, rasterized low-resolution shape, and
3D vehicle orientation. With 3D bounding boxes automati-
cally obtained from surveillance cameras and the rasterized
low-resolution shape information, a normalization proce-
dure aligns the original images. Besides, the 3D orientation
offers an insight into the viewpoint, which is beneficial.

Later on, the previous method is extended in [65] by
proposing a method to estimate 3D bounding boxes in
case of such information is unavailable. The directions to
the vanishing points are obtained from three classification
branches, which generate probabilities for each vanishing
point belonging to a specific angle. In addition, two extra
data augmentation strategies are integrated. On the one
hand, the color of the image is randomly alternated. On
the other hand, random crops in the images are filled with
random noise.

Zeng et al. [81] devise a framework that learns a joint
representation of the 2D global texture and 3D bounding
box. The 2D global feature originates from a pre-trained
detector that localizes the Region of Interest. The 3D
perspective network regresses the 3D bounding box and
extracts feature embedding. At last, the feature fusion
network merges the set of two features and generates the
predictions.

Unlike the aforementioned methods which are explicitly
devised for vehicle make and model recognition, some
generic image classification algorithms have also been
validated, especially from the domain of fine-grained
image classification. Jaderberg et al. [30] introduce a
differentiable spatial transformer module, which makes the
trained models more spatially invariant to the input data.
A spatial transformer spatially transforms feature maps,
and the manipulation is conditioned on the feature maps
itself. The localisation network regresses the transformation
parameters. The grid generator produces a set of points
where the input feature maps should be sampled. Finally, the
sampler samples the input feature maps at the grid points.

In [63], Simon and Rodner present a method that learns
part models without the need of acquiring annotations of
parts or bounding boxes. The channels in feature maps
are treated as a part detector, and a part constellation
model is obtained by selecting part detectors that fire at
similar relative locations. As a side product, the filtered part
proposals can be applied in the data augmentation pipeline.

Lin et al. [43] utilize a bilinear model consisting of two
feature extractors. The feature vectors from those extractors
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are multiplied using the outer product and pooled to obtain
the bilinear vector. The resulting topology is significantly
faster than methods that are dependent on detectors, and it
is capable of capturing pairwise correlations between the
feature channels.

From a different perspective, Gao et al. [17] targeted
on reducing the size of feature representation in bilinear
models, without compromising the discriminative capacity.
Two compact bilinear pooling approaches are investigated
to approximate the inner product of two descriptors, namely,
Random Maclaurin [34] and Tensor Sketch [56]. The
compact pooling methods are differentiable so that the
pipeline can be optimized end-to-end.

Last but not least, Fu et al. [16] propose to recursively
learn discriminative region attention and region-based
feature representation at multiple scales. The classification
sub-network provides sufficient discriminative capacity at
each scale. The attention proposal sub-network starts from
the full image, and iteratively generates region attention
from coarse to fine. Meanwhile, the finer scale network
takes a magnified region from previous scales in a recurrent
manner.

3 Experimental Implementation of a Vehicle
Attribute Recognizer

As discussed in Section 2.3, vehicle make and model
recognition have been extensively studied, but there is still
room for further investigation, especially due to the recently
introduced large-scale datasets. Namely, especially people
recognition has recently taken significant advances both in
facial and full-body recognition, and some recent pipelines
have not been experimented on vehicles yet. Therefore,
we will next revisit a state-of-the-art method for people
re-identification [50] and experiment on its out-of-the-box
accuracy in the domain of vehicle attribute recognition.
Moreover, the experiment also aims to present the details of
implementing a vehicle identification model in a concrete
manner.

3.1 Methodology

3.1.1 Model Architecture

The backbone model ResNet50 [23] is initialized with
pre-trained weights on ImageNet [9]. The global average
pooling layer shrinks the spatial dimensions of feature maps
and generates a feature vector for each sample. On the
condition that the categorical cross-entropy loss function
is applied, a batch normalization [28] layer and a fully-
connected layer are appended to the end so that the model
predicts the probabilities of classes.

3.1.2 Loss Function

Three loss functions are examined, namely, categorical
cross-entropy loss, triplet loss [60] and lifted structured
loss [52]. The categorical cross-entropy loss function is
widely used in conventional classification problems. The
last two falls in the scope of metric learning, which
optimizes feature embedding directly in such a way samples
within the same class get closer while samples from
different classes get further.

3.1.3 Training Procedure

Four strategies are implemented to boost performance. In
the early stage of the training, the learning rate starts from
a low value and increases gradually as the training pro-
ceeds. Such a warmup strategy cracks the distorted gradient
issue [20, 46]. Moreover, random erasing data augmenta-
tion [83] is utilized to mask out random crops from original
images, and it helps the model generalize better. Finally,
label-smoothing regularization [70] encourages the model
to make less confident predictions, and �2 regularization
induces the model to choose smaller parameters.

3.1.4 Inference Procedure

Given a test sample, the output of the global average pooling
layer is retrieved as the feature embedding. The cosine
distance function is chosen to measure the distance between
two feature vectors. While the entire test set corresponds to
the query set, 100 samples are randomly selected from each
class label in the training set and those samples constitute
the gallery set. Each query sample takes the label of the
closest match from the gallery set, and accuracy measures
the percentage of cases in which the predicted label is
consistent with the ground truth label.

The reason why we adopt the paradigm as mentioned
above is that it is also applicable in cases with dynamic con-
tent. In the matter of a real-world vehicle model recognition
system, automobile manufacturers release new car models
regularly. The conventional classification approach, which
computes the probabilities of classes that are available in the
training set, is doomed to fail on unseen car models. In con-
trast, building up a gallery set and comparing the test sample
with gallery samples might still yield a meaningful pre-
diction. Whenever new car models get released, a certain
amount of exemplary images could be added to the gallery
set without the need of retraining the neural network itself.

3.2 Experimental Results

Table 5 reports the accuracy of categorical cross-entropy
loss, triplet loss [60] and lifted structured loss [52] on
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Table 5 Experimental results on the VERI-Wild [48] dataset which
contains approximately 0.4 million images.

Method #Type Accuracy
on Type

#Make Accuracy
on Make

cross-entropy loss

14

96.8%

149

95.6%

triplet loss 97.4% 95.3%

lifted structured loss 97.7% 96.2%

Test performances of categorical cross-entropy loss, triplet loss [60]
and lifted structured loss [52] are evaluated on vehicle type and make
recognition.

two tasks, i.e., vehicle type and make recognition. It
is explicit that lifted structured loss achieves superior
performance than the other two loss functions. Therefore,
incorporating the latest advances in metric learning, e.g.,
ArcFace loss [10], might push the boundaries of vehicle
attribute recognition even further.

4 Future Research Directions

In this section, we point out four future research directions,
namely, few-shot learning, multi-task learning, attention,
and edge computing. Those topics are under-developed in
the domain of vehicle attribute recognition.

4.1 Few-Shot Learning

New car models hit the consumer market from time to
time. This fact poses a challenging problem, especially for
any real-world vehicle model recognition system. Without
adopting an appropriate solution, the classifier could not
identify new car models. In the area of few-shot learning, a
model has to recognize new classes with only a few samples
from those unseen classes [74]. Setting up a vehicle attribute
recognition pipeline in the manner of few-shot learning
would make the algorithm more applicable in practice.

4.2 Multi-task Learning

Multi-task learning refers to the learning procedure in which
multiples tasks are optimized simultaneously [59]. In ideal
cases, the model achieves better generalization by reason
of sharing feature representations across relevant tasks [35].
Some vehicle attribute recognition datasets provide several
related attributes, e.g., CompCars [80], BoxCars [64] and
VERI-Wild [48]. The availability of such annotations makes
multi-task learning a feasible topic on vehicle attribute
recognition.

4.3 Attention

Following the pattern of the human visual system, the atten-
tion mechanism allows the neural network to pay attention
to certain salient parts of the input dynamically [78]. In
terms of fine-grained image classification, the attention
mechanism assists the model in spotting subtle visual dif-
ferences between distinct categories and obtaining better
performance [16, 77, 82]. It is anticipated that automobile
manufacturers make incremental modifications to a specific
model and introduce a variant model [80]. Therefore, the
attention mechanism is beneficial, especially in hard cases,
i.e., different vehicle models from the same product series.

4.4 Edge Computing

While the cameras set up on the highway capture video
streams, one could deploy the vehicle attribute recognition
algorithms directly on edge devices. The concept of edge
computing can be of great benefit in shorter response time,
lower bandwidth cost, and safer data security [62]. Since
edge devices are typically resource-constrained, lightweight
models are preferable while balancing speed and accuracy.
Possible solutions include parameter pruning and sharing,
low-rank factorization, transferred/compact convolutional
filters, and knowledge distillation [4].

5 Conclusion

In this paper, we have surveyed the state-of-the-art vehicle
attribute recognition algorithms both for coarse-grained
(vehicle type) and fine-grained (vehicle make and model)
attributes. Since the advent of deep learning techniques,
the recognition accuracy has taken significant leaps and
is already likely to exceed human-level performance. The
unforeseen progress enables new kinds of applications, that
earlier low accuracy techniques did not facilitate.

In addition to the hardware resources which support
efficient parallelization, another critical enabler for high
accuracy is large-scale datasets. We listed an extensive
collection of datasets for the three tasks and discussed
their strengths and weaknesses. Those datasets contain
considerable variations: some of them only have a fixed
pose, fixed illumination, or a minimal set of categories;
while others are taken “in the wild”, and the challenges
brought by the unconstrained environment variables are
demanding. In real-world applications, the situation is
usually something between these extremes, and we believe
that this survey helps in searching for suitable datasets and
mixing them for maximum performance.
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On the algorithms side, we discussed two typical training
setups: classification setup (where each type/make/model
is one class) and metric learning setup (where the model
seeks to learn a distance function). The former approach
is simple to comprehend and easy to implement. However,
the challenge is the static nature of the classification model:
if a new class appears, the model needs to be adapted. On
the other hand, the metric learning approach may have a
steeper learning curve, but it can offer increased flexibility
and superior performance.

The classification approach is most suitable for cases
where the classes are unvarying; for example, the unique
vehicle types are unlikely to change any time soon. By
contrast, more dynamic cases include vehicle make and
model recognition, where new categories appear annually.
Metric learning is preferable in such cases, while a test
sample is compared to a gallery of examples using the
nearest neighbor search method.

Finally, we compared the two approaches quantitatively
for vehicle type and make recognition, and discovered that
the metric learning approach with properly selected loss
function outperforms the classification approach by a clear
margin. This novel comparison based on a competitive
pipeline is enlightening for practitioners, and it highlights
the promising potential of metric learning, which has seen
significant advances during recent years.
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Abstract

In this work, we propose an end-to-end block-based
auto-encoder system for image compression. We in-
troduce novel contributions to neural-network based im-
age compression, mainly in achieving binarization simu-
lation, variable bit rates with multiple networks, entropy-
friendly representations, inference-stage code optimization
and performance-improving normalization layers in the
auto-encoder. We evaluate and show the incremental per-
formance increase of each of our contributions.

1. Introduction

Image compression has traditionally been addressed by
transform-based methods such as JPEG [14] and BPG [11].
Recently, neural network based approaches have also been
utilized such as hybrid approaches, where neural networks
are used together with a traditional codec, or end-to-end
learned approaches, where the codec consists solely of neu-
ral networks.

Regarding the hybrid approach, several works involve
using neural networks as post-processing filters ([5], [6]),
to enhance the decoded image. In [8] and [15] both pre-
processing and post-processing neural networks are used.
In [8] and [15], due to the non-differentiable traditional
codec, an end-to-end training cannot be achieved. [15]
proposes to utilize alternate training to overcome this is-
sue. In the first stage, the pre-processing network is trained
via a differentiable virtual codec. In the second stage, the
real codec is used and only the post-processing network is
trained.

Regarding the end-to-end learned approach, a typical ar-
chitecture consists of an auto-encoder (see [9], [12]), where
the encoder maps the input image to a low-dimensional ten-
sor, and the decoder reconstructs the image.

The encoder’s output, which typically consists of
floating-point values, needs to be quantized in order to
achieve reasonable compression rates. The quantization op-

eration would provide zero gradients almost everywhere. In
order to approximate the quantization, [4] propose to add
a random sample from a uniform distribution. [13] uses a
random mapping of floating-point values to binary values
with a probability derived from the floating-point value.

Training of auto-encoders for data compression needs
to account for both decoding quality and compression effi-
ciency. One straightforward training loss for decoding qual-
ity is the mean squared error (MSE) between input and out-
put of the auto-encoder. Minimizing the MSE maximizes
the peak signal to noise ratio (PSNR), which is a widely
used evaluation metric in data compression. However, a
model trained with MSE loss tends to result into blurred de-
coded images. Alternative losses are variational losses [7],
adversarial losses [2] and structural similarity loss [12].

Regarding the compression efficiency, [9] proposes to
use an adaptive codelength regularization term which en-
courages structure in the code, so that the arithmetic coder
can exploit it for adapting the final codelength to the com-
plexity of the input. In [4] and [12] the authors optimize for
rate-distortion performance, where the rate is represented
by the entropy.

Other neural network architectures used for image com-
pression include recurrent models, such as in [13].

In this paper, we propose a system for block-based image
compression using auto-encoders. In particular, our contri-
butions are:

• Using multiple networks for variable bit rate, with
inference-stage code optimization.

• Using L2 normalization layer as the first layer of decoder,
which improves the training and inference performance.

• An entropy-friendly loss designed for block-based neural
auto-encoders.

• Fine-tuning each network on a separate sub-set of blocks,
according to the blocks’ encoding difficulty.

• Interval-preserving binarization noise, which ensures that
the noisy signal is in a certain interval to provide consis-
tent input to the decoder during training.
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2. Method

In this section, we describe the method used in our end-
to-end image compression. Our method is based on fully-
convolutional deep auto-encoders and is applied on 32x32
blocks from the image.

2.1. Network Description

Auto-Encoder Network: The encoder part contains five
consecutive convolutional blocks. Each block consists of
a convolutional layer with stride 2 followed by a paramet-
ric rectified linear unit (PReLU). These five blocks are fol-
lowed by a 1x1 convolutional layer and a sigmoid activa-
tion. The output of this layer is the compressed signal and
will be referred to as block-codes from now on. The block-
codes are 1-dimensional, as the input to the network is of
size 32x32 and there exits 5 downsampling convolutions.

The first layer of the decoder is an L2 normalization
layer. It has been shown that mapping auto-encoder rep-
resentations to the hypersphere surface improves clustering
[3]. We also find L2 normalization beneficial for this work,
and we will provide more details about the benefits later in
the experimental results. The L2 normalization layer is fol-
lowed by five consecutive deconvolutional blocks, each up-
sampling to double size. Each deconvolutional block con-
sists of a deconvolutional layer followed by PReLU. The
five deconvolutional blocks are followed by a final 1x1 con-
volutional layer with sigmoid activation.

Multiple Networks: The block-code length (number of
vector’s entries) for the above network is fixed and equal to
the number of convolutional kernels in the last layer of the
encoder. Setting up a fixed code-length for all blocks can be
suboptimal, as blocks may have different content complex-
ity and thus different compression difficulty. To allow for
variable bit rate encoding (other than entropy coding), we
make use of three separate networks with different code-
lengths. We encode/decode each block with the network
that provides the smallest bit rate for a target PSNR value.

Deblocking Network: Due to block-based compression,
the decoded image contains blocking artefacts. To suppress
these artefacts, we employ a fully-convolutional deblocking
filter that operates over the entire image. The network’s
structure is similar to U-Net [10].

2.2. Inference

During encoding, first the image is divided into 32x32
blocks by raster-scan. Each block is encoded by the lowest
bit rate neural network (out of three) which satisfies a target
PSNR. The output of the encoder is binarized.

We optimize each block-code by optimizing the encoder
per block: we keep the weights of the decoder frozen and
fine-tune the encoder for a single block. To this end, we set
a target PSNR and start optimizing the encoder of lowest bit

rate neural network. If this network cannot achieve the tar-
get PSNR, we move on to the higher bit rate neural network
and optimize its encoder. This process is continued until the
target PSNR is achieved and the corresponding block-code
is selected as the final one.

We use two-bit indicator signal for each block indicat-
ing which neural network was used for encoding that block.
All the indicator signals are concatenated and one long in-
dicator vector is obtained for the entire image. The indi-
cator vector is entropy-coded for further bit rate reduction.
Similarly, each block-code is concatenated to obtain a long
image-code. This image-code is first difference-coded and
then entropy-coded. In the end, each image is encoded
into three vectors: 1) entropy-coded image-code 2) entropy-
coded indicator vector 3) shape of the original image.

During decoding, first the entropy-coded vectors are de-
coded. Then, the next two bits from indicator vector is read
and based on the indicator, the decoder knows which of the
three decoder network needs to be used for the current block
and therefore the encoding dimension. Then the next bit se-
quence of same length as this encoding dimension is read
from the image-code and is decoded by the selected neu-
ral decoder. We repeat the above procedure for all blocks.
Next, we combine all blocks to reconstruct the entire image,
by using the read shape information. Finally, the recon-
structed image is passed through the deblocking network as
a post-processing step.

2.3. Training

Binarization Simulation: The block-codes consist of
floating-point numbers in the interval [0,1], which need to
be binarized in order to achieve a reasonable compression
rate. Yet, binarization operation is non-differentiable and
cannot be used as is for training the auto-encoder end-to-
end. Therefore, during training, we simulate the binariza-
tion by adding noise to a value x[i] in the block-code x. The
noise is random with a uniform distribution within the inter-
val [−|nint(x[i]) − x[i]|, |nint(x[i]) − x[i]|] , where nint
denotes the rounding to nearest integer operation and |.| is
the absolute value operator. The noise is selected such that
the resulting value with additive noise remains in the inter-
val [0, 1]. This is to be able to provide a consistent input to
the decoder when we use this approximation and when we
use the real binarization.

Entropy-Friendly Loss: We concatenate the 1-
dimensional block codes from the image, and the resulting
image code is entropy-coded to achieve higher compression
rates. To make the image code more suitable for entropy
coding, we propose the loss in Eq. 1.

Lentropy =
1

N − 1

N∑
i=2

(xp[i]− xp[i− 1])2 (1)
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In Eq. 1, xp is obtained by padding the code x with 0
from both sides, where x corresponds to a block-code and
N is the number of elements in xp. This padding is benefi-
cial since in the end we will concatenate all the block codes,
thus enforcing both beginning and ends of each block-code
to be zero helps achieving a smooth image-code after con-
catenation.

Training Process: During training, we use MSE-based
reconstruction loss Lrec and the entropy loss with a regular-
ization parameter λ as follows: L = Lrec + λLentropy.

Although we simulate the binarization via additive ran-
dom noise as previously discussed, we found it further ben-
eficial to utilize an alternate training. In each epoch, we first
train the auto-encoder end-to-end with binarization simula-
tion over the entire training dataset. Next, we freeze the
encoder part, perform actual binarization on the codes and
train only the decoder over the entire training dataset.

Since we are going to use each of three neural networks
for a different encoding difficulty level, the above training
can be suboptimal. In fact, training for example the low-
est bit rate neural network with all blocks (including the
hardest blocks), would not be consistent with the inference
stage, when that network would never been used on hard to
encode blocks. To make each network expert to their tar-
geted blocks, we fine-tune each network with the blocks for
which that network satisfies the target PSNR.

To make the decoder even more suitable to binarized
codes, we keep the encoder frozen, use real binarization and
fine-tune each expert decoder on its own training blocks.

The training of the deblocking network is performed sep-
arately where input images are the images reconstructed
via the inference stage (except the deblocking part) and the
ground truth are the original images.

3. Experimental Results

In this section, we quantitatively evaluate our method in
CLIC image compression dataset [1]. As an evaluation met-
ric we use the peak signal-to-noise ratio (PSNR). We calcu-
late a single mean-squared-error (MSE) from the entire im-
age dataset and calculate the corresponding PSNR accord-
ing to Eq. 2. Note that the MSE is calculated on RGB
images.

PSNR = 20 log10 255− 10 log10 MSE (2)

3.1. Implementation Details

All the convolutional or deconvolutional layers have 3x3
kernel size. The number of filters in the first five encoder’s
layers are 64, 128, 256, 512, 1024. The number of filters
in the last layer of the encoder is different in each neural
network: 64, 216 and 368 – these determine the number of
values output by each encoder. The decoder simply follows
the filter sizes for encoder in reverse order. The final layer

has 3 filters to convert back to RGB space. The training
is performed on 32x32 blocks extracted from images from
training dataset with half-overlapping blocks. We refer to
the half-overlapping variant as data augmentation training.
The regularization parameter for entropy coding loss is se-
lected as λ = 0.001. All neural networks were trained us-
ing a batch size of 256 and Adam optimizer with learning
rate 0.001. We have two variants: NTcodec where we apply
deblocking filter on blocks of size 255x255 for memory ef-
ficiency, and NTcodecFull where we apply deblocking filter
on the entire image.

3.2. Effect of Each Contribution

First, we investigate the effect of each contribution by
controlled experiments. In particular, we investigate the ef-
fect of noise simulation, L2 normalization, data augmenta-
tion, alternate training and entropy loss. In each of these ex-
periments, one of the above properties were removed and all
others were kept fixed. We also compare our full model with
a standard architecture where after each convolution and de-
convolution layer there is a batch-normalization layer. In
this standard model, we remove the introduced L2 normal-
ization layer, but keep all other components same. We have
conducted the experiments only on the 216-bit neural net-
work. We report the obtained validation PSNR in Table 1.

Noise simulation and alternate training have significant
effects, as they are crucial for approximating the bina-
rization process. The network with L2 normalization re-
sults into a compression rate of 0.151 bits per pixel (bpp),
whereas the one without to 0.134 bpp. The network without
L2 normalization can achieve the same performance (both
in bpp and PSNR) with the network with L2 normalization,
however at encoding dimension of 236. As the encoding di-
mension increases, the training of the network takes longer,
moreover the network size increases. Therefore, L2 nor-
malization has a positive effect in training speed and final
network size. Data augmentation has a very minor effect
on the performance due to already large number of train-
ing blocks and correlated blocks in the data augmentation.
The model with batch-normalization behaves similarly to
no-normalization network in terms of bit-rate and PSNR,
i.e. L2 normalization achieves similar performance with
faster training and lower number of network parameters. Fi-
nally, since the entropy-loss acts as a regularization loss, it
reduces the final PSNR value. However, the validation set
bit rate (after entropy coding) with entropy-loss is 0.151 bits
per pixel (bpp) whereas without the entropy-loss it is 0.216
bpp. Therefore, the huge compression rate improvement
dominates the slight PSNR decrease.

Next, we investigate the effect of multiple networks,
expert neural network training, final decoder fine-tuning,
code-optimization and deblocking post-processing. Each
experiment is done incrementally to each other in the above
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Table 1. Effect of Each Contribution for a Single Neural Network with 216 encoding dimension (on Validation Dataset)

No Noise Sim. No L2 No Data Aug. No Alt. Train. No Entropy Loss Batch-norm Full Model

PSNR 23.882 26.778 26.946 25.751 27.258 26.882 27.055

Table 2. Effect of Additinal Operations (on Validation Dataset)
Single NN Multiple NN Expert NN Decoder Fine-Tune Deblocking Code Optimize

PSNR 27.055 27.691 27.779 27.792 28.088 28.929

Table 3. Comparison on Test Set
JPEG BPG OURS

PSNR 25.612 29.587 27.920
bpp 0.149 0.148 0.148

order. We report the validation PSNRs and the bit rates
for each incremental training in Table 2. As we observe,
using multiple neural networks provide a decent perfor-
mance increase whereas expert trainings and decoder fine-
tuning has only a minor incremental effect. Deblocking
post-processing was aimed to help achieving visually better
quality images, yet we also observe that it increases the per-
formance too. Finally, block-wise code optimization greatly
improves the performance and achieves a decent PSNR. We
would like to note here that the average bit rate for the fi-
nal model with code optimization is 0.149 bpp, which is
below our baseline with single network with no additional
processing (0.151 bpp).

Test-set results: Table 3 reports PSNR and bit rates on
the test-set for our method and for two traditional codecs
(JPEG and BPG).

4. Conclusion

We have proposed an end-to-end block-based auto-
encoder system for learned image compression. We have
evaluated each building block of our method and have
shown that each building block contributes to the perfor-
mance to a degree. Our novel contributions L2 normaliza-
tion, concatenation-enabling entropy-friendly loss, expert
neural network fine-tuning and code optimization greatly
contribute to our final performance.
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Abstract—Clustering is essential to many tasks in pattern
recognition and computer vision. With the advent of deep learn-
ing, there is an increasing interest in learning deep unsupervised
representations for clustering analysis. Many works on this
domain rely on variants of auto-encoders and use the encoder out-
puts as representations/features for clustering. In this paper, we
show that an l2 normalization constraint on these representations
during auto-encoder training, makes the representations more
separable and compact in the Euclidean space after training.
This greatly improves the clustering accuracy when k-means
clustering is employed on the representations. We also propose a
clustering based unsupervised anomaly detection method using
l2 normalized deep auto-encoder representations. We show the
effect of l2 normalization on anomaly detection accuracy. We
further show that the proposed anomaly detection method
greatly improves accuracy compared to previously proposed deep
methods such as reconstruction error based anomaly detection.

I. INTRODUCTION

Cluster analysis is essential to many applications in com-
puter vision and pattern recognition. Given this fact and the
recent advent of deep learning, there is an increasing interest
in learning deep unsupervised representations for clustering
analysis [1], [2], [3], [4]. Most of the methods that perform
clustering on deep representations, make use of auto-encoder
representations (output of the encoder part) and define clus-
tering losses on them. The focus of previous works have been
on the choice of the auto-encoder type and architecture and
the clustering loss. In DEC [1], first a dense auto-encoder
is trained with minimizing reconstruction error. Then, as a
clustering optimization stage, the method iterates between
computing an auxiliary target distribution from auto-encoder
representations and minimizing the Kullback-Leibler diver-
gence to it. In IDEC [2], it is argued that the clustering loss of
DEC corrupts the feature space, therefore IDEC proposes to
jointly optimize the clustering loss and reconstruction loss of
the auto-encoder. DCEC [4] argues the inefficiency of using
dense auto-encoders for image clustering, therefore adopts a
convolutional auto-encoder and shows that it improves the
clustering accuracy of DEC and IDEC. GMVAE [3] adopts
a variational auto-encoder in order to learn unsupervised
representations and simply applies K-means clustering on
representations.

In this manuscript, we show that regardless of the auto-
encoder type (dense or convolutional), constraining the auto-
encoder representations to be on the unit-ball, i.e. to be l2

normalized, during auto-encoder training, greatly improves
the clustering accuracy. We show that a simple k-means
clustering on the auto-encoder representations trained with our
constraint already gives improved accuracy with a large margin
compared to baselines with or without additional clustering
losses. Motivated by the high performance of our clustering
method on deep representations, we propose an unsupervised
anomaly detection method based on this clustering. We show
that our anomaly detection method greatly improves on other
deep anomaly detection strategies such as reconstruction error
based ones. We also investigate the effect of l2 normalization
constraint during training on the anomaly detection accuracy
and show that it leads to superior results compared to not
applying the constraint.

II. RELATED WORK

A. Deep Unsupervised Anomaly Detection

Unsupervised anomaly detection tries to find anomalies in
the data without using any annotation [7]. Recently, deep
learning methods have also been used for this task [5],
[6]. These works train auto-encoders on the entire data and
use reconstruction loss as an indicator of anomaly. DRAE
[5] trains auto-encoders and uses reconstruction error as an
anomaly indicator. Moreover, DRAE proposes a method to
make the reconstruction error distributions of the normal and
abnormal classes even more separable so that it is easier
to detect anomalies. AVAE [6] trains both conventional and
variational auto-encoders and use reconstruction error as an
anomaly indicator.

The general assumption of the above works is that since
the anomaly data is smaller in ratio than the normal data, the
auto-encoder would not learn to reconstruct it accurately.

The above assumption seems to work in a specific definition
of anomaly where the normal samples are drawn from a single
class only and anomaly classes have been selected from many
other classes [5]. However, the assumption fails in another
anomaly type where the normal samples are drawn from
multiple classes and anomaly class is sampled from a specific
class [6].

In this paper we propose an unsupervised anomaly detection
method based on clustering on deep auto-encoder represen-
tations and show that it gives a superior performance than
reconstruction error based anomaly.



(a) No normalization (b) l2 normalization after training (c) l2 normalization during training

Fig. 1: Illustration of t-SNE encoding of auto-encoder representations for MNIST dataset to two dimensions. Best viewed in
color.

B. Regularization and Normalization in Neural Networks

Due to the high number of parameters, neural networks
have a risk of over-fitting to the training data. This sometimes
reduces the generalization ability of the learned network. In
order to deal with over-fitting, mostly regularization methods
are employed. One of the most widely used regularization
technique is weight norm regularization. Here the aim is to add
an additional regularization loss to the neural network error,
which gives high penalty to weights that have high norms.
Both l1 and l2 norm can be exploited.

Recently some normalization techniques for neural networks
emerged such as [8], [9]. Batch normalization [8], aims to
find a statistical mean and variance for the activations which
are calculated and updated according to batch statistics. The
activations are normalized according to these statistics. In
layer normalization [9], the mean and variance are computed
from all of the summed inputs to the neurons on a layer
on a single training sample. This overcomes the batch-size
dependency drawback of batch-normalization. Although these
methods were mainly proposed as tricks to make the neural
network training faster by conditioning each layer’s input, it
is argued that they may also have a regularization effect due
to their varying estimations of parameters for standardization
at each epoch.

In our proposed method, the unit ball constraint that we
put on activations is a normalization technique. However,
unlike layer or batch normalization, the unit ball constraint
is parameter-free as it simply sets the norm of each activation
vector to 1. Therefore, it is free from the parameter estimation
stochasticity. Yet, it may still act as a regularization method
due to its hard constraint on some activations to be of fixed
norm. This slightly resembles the l2 norm regularization. A
key difference is that in l2 norm regularization, the norm is
of the weights, but in our case it is applied on the activations.
Another key difference is that we fix the activation norms to
1, whereas l2 norm regularization penalizes to large weight
norms and does not fix the norms to any value.

III. PROPOSED METHOD

A. Clustering on l2 Normalized Deep Auto-Encoder Repre-
sentations

We represent the auto-encoder representations for the input
I as E(I) and the reconstructed input as the D(E(I)). The
representations are generally obtained via several dense or
convolutional layers applied on the input I . In each layer,
usually there are filtering and an activation operations, and
optionally pooling operations. Let fi be the computations
applied to the input at layer i, then the encoded representations
for an n-layer encoder are obtained as in Eq. 1.

E(I) = fn(fn−1(...f1(I))) (1)

The reconstruction part of the auto-encoder applies on E(I)
and is obtained via several dense or deconvolutional layers. In
each layer, usually there are filtering and activation operations
and optionally un-pooling or up-sampling operations. Let gi
be the computations applied to the auto-encoder representa-
tions, then the reconstructed signal for an m-layer decoder is
obtained as as in Eq. 2.

D(E(I)) = gm(gm−1(...g1(E(I)))) (2)

The auto-encoder training is conducted in order to reduce
the reconstruction error (loss) given in Eq. 3.

L =
1

|J |
∑
j∈J

(Ij −D(E(Ij)))
2 (3)

Here, we propose an additional step conducted on the
auto-encoder representations E(I). In particular, we apply l2
normalization on E(I). This corresponds to adding a hard
constraint on the representations to be on the unit ball. The loss
function with our introduced constraint can then be written as
in Eq. 4, where Lc and Ec are loss and encoded representations
with our introduced constraint.



(a) Clustering Method (b) Normality Score Method

Fig. 2: Illustration of proposed methods in inference phase.

Lc =
1

|J |
∑
j∈J

(Ij −D(Ec(Ij)))
2,

Ec(I) =
E(I)

‖E(I)‖2

(4)

We believe that l2 normalized features (representations)
are more suitable for clustering purposes, especially for the
methods that use Euclidean distance such as conventional
k-means. This is because the distances between the vectors
would be independent of their length, and would instead
depend on the angle between the vectors. As a positive side
effect, enforcing the unit norm on representations would act
as a regularization for the entire auto-encoder.

In Fig. 1, we illustrate t-SNE [10] encoding (to 2 dimen-
sions) of the auto-encoder representations of networks with
same architecture. All auto-encoders were trained on MNIST
[11] dataset training split. The representations corresponding
to Fig. 1a are from the auto-encoder that was trained by the
loss in Eq. 3. The same representations with l2 normalization
applied after training are illustrated in Fig. 1b. Finally, the
representations with l2 constraint during training , i.e. training
with loss Eq. 4, are illustrated in Fig. 1c.

It is observed from the figures that the l2 normalization
during training (Fig. 1c) results into more separable clusters.
One example is the distributions of digit 7 in MNIST dataset.
Note that the numbers are indicated with color codes where the
color bar is available in Fig. 1. It is clearly observed that with
no normalization during training (Fig. 1a), digit 7 is divided
into 2 parts where the small part is surrounded by 8,9,6 and 2
digits. With normalization applied after training (Fig. 1b) this
effect becomes even more evident. So, we clearly observe here
that applying normalization after training does not help at all.
But, with l2 normalization constraint during training (Fig. 1c),
we see a clear separation of digit 7 as a single cluster from
the rest of the numbers. Moreover, it can be observed that the
clusters are more compact in Fig. 1c compared to others.

After training the auto-encoder with the loss function in Eq.
4, the clustering is simply performed by k-means algorithm.
No more clustering loss is applied. Our clustering method is
illustrated in Fig. 2a.

B. Unsupervised Anomaly Detection using l2 Normalized
Deep Auto-Encoder Representations

Here, we propose a clustering based unsupervised anomaly
detection. We train an auto-encoder on the entire dataset
including normal and abnormal samples and no annotation
or supervision is used. The auto-encoder is simply trained
with the loss in Eq. 4. After training, the l2 normalized auto-
encoder representations are clustered with k-means algorithm.
We assume the anomaly cases to be considerably smaller in
number than any normal clusters. Note that this assumption
does not put any constraint on the dataset, but it simply follows
the general definition of anomaly. Therefore, the centroids
obtained by the k-means method can be considered to be
representations of normal clusters by some errors that are
caused by anomaly samples in the dataset. To each sample
i, we assign the normality score vi in Eq. 5.

vi = max
j

(Ec(Ii) · Cj

‖Cj‖2 ) (5)

In Eq. 5, Cj is a cluster centroid and · is the dot product oper-
ator. Notice that we l2 normalize the cluster centroids. Since
representations Ec(Ii) are already l2 normalized, vi ∈ [0, 1]
holds. The measure in Eq. 5 is intuitive considering that we
expect high similarities of normal samples to normal classes.
Our normality scoring method is illustrated in Fig. 2b.

The normality score can be used for anomaly detection in
a straightforward manner. Simply, the abnormal samples can
be detected as the ones having vi < τ , where τ ∈ [0, 1] is a
threshold.

IV. EXPERIMENTAL RESULTS

A. Clustering

Evaluation Metrics: We use the widely used evaluation for
unsupervised clustering accuracy [1] given in Eq. 6.

acc = max
m

∑n
i=1 111{li = m(ci)}

n
(6)

In Eq. 6, li is the ground truth labeling of sample i, ci is
the cluster assignment according to the one-to-one mapping
defined by m, where m ranges over all possible one-to-one
mappings between clusters generated by the algorithm and
the ground truth labels. The maximization in Eq. 6 can be
performed by Hungarian algorithm [12].



We compare the clustering accuracy of auto-encoder rep-
resentations with and without l2 normalization constraint.
We make this comparison in dense and convolutional auto-
encoders. For dense auto-encoder, we use MNIST [11] and for
convolutional auto-encoders, we use MNIST [11] and USPS
[15] datasets. This is due to the availability of results in the
works that use dense and convolutional auto-encoders.

For dense auto-encoder, we use the network structure which
is used both in DEC [1] and IDEC [2]. In encoding part there
are 4 layers with 500− 500− 2000− 10 hidden neurons and
in decoding part there are 2000 − 500 − 500 − d neurons,
where d is the dimension of the input. We re-implement the
auto-encoder training and with leaky relu [13] activations after
each hidden layer except for the last one and trained the auto-
encoder end to end for 100 epochs. We select the best model
with lowest reconstruction error. As it can be observed from
Table I, we obtain a very similar clustering accuracy when
we apply k-means on auto-encoder representations compared
to the original paper of DEC [1]. Note here that results
indicated with * corresponds to our own implementation.
Other results for baselines are borrowed from original papers.
Table I shows that when we train the auto-encoder with our
l2 normalization constraint on the representations, we achieve
a much better clustering accuracy when we apply k-means on
the representations. We denote our method as AE-l2 which
stands for auto-encoder with l2 normalization. Moreover, our
clustering accuracy is even better than the methods that define
a separately designed clustering loss on the representations
(DEC and IDEC).

Next, we make experiments for the convolutional auto-
encoder. For this, we make use of the model structure in-
troduced in DCEC [4]. This model consists of 5x5, 5x5 and
3x3 convolutional filters in the encoding layers respectively.
There are 32,64 and 128 filters in encoding layers respectively.
Convolutions are applied with 2x2 strides and with relu [14]
activations. After the convolutional layers, the activations are
flattened and there is a dense layer of dimension 10. This is
followed by another dense layer and reshaping. Decoder part
consists of 64,32 and 1 deconvolutional filters of size 3x3,
5x5 and 5x5 respectively. Relu activations were applied after
each convolution, except for the last one. The network was
trained for 200 epochs as in the original paper of DCEC [4].
In Table II, we show clustering accuracy of k-means applied
on convolutional autoencoder representations. We were able
to obtain similar results as in the original paper (DCEC).
Note here that results indicated with * corresponds to our own
implementation. Other results for baselines are borrowed from
original papers. It can be observed from Table II that when
we train the convolutional autoencoder with our l2 normaliza-
tion constraint on representations, we achieve a much better
performance. We denote our method as CAE-l2 which stands
for convolutional auto-encoder with l2 normalization. Our
performance is superior to DCEC which introduces additional
clustering loss.

TABLE I: Clustering on Dense Auto-Encoder Representations

AE* AE DEC IDEC AE-l2
k-means k-means k-means

MNIST 81.43 81.82 86.55 88.06 90.20

TABLE II: Clustering on Convolutional Auto-Encoder Repre-
sentations

CAE* CAE DCEC CAE-l2
k-means k-means k-means

MNIST 84.83 84.90 88.97 95.11

USPS 73.521 74.15 79.00 91.35

TABLE III: Comparison of Normalization Methods

batch-norm layer-norm l2-norm
MNIST 70.67 70.83 95.11

USPS 74.95 75.263 91.35

l2 versus Batch and Layer Normalization: Due to l2 nor-
malization step in our clustering method, we compare it with
applying other normalization techniques training. In particular
we train two separate networks by using batch [8] and layer
[9] normalization, instead of l2 normalization. All other setup
for the experiments are the same. Batch size of 256 is used for
all methods in order to have a large enough batch for batch
normalization. Our method performs superior to both baselines
by a large margin, as the accuracies in Table III indicate.
More importantly it is noticed that neither batch nor layer
normalization provides a noticeable accuracy increase over the
baseline (CAE+k-means). Moreover in MNIST dataset, layer
and batch normalization results into a significant accuracy
decrease. This is an important indicator showing that the
performance upgrade of our method is not a result of a input
conditioning, but it is a result of the specific normalization
type that is more fit for clustering in Euclidean space.

B. Anomaly Detection

Evaluation Metrics: An anomaly detection method often
generates an anomaly score, not a hard classification result.
Therefore, a common evaluation strategy in anomaly detec-
tion is to threshold this anomaly score and form a receiver
operating curve where each point is the true positive and false
positive rate of the anomaly detection result corresponding to a
threshold. Then, the area under the curve (AUC) of RoC curve
is used as an evaluation of the anomaly detection method [7].

Here, we evaluate our method introduced in Section III-B.
The evaluation setup and implementation of our method are
as follows. In MNIST training dataset, we select a digit
class as anomaly class and keep a random 10% of that
class in the dataset while the remaining 90% is ignored.
We leave the rest of the classes as is. Then, we use the
convolutional autoencoder structure in DCEC [4] and train
it with our l2 normalization constraint on representations.
Finally, we apply k-means clustering on the representations
and keep the centroids. In our experiments we use k=9 for k-
means, since we assume that we know the number of normal



classes in the data. For MNIST test dataset, we calculate
the auto-encoder representations. As a normality measure for
each sample, we calculate the corresponding representation’s
maximum similarity to pre-calculated cluster centroids as in
5. It should be noted that we repeat the above procedure by
choosing a different class to be anomaly class, for all possible
classes.

We also evaluate two baselines. In the first baseline, we ex-
actly repeat the above procedure, but without l2 normalization
constraint on representations. In the second baseline, again
we train the auto-encoder with l2 normalization constraint
on representations. Then, on the test set, we calculate the
reconstruction error per sample and define that as anomaly
score. Using reconstruction error based anomaly detection
follows the works in AVAE [6] and DRAE [5]. The setups
in AVAE and DRAE are different than ours. In AVAE, the
training is only conducted on normal data, so the method is
not entirely unsupervised in that sense. In DRAE, the anomaly
definition is different: only a single class is kept as normal and
samples from other classes are treated as anomaly. That setup
presents a much easier case and therefore reconstruction error
based anomaly detection produces acceptable results. Next, we
show that in our setup this is not the case.

For each method we plot a RoC curve via thresholding
the normality (or anomaly) score with multiple thresholds.
Then, we evaluate the area under the RoC curve (AUC) for
measuring the anomaly detection performance. The training
and test datasets for all methods are the same. Due to the
random selection of 10% of the anomaly class to be kept,
performance can change according to the partition that is
randomly selected. Therefore, we run the method 10 times
for different random partitions and report the mean AUC.

It can be observed from Table IV that our clustering
based anomaly detection method drastically outperforms the
reconstruction error based anomaly detection for CAE neural
network structure.

It is worth noting here an interesting observation from Table
IV: for digits 1, 7 and 9, reconstruction error based anomaly
detection gets a very inferior performance. This is most evident
in digit 1. The reason for this is that the digit 1 is very
easy to reconstruct (only 1 stroke) and even though an auto-
encoder is trained on much less examples of this digit, it can
reconstruct it quite well. This shows a clear drawback of the
reconstruction error based anomaly detection. However, in our
clustering based method, we achieve a very high accuracy in
all the digits.

The effect of our proposed l2 normalization constraint on
representations during training can also be observed from
Table IV. In 9/10 cases, i.e. digits selected as anomaly,
anomaly detection with the network trained with l2 normal-
ization constraint on representations performs much better
than the one without. Only in digit 9, we observe an inferior
accuracy of our method. Compared to other digits, we observe
less performance for digits 4 and 9. We argue that this might
be happening due to very similar appearance of these digits in
some handwritings. Therefore, the method may confuse these

TABLE IV: Anomaly Detection with Auto-Encoder Represen-
tations

Anom. CAE. CAE CAE-l2
Digit (recons) (cluster) (cluster)

0 0.7025 0.7998 0.9615

1 0.0782 0.8871 0.9673

2 0.879 0.7512 0.9790

3 0.8324 0.8449 0.9382

4 0.7149 0.4988 0.7825

5 0.8359 0.7635 0.9136

6 0.6925 0.7896 0.9497

7 0.5767 0.7421 0.9100

8 0.8912 0.9200 0.9237

9 0.514 0.8944 0.7495

TABLE V: Anomaly Detection with Auto-Encoder Represen-
tations

Anom. AE. VAE. CAE-l2
(Digit) (recons.) (recons.) cluster

0 0.825 0.917 0.9615

1 0.135 0.136 0.9673

2 0.874 0.921 0.9790

3 0.761 0.781 0.9382

4 0.727 0.808 0.7825
5 0.792 0.862 0.9136

6 0.812 0.848 0.9497

7 0.508 0.596 0.9100

8 0.869 0.895 0.9237

9 0.548 0.545 0.7495

numbers with each other during clustering.
In Table V, we compare our method to another method [6]

that performs reconstruction error based anomaly detection,
but using dense auto-encoders. There is also a variational
auto-encoder based version of the method. It should be noted
that this method trains auto-encoders only on normal data.
This presents a much easier task compared to our case where
we also include anomalous samples during training. Thus our
case is entirely unsupervised. Still, 9/10 cases, our method
outperforms both variants of the method with a large margin.
Only in digit 4, we observe an inferior performance of our
method compared to VAE method.

V. CONCLUSION

In this paper, we have applied a l2 normalization constraint
to deep autoencoder representations during autoencoder train-
ing and observed that the representations obtained in this
way clusters well in Euclidean space. Therefore, applying a
simple k-means clustering on these representations gives high
clustering accuracies and works better than methods defining
additional clustering losses. We have also shown that the high
performance is not due to any conditioning applied on the
representations but it is due to selection of a particular nor-
malization that leads to more separable clusters in Euclidean
space. We have proposed an unsupervised anomaly detection
method on l2 normalized deep auto-encoder representations.



We have shown that the proposed l2 normalization constraint
drastically increases the anomaly detection method’s perfor-
mance. Finally, we have shown that the commonly adopted
deep anomaly detection method based on the reconstruction
error performs weak in a definition of anomaly, whereas our
method performs superior.
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