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Multi-locational work has become an integral part of working life in recent decades, and during 

the Covid-19 pandemic, it has continued to increase. The probability of certain cyber security risks 

has increased with this change. 

Based on the literature, this thesis presents the key cyber security risks in multi-locational 

work. The risks were categorized in four levels according to who is primarily responsible of the 

risk. The categories being primarily employee’s responsibility, shared responsibility between the 

employee and the organisation, primarily organisation’s responsibility and abstract responsibility. 

The risk analysis matrix was chosen to illustrate the level of risk as it considers both severity and 

probability of the risks. 

The empirical part of the study was conducted as a case study focusing on cyber security 

in a modern Finnish organisation, and both interview and questionnaire were used. Risk analysis 

matrix was then used to identify the level of risk in the organisation. Based on the risk analysis, 

priority proposals for action were targeted at those risks that are intolerable or significant. 

The risk assessment matrix was found to be a practical tool for assessing a company's 

cyber security risk. Once the level of risk has been identified, measures can be taken in the most 

appropriate way for the company, prioritizing the risks requiring immediate action or other 

necessary measures. 
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1 Introduction 

 

Working life has undergone major changes over the past decades. One of the key drivers 

of change is the development of digital tools and their adoption in working life. This has 

also led to an increasing number of people moving to work outside the workplace, as 

work can now more easily be done regardless of time and place. Over the last couple of 

years, the Covid-19 pandemic has fundamentally sped up the change. While multi-

locational work using digital technologies and tools has brought flexibility to employers 

and employees alike, it has also significantly increased the potential for cyber security 

risks. 

The change of working life requires continuous improvement from employees and 

workplaces. From a cyber security perspective, the role of workers' own actions is a key 

factor. However, it is also important to remember the responsibility of an employer to 

ensure employees are adequately trained and equipped for work with cyber security in 

mind. It is practically impossible to fully eliminate cyber security risks, but it is important 

to work towards identifying the most relevant risks and assess their significance. 

This thesis examines cyber security in multi-locational work in a modern 

organisation. It begins with an introduction to the laws relating to cyber security, before 

moving on to describe the multi-locational work environment and the changes that have 

taken place recently. The following chapter discusses some relevant cyber security risks 

associated with multi-locational work, followed by presenting a risk analysis matrix. A 

case study focusing on views and practises on cyber security in a modern Finnish 

organisation was conducted and the cyber security risks that emerged are assessed using 

the risk analysis matrix. 

 

2 Cyber security in Finnish legislation 

 

There is no specific legislation on cyber security in Finland, but various laws include 

statutes regarding cyber security. Important document regarding the subject is also the 

Finnish cyber security strategy. These laws and the cyber security strategy will be 

addressed next. 
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2.1 EU General Data Protection Regulation 

 

The law has not set any major requirements for organisations regarding risk management 

and cyber security in the past. This situation changed in 2016 with the EU general data 

protection regulation (GDPR) and the directive on security of network and information 

systems (NIS). They add new requirements for both cyber security and cyber security risk 

management in organisations. The requirements are applied to both European 

organisations that handle personal information within EU, and to organisations outside 

EU that conduct personal data management on people residing within EU. GDPR sets 

standards for organisations on collecting personal data, including strict requirements 

regarding storing and managing said data. With this, organisations of all types are 

required to protect the data collected from both employees and customers more carefully 

than in the past. [General Data Protection Regulation, 2016]. 

 

2.2 Act on the Protection of Privacy in Working Life 

 

Purpose of the law is to carry out private life cover as well as protection of privacy to 

secure fundamental rights in working life. This law decrees technical monitoring at 

workplace as well as opening or searching for employees’ emails. [Act on the Protection 

of Privacy in Working Life 759/2004]. 

 

2.3 Employment Contracts Act 

 

Employment Contracts Act constitutes that employee must conduct their work with care, 

following the orders the employer has given according to their jurisdiction. Employment 

Contracts Act also includes a statement that during their employment employees are not 

allowed to take advantage or spread the trade and business secrets of their employers. The 

terms of employment are to be discussed in the contract of employment. In addition, it is 

possible to create separate professional secrecy agreements. [Employment Contracts Act 

55/2001]. 

 

  

https://gdpr-info.eu/
https://www.finlex.fi/en/laki/kaannokset/2004/en20040759?search%5Btype%5D=pika&search%5Bkieli%5D%5B0%5D=en&search%5Bpika%5D=759%2F2004
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2.4 Criminal Law 

 

Criminal Law has various sections related to information technology and its usage. For 

example, theft, embezzlement and unauthorized use all fall under the Criminal Law. It 

also includes information theft in section 38, which addresses for example confidentiality 

breaches. [Criminal Code of Finland 39/1889]. 

 

2.5 Cyber security strategy 

 

Cyber security strategy 2019 constitutes the most important national goals regarding 

cyber domain. This strategy is also part of EU cyber security strategy implementation. 

According to strategy, every individual is an important cyber security operator who is 

responsible for improving cyber security for themselves and others with daily acts. 

Officials and organisations require very versatile knowledge from both employees and 

subcontractors to manage the risks regarding cyber security. National cyber security 

education and training programs are designed to develop the cyber security knowledge of 

public administrations, organisations, and individuals [Suomen 

kyberturvallisuusstrategia, 2019]. 

 

3 Multi-locational work 

 

3.1 Change in working life 

 

Multi-locational work has become an integral feature of working life in developed 

countries in recent decades [Eurofound and ILO, 2017]. According to Green [2006], there 

has been a strong international trend towards the intensification of working hours during 

the past decades. For knowledge workers, and otherwise highly skilled workers, evenings 

and weekends often include checking emails or being otherwise available in addition to 

their weekly working hours [Ojala et al., 2014]. In addition to work hours increasing and 

intensifying, part of the reason for increase in multi-locational work is globalization of 

work-market [Haukkala, 2011]. The continued development of mobile devices and the 

general ability to work away from the employer's premises have enabled the growth of 

multi-locational work [Messenger and Gschwind, 2016]. 
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3.2 Definitions 

 

There is heterogeneity of the terminology and the definitions of multi-locational work. 

Messenger and Gschwind [2016] have presented an example of multi-dimensional 

framework of telework. The framework divides three generations of teleworking: home 

office, mobile office, and virtual office. In the framework there are three key elements: 

technology, organisation, and location. The framework is illustrated in figure 1. 

 

 

Figure 1. Conceptual Framework of the Evolution of Telework [Messenger and 

Gschwind, 2016]. 

 

Telework/ICT-Mobile Work (T/ICTM) used in a joint Eurofound and ILO report 

[2017] is another definition of multi-locational work. T/ICTM was defined as the use of 

ICTs, such as smartphones, tablets, laptops and PCs, for the purpose of working outside 

the employer’s premises. In the report, T/ICTM was split in four different categories 
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according to use of ICT and place of work. The categories are “Regular home-based 

telework”, “Occasional T/ICTM”, “High mobile T/ICTM” and “Always at employer’s 

premises”. All the groups, except those always working at the employer’s premises, use 

ICT always or almost all the time and they work in at least one other location than the 

employer’s premises several times a month. In addition, the places of work and the 

amount of time spent out of employer’s premises for these three groups were defined 

further in figure 2. 

 

 

Figure 2. Operationalization of categories of T/ICTM according to ‘use of ICT’ and ‘place 

of work’ items [Eurofound and ILO, 2017]. 

 

In this work, multi-locational work refers to both remote work and mobile work and 

the term is used as hypernym when referring to either one of them. Due to this, the 

definitions of mobile and remote work are established next. Remote work is work done 

at either home or at another remote work location agreed and executed with employer 

[Koroma et al., 2011]. The previous definition of remote work refers to a pre-determined 

location, which is the main difference between remote and mobile work. Working 

remotely requires both compromise and careful planning from organisation and the 

individual, which also requires trust between these two parties. Mobile work is a form of 

employment, where employee works at least 10 hours per week away from predefined 

workplace. [Koroma et al., 2011]. This can be public transportation, internet cafe’s or 

technically any location, where the employee is capable of working. While mobile work 

is widespread, the benefits of mobile work are unrealized in many organisations due to 

lack of support for this type of flexible work arrangement [Chen and Nath, 2008]. Mobile 

working may be comfortable solution for many, but it also means working away from the 

secure facilities of the company. 
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3.3 Prevalence and trends 

 

In Finland, only two percent of employees worked at least partially remotely in 1990. The 

number had doubled to four percent in 1997 and by 2018 the number had already reached 

28 percent (Figure 3). [Sutela et al., 2019]. In 2020, before the Covid-19 Pandemic, 21 

percent of all employees worked remotely regularly, and 11 percent partially 

[Keyriläinen, 2021]. 

 

 

Figure 3. Remote work divided by gender in Finland [Sutela et al., 2019]. 

 

In addition, in 2005 58% of Finnish paid workers work at least small part of their 

jobs somewhere else than at their home or at the employers’ premises. These numbers are 

higher in northern countries, as in 2005 the EU27 average was clearly lower at 40%. For 

example, in Sweden the same number was 55%. [Haukkala, 2011]. According to 

Eurofound and ILO [2017], the incidence of T/ICTM varies greatly on the EU-level. This 

study also shows higher rates of T/ICTM on average within Nordic countries (Figure 4). 
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Figure 4. Percentage of employees engaged in T/ICTM in the EU28 (%), by category and 

country [Eurofound and ILO, 2017]. 

 

During the Covid-19 pandemic, multi-locational work increased across Europe due 

to government restrictions and suggestions. According to Hahne [2021], in Finland 59% 

of employees started to telework because of the pandemic. This was the highest figure in 

Europe, with an average of 37%. During the Covid-19 pandemic 52.1% of employees 

remained in employer’s premises or other locations outside of home, 33.7% worked from 

home only and 14.2% did multi-locational work (Figure 5). [Eurofound, 2020]. 

 

 

Figure 5. Proportion of employees, by location of paid work during COVID pandemic, 

EU27 (%) [Eurofound, 2020]. 
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4 Risks 

 

From a risk analysis perspective, it is essential to understand what is meant by the term 

risk. As risk is an abstract concept, there are many different interpretations. Risk is 

described as the impact of uncertainty on objectives, or the deviation from the expected. 

Risk can be positive or negative relative to the expected value [Rousku, 2017]. According 

to Wheeler [2011], considering from the perspective of information security, risk 

management is about managing the risks associated with sensitive information and 

critical resources. Risk always depends on the target, and the risk itself is not necessarily 

the same for everyone.  

Risk can be categorised in different ways, for example depending on the target and 

context. Hopkin [2017] divides risk in four categories in a generic level as compliance 

risks, hazard risks, control risks and opportunity risks. Raggad [2010] on the other hand 

divides risk in physical security (unauthorized physical access and device protection), 

network security (well designed and reviewed network architecture), application security 

(security compliance and minimal privilege requirement as a part of the system) and data 

security (preventing third party access and data loss by device malfunction with 

cryptography and backups). Cebula and Young [2010] present a categorization of 

operational cyber security risks in four categories: actions of people, systems and 

technology failures, failed internal processes and external events. Their definition is based 

on the effect these risks can have on the availability, confidentiality or integrity of 

information or information systems. 

The simple risk categories described above neither focus exclusively on cyber 

security, nor are sufficient for complex and multi-layered threats facing modern 

organisations in the field of cyber security. Considering the risks are not the same for 

everyone nor apply in every situation in a similar manner, this work focuses further on 

cyber security risks that are amplified in multi-locational work and include a third party 

that aims to inflict damage or receive personal gain at the expense of an organisation or 

its employees. The categories are based on the origin and form of the attack, starting from 

those where responsibility lies most with the employee, continues with shared 

responsibility between the employee and the organisation, and ends with risks that are 

mostly the responsibility of the organisation or cannot necessarily even be affected on 

organisation level. Some of the risks are not related to only one category but are placed 
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in the best describing one. Each risk is further explained in their own subcategory and 

further analysed in fifth chapter. 

 

4.1 Employee responsibility 

 

The risks primarily on employee’s responsibility include shoulder surfing and man-in-

the-middle that could be categorized under social engineering, as well as employee’s 

mistakes, such as weak passwords and inadequate deletion of data. 

Defining social engineering is not simple and there are various definitions by 

different authors and researchers. Nyamsuren and Choi [2007] defined social engineering 

as a category of cyber-attacks, where a person manipulates another person into giving up 

personal information. This definition allows the term to be used to describe various 

methods used by attackers to this day. In addition, by this definition social engineering 

targets the end user instead of device or software. People tend to trust each other and 

easily reveal important, private information [Junger et al., 2017], which makes this cyber-

attack efficient. The basic principle of social engineering is similar to traditional methods 

of hacking. The attacker's goal could be to gain unauthorized access to information or a 

system, or to use it as a tool to commit espionage or fraud. [Malwarebytes]. Mistakes in 

general includes user and superuser errors caused by lack of understanding, lack of 

education, lack of motivation or, in its simplest form, simple mistakes that can happen to 

anyone, but are still important part of cyber security.  

 

4.1.1 Shoulder surfing 

 

Shoulder surfing is a physical form of social engineering, which means collecting 

information by spying “over the shoulder”. Shoulder surfing can be executed by being 

physically present and spying on the target, or it could be done by using a camera and 

recording the physical actions and screen of the victim. Shoulder surfing can be used to 

gain unauthorised access to system by using the most common authentication method, 

alphanumeric password. [Lashkari et al., 2009].  
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4.1.2 Man-In-The-Middle 

 

One form of data breaching and social engineering is Man-In-The-Middle attack. In this 

techno-social cybercrime, the attacker replaces the original HTTPS certificate of the 

victim’s device and gains access to all the data sent and received by the victim. This attack 

can be done in any network the attacker has access to, prime example being an internet 

café. Using Man-In-The-Middle attack, the attacker is, for example, able to download all 

data the victim is browsing, replace any download with their own file such as malware to 

gain further access in the victim’s machine, or simply read all the usernames, passwords 

and other sensitive information sent by the victim. [Gallegati et al., 2009]. 

 

4.1.3 Weak or re-used passwords 

 

A weak password is short and contains only lower-case letters or digits, or a combination 

of the two that can easily be found in a dictionary. Elements of a strong passwords include 

both upper-case and lower-case letters, digits, punctuation symbols and special 

characters. Strong password should include at least 4 out of 5 of these categories [Sarkar 

et al., 2016]. Password reuse across different websites also remains a dire problem, 

despite attempts to stop users from doing that. Breaches of a password database or for 

example phishing attack can often lead to several accounts on various sites to be 

compromised [Wang et al., 2019]. Using weak passwords or reusing the same passwords 

both at work and at home can result to unauthorized access to organisation’s systems or 

information being stolen. 

 

4.1.4 Data Remanence and inadequate deletion of data 

 

Data remanence refers to the remains of data that can be found in the storage even after 

attempted deletion. All data and metadata should be deleted when invoking deletion. 

However, in many cases the data deletion might be incomplete and traceable back to its 

lineage or even completely restored using adequate tools. This might cause unwanted 

disclosure of sensitive data. [Gana et al., 2020]. Mistakes such as saving the data in 

multiple locations and only deleting parts of it are also part of inadequate deletion of data. 

Therefore, the risks are not limited to technological failures. 
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4.2 Shared responsibility 

 

The cyber security risks where responsibility is shared primarily between the employer 

and employee include a variety of malware, against which protection requires both 

company resources to acquire and train employees on cyber security applications and 

practices, and employee commitment to follow the organisation's policies and procedures. 

The risks are increased by Bring your own device (BYOD), which transfers parts of the 

normal employer's responsibility to the employee. 

Malware or a malicious software is an umbrella term used to describe any malicious 

software, typically consisting of code intentionally designed to invade, damage, disable 

or even gain access to victim’s device. [Malwarebytes]. 

 

4.2.1 Ransomware 

 

Ransomware is a form of malware that relies on extortion based on potential of disabling 

or damaging the victim’s data. Once the system is infected, the data is generally encrypted 

by the attacker, leaving victim with a choice to pay the ransom, in hopes of regaining 

access, or face the consequences. Ransomware is the fastest increasing malware threat to 

organizations, accounting for the majority of extortion-based attacks and billions in 

damages globally. The availability of backups and separate backups of critical systems 

stored separately should be evaluated to address the threat, being the last line of defence 

against this malware threat. [Thomas et al., 2018]. 

 

4.2.2 Trojans and Remote Administration Trojan (RAT) 

 

The word Trojan comes originally from an ancient Greek story of the Trojan horse, which 

was used by the Greeks to gain unauthorised access to an independent city named Troy 

during the siege, by hiding inside it. The very meaning still carries in today’s cyber 

security and the various attempts to breach it. Trojans and RATs are malicious pieces of 

code often embedded in legitimate programs to gain unauthorised access to victim’s 

machine [Chen et al., 2008]. Trojans and RATs aim to stay hidden in the machine, eluding 

the detection of anti-viruses and firewalls by altering their name, location, size and 

behaviour on a regular basis, and ultimately modifying the system to hide their presence 

and to gain administration access in order to record the user’s keystrokes, passwords, gain 
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access to webcam and overall usurp resources of victim’s system. [Chen et al., 2008]. 

Remote Administration Tool, which could also be referred as RAT, is a similar tool with 

similar functionality, with main difference of it being acknowledged by the system owner 

and being intentionally added to the system. These tools can be used for wide range of 

functions essential for system administrator, such as providing a cost-effective network 

access to multi-locational workers [Shubham et al., 2015].  

 

4.2.3 Personal devices 

 

Bring your own device (BYOD) was created as a solution to the challenge of utilizing a 

company's shared infrastructure. Companies use this innovative practice to get a 

competitive edge by increasing their economy and the occupational comfort of their 

personnel. Personal devices, however, involve serious vulnerabilities, threats and risks 

such as problems created by insecure application usage that could infect the devices with 

malwares. Unauthorized access to devices is more likely due to theft, loss of the device 

or other use by third parties, allowing access to company’s data or accidental sharing of 

information. Network risks can arise from being allowed to connect to any unprotected 

and unencrypted networks. Even if the personal device used is a mobile device instead of 

a computer, malwares are also capable of infecting and stealing information from mobile 

devices. [Herrera et al., 2017]. 

 

4.3 Organisation responsibility 

 

The cyber security risks in which the organisation mostly carries the responsibility for are 

largely related to keeping the local infrastructure secure and up to date to avoid 

vulnerabilities.  

 

4.3.1 Vulnerabilities 

 

Vulnerability according to dictionary is “the quality or state of being exposed to the 

possibility of being attacked or harmed”. Vulnerabilities in computers are understood as 

the confluence of three elements; system flaw, attackers’ knowledge of the flaw and their 

capability to exploit the flaw. All three elements result in successful utilization of the 

vulnerability that ultimately compromises system’s information security, resulting in 
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attack, for example, being able to delay, disrupt, corrupt, exploit, steal or modify 

information [Cavelty, 2014]. 

 

4.3.2 Outdated applications and operating systems 

 

According to Mohan et al. [2020], cybercriminals often take advantage of holes in 

outdated software. Outdated applications and operating systems leave devices more 

vulnerable to exploits. To take advantage of vulnerabilities, the attacker must know the 

flaws in the system. Previously found and fixed issues can be published by various 

sources including the developer of the software. Failing to update software and operating 

systems can result in these publicly known flaws in the system to stay unpatched, leaving 

easy access to an attacker like leaving keys in the lock. Outdated software means 

unsecured software [Woldemichael, 2019]. 

 

4.3.3 Data breach 

 

Data breach is an exposure of confidential information to unauthorized parties. They can 

be either intentional or inadvertent and caused by either an insider or outsider. Data 

breaches can pose serious threats to organisations, including financial damage and 

reputation loss. In addition to malicious insiders, data breaches could be caused by 

technical shortcomings, such as lack of appropriate access control or failure to investigate 

security warnings issued by security tools in place. [Cheng et al., 2017]. Individuals, as 

well as organisations, can place a lot of trust in their service providers, making these 

issues often complicated and sometimes beyond the scope of organisations’ 

responsibility. 

 

4.4 Abstract responsibility 

 

The risks under the last category have either an abstract origin of attack or an abstract 

responsibility that cannot be tied to either employee, organisation or their shared 

responsibility. The risks categorized in abstract responsibility involve hardware and 

service risks uncontrolled by the organisation. The likelihood and impact of these risks 

can, however, be reduced by taking appropriate actions on an employee or organisational 

level. 
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4.4.1 Hardware backdoors 

 

Hardware is a physical part of a computing system, such as a graphics card or a processor. 

Hardware can have a built-in backdoor which Sparks et al., [2009] have defined to be a 

rootkit, a malicious program attempting to hide its existence in the infected machine. 

According to King et al., [2008], rather than constructing a single assault, an attacker 

might instead create hardware to enable attacks. To prove it, they designed a backdoored 

processor, occupying a layer below an entire software stack. This way the attacker has 

fundamental advantage over the regularly used defence systems, such as antiviruses and 

firewalls. They initiated an attack by sending an unsolicited network packet to the target 

system, which in turn is inspected by the operating system. Inspecting the package is 

necessary to decide if said packet should be dropped or not. This inspection of packet 

would trigger the backdoor in the hardware and load a firmware designed to let the 

attacker access the system without a password by returning true on a password checking 

function regardless of the password being correct. After a successful login attempt the 

firmware unloads itself to further prevent detection. The backdoored hardware can, for 

example, give unlimited access to the machine and steal passwords. [King et al., 2008]. 

 

4.4.2 Physical interception 

 

Physical interception refers to any method of physically acquiring a device owned by 

someone else, to gain unauthorized access to either the device or the data in it, for example 

through theft. Physical interception can result in unauthorized access to more than just 

the device. For example, logged in website and thus emails or passwords can be at risk. 

In general, sensitive information can be leaked in case of theft or loss of a device. 

[Abomhara and Køien, 2015]. Physical interception could also be performed in order to 

plant malicious software in the machine with the intent of returning it to its original 

owner, acting as a physical trojan horse to access a network without authorization. 

 

4.4.3 Cloud services 

 

Cloud services refers to a variety of web services delivered on demand to customers. They 

are meant to provide easy and affordable access to resources without having to invest in 
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internal infrastructure. Partially due to their popularity, cloud services are targeted by 

variety of malicious actors. According to Rabai et al., [2013] some of the on-focus 

security threats include administrators’ rights to monitor or change virtual machines, 

attacker’s possibility of gaining control over the whole network of virtual machines by 

infecting the host and risks caused by faulty or malicious virtual machine images. Cloud 

services are also susceptible to denial of service, data leaks and traffic hijacking. 

Registering to various cloud hosting services is also very easy, which causes them to be 

targeted by malicious users exploiting the resources. Mobility of cloud services, as well 

as virtual hosted machines, can also be cyber security threats, because all the data can be 

stolen without physically stealing the machine [Rabai et al., 2013]. 

 

5 Risk analysis 

 

The various potential risks can be analysed using various risk-assessment methods. 

Hopkin [2017] argues that both the likelihood and magnitude of risks must be accounted 

for in a risk analysis. The likelihood and magnitude are best demonstrated using a risk 

matrix, one of which they have presented in figure 6. Colour coding and shading can also 

be used to visualize the risk assessment [Hopkin, 2017]. 

 

 



-16- 

 

Figure 6. Risk likelihood and magnitude [Hopkin, 2017]. 

In Finland, the Ministry of Finance recommends the usage of a similar risk analysis 

matrix as Hopkin. They use a scale of four grades for likelihood and magnitude. In their 

matrix the likelihood is divided in unlikely, possible, probable and almost certain, while 

magnitude is divided in minor, mediocre, major and critical. The matrix also includes 

colour coding ranging from green to red, demonstrating the level of risk (Figure 7). 

[Rousku, 2017]. The risk assessment method used in this thesis is based on the risk 

classification matrix used in occupational health care [Pääkkönen et al., 2005], which was 

originally based on the British standard BS 8800. Their matrix utilizes a scale of three 

grades and acknowledges pre-determined measures for each level of risk (table 1). 

 

 

Figure 7. Risk matrix [Rousku, 2017]. 
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Probability 

Severity 

Minor  

consequences 

Adverse  

consequences 

Serious  

consequences 

Unlikely 1. Negligible risk 

 

No particular  

action needs to be 

taken 

2. Tolerable risk 

 

Requires attention 

 

3. Moderate risk 

 

Action must be 

taken to lower the 

risk 

Possible 2. Tolerable risk 

 

Requires attention 

3. Moderate risk 

 

Action must be 

taken to lower the 

risk 

4. Significant risk 

 

Requires the  

necessary measures 

to lower the risk 

Probable 3. Moderate risk 

 

Action must be 

taken to lower the 

risk 

4. Significant risk 

 

Requires the  

necessary measures 

to lower the risk 

5. Intolerable risk 

 

Requires  

immediate action 

 

Table 1. Risk analysis matrix. 
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6 Case study 

 

The empirical part of the thesis was chosen to be conducted as a qualitative case study, 

because a case study applies especially well when the aim is to deeply understand the 

target of development and produce new development ideas. A case study answers to 

questions “how” and “why”. In general, a case study studies an exact case, and the 

information of the case can be gathered using various methods including interviews, 

observations and tests. In many cases, the aim of a case study is to make generalised 

conclusions based on exact cases, which also counts as a con when considering the pros 

and cons of each method of study. The conclusions are also often based on personal 

interpretation of the researcher. In a case study the process includes defining the aim of 

the study and a preliminary analysis of the subject. After that the empirical analysis is 

made and analysed and development proposition is made [Oppariapu]. 

A semi-structured thematic interview was chosen as the data collection method. The 

aim was to allow the interviewees to speak about the topic in their own words, so that 

they could supplement any information already obtained. The interviews would be 

conducted one-to-one to make the situation feel freer and more natural [Hirsjärvi and 

Hurme, 2011]. 

The interview questions were designed to answer general questions about the 

organisation, their clients and the cyber security policies IT and management have 

(Appendix 1). After general questions the discussion moved towards the actual subject of 

the thesis, multi-locational work and the security measures the organisation takes and 

instructs their employees to take while working outside of the office and what are the 

employees access levels to organisations or their client’s data. Every question was open 

ended, and I avoided leading the respondent towards themes I expected to come up, such 

as their thoughts of how well employees follow the instructions and policies offered and 

required by the organisation while out of the office. The goal of this discussion was to 

establish a baseline understanding of the organisations expectations towards their 

employees, as well as the strength of their policies and cyber security training provided 

towards the individual employees. At the end of the interview there was a chance to 

provide questions they would be interested to be answered in the questionnaire presented 

for the employees. After the interview was completed, the questionnaire for employees 

was created based on it (Appendix 2). The main purpose of the questionnaire for 

employees is to understand the differences of the cyber security understanding and 
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measures the employees take, compared to the expectations of IT and management. The 

answers of the questionnaire for employees were analysed using risk analysis model 

described in chapter 5 of this thesis.  

The interviews for IT and management were planned to be conducted in a video 

conference due to Covid-19 pandemic preventing face-to-face meetings. The subject of 

the study is a Finnish office of a worldwide manufacturing and designing organisation 

with organisation-wide cyber security policies and over 6000 employees. The Finnish 

office is a medium sized office with roughly 50 employees overall. The study was 

conducted by first contacting both the IT lead as well as management of the Finnish 

office. The study, its goals and the initial questionnaire were presented to both 

departments, but only IT answered it (appendix 1). In addition, a confidential 

organisation’s cyber security policy document was provided to be used as a guideline for 

designing the questionnaire and analysing the results. 

The questionnaire for employees was based on the answers received from IT 

department as well as their requests regarding additional questions. The questionnaire 

was sent to 32 participants with two reminders over the course of one month. 18 answers 

total were received and analysed using SPSS Statistics version 27 for Windows, as well 

as the risk analysis model from chapter 5 of the thesis.  

The background variables were age, highest level of education and length of 

employment in the organisation. The participants were allowed to pick one best suited 

answer to each question. Age was categorized into six age groups: under 20, 20-29, 30-

39, 40-49, 50-59 and over 60. For the highest professional education, the categories 

included no vocational education, professional course of at least four months, vocational 

education, college, university, and something else which allowed the participant to 

elaborate with free writing. The selections for length of employment in the organisation 

were less than one year, one to five years, six to ten years, and more than eleven years.  
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6.1 Results 

 

Questionnaire was sent to 32 participants and 18 answered in total, resulting in response 

rate of 56,25%. The participants were between the ages of 30 and 59 with six participants 

between the ages 30-39, five participants between the ages 40-49 and 7 participants 

between the ages of 50-59. Their highest level of education was dichotomized twelve 

participants with either university or college education and six participants with 

vocational education or none. 50% of the participants had been employed for more than 

11 years within the organisation, while only two had been employed for less than a year. 

Out of eighteen participants, nine work somewhere else in addition to workplace 

and home. Out of those who worked somewhere else, everyone mentioned working in a 

hotel room. Eight worked in a customer company’s premises and five worked in public 

transport and restaurants or cafeterias. In addition, some worked in office-hotels, outside 

areas such as parks, or children’s recreational activity areas. Thirteen reported to know 

what to do in case of lost or stolen work device. Ten knew about possibility of receiving 

a privacy filter for their computer and one had chosen to use it. Sixteen mentioned to have 

access to organisation’s critical information. Only one reported having no access and one 

did not know if they did. Eight participants also reported they had to take confidential 

material out of the office, two did not know if they had to or not. However, only two 

reported to have access to a customer company’s critical information while working with 

them. In addition, twelve used their work devices for non-work-related activities such as 

looking through personal emails and three had installed external applications not 

available from official sources. 

When asking about cyber security training, twelve felt they had received it in 

sufficient level when they started working in the company. Fifteen felt they had received 

sufficient cyber security training during their years of work. Fourteen felt they had 

received sufficient information about cyber security while working outside of office. 

Regarding whether the participant had received a cyber security policy document, ten 

reported to have received it. Eight participants either had not received the document or 

did not know whether they had. Fifteen participants claimed to benefit from cyber security 

documents and instructions being translated into Finnish. 

In addition to above statistics, participants were also asked open-ended questions 

where they were able to write freely. First, they were asked to describe possible cyber 

security risks in their current work. The most acknowledged risk was various forms of 
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phishing and similar malicious collection of data, ten participants mentioned it within 

free-form responses. Physical events such as theft or fire and spying phone calls or laptop 

screen in public was recognized by six of the participants. Three participants recognized 

software issues such as inoperative VPN connections and malfunctioning or changing 

functionality of programs. Traditional forms of cyber-attacks such as malware were 

recognized as a threat by two participants. Human errors or mistakes such as sending 

information to wrong person, selecting wrong screens during screen share, incohesive 

practises and locations for saving data and mistakes made by frustration towards slowly 

operating software in order to speed up the work were recognized by three participants. 

One person does not recognize any risks regarding themselves as part of the 

organisation’s cyber security and two others did not mention any risks.  

When the participants were asked to name the most important part in the 

organisation’s cyber security policy document regarding their own work, thirteen of the 

participants were able to mention at least one important part. Within their responses, they 

mentioned actions of the employees such as compliance with the guidelines given and 

secure usage of the work devices. In addition, secure data management practises, regular 

software and cyber security practise updates and clear instructions given regarding the 

cyber security practises were mentioned. Five did not specify any important part of the 

cyber security policy document, one of which specified being unable to find the document 

being the reason. 

Next the participants were asked what kind of cyber security training they would 

like to receive in the future. Half of the participants were able to name desirable content 

of cyber security training within their answers. These answers included desire towards 

any new information or only towards specific topics, information regarding the most 

common and recently discovered threats, providing easily accessible and understandable 

guidelines in Finnish and concrete tips. Six participants did not mention anything, one 

participant didn’t see the need for increasing the amount of cyber security training and 

two participants did not recognize need for participating in any training themselves. The 

participants were then asked to select a desirable method of cyber security training in a 

multiple-choice question, which allowed selecting more than one option. Fifteen selected 

expert lectures, six workshops together with others, six gamification of the training, four 

self-learning material and four self-learning material followed with a test. It was also 

possible to select option “other” and write the answer. These answers included 
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demonstrating cyber security threats via concrete examples and short “fifteen minutes of 

cyber security” sessions couple of times a year. 

Finally, the participants were asked to describe any shortages in their organisation’s 

cyber security. Twelve participants did not recognize any shortages. Out of the six 

participants who answered the question, four considered employee as significant risk. In 

addition, the global access to data the intranet provides, and the difficulty of finding easy 

to understand, up-to-date information and guidelines were mentioned. Everyone 

evaluated their overall organisation cyber security to be perfect or near perfect and only 

one thought it was hard to take care of cyber security during their work. 

 

6.2 Risk analysis on case study 

 

In the final phase of the case study, risk analysis was conducted based on the interview 

and questionnaire presented previously and the organisation’s cyber security policy 

document. First, the probability and severity of the cyber security risks related to multi-

locational work introduced in chapter four were analysed (Table 2). The risk analysis 

factors in the perspective of the work where risks are created by malicious third parties 

and half of the employees are working mobile. The order is based on the categories 

presented in chapter four, starting from the risks where responsibility lies most with the 

employee. After that the risk analysis matrix (Table 3) is used to visually demonstrate the 

combined severity and probability of each risk (negligible, tolerable, moderate, 

significant and intolerable risk). Finally, based on the previous risk analysis, the 

significant and intolerable risks were highlighted and a few necessary measures and 

immediate actions the organisation can take to remedy the issues were provided. 
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Risk 

 

Probability  Consequences 

Employee responsibility 

 

Shoulder Surfing In a multi-locational work, 

the probability increases to 

probable due to mobile 

work locations and ex-

tremely low usage of pri-

vacy filters designed to pre-

vent shoulder surfing. 

Estimated to be adverse. 

Man-In-The-Middle Unlikely, even in multi-lo-

cational work. 

Can be serious. 

Weak passwords Probable risk unless en-

forced by the organisation, 

which was not present in 

any information received.  

Can be estimated to be ad-

verse. 

Data remanence and inade-

quate deletion 

Probable without adequate 

tools to ensure safe deletion 

of data, which did not come 

up in the interview or policy 

document. 

 

The consequences of mali-

cious actor receiving a de-

vice with remnants of data 

remaining are at least ad-

verse. 

Shared responsibility 

 

Ransomwares  Possible risk. The employ-

ees of the organisation don’t 

necessarily recognize the 

risk itself but are aware of 

suspicious links in emails.  

Adverse consequences, re-

sulting in either monetary 

losses or lost time recover-

ing the data. 

Trojans and Remote Admin-

istration Trojan 

Possible risk based on same 

reasons as the other com-

mon type of malware, ran-

somware.  

Varying between minor and 

serious depending on the 

purpose of the malware. 

Personal devices Increases the likelihood of 

all risks manifesting. The 

usage of personal devices 

for work related matters 

even if unauthorized is 

probable.  

Adverse, depends largely on 

which risks it manifests as. 
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Organisation responsibility 

 

Vulnerabilities Unlikely, as they require ex-

istence of the vulnerability 

as well as the attacker’s 

knowledge of the risk and 

ability to exploit it.  

Serious. 

Outdated applications and op-

erating systems 

Probable risk without proper 

management software. The 

existence of ensuring auto-

matic updates did not come 

up in the interview, ques-

tionnaire or security policy 

document. 

Serious, as the necessity of 

the attacker knowing about 

the vulnerability is removed, 

leaving only a confluence of 

two elements left instead of 

three. The system flaw and 

their capability to exploit 

the flaw. 

Data breach Normally unlikely risk. 

However, with vast majority 

of the employee’s having 

access to critical infor-

mation of the organisation 

as well as their clients, the 

probability raises to possi-

ble. 

Serious, able to cause both 

financial damage and repu-

tation loss. 

Abstract responsibility 

 

Hardware backdoors Unlikely and hardly any-

thing the organisation can 

do to prevent it, apart from 

using some common sense 

where to acquire devices 

and other hardware.  

Adverse. 

Physical interception Unlikely in Finland. Adverse consequences con-

sidering data remanence and 

no policies for password 

strength. 

Cloud services Unlikely if enough effort is 

placed selecting secure ser-

vice providers. 

Serious, includes data loss 

and risk of data leaking. 

 

Table 2. Probability and consequences by risk. 
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Table 3. Risk analysis matrix for target organisation. 

 

Based on the risk analysis, priority proposals for action are targeted at those risks 

that are intolerable or significant. The only risk that arose to intolerable risk category was 

outdated software which is in organisation’s responsibility. Five significant threats were 

found, including shoulder surfing, weak passwords, bring your own device, data 

remanence and inadequate deletion of data and data breaches. Shoulder surfing, weak 

passwords and data remanence are primarily in the employee’s responsibility, bring your 

own device is shared responsibility between the employee and the organisation and data 

breaches are primarily in the responsibility of the organisation. 

 

 

 

Probability 

Consequences 

Minor  

consequences 

Adverse  

consequences 

Serious  

consequences 

Unlikely 1. Negligible risk 

 

 

2. Tolerable risk 

- Hardware back-

doors 

- Physical intercep-

tion 

3. Moderate risk 

- Man-In-The-Mid-

dle 

- Vulnerabilities 

- Cloud services 

Possible 2. Tolerable risk 

 

3. Moderate risk 

- Ransomware 

- Remote admin-

istration trojan 

4. Significant risk 

- Data breaches 

Probable 3. Moderate risk 

 

 

4. Significant risk 

- Shoulder Surfing 

- Weak passwords 

- Bring your own 

device 

- Data remanence 

and inadequate dele-

tion of data. 

5. Intolerable risk 

- Outdated software 
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7 Discussion 

 

Multi-locational work has been on the rise for the past decades, with Covid-19 

accelerating the change even further. Multi-locational work increases the probability, and 

to a degree severity of certain cyber security risks that were analysed during this work. 

The risks were categorized in four levels: being primarily employee’s responsibility, 

shared responsibility between the employee and the organisation, primarily organisation’s 

responsibility and abstract responsibility. Risk analysis matrix that considered both 

severity and probability of the risks was then introduced. The case study was conducted 

with a Finnish organisation and the results were analysed with the risk analysis matrix to 

find the significant and intolerable risks requiring immediate action or other necessary 

measures. The results are examined in detail next. 

 

7.1 The prevalence of multi-location work 

 

The case study was conducted during the beginning of the Covid-19 pandemic before the 

government recommendations for working out of office, results reflecting mostly pre-

covid period. Half of the employees worked multi-locational in places that leave them 

more vulnerable to cyber security attacks than working in the office or at home, which 

were in-line with Finland’s average already in 2005 [Haukkala, 2011]. However, these 

numbers vary greatly between studies conducted due to varying definitions of multi-

locational work [Eurofound and ILO, 2017; Haukkala, 2011; Keyriläinen, 2021; Sutela 

et al., 2019]. Studies conducted during Covid-19 pandemic have shown increase in multi-

locational work in Europe. [Hahne, 2021]. Study conducted by Statistic Finland [Sutela 

and Pärnänen, 2021] finds that nearly 80% of those who tried remote work for the first 

time during the pandemic would like to continue working remotely after the pandemic. 

In addition, 66% of those who had worked remotely before the pandemic, and had 

increased the amount during it, preferred to continue remotely working more than before 

the pandemic. 

 

7.2 Cyber security risks of the target organisation 

 

According to results of the case study, a vast majority of the employees have access to 

critical information of their own organisation, and in some cases even their customers’. 
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In addition, the lack of using security filters and multiple employees reporting having to 

take confidential material out of the office, the severity of various risks such as shoulder 

surfing, data breaches and theft are increased significantly.  

According to the interview, the organisation aims improving the cyber security 

knowledge of its employees by offering cyber security politics document, material related 

to cyber security as well as cyber security orientation and training including security 

practises out of office during the employment. Despite that majority of the employees felt 

they had received sufficient cyber security orientation and training, they reported 

difficulty of finding appropriate material and understanding it. Especially the 

unavailability of material in Finnish and the difficulty of cyber security vocabulary was 

perceived as a problem. In addition to this, the interest towards cyber security varied 

greatly. Only half of the participants claimed general interested towards cyber security 

practises, which also matches the number of participants who named the type of cyber 

security training they would like to receive in the future. 

The ability to assess cyber security risks varied greatly between the respondents. 

Majority of employees were able to only acknowledge threats generally known by 

everyone such as phishing and physical threats like thievery. Only few employees 

recognize other common threats, such as malware or human errors as a problem, 

potentially implying the knowledge comes from publicly available sources, such as news 

and everyday life instead organisation’s cyber security material. These in combination 

imply the effectiveness of the cyber security training the organisation provides is lacking 

and should be reviewed based on the results of the case study. 

Despite all of this, everyone evaluated their overall organisation cyber security to 

be perfect or near perfect. One theme that might have resulted in this assessment was faith 

the employees had towards someone taking care of the cyber security and might feel the 

cyber security of the organisation requires little effort from themselves. For cyber security 

to work, the organisation is required to acquire effective cyber security strategy, teach it 

to the employees in a manner that promotes motivation, as well as employees committing 

to it. 

 

7.3 Usability of the risk analysis matrix 

 

The risk analysis matrix was chosen because it assesses both severity and probability of 

cyber security risks and illustrates the importance of each threat clearly [Hopkin, 2017; 
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Pääkkönen et al., 2005; Rousku, 2017]. The usability of the matrix in context of an 

organisation was evaluated during the case study. The case study showed the risk analysis 

matrix can be used to target action by identifying the significant and intolerable risks 

requiring necessary measures or immediate actions. However, the risk analysis matrix 

doesn’t attempt to assess the resources organisation requires to fix the identified issues. 

Both financial and human resources available at one time for the organisation are limited. 

Therefore, a separate method for evaluating the available resources compared to level of 

threat the matrix provides should be considered, raising or lowering the priority of a 

measure to take. For example, if the measures requiring human resources expend the 

availability, one that requires the organisation’s financial resources instead should be 

prioritized. 

 

7.4 Evaluating the work and further research proposal 

 

The strengths of the study include broad view on the literature regarding multi-locational 

work, the cyber security risks related to it, and the ways to categorize them. However, the 

literature regarding the subject is limited and there is no unified vision within the field of 

research on the categorization of cyber security threats, which made it possible to present 

an alternative method that considers the distribution of responsibility withing the 

organisation. The work highlighted some of the more important risks related to cyber 

security of multi-locational work, but future work should be open for recognizing new 

risks as well. This categorization also makes future work that considers the available 

financial and human resources the organisation has for improving their cyber security 

possible.  

One of the weaknesses of the study was the low number of participants and the lack 

of financial management perspective during the interview process. However, the case 

study included an interview with the IT lead responsible for applying the cyber security 

policy of the organisation, as well as a questionnaire for the employees. This made it 

possible to consider both the management and employee perspective on cyber security. 

The case study was carried out in only one organisation, so the results cannot be 

generalised, which is often considered the challenge of case studies in general. This case 

study, however, achieved its aim to deeply understand the target, which was essential to 

properly evaluate the risk categorisation and the risk assessment matrix. Another 

weakness is the lack of assessing workload and the potential effects it has on motivation 
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in both the interview and questionnaires. Overloaded IT in general is both interesting and 

important topic currently overlooked in the literature. 

Another greatly overlooked topic in literature regarding the subject is unauthorized 

multi-locational work. This means that an employee is taking the work out of office 

without permission from the employer and without the support from organisation’s IT. 

This prevents some precautions the organisation can take to reduce the risks of cyber 

security threats associated with multi-locational work. Studying this phenomenon using 

questionnaires or interviews is also ineffective due to its unauthorized nature, requiring 

means not present in this work. At the time this work was conducted, the availability of 

literature regarding the development of cyber security risks related to increase in multi-

locational work due to Covid-19 pandemic was lacking.  

 

7.5 Conclusions 

 

Despite the increased number of attack vectors targeting those working out of office, the 

increase in multi-locational work is a permanent change in working life. The changed 

situation requires new approaches from organisations for recognizing these threats and 

taking measures within the limits of resources available to them. The risk analysis matrix, 

which identifies both the severity and probability of cyber security threats and clearly 

illustrates the impact of each threat, and categorization, which evaluates the allocation of 

responsibility across the organisation proved to be a possible solution.  
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9 Appendices 

 

9.1 Appendix 1: Interview for IT and Management 

 

Organisation description 

What does your organisation do and who are your clients? 

In how many countries does your organisation operate? 

How many employees are working in your organisation? 

How many of your employees engage in multi-locational work? 

Do you know which facilities host the multi-locational work of your employees? 

Which cyber security threats do you consider the most dangerous for your organisation? 

How many of your employees have access to critical information that could make the 

risks mentioned in last question possible? 

Are the employees of your organisation able to access critical information of your cus-

tomers? 

Organisation cyber security politics 

Does your organisation have document regarding your cyber security politics? Is it pos-

sible for me to access said document for master’s thesis? 

Describe your cyber security politics 

How is the responsibility of cyber security divided between different organisation levels? 

How does your organisation estimate cyber security risks? 

How secure would you describe your cyber security politics? 

Did your organisation have case of leaked critical information? 

Is multi-locational work taken into account in your organisation’s cyber security politics? 

Does your cyber security politics determine in which locations can your employees en-

gage to multi-locational work? Would, for example, public cafeteria be allowed? 

Is there instructions regarding inner cyber security (For example moving confidential 

documents out of organisation premise or copying them to external drives)? 

Does your organisation enforce cyber security politics? If yes, how? 

Do you believe that your employees follow the instructions given, mostly regarding 

multi-locational work? 

Employee cyber security practice 

Are employees background checked during recruiting? (For example criminal back-

ground or security clearance). 
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Does your employment contract or some other contract made in the beginning of employ-

ment include cyber security decrees? 

Does your organisation have procedure regarding saved files or documents at the end of 

employment? 

What are your employee’s rights regarding their own devices and the software installed 

to them? 

Are employees allowed to use removable media such as USB-drives? 

What is the procedure regarding lost or stolen devices? 

Training 

Is there a prepared training packet for new employees or is the training done in case-to-

case basis? 

Are the employees given cyber security training during their employment? 

How is cyber security training done in your organisation? 

Does your training plan include individual skills or special needs? 

How does your organisation improve employee’s cyber security knowledge? Does this 

include motivation and attitude training? 

Anything else? 

Do you have anything else you would like to bring up regarding cyber security or multi-

locational work? 

Do you have any requests towards the questionnaire for employees? 
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9.2 Appendix 2: Questionnaire for the employees 

 

1.Age (in years) 

Under 20 

20-29 

30-39 

40-49 

50-59 

60+ 

2.The highest professional education 

No vocational education 

Professional course of at least 4 months 

Vocational education 

College 

University 

Something else, what? 

 

3.How long have you been employed in your current workplace? 

Less than one year 

1-5 years 

6-10 years 

more than 11 years 

4.Do you work outside your office or home office? 

Yes 

No 

5.If you answered “yes”, could you describe in which? You can select multiple choices. 

public transport: bus, train, plane 

hotel 
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cafeteria, restaurant 

customer company 

office hotel 

children’s recreational activity area 

outside areas such as park 

Something else, what? 

 

6.Which cyber security threats you deem possible in your current work? 

 

7.Do you have access to your organisation’s critical information? Critical information 

means information that is potentially hazardous for your organisation if fallen to wrong 

hands. 

Yes 

No 

I don’t know 

8.Do you have access to your customer company’s critical information while working 

with them? 

Yes 

No 

I don’t know 

9.Wavin corporation provides Wavin Finland’s security management document. Have 

you seen it? 

Yes 

No 

I don’t know 

10.What in your opinion is the most important part of Wavin Finland cyber security pol-

icy regarding your own work? 
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11.How secure would you rate your organisation’s cyber security? 

***** 

12.If your organisation’s cyber security has shortages in your opinion, could you describe 

them? 

 

13.Have you been given instructions regarding the work outside your office or home of-

fice? 

Yes 

No 

14.Do you need to take classified information outside your office in your work? 

Yes 

No 

I don’t know 

15.How easy would you agree taking care of cyber security is when working outside of 

your office or home office? 

Very easy 

Easy 

Moderately easy 

Hard 

Very hard 

16.Do you know how to act in the event of losing your work mobile phone or computer? 

(Or if it is stolen?). 

Yes 

I don’t know 
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17.Did you receive adequate orientation regarding cyber security in the beginning of your 

employment? 

Yes 

No 

18.Have you been given enough cyber security training during your employment? 

Yes 

No 

19.What kind of cyber security training would you like to receive in future? 

 

20.What type of cyber security training would be most meaningful to you? You can select 

more than one option. 

Self-learning material 

Lecture given by expert 

Self-learning material and multiple-choice questionnaire 

Workshop together with other employees 

Educational game, that could include for example virtual reward for good perfor-

mance or friendly competition between employees 

Something else, what? 

 

21.Would you benefit from cyber security instructions translated in Finnish? (Most of 

your cyber security instructions are currently handed out in English). 

Yes 

No 

22.Did you know about the possibility of receiving privacy filter in your computer? 

Yes 

I did not 

23.Have you acquired privacy filter? 
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Yes 

No 

24.If you didn’t, why? 

 

25.Do you use your work computer for any recreational activity during your free time? 

For example, reading your email or searching for information? 

 

26. Have you installed any 3rd party software to your work mobile phone outside of offi-

cial appstore? 

Yes 

No 
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