
 
 

 
 

Shahzad Azhar 

AUTOMATING INDUSTRIAL COMMUNI-
CATION STANDARDS SELECTION BY 

USING KNOWLEDGE-BASED SYSTEMS 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

Master of Science Thesis 
Faculty of Engineering natural 

science 
Prof. Jose L. Martinez Lastra 

Luis Gonzalez Moctezuma 
October 2021 

 

 



i 
 

ABSTRACT 

Shahzad Azhar: Automating Industrial Communication Standards selection by 
using a   Knowledge-based system 
Master of Science Thesis 
Tampere University 

Master’s degree Programme in Automation Engineering  

October 2021 
 

The Internet has extended to yet another different area result in lower electrical 
expenses, greater computer capabilities, and breakthroughs in sensing devices. 
And thus, more intelligent devices would be exposed to the system inside the 
coming years, spawning entrepreneurial ventures. Organizations may use IoT to 
streamline operational efficiency and significantly decrease expenditure. It more-
over reduces the amount of inefficiency and enhances customer experience, low-
ering the cost of manufacturing and delivering items while also providing open-
ness regarding client communication.  
To increase reliability, maintainability, and scalability and to make M2M connec-
tions more effective, businesses need a good KBS. The main application of AI is 
KBS.   Such technologies can make judgments depending on the evidence and 
files contained in its database. so, they also understand the relevance of the in-
formation that is analyzed. In this thesis, we use knowledge-based systems and 
databases to achieve our relevant results.  
This thesis is separated into two parts. One of our goals was to learn about data-
bases as well as how they assist intelligent devices to perform better. The other 
part was to master Neo4j and how Neo4j is best in Graph databases. Neo4j da-
tabase contains information in the better native form, linked state, preserving in-
teraction between the data that enable quick searches, richer background ena-
bling insights, as well as a painless database design transformation. 
 
 

 
Keywords: Knowledge-based system- Internet of Things, Databases, Neo4j, 
standardization, Cypher Query Language.   
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1. INTRODUCTION 

Billions of devices in the world have a physical connection with the internet, with 
the help of IoT mainly doing sharing and collection of data. Today’s world is more 
responsive and intelligent because of the Internet of Things. One other huge ben-
efit of IoT is, it has combined the physical and digital world. Connecting any de-
vice with the internet is a primary aspect of IoT. All devices on the internet can 
connect and share data.  At the beginning of this IoT revolution, generally, its 
implementation was only on machines but after innovations in the industry, it is 
now a necessary part of our homes and offices. IoT revolutionized our daily life 
from smart homes to smart devices. Smart devices can help us to measure dif-
ferent human activities like walking, jogging, and running. The IoT sensors in our 
smartphones can help us to measure our heartbeat and calories burn during our 
exercise sessions [1][2].  

 
When it comes to collecting data, sensors play a key role efficiently. Sensors can 
help IoT devices to collect, analyses, and act upon – mostly without outside help 
from a human. According to one research, there will be more than 22 Billion smart 
devices at the end of 2025. In 2020 the number was 20 billion. All these devices 
are converting our Globe to a system that is connected extraordinarily [2]. The 
idea of IoT was quite long but there is enormous work in certain fields which 
makes IoT more practical now. 

 

• Artificial intelligence (AI)- There are a lot of data in IoT devices, sometimes 

it makes it difficult to collect and analyses, this is where Artificial intelli-

gence (AI) plays a key role. AI makes sure to learn from data, while IoT is 

working with smart devices. AI tries to ensure solutions fast and study 

them accurately when IoT starts providing data. 

     

• Cloud Computing- Cloud computing in IoT works to store data. After IoT 

and cloud computing collaboration, smart devices source data from IoT 

and store and scale it in cloud computing. Cloud computing benefits IoT to 

strengthen security while sending data updates and any data violations 

solved straight away.  

 

• Integration- IoT connectivity is about the connection of all points in the IoT 

system. There is so much to work in connectivity. Choosing the right way 

of connection (Bluetooth, wireless. Wi-Fi) is important for IoT projects. 
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Keeping in mind all the analytical and technological issues IoT facing, 

nothing has emerged as the ideal solution. Every case has its own best 

solutions. 

  

• Machine learning and Analytics- With machine learning you can build a 

learning model and move this machine learning model on devices and the 

cloud. Machine learning and analytics can help companies to do automatic 

checking, inspection, and shortcomings in the production lines. Machine 

learning can give automated responses without any human intervention. 

   

• Sensor technology- They are low power embedded system, without 

changing the battery for a long time. Due to their extremely low cost, they 

are economically easily available to many manufacturers. physically small 

appearance and wireless connection make them easily vanish into the sur-

roundings.[3]  

  
The objective of this thesis is to utilize graph databases to strengthen the Internet 

of things.  Graph Databases make it easy to understand and query the relation-

ships between, users, companies, devices, and networks. In today’s time when 

there are most connected devices revealing the internet of things, dynamic, con-

nected and understanding complexity makes Graph databases the ultimate 

choice.[4] The primary objective is to understand the topic and give some an-

swers to automating industrial automation standards with the help of a 

knowledge-based system. 

 
1. How Graph databases can benefit IoT (Applications \devices)? What is 

their future? 

2. Why do we need emerging standards for intelligent and smart devices? 

How Graphs are empowering them? 
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2. STATE OF THE ART 

2.1  Automating industrial communication system. 

 
Industrial Automation is going through a monumental swap, after the foundation 

of a CPS and IoT. The latest breakthrough will create more opportunities for the 

latest research in technology that smooths the reliability in exchanging infor-

mation. Starting from the 1980s there are a lot of developments in industrial com-

munication networks, making information exchange easier. All these develop-

ments assist the latest technologies in certain fields mainly focusing on commu-

nication and information technology. Nowadays information exchange became 

very extensive, with the help of new technologies. The interaction between wire-

less networks, Ethernet, and web technologies is a perfect example of new tech-

nologies helping ICT. As a result, this brings more complexity to automation sys-

tems [5]. 

It is very important to maintain the standards when various automation devices 

connect, especially when several automation systems become large and large. 

IoT and CPS are the latest trends affecting automation technology [5]. The use 

of control systems, including computers or robots and information technology for 

managing different operations and equipment’s inside an industry to substitute a 

human person is known as industrial automation. That is the next phase in the 

industrialization process after mechanization [6].     

IoT and CPS are the latest trends affecting Automation technology. Industrial au-

tomation is not a new idea and it comes in the background of ICT years ago. 

Industrial communication is the fastest booming application field. Eventually, they 

are creating ways into industrial automation and building people’s opinions about 

automation systems. Furthermore, they complement recent developments such 

as increasing connectivity, cognitive automation, moving and processing data to 

cloud-based applications. The application of CPSs and IoT to the factory auto-

mation industry contributed to the development of industry 4.0, which corre-
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sponds to a 4th industrial revolution enabled by IT to provide advanced infrastruc-

ture, commodities, and smart manufacturing. The word "Industry 4.0," which orig-

inated in Germany, quickly became well-known throughout the industrialized 

world. 

IoT and CPSs are primarily reliant on mobile internet, i.e., telecom networks, that 

have yet to play a substantial role in industrial communication. It is quite impos-

sible in industrial automation to have a single internet-based connection. Both 

telecom networks and IT were unable to meet the automation’s particular require-

ments for predictable, authentic, and productive communication. This appears to 

be ending now.  The ethernet and the telecom industries are real game-changers. 

Both innovations in combination with homogenous and coherent supplying infor-

mation depending on web standards can start changing the architecture of indus-

trial networks, and that may require establishing the industrial IoT (IIOT) and 

CPSs [5].   

2.1.1  Industrial communication- 

Communication is defined as an information exchange between two entities. 

When it comes to industry, it becomes “industrial communication”. The process 

consists of different parts. Receive, process and store. The definition gets signif-

icantly more challenging, when the objective i.e., data transfer among system 

devices, is stated clearly from the beginning. When the roles of this communica-

tion rate are outlined, a true understanding of the meaning emerges. A contrast 

to the prior operation, namely the wiring, aids our introductory venture into this 

vast subject.  

The following are some of the benefits of implementing industrial networks over 

typical wiring; Modernization allows for significant cost savings and expense re-

ductions. Furthermore, connectivity through industrial units offers functional ben-

efits. However, the methods employed in the sector of “industrial communication” 

vary a lot depending on location.in conclusion, internal office communication is 

primarily focused somewhat on ethernet TCP\IP standards whereas automation 

technology employs a variety of communication technologies that, nonetheless 
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interoperable. Irrespective of the specific area which demands quick and uninter-

rupted communication there is a growth with the use of industrial networks over 

past years. Many elements of industrial ethernet especially the automotive sector 

is experiencing rising trends. Industrial communication is present in industries 

including continuous machine building. Despite all the upgrades and standards, 

the Fieldbus remains a vital connection in industrial communication [7]. Below is 

the picture being the pictorial representation of the different levels of Automation 

[8].  

 

                                           Figure 1. Automation Pyramid [8] 

Industrial automation is frequently credited for sparking the TIR. This is rapidly 

evolving technology focused mainly on the interchange of data among the key 

aspects of the automation systems, such as sensors, actuators, and controllers. 

IA has improved the speed, adaptability, reliability, and durability of processes 

and systems. Therefore, high levels of automation need predictable, dependable, 

and quick communication, but it was not achievable in the TIR. Indeed, seeks to 

offer software and hardware enabling device to device or process to process in-

teraction, allowing for greater cognitive automation, and changing data gathering 

[9]. 

Currently, just at the start of FIR, the function of industrial networks is becoming 

increasingly important, because the network is required to meet brand-new chal-

lenging criteria in potentially fresh operating settings [10]. The broad use of the 

IIOT which asks for the globally dependable and instantaneous connectivity of 

industrial equipment is a significant obvious case. Quite a target necessitates the 



6 
 

use of appropriate communication technologies, and interfaces to assure con-

nectivity even to some of the farthest remote field equipment [11]. Data must be 

collected, maintained, and evaluated perhaps by multiple dispersed devices 

working together such as utilizing machine learning. Independent organizations 

may even be needed to cope with automated operations. Furthermore, data sets 

must be easily reachable, preferably from wherever, using a variety of devices 

including smartphones and home computers [10].   

Any industrial communications system is indeed the foundation of every automa-

tion system architecture since it provides a strong method of data interchange, 

data maneuverability, and the versatility to link diverse equipment. Over the last 

decade, the deployment of proprietary digital communication networks in indus-

tries has resulted in improved end-to-end digital signal correctness and integrity. 

The conversion of information or data, typically in digital format, from a transmitter 

to a receptor via a connection linking both entities are referred to as data trans-

mission. This can be done via coaxial cable, copper cable, or fiber optics. Data 

transmission between computers, computers and their peripherals, and various 

systems is accomplished via traditional communication networks. Industrial com-

munication systems, as an alternative are a specific sort of network designed to 

accommodate genuine control and data fidelity in hostile conditions across vast 

facilities. A stronger yet highly productive communication network or plan is 

obliged to issue connectivity among these devices as well as to permit communi-

cating among them. These vary beyond typical corporate networks in several 

ways. Such industrial networks provide a link between field equipment, control-

lers, computers [12]. Industrial communication networks are categorized into 

three tiers based on their functionality, who are detailed below [12]. Such inte-

grating method entails adaptability, better resource usage, enhanced ergonom-

ics, and incorporating consumers and trade associates into the commercial and 

wealth-generating activities. The importance of data and communication technol-

ogy in executing Industry 4.0 principles is critical. Nowadays Fieldbus systems 

and automation networks should however also ensure that machinery and amen-

ities could perform manufacturing in a secure, precise, as well as reliable manner, 

and yet they should also contribute to the establishment of a broadly accepted 
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remedy for combining new IT frameworks on different tiers of the institutional hi-

erarchy inside a production plant. 

                            

 

              Figure 2. Industrial communication networks levels [12]    

The internet’s integration of both real and virtual worlds signals the arrival of the 

smart manufacturing age. Versatility within production methods that have not 

been accessible previously may be an outcome of Industry 4.0. Operations would 

develop high power in terms of energy and capital. 

As a result, these devices can significantly affect manufacturing systems or stock 

administration. This, therefore, implies that producers may be informed immedi-

ately whenever manufactured goods begin to show signs of depreciation and 

damage, allowing condition monitoring CM and preventative maintenance PM to 

begin, reducing downtime, and increasing performance. Once we take a deeper 

view of the recent scenario, we could see that a rising number of companies are 

implementing fresh equipment designs and connecting systems utilizing Indus-

trial Ethernet solutions. The benefit of using a conventional Fieldbus system is 

significant. In response to enhanced genuine transmission of data, there will be 
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enough bandwidth capable of sending security data and IT protocols across a 

single media. Furthermore, the adoption of standardized Ethernet hardware, like 

direct and indirect infrastructure parts, advantages either customers or producers 

[13]. 

2.1.2  Standardization organization   
 

A standards organization, commonly known as little more than a legislative au-

thority, is an institution that can establish formal rules for certain purposes [16]. 

The ISO and ISA are among the biggest professional standards organizations. 

ISO write abbreviations creates standards for various sectors and their divisions. 

ISA produces standards primarily for both the electrical & electronic automation 

enterprises. Having approval improves the process’s authenticity, security, and 

legitimacy. This is getting more usual among companies to implement guidelines 

for their multiple methods. Standards offer organizations numerous innovative 

methods to function in society while maintaining a high level of efficiency and 

security. The standards enable the sector to profit from the standardization body 

functions as well as other industries' expertise, information, and expertise [14]. 

The standardization organizations monitor European and worldwide standardiza-

tion, provide feedback on proposed standards, also engage in their formulation. 

Throughout Finland, 97% of the standards certified seem to be of foreign prove-

nance. Global standards are occasionally supplemented by domestically pro-

duced regulations; however, certain local standards are only used in Finland. 

Standardization is accomplished by highly exact techniques [15]. 

ISO is a standard-development organization. ISO is not a certification organiza-

tion. Every user organization adopts ISO standards when carrying out such pro-

cedures e.g., information technology, health care technology, and safety. ISA is 

the management and automation accreditation standards organization. ISA cre-

ates automation standards for various sectors and credentialing automation spe-

cialists in respective disciplines. This also participates in instructional initiatives 

including the production of books and articles, demonstrations, and workshops. 

ISA creates automation standards in crucial areas like security, organizational 

connectivity, wireless technology, instruments, assessment, and manage-

ment[14]. 
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                                    Figure 3. Standardization Resrepentation[15] 

  

2.1.3 IoT Related standardization 
 

Considering the exponential rise of devices, the Internet of Things (IoT) will be-

come the mainstream platform, allowing every device to communicate to every 

existing device on the planet. Pervasive monitoring, accessible connectivity, de-

sired accuracy, and embedded devices are all included in IoT. The IoT is become 

acknowledged as among the most promising new IT technologies. The Internet 

of Things' rapid evolution is primarily credited to 

• the rapid proliferation of economic devices  

• wireless network development 

• Developing innovative technologies [17] 
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                                          Figure 4. Evolution of IoT [18] 

Several previous Internet standards lacked sufficient foresight to embrace the 

IoT, which is a comparatively recent development. As a result, its extent is inad-

equate to maintain IoT on a technological and economic basis. Furthermore, IoT 

architecture, application cases, devices, and so forth are continuously develop-

ing. Several IoT devices are now equipped using customized protocols. This com-

plicates interaction among numerous IoT devices. Nevertheless, there is a time 

of digital innovation, with numerous manufacturers competing in the sector, aca-

demics and businessmen trying diligently to find answers, and governmental or-

ganizations attempting to engage their people, the globe must agree on a single 

standard. The hardware and software aspects of IoT need standardization. 

Standardization is required to guarantee- 

• compatibility between goods, apps, and services 

• Scale economy, in which all three sectors of society—producer, author-

ity, and consumer in an acceptable period 

• Data and user protection and confidentiality 
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• place enabling scholars to elevate the community to a different level 

• interoperability of actual communications networks, protocol language, 

information flow, and specialized knowledge [17]. 

2.2  The evolution of IoT 

ARPANET was the inaugural network to be established - the forefather of the 

Internet as we understand it today. ARPANET that's where this evolution of IoT 

begins. The transition to IoT seems to be a significant trend across a wide spec-

trum of enterprises. The spectrum of IoT technologies includes M2M connections 

also seeks to extend further than M2M by connecting anything to the network and 

providing access to data. Within that environment, standardization is critical since 

it assists significantly to worldwide comparability, scalability, safety, dependabil-

ity, and efficient processes of diverse technological systems. 

 One of the most difficult challenges in the growth of IoT is standardization. Lack-

ing worldwide standards, overall difficulty among technologies that must link and 

interact with one another increases. The Internet of Devices (IoT) offers billions 

of linked things, that necessitate standard guidelines required to function at such 

an appropriate, controllable, and sustainable degree of difficulty.  

Standardization is rarely very necessary for achieving compatibility because mul-

tiprotocol gateways could indeed be used. Standardization throughout the IoT 

platform becomes crucial since it minimizes protocol inefficiencies. This even low-

ers the total value of data, related transportation expenses, as well as the price 

for single parts production. since fewer standards allow for further equivalent 

products, this ultimately contributes to cheaper development, production, and 

faster delivery. Standardization also simplifies total application integration by 

eliminating the need to deal with IT equipment, proprietary protocols, and non-

standard information types. Standardization additionally aids mostly in a de-

crease of fragmentation, allowing for the creation of enhanced customer offerings 

and innovative economic strategies [19]. 

Appropriate standardization implies that demands across diverse fields adopting 

and implementing IoT-based applications are considered, whether in the enter-

prise aspect or even in merge requirements and possibilities. The development 
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of IoT, including its billions of gadgets, offers a significant obstacle to their admin-

istration. The adoption of public standards becomes a potential approach to 

achieving adaptability; nonetheless, it will not suffice. That comes due to the 

growing sophistication of devices, as well as the configurations in which they par-

ticipate and how respective functions are employed in programs. IoT is a devel-

opment of M2M which expands the capabilities of equipment connection at either 

the individual or corporate levels. 

 IoT extends on the fundamental ideas of M2M by establishing huge "cloud" con-

nections of products that connect among each other via cloud networking plat-

forms. IoT device technologies enable clients to develop quick, adaptable, rising 

networks which interconnect many devices. IoT incorporates machine-to-ma-

chine interaction outside human involvement, giving this a type of M2M commu-

nication by description. IoT, on the other hand, extends the strength and ability of 

M2M communication in novel ways. The expansion of M2M connections has ne-

cessitated the requirement for compatibility across various M2M systems [20]. 

 

 

2.3 IoT Architectures 

Due to the obvious numerous benefits that IoT offers, more businesses are in-

corporating its goods into overall operations. Yet, in practice, such an excellent 

suggestion looks being too complex to execute, considering the number of de-

vices and circumstances required to enable it to function. In other circumstances, 

the challenge of implementing a trustworthy Internet of Things infrastructure will 

eventually come into consideration. The issue of building a trustworthy Internet 

of Things infrastructure will eventually come into play. To cope with the wide 

range of issues impacting IoT architecture, that is faster and quicker to locate a 

trustworthy supplier for IoT products. Such a choice would considerably minimize 

the number of funds required mostly on the journey.  

Although this technique of generating software may be understood, the realistic 

implementation of all four steps includes far more numerous complexities and 

features that can simply explain in plain terminology. As a result, utilize the man-

ual to gain a thorough grasp of how this 's happening on throughout IoT architec-

ture — however, consider consulting an expert to turn the task a reality. The 
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above approach would make it easier to obtain the desired outcome and ensure 

that you are a pleased customer of a software design business. Sensors, cloud 

services, protocols, actuators, and tiers constitute IoT architecture. Here are four 

main levels in the IoT ecosystem because of their sophistication. This figure was 

selected to gradually incorporate these diverse sorts of elements together into a 

complex and cohesive network. Furthermore, Internet of Things architectural tiers 

was differentiated to monitor the system's coherence. IoT architecture has three 

layers.  

1. The customer's viewpoint (IoT Device Layer) 

2. Operators working at service side (IoT Getaway Layer) 

3. A link between customers and providers (IoT Platform Layer) 

Indeed, meeting the demands of many of various levels is critical at all phases of 

IoT design. Such uniformity, as the cornerstone of the viability requisites, ensures 

that the planned outcome works [22]. Below is the figure, there is a high-level IoT 

architecture.  

 

 

                           

                           Figure 5- High-Level IOT Architecture [43] 



14 
 

Furthermore, the basic characteristics of a durable IoT architecture involve effi-

ciency, adaptability, reliability, and supportability. IoT architecture will collapse if 

such factors are not addressed. As a result, most of the criteria are handled inside 

the four different phases of IoT design outlined below — one at a time and after 

the entire construction operation is performed [21]. The figure below depicts a 

more thorough depiction of these steps [22]. The four stages of IoT architecture 

consists of  

1. Internet connectivity and Data Collecting Systems 

2. Cloud computing and data centers 

3. Edge IT  

4. Actuators and sensors [21].  

               

 

                            Figure 6-Stages of IoT Architecture [22] 

                 

Application layer. sensors/actuators - Sensors translate input from the environ-

ment or perhaps even the product being monitored into useable data. To com-

mence, the integration of sensors in the four stages of an IoT architectural design 

is essential to acquire knowledge in a form that can be analyzed. Actuators carry 

this technique to the next level take since they can interfere in physical existence. 

They may, for instance, turn the illumination and control heat inside the house. 



15 
 

As a result, the sensing and actuating step encompasses and modifies whatever 

is required in the practical surroundings to acquire the essential information for 

subsequent study. 

Data processing layer. Data acquisition system- Second phase of IoT design 

usually involves operating in near contact with sensing devices, Data acquisition 

systems (DAS) and internet getaways exist here as well. In particular, the latter 

link towards the sensor networking and collect output, whereas Internet getaways 

operate over Wi-Fi and wired LANs and conduct additional analysis. This step's 

critical role is to analyze this large volume of material gathered in the former 

phase and compress this into a suitable dimension for future study. Furthermore, 

the required transformation about time and design takes place here. In a nutshell, 

Stage 2 digitalizes and aggregates data. 

Network layer. Edge IT- Within the phases of the IoT ecosystem, the processed 

material is sent to the IT globe around that stage. Edge IT systems, for instance, 

conduct improved analysis initialization here. It may, for instance, pertain to com-

puter vision and visualization capabilities. Simultaneously, certain extra treatment 

can occur there ahead of accessing the information center. Similarly, Phase 3 is 

inextricably related to the preceding phases inside the development of an IoT 

infrastructure. As a result, the position of edge IT systems is near to the place-

ment of sensors and actuators, resulting in the formation of a wire closet. In that 

similar moment, it is feasible to work from distant sites.     

Sensing layer. Datacenter/cloud- The major procedures in the final phase of IoT 

architecture take place in an information facility or the cloud. Specifically, it allows 

for in-depth analysis as well as a follow-up modification for comments. IT and 

OT experts' expertise are required here. In another term, the stage currently con-

tains top-tier cognitive talents in both the technological and biological realms. As 

a result, information from several other sites may well be incorporated in this 

study to guarantee thoroughness. After fulfilling all the performance criteria and 

demands, all knowledge is returned towards the actual universe — however in a 

treated and carefully studied state [21]. 

There seems to be an opportunity to add phase towards the course of construct-

ing a durable IoT infrastructure. This relates to beginning a recipient's influence 

over the structure — if your result does not involve full automation. The primary 

responsibilities here are display and administration. Following the addition of 
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Stage 5, the process converts into the circle in which a client gives orders to 

sensors/actuators (Stage 1) to accomplish various activities. And the cycle begins 

all over again. 

2.4 Platforms   

IoT systems support software programmers to simplify and execute basic func-

tionality that might normally take significant extra effort, work, and expense. 

plenty of other situations, IoT platforms allow businesses to handle hundreds, 

thousands, or perhaps maybe billions of devices and interconnections among 

various technologies and networks. Lastly, in certain situations, IoT software al-

lows programmers to merge equipment and link data alongside corporate cus-

tomer and ERP data, along with statistics through third-party sites such as soci-

etal and weather data, to develop a highly. Consider the IoT platform to become 

a collection of innovations that serve as the foundation for constructing your 

brand. IoT platforms build the "framework" upon which you build the unique as-

pects of any solution [24].  

 

 

                                Figure 7-list of some IoT Platforms [44] 
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An IoT platform's objective would be to supply the whole of the application's gen-

eral capabilities so that customers can concentrate on developing unique char-

acteristics that distinguish the brand and start creating worth for potential con-

sumers. IoT platforms assist you to minimize development danger and expense 

while also accelerating the cycle times of the product by handing over completely 

nonfunctions. While discussing IoT platforms, individuals frequently use industry 

terms such as communication protocols, regulation algorithms, data warehouses, 

and so on. Since such factors are essential and should be carefully considered, 

they do not strongly indicate whether an IoT system might assist you. Let us just 

take out the necessary activities which an IoT product must accomplish, show-

casing the features which an IoT platform must provide. An IoT product must: 

1. Using sensors, collect actual information.     

2. Data should be analyzed remotely (edge computing) 

3. Interact with the system to transmit and receive information and orders. 

4. Keep data on the cloud. 

5. Generate ideas by analyzing cloud data. 

6. Based on the observations, command the "objects" to do specified activi-

ties. 

7. Users should be given information. 

Furthermore, there are critical "backstage" characteristics that IoT platforms 

would have to offer additionally: 

1. Conduct various actions throughout the IoT technology architecture in a 

stable way. 

2. Monitor and prioritize the whole of the IoT devices (at scale). 

A solid IoT platform, depending on just this abbreviated characterization, must 

offer the resources and technology to handle some of such jobs as feasible. For 

an instance, when the Internet of Things system excels at insights and therefore 

does not assist you in transferring information from systems to the cloud, the 

business will be stuck with such a significant gap. IoT devices are extremely com-

plicated due to the need to combine various elements throughout the five tiers of 

the IoT technology architecture [24]. 
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                                        Figure 8. IoT technology Stack [23] 

 

IoT systems seem to be the key element of the IoT architecture, connecting the 

physical and digital environments and facilitating item interaction. In their very 

primitive sense, an IoT platform simply allows items to communicate with one 

another. In the advanced version, the platform is made up of many fundamental 

structural frames. Below is the figure there being eight building blocks of IoT plat-

forms. Conventional advantages, including such greater asset utilization, are 

common IoT-enabled strategic goals, as are fresh economic prospects and finan-

cial projections, including such subscribed-to services. Web-scale properties 

make to enable simple and complex IoT applications and electronic commerce 

activities are often provided by the IoT ecosystem [25]. 

There are five most important factors to consider while choosing an IoT platform:   

1. Firm having a robust application and partner environment 

2. Choose a supplier which allows customers to obtain more and more of the 

company capabilities as feasible via automated means. 

3. Trustworthy organization 

4. Bonus to work with such a provider who recognizes the market. 

5. Organizations having outstanding business capabilities that really can 

teach business staff and assist us regarding design [24]. 
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                                  Figure 9. Building blocks of IoT platform [26]  

2.5 Knowledge-based and Expert system 

A KBS is a type of AI that seeks to evaluate true insight into actual professionals 

to assist selection. Expert systems, as such since they relate to human 

knowledge, were illustrations of KBSs. A knowledge database, as well as an in-

ference engine, are common components of a knowledge-based system's de-

sign, particularly influencing its diagnostics strategy. The knowledge base is in-

deed a repository of data in a certain topic, such as clinical treatment. An infer-

ence mechanism derives ideas from the knowledge facility's data. Knowledge-

based systems typically feature the environment through which customers may 

question and access the platform. A knowledge-based ecosystem's diagnos-

tics strategy or methodology might fluctuate. Situation thinking seems to be an-

other technique that swaps cases for rules. Certain platforms, considered as the 
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regulation systems, encapsulate specialized knowledge as norms. Another tech-

nique, scenario reasoning, replaces cases for rules. Cases are simply answering 

current issues that a scenario system would seek to implement in a fresh envi-

ronment. Knowledge-based systems had already become established for a wide 

range of applications throughout recent years [27].  

Expert systems provide data and address challenges that might otherwise need 

the expertise of a human with competence within this subject. This could be em-

ployed for many numbers of things, such as clinical purposes, financial evalua-

tion, machine maintenance, and education. Expert systems disclose details de-

pending mostly on the professional's knowledge, but such judgments could be 

incorrect. That is important for users to approve or disapprove of the offered data. 

A major benefit of expert systems was relatively inexpensive when comparing the 

cost of employing a specialist or a group of experts who specialize within this field 

of knowledge. Expert systems provide a bunch of queries to clients then evaluate 

those responses to a data source. The foundation of knowledge is made up of a 

collection of generic truths and after that rules. If the criterion is correct, a specific 

penalty is applied. The inference mechanism is indeed a component of something 

like the intelligent system which employs thinking using evidence, hypotheses, 

concepts, and regulations. It follows a rigorous series of logical processes to per-

form the reasoning. To determine which inquiry to ask subsequently, the infer-

ence mechanism consults the knowledge base's if-then rules. Inference engines 

are categorized into two kinds: 

1. Forward chaining seems to be an inference approach in which the cus-

tomer delivers all the facts before asking the query. 

2. Backward chaining begins including one or perhaps multiple potential an-

swers and searches the system for the inquiries raised [28]. 
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                    Figure 10. Knowledge-based system [28] 

                                   

 
Expert system shells, or simply shells, are frequently used to build a foundation 

of knowledge. System of expertise Shells is like pre-made expert systems, alt-

hough they don't know anything. Whenever information is supplied, the system 

evolves into an expert system. Shells give a platform to help users create expert 

systems. The shell performs multiple inquiries and stores the responses inside 

the knowledge base, then improves over the knowledge base utilizing previously 

obtained information [28]. An expert system would be a field wherein Artificial 

Intelligence encourages both conduct and assessment of either a person or per-

haps an organization having specialists. It obtains appropriate information out of 

its existing knowledge and translates it by the customer's situation. The infor-

mation inside the knowledge base is mostly contributed by individuals who are 

specialists within that topic [29]. 
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2.6 Knowledge-based system and AI 

While some technologies have become a subtype of artificial intelligence, they 

vary beyond AI in some ways. Under certain aspects, AI is structured as the high-

est, know-it-all system for capturing and using independent parameter investiga-

tive techniques, data science, machine knowledge, and data mining. Strategies 

using neural systems and networks, a subset of artificial intelligence technology 

focused on pattern recognition and signal processing, are instances within AI. A 

KBS provides various benefits over traditional computer-based data platforms. It 

offers good paperwork despite intelligently managing the enormous amount of 

raw data. A KBS facilitates better leadership and lets customers operate at higher 

ranges of competence, efficiency, and reliability. A KBS is also useful whenever 

information is lacking or even when material should be conveniently maintained 

for future consumption. This also acts as a unified foundation for the integration 

of huge amounts of knowledge. Lastly, a KBS can acquire more information by 

utilizing previously information collected. A KBS architecture includes both an in-

ference machine as well as a KB. The KBS maintains some collection of 

knowledge, and the inference mechanism may draw inferences depending on the 

details in the KB. KBSs have a wide range of uses. Inside the medical field, for 

example, a KBS may assist physicians in better precisely diagnosing disorders. 

In the medical field, these technologies are known as medical decision systems. 

The KBS has also been used to diagnose industrial machinery problems, evalu-

ate landslide routes, and handle finances [30]. 

Artificial intelligence (AI) technologies are classified into two categories: CI and 

KBS. KBSs employ comprehensive data presentations mostly in the shape of 

phrases and figures. Such a visible model allows humans to comprehend and 

understand the content better quickly than quantitatively created hidden repre-

sentations in computer learning. Methods like regulation, prototype, and scenario 

reasoning are examples of KBSs. These are considered early kinds of AI re-

search and continue to be a key focus. Preliminary studies concentrated on spe-

cialized uses including chemistry, health, and computer components. Such initial 

accomplishments fueled AI hope, but much more wide-ranging approximations 

of human understanding have proven elusive. An information model in an AI sys-

tem influences the system's execution, accuracy, performance, and repair. The 
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KB requirement must be met by reflecting a wide range of information kinds that 

have been categorized below.  

• Items - data on actual things and ideas 

• Events -are moment activities and occurrences that can reveal cause-

and-effect linkages. 

• Performance — the technique or method of carrying out duties. 

• Meta-knowledge is information about information, such as its dependabil-

ity, significance, and cognitive processing efficiency review [31]. 

2.6.1 Benefits and Components of KBS 
 

In comparison to typical computer-based data systems, KBS offers several ad-

vantages. It offers excellent paperwork with effectively processing massive vol-

umes of unorganized information. Most early KBS were rule-based intelligent sys-

tems. A knowledge base system (KBS) can help customers make smarter 

choices by enabling them to function with better skills and expertise, efficiency, 

and reliability. Likewise, KBS is useful whenever wisdom is lacking, or information 

should be efficiently maintained for later utilization. This even serves as a cen-

tralized platform for huge knowledge unification. Ultimately, a KBS can create 

fresh information by utilizing the existing data [32]. 

 

                      Table 1. Advantages and disadvantages of KBS [33] 

Decision making  Advantages  Disadvantages 

Depending exclu-

sively on the manage-

ment's prior skills or 

qualifications 

Acknowledge what-

ever choice is made. 

• Humans were 

subject to 

mistakes  

• Previous 

achievements 

weren't 

necessarily 

beneficial 

• Reaching any 

judgment is 



24 
 

unachievable 

without the man-

agement 

Depending upon this 

knowledge-based sys-

tem's examination of 

the variables 

• Answers show a 

trend 

• Always holds ex-

isting information 

into consideration 

• Good 

dependability 

• Prior knowledge is 

unimportant. 

Doesn’t a useful IoT 

system recognize 

choices that deviate from 

the guidelines? 

                                                                           

 

• Knowledge base: Information acquiring is the consolidation, transmis-

sion, and interpretation of problem-solving abilities via professionals 

and/or recorded information resources to something like a software pro-

gram to grow or expand the knowledge and understanding. 

• Inference engine: It performs the role of a translator, evaluating and exe-

cuting instructions. It oversees identifying premises using customer re-

sponses and triggering regulations. 

• Knowledge acquisition:  Knowledge acquisition is the consolidation, dis-

tribution, and translation of issue abilities from experts and/or recorded 

information supplies to a computer system to grow or expand the 

knowledge base. 

• Explanation facility: It is a component that explains what is happening in-

side the system. 

• User interface: It enables the customers to contact us. 

In KBS, the reasoning system is an inference engine. Across several aspects, 

inference engines have been the forefathers of modern home computing because 
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they gave users exposure to professional information and issue answers. Infer-

ence engines provide simple reasoning relying on established information sets to 

analyze and interpret incoming input. Such algorithms may process big quantities 

of information at actual speed, providing consumers with more recent infor-

mation. Inference engines could be employed to categorize information or per-

haps to modify data while it is being analyzed. The most utilized technologies for 

building KBS are SL5 Object and CLIPS. Similarly, the OMG Application Pro-

gramming Interfaces establish a consistent abstraction level for programmers to 

be used to facilitate information artifact acquisition, modification, and construc-

tion, including its distribution and analysis using statistics. It enables program-

mers to create data visualizations that can then be integrated into bigger AI-driven 

business applications. Instead of upgrading old knowledge-related norms, the 

standard supplements and connects them. KBS could be utilized in various cir-

cumstances. That OMG API, especially, may have been a KBS project [32]. 

2.7 Future Developments  

 
One primary goal of KB platforms would have been to deliver information to con-

sumers who require quick responses. Knowledge is frequently inaccessible just 

at the correct moment and location. Desktop devices equipped with in-depth in-

formation on specialized disciplines might offer decades of experience to a par-

ticular challenge. Knowledge-based solutions significantly gained efficiency in in-

dustries such as commerce, research, construction, as well as defense. It can try 

to anticipate the climate, stock indexes, and rare mineral sites; provide a clinical 

diagnostic; prescribe medications and assess programs and business trends. 

KBS appears to offer a wide range of advantages, however, they may also some-

times have limitations. It included a lack of information architects with the appro-

priate abilities, the comparative inexperience of several of the existing technolo-

gies, including challenging areas that are extremely specialized. Since many 

knowledge-based systems work on highly specialized issue areas, they don't per-

form or assist an entire operation, but instead either one two activities inside a 

series or group of actions. The advantage of this technology is not required to 

entirely streamline the operation and substantially reduce expenses, but rather to 
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aid the customer in doing the process efficiently, slightly less inexpensively, and 

presumably better accurately. 

Although massive commercial knowledge-based systems continue toward being 

significant, modest embedded smart technologies have come to the forefront in 

homes and workplaces. Washing machines that use knowledge-based manage-

ment and computerized administration interfaces are two instances. Because 

they are integrated within their surroundings, these systems depend very little on 

user data entry than conventional expert systems and frequently determine 

choices purely dependent upon sensor data. If AI must emerge a little increas-

ingly prevalent in regular activities, it needs to remain smaller, less expensive, 

and much more dependable. In a contradictory way, smart systems are getting 

increasingly interconnected as autonomous agents exchange entry to every 

unique definitive version of material or knowledge that is available over the inter-

net. Knowledge-based systems, like any other method, are not appropriate for all 

sorts of issues. Every situation necessitates its most suitable technology, but 

knowledge-based systems may be utilized to solve numerous challenges which 

might have been impossible to solve otherwise. They would have the most effec-

tiveness in restricted specialized fields. Developing an expert system capable of 

making sound judgments in unknown scenarios in daily, non-specialist areas con-

tinues to be an issue. Such advancement will necessitate improvements in repli-

cating human-like characteristics, such as sight, identification, communication, 

good judgment, and flexibility. To create an expert system that encompasses the 

spectrum of individual abilities, a hybrid model utilizing a variety of artificial intel-

ligence approaches is probably to be required [34]. 

 

2.8 NoSQL Database  

A NoSQL database is indeed a non-relational information administration platform 

that may not demand a set structure. It eliminates connections and therefore is 

simple to scale. One main reason for utilizing a NoSQL database would be for 

dispersed data repositories having massive data retention demands. Massive 

data and real-time internet applications employ NoSQL. Corporations such as 



27 
 

Twitter, Facebook, and Google, for example, acquire gigabytes of user infor-

mation nearly every day. NoSQL databases are generally classified into four main 

kinds [36]. 

• Key-value Based on a pair 

• Graph with Columns 

• Graph-based  

• Document oriented 

                        Table 2. NoSQL advantages and disadvantages [36] 

Advantages of NoSQL  Disadvantages of NoSQL  

• Competence for Large Data 

• There is no one reason for the 

collapse. 

• Removes the requirement of a 

dedicated caching mechanism 

to retain information. 

• Could accommodate orga-

nized, partially structured, and 

complex data very effectively. 

• NoSQL databases do not ne-

cessitate the use of a special-

ized elevated server. 

• Maintains large data by man-

aging data pace, diversity, 

quantity, and intricacy. 

• It offers quick speed as well as 

diagonal flexibility. 

• Major Programmer Languages 

and Technologies are Sup-

ported 

• It has the potential to be the 

key information provider for in-

ternet operations. 

• Free access alternatives are 

less attractive to businesses. 

• It should not operate effec-

tively using relational data. 

• This will not provide any 

standard database character-

istics, such as coherence 

when several operations are 

carried out at the same time. 

• Inadequate query abilities 

• For inexperienced program-

mers, the degree of difficulty is 

significant. 

• As the quantity of information 

grows, it becomes harder to 

ensure distinct values because 

keys are becoming increas-

ingly challenging to find. 

• There are no standardized 

regulations. 

• RDBMS databases and tech-

nologies are still in their in-

fancy. 



28 
 

• Simple Reproduction 

 
 

• NoSQL databases were built for just a variety of data entry permissions, 

particularly low-latency apps. NoSQL query databases are intended for 

semi-structured analytics. 

• NoSQL databases offer several data structures, including crucial, docu-

ment, and graph, that are geared for efficiency and flexibility. 

• NoSQL databases frequently learn to compromise by loosening aspects 

of traditional databases' ACID features in exchange for a much more ver-

satile data architecture that really can grow dynamically. As a result, 

NoSQL databases are a good solution for large volume, limited use sce-

narios that request horizontal scaling further than the constraints of a par-

ticular example. 

• In principle, efficiency is influenced by the magnitude of the supporting in-

frastructure cluster, connection delay, and the requesting application. 

• NoSQL databases are often partitionable since entry behaviors may scale-

out by utilizing dispersed design to boost capacity, resulting in constant 

efficiency at the practically infinite size. 

• Object-based APIs make it simple for application programmers to save 

and acquire data collections. Applications can use partition keys to seek 

key pairs, column sets, or semi-structure files holding encoded application 

entities and properties. 

NoSQL databases are indeed an excellent match for several current services 

such as smartphones, the web, and sports, which demand adaptable, accessible, 

elevated, and fully capable databases to enable optimum customer engage-

ments. 
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• Versatility: In general, NoSQL databases have variable topologies that 

allow for quicker and much more continuous growth. Because of its adapt-

able data format, NoSQL databases are appropriate for semi-structured 

and incomplete information. 

• Adaptability: NoSQL databases are primarily aimed at expanding out just 

by leveraging dispersed equipment clusters rather than growing up and 

adding costly and powerful hosts. As a completely controlled business, 

many cloud services perform these tasks beyond the lines. 

• High-performance: NoSQL databases are tailored for certain data struc-

tures and entry patterns, resulting in faster efficiency than attempting to 

provide identical capabilities using traditional databases. 

• Highly useful: NoSQL databases offer perfectly capable APIs and infor-

mation kinds that are tailored to each one of their data structures [35]. 
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3. ANALYSIS AND DESIGN 

3.1  Design of the system  

In this section, there will be the general design of the system. A knowledge-based 

system (KBS) seems to be a system that collects and applies knowledge from 

multiple domains. Artificial intelligence aids in the solution of challenges, ex-

tremely hard ones, in a KBS. Such structures are typically intended to help people 

choose taking, education, as well as other operations. A knowledge-based plat-

form is an important application of artificial intelligence. Below is the figure you 

can see the design of the system going through with the user interface, inference 

engine, and results.   

 

                   

                               Figure 11- Design of the cell 

Such technologies can make judgments depending on the evidence and data 

contained in its database. It can also understand the relevance of the data to be 

processed. A KBS consists of two components: a KB and a communication algo-

rithm. The KB functions as an information warehouse, whereas the interface 
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mechanism functions as a discovery machine. A system takes help from the 

knowledge-based system about the possible execution. Here comes the infer-

ence engine which has all the possible information in its databases. This will 

make PM and CM of machines easy and fast. Below is the picture one can see 

the up-to-date design.  

 

 

                         Figure 12- Modified design of proposed work 

 

 

Education is an important component of a knowledge-based platform, as the 

training model will help to develop the system overall. KBS includes expert sys-

tems, intelligent instructional structures, hypertext modification systems, CASE-

based systems, and libraries providing an adaptive user interface [30]. 
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3.2 Framework of the Design    

Below is the flow diagram, there will be a proposed framework. starting with the 

data collection in the best possible format to import to neo4j. Neo4j will store the 

data in different forms like nodes, edges, and relationships. 

 

          

                   Figure 13- Proposed work Flow diagram 

Figure 13 explains that there will be different input parameters for visualizing and 
analyzing the data. There will be a search by device names. There will be input 
queries as follows. 
 

• Pumps  

• Compressors  

• Engines 
  

This will be limited to searching through engines. 
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3.3 Analysis of programming language in Graph databases-  

The language chosen is essentially a matter of subjective preference. Neverthe-

less, remember that it might have an impact on the project's architecture. A graph 

database is required specifically to record and traverse connections. Connections 

will be the first inhabitants within graph databases, and they account for most of 

the utility in database systems. Graph databases hold data types in nodes and 

connections among entities in edges. Each edge contains a beginning node, an 

ending node, a category, as well as an orientation, and it can indicate family con-

nections, activities, property, and other such things. There is zero restriction on 

the amount or type of associations that a node might contain. In such a graph 

database, one may browse a graph across edge patterns or over the whole 

graph.  

Cypher is a programming language, which enables customers for retrieving as 

well as downloading data from graph databases. Neo4j intended to create graph 

data querying simple for everybody to learn, comprehend, and use, while still 

including the flexibility and capacity of existing conventional data accessing lan-

guages. That's just what Cypher aspires to achieve. The language of Cypher in-

volves comparing trends of nodes and connections inside the graph visibly and 

understandably. This is a systematic, SQL motivated language for creating 

graphical structures within diagrams using ASCII-Art language. This allows any-

body else to simply express anything they want to add, pick, edit, or delete from 

the graph data without having to provide a lengthy explanation of how to get there. 

Customers may utilize Cypher to write creative and fast searches to perform re-

quired construct, retrieve, modify, and remove capabilities. Not alone is Cypher 

the ideal method to interface using data with Neo4j, although it is free to access! 

The open Cypher initiative offers an accessible language definition, a practical 

interoperability package, and a standard version of the Cypher parser, scheduler, 

and execution. It is supported by various database vendors and enables data-

base reference implementation and customers to openly profit from, utilize, and 

lead to the improvement of such open Cypher language. 

The architecture of Cypher is like that of SQL – queries are constructed utilizing 

different variables. Clauses are linked collectively and pass preliminary outcome 
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collections to one another. For instance, the situation in which the following sen-

tence resides would be determined by the corresponding parameters from the 

previous sentence. This query language is made up of numerous clauses. 

• To suit the graph pattern. This is perhaps the simplest frequent method 

for obtaining information from a graph. 

• Not really a clause within itself, but instead a component of MATCH, Vol-

untary MATCH, and WITH. Constricts a pattern or screens the partial 

product after running it via WITH. 

• RETURN: What should be returned. 

The basic blocks for graph patterns are nodes and associations. These construc-

tion pieces can be used to create basic or complicated designs. Patterns are 

graphs' greatest significant feature. Patterns could be expressed as a constant 

route in Cypher, or even as relatively distinct sequences linked collectively includ-

ing commas [40].   
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4. IMPLEMENTATION 

4.1 Neo4j Installation-  

Neo4j, the dominant player in graph databases, recently disclosed that perhaps 

the worldwide bodies responsible for developing SQL formats. Neo4j can some-

times be deployed in a variety of contexts and with a variety of purposes; hence, 

the requirements of the machine are heavily influenced more by the platform's 

intended application. Here are the most important things to keep in mind while 

installation of Neo4j: 

• Compatible Platforms 

• Hardware prerequisites 

• Software prerequisites 

• File system  

• Java  

Below is the table there are supported versions of Neo4j.it shows which version 

is more compatible with the GDS library.  

 

                           Table 3-Neo4j Version 

Neo4j Graph Data science  Neo4j version 

1.1 3.5 

1.7 4.3 

4.2 

4.1 

1.8 4.4 

4.3 

4.2 
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A graph database is comprised of a structure of nodes and edges. The system is 

graph-formatted and saved in a database. Complicated connections are handled 

conveniently by graph databases because they lessen the burden of unneces-

sary information. Neo4j graph database is one implementation. Graph Ever since 

its inception 25 years ago, database systems have gone through a series of ad-

vancements. Although relational databases continue to become the best popular 

for business information retention, graph data architectures excel at representing 

either classic and emergent data and issue areas.  

Relational database systems continue to be top performers in the modern data-

base industry, specifically incorporating information workloads. Currently, a se-

ries of databases are created each day, as well as the client, may well have diffi-

culty finding the information thus NoSQL databases are indeed an excellent al-

ternative for analyzing such massive data.  A graph database that processes big 

amounts of information on the internet is required. Neo4j is a NoSQL graph da-

tabase that aids in the display of links between databases. The Cypher query 

language is a descriptive language that enables users to access and publish to 

the Neo4j graph database [37]. 

4.2 Neo4j Graph database model-  

Whenever any caterpillar machine is brought for maintenance, they must create 

technical documents e.g., fault report or warranty manually. There seems to be a 

big archive of scientific reports, that are great in terms of tagging and machine 

translation criteria. There's been, nevertheless, a wealth of diverse data to link. 

Whenever there is any consultation of possible maintenance of machine with the 

manufacturer there is always delay and long waiting. So, after realization, they 

created a system where anyone can ask my question.  

Caterpillar hires Neo4j to create a system of graphs to provide logical answers. 

Nodes and edges contain a lot of information. The Neo4j Graph Database, a 

unique graph-based repository developed from the bottom up to exploit not only 

information and information connections, has been at the heart of the Neo4j 

Graph Data Platform. In contrast to other forms of databases. Neo4j links infor-

mation as it is generated, allowing previously unimaginable searches at previ-

ously unimaginable rates.  



37 
 

In contrast to traditional databases, Neo4j joins information because it is saved, 

allowing this to navigate complex relationships orders of magnitude quicker. Neo 

Technology Inc. created a graph database administration platform. It gathers data 

across multiple nodes and discards nodes that are unrelated [37].  

The Neo4j graph database is indeed a temporal database that is ACID-compliant, 

and it includes its native internal operations and memory. The Neo4j graph data-

base presents findings by displaying node associations. Relationships are de-

scribed as straight links with certain supplied objects and characteristics. Grades, 

frequency, rankings, and costs are all aspects of relationships. Relationships hav-

ing started and finish nodes offer a directive.  

The Neo4j Graph Database's performance and productivity edge have derived 

hundreds of commercial application scenarios in falsifying activities, banking sec-

tors, biological sciences, information science, visualization techniques, and much 

more. The data model for graph databases is easier than those of conventional 

databases, and it does give us the best graphics for realizing a dataset. Neo4j is 

a massively accessible indigenous graph database that treats interaction be-

tween the data as first-class objects, enabling businesses to develop smart solu-

tions to address modern evolving data concerns.  

Whatever inevitably proceeds to seem to be a specified response, including as 

another step in the direction even when a motor is "knocking," including the dis-

covery of the possible concerns and treatment. The Neural Network-Based soft-

ware understands again from a block of information that has previously been la-

beled using keywords like reason or objection to extending towards the remaining 

data. And when it was all in order, members will be able to do comprehensive 

queries using uncomplicated Cypher queries. 

This offers a convenient, intuitive, and efficient data model that may be readily 

adapted to many purposes and sectors. Among the most appealing aspects of 

Neo4j would be that it delivers insightful information on what is occurring with 

information. It allows us to simply express related and semi-structured data. It is 

not necessary to use sophisticated connections to retrieve related data as it is 

quite straightforward to obtain its neighboring node or connection characteristics 

minus the use of joins or searches [37]. 
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                       Figure 14-Sample model using Neo4j[38] 

                            

                    

 

As a result, graph databases have emerged as a critical technology for thousands 

of Top 500 firms, federal organizations, and non-governmental organizations 

(NGOs). We built a graph database a couple of decades ago since businesses 

needed it. Well with the 0. x series, we concentrated on speed, stability, and 

Figure 15- Building blocks of the property graph 
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adaptability, preparing the ground for graph databases before increasing the 

functionality also. Figure 1.5 depicts a construction unit of a graph with some 

properties. Each graph is made up of nodes and connections. All nodes and re-

lationships include information.  

When there is a requirement for connectivity of data, the graph database extracts 

information depending on the client’s request. Connections between nodes are 

represented by the key-value [38]. Either nodes and relationships contain fea-

tures that might have been similar or unique. The Neo4j graph database's pro-

gramming language is JAVA. Because it is free software technology. Neo4j is 

well-suited to networked transaction records. 

 Cypher Query Language can also query software built-in languages apart from 

JAVA. Neo4j version 2.1.3 provides many nodes, relationships, and characteris-

tics that may be used to increase a user's server utilization. The Neo4j graph 

database system is capable of handling millions of nodes, connections, and tags. 

The most current edition of the Neo4j graph database system provides far greater 

capabilities for dealing with information within the shape of connections and 

nodes [37]. 

The Neo4j Graph Data Science (GDS) Library makes use of data linkages and 

system architectures to assist information analysts in answering complicated 

queries regarding system evolution and group complexities. Companies use cer-

tain additional perspectives to make useful projections, including such recogniz-

ing conversations which tend to indicate forgery, labeling comparable organiza-

tions or persons, recognizing the much more impactful components of inpatient 

or client adventures, and determining how and where to reduce the influence of 

IT, mobile, or other web interruptions. To not only respond to but also foresee 

and recommend the optimum line of treatment, sophisticated data science de-

signed for networked platforms is required. 
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                        Figure 16. Graph data science library [39] 

Neo4j offers many connections to let you utilize Neo4j in your specific design, as 

well as educational assistance for select third-party and public solutions. 

• The Neo4j Connector for Apache Spark is indeed a connectivity solution 

that transports and reconfigures information reciprocally across both the 

Neo4j graph system and Apache Spark, allowing Neo4j to access the 

enormous Spark Environment. 

• The Neo4j Connector for BI is a JDBC-compliant adapter for third-party 

applications like Tableau and Looker.  It enables such technologies to run 

SQL statements against a Neo4j central server. 

• Integrations with Neo4j Labs group are constantly developing to introduce 

valuable graph innovations like the Neo4j ETL Tool as well as the GRAND-

stack building environment towards the Neo4j ecosystem as a method to 

evaluate features and enhancements of current commercial products [38]. 
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4.3 Graph data science library- 

Neo4j established the very inaugural business graph architecture enabling data 

analysts to enhance forecasts, leading to improved judgments and creativity. 

Neo4j for Graph Data Science uses that analytical possibility of linkages and 

structures in available information to address formerly unanswerable queries and 

improve prescriptive performance. The analytical core of such a platform is in-

deed the Neo4j Graph Data Science Library, which allows complicated issues 

regarding interactive behavior and collective actions to be addressed. Data sci-

entists gain from such a customizable, adaptable data model enabling worldwide 

calculations as well as a collection of sophisticated, resilient graph data science 

techniques for swiftly computing findings across billions and billions of nodes. 

Graph computations are uncontrolled artificial intelligence approaches and algo-

rithms which study and characterize the structure of the graph. Hardcore graph 

methods featuring business characteristics, such as predictable planting for reli-

able results, are included in the GDSTM Library. One could also create recom-

mendations regarding the graph directly inside Neo4j using graph embeddings 

and learning algorithms in the intelligence workbench. Graph Algorithms, a type 

of machine learning methodologies developed from networking technology, allow 

thinking regarding network structure. 

• Algorithms for population identification group your graph depending on 

connections to locate groups with much more engaging communication. 

Common algorithms in just this area involve Linked Parts and Louvain 

Modifiability. Identifying societies can assist forecast comparable behav-

ior, discovering identical objects, or merely organizing information for fu-

ture studies. 

• Depending on the structure of the network, centrality algorithms determine 

what nodes are significant. Researchers use the well-known PageRank 

technique to determine important nodes depending on their location in the 

system. Such algorithms are being used to estimate group processes in-

cluding trustworthiness, spreading susceptibility, and network connec-

tions. 
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• The structure and properties of your network are transformed into constant 

length vectors which individually describe every node via Node Embed-

ding techniques. Graph embeddings are effective since they keep critical 

properties whilst lowering complexity in a decidable manner. Embeddings 

preserve a graph's intricacy and architecture and modify it to be used in a 

range of artificial intelligence applications. 

• Set evaluations are used by similarity algorithms to determine exactly sim-

ilar nodes are depending on respective surroundings or properties. The 

qualities and characteristics of nodes are applied to calculate the degree 

of similarity among nodes. This method is utilized in activities including 

such tailored suggestions and the creation of categorization pyramids. 

• To anticipate the chance of a new link arising inside the future or the ex-

istence of unrecorded relationships, Link Forecast techniques evaluate the 

closeness of nodes in a network but also architectural features, such as 

probable triangles among nodes. This family of techniques includes Merit-

based Attachment, which has several applications ranging from medica-

tion repositioning and predicting cooperation to crime inquiries. 

• Pathfinding algorithms are fundamental to graph analyses because they 

locate the much more productive or quickest pathways connecting nodes. 

This segment covers the A* and Dijkstra algorithms, that are being used 

to comprehend complicated relationships and assess paths for application 

including such real transportation and lowest call or IP forwarding [38]. 

4.4 Import Data of the machine -  

There are nodes and edges in Neo4j. Nodes might be actual objects, categories, 

or concepts. One or even more attributes would be assigned to nodes. An edge 

denotes connectivity between various nodes. Edges could be guided from one 

node to the next. In Neo4j, an edge may even be created using a few attributes. 

Simple English is sometimes used to illustrate node-edge graph modeling, 

wherein nodes are nouns and node characteristics are adjectives. Relationships 

are Verbs, and connection attributes are Adverbs. However, this guideline is often 

not followed [42]. 
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                            Figure 17. Data modeling in Neo4j [42] 

                                         

The use of a graph database has the benefit of explicitly representing complicated 

connections among bits of data.   even to include a graph database and build 

unique use scenarios, you should first acquire data. The basic data typically orig-

inates from such several data providers in various forms, and it frequently some-

how doesn't simply correlate to the intended graph structure and must be altered. 

Below is the picture we will see how the neo4j database looks like  

 

 

                                     Figure 18. Neo4j desktop 
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Many current systems store information in hierarchical or tabular representations. 

Understanding how and where to transfer and convert such information into graph 

data for understanding relationships may appear difficult. There is a neo4j con-

sole where we must write our code to execute. Below is the figure you can see 

the outlook 

 

 

                                         Figure 19. Neo4j Console 

                                          

There are certain ways to import data on neo4j. one of the recognized methods 

used here is importing cypher query at neo4j browser. After writing the code in 

the Neo4j browser it will go to execution. Remember there are various ways to 

write the code.java is the best possible option to write and execute the code 

simply at the browser. Below is the figure, one can see the code at neo4j browser 

works and how simple is it to write the code in the browser.  
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                                Figure 20. Code at Neo4j browser 

                           

When contrasted to indigenous forecasts, using Cypher projections provides an 

easier and descriptive method with a lower emphasis on efficiency. Cypher fore-

casts are mostly advised during the design stage. After running the code, it will 

draw the table and graph for us. Below is figure 22 one can see the information 

flows from databases to libraries. The information is stored in the nodes and 

edges. once the system approached it will come up with the best possible answer. 

With the help of Neo4j graph data science libraries Manufacturers are not going 

through in large dataset of libraries and repositories. The code can also be ex-

ported as a markup. The markup code can later also be converted into graphs.  
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                                  Figure 21. Export markup code 

                                   

It features 2 significant graphical representations which are constructed and built par-

ticularly to handle information inside Neo4j's graph system. Following the execution 

of such a command, the produced graph will indeed be viewed as follows. Once the 

execution is done, we will be able to see how graphs are empowering predictive and 

preventive maintenance. This will be very beneficial on big plants as every day there 

are a lot of maintenances comes, where they need to consult the manufacturer. With 

the help of GDS, it’s easy to come up with the answer as quickly as possible.  

This execution was implemented on single machines, but it will be very interesting to 

see the execution and how GDS works on multiple machines.  
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                                     Figure 22. Code execution diagram 

                             

And if one can open same in ne04j console. 

 

                               Figure 23. Nodes, edges, and relationships 
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5. DISCUSSION AND RESULTS 

5.1  Connected Data Platform 

One objective of the thesis work was to look there at the present condition of 

Industrial Internet and IoT standards. The studies concentrated on the mainte-

nance of machines with the help of knowledge Graph databases which is a con-

tingency planning provided by modern IoT capabilities. Due to the obvious scope 

of the issue and the limitations of the thesis, it was not able to develop a highly 

detailed picture standardization body. so, I try to rather produce a general conse-

quence of the phenomenon. As the devices linked to the internet grows and di-

verse items are brought collectively in manners that have never been done pre-

viously, there seems to be a clear necessity for sensible approaches and guide-

lines. Whenever goods from multiple vendors begin to interact with one another, 

they must be capable of communicating in almost the identical language to be 

compatible. As a result, different standardization projects have already been es-

tablished and are currently being explored. Distinct tiers of industrial internet and 

IoT has various specifications and expectations. 

Consequently, there is already growing a raging debate and conjecture mostly on 

the internet about IoT standards. The core of such anticipation appears to have 

been in the domain of IoT platforms. Platforms might just become the primary 

engine of IoT innovation, as well as the advancement of intelligent devices. 

5.2 Trusted, Secure, deployed- 

Neo4j remains the leader towards meeting worldwide enormous expanding de-

mand for strong graph database systems, with the prediction that it has reached 

more than 25% of all organizations before 2018. Neo4j's outstanding customer 

portfolio, which usually contains a diverse range of International 2000 organiza-

tions from a variety of industries, illustrates graphs' widespread and quick ac-

ceptance. Combining knowledge graphs and MI technology can enhance the re-

liability of results and expand the possibilities of MI techniques. Knowledge 

graphs enable AI communication systems to reflect the connections and true in-

terpretation of the information rather than merely creating phrases depending on 
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trends. Graph databases had already grown into conventional information sys-

tems, creating benefits to enterprises across a variety of industries. This is no 

more unusual technology that has already emerged out from the laboratory of a 

company that nobody has previously known about. The multi-database features 

of Neo4j made things straightforward for businesses to comply with confidentiality 

and protection standards. neo4j contains a few intriguing characteristics. It em-

ployed graph algorithms including spreading tree and resemblance algorithms. 

This can quickly link data from smaller databases to bigger ones. It could also 

effectively control and address massive data analytics difficulties Considering 

such simultaneous commercial and scientific pressures, businesses require a 

Neo4j database solution that enables quick development during crucial 

times. Below is the table one can see the benefits of neo4j: 
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                                Table 4. Advantages of knowledge graph 

 

 

 

1 Excellent Benefit for 

Business and Entrepre-

neurship Initiatives 

Many Neo4j clients see a reduction in overall cost 

because of optimizing their manufacturing infra-

structure and increasing productivity. 

2 Excellent Productivity as 

a Result of Native Graph 

Saving and Analysis 

Index-free clustering reduces reading speed and 

strengthens as data intricacy develops. Even 

though business information expands, customers 

can expect rapid operations with super-duper mul-

tithread performance. 

3 Straightforward to 

Understand 

A tried-and-true teaching environment to fulfill in-

dustry requirements. A variety of learning re-

sources that deliver generations of operational ex-

pertise onto the Desktop computer. 

4 Minimal Sacrifice, High-

Performance Reading, 

and Writing Flexibility 

Neo4j provides the necessary input and output per-

formance even while safeguarding data security. 

This will be the first entrepreneurship graph data-

base that integrates native graph retention with ex-

tensible, speed-optimized design. 

5 The benefit of Neo4j as 

the first responder is that 

it links everybody with 

graphs. 

The organization's objective will be to popularize 

graph technologies by linking the industry, con-

sumers, collaborators, and sometimes even rivals 

as companies implement graph good procedures 

worldwide. 

6 Regarding Mission-Criti-

cal Industry Operations, 

excellent Durability 

Neo4j was already toughened over periods of op-

erational installations and intensive continuing 

monitoring. Commercial and logistical purposes 

necessitate networking and data redundancy. 
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5.3  Answer to research questions  

  

How Graph databases can benefit IoT (Applications \devices)? What is their fu-

ture?  

Among the developing IoT applications using graph databases is the ability to 

comprehend the source and descending consequences of actual or modeled oc-

currences through whole distribution networks. It additionally enables merchants 

to aggregate data regarding internet habits (buying or viewing) among all gadgets 

and engagement sites used by their customers. Employing graph-based complex 

methodologies, which permits merchants to provide further knowledgeable point-

of-sale suggestions. 

They additionally start a whole fresh dimension of networking and equipment sur-

veillance and administration, enabling for further complex sorts of effect and reli-

ance assessment being performed to improve pathways, design systems, and 

quickly identify the underlying reasons of the complications. One solution towards 

the IoT's intricacy and interconnection would be to condense the stream of infor-

mation towards its fundamental factors — underlying links among equipment. 

Graph databases are designed to continue providing potential approaches for 

deriving actual commercial benefit again from IoT, thus they may assist for the 

logical model to explain such relationships. It seems, like cells in the brain, gua-

nine brilliance is derived not even through the aggregate of machines, although 

from managing the relationships that link things. Recognizing connectivity is 

among the major issues that businesses should face when they look for fresh 

possibilities inside IoT. 

Graph databases are always an excellent structural choice for statistics as well 

as AI applications requiring massive volumes of information to be processed. 

Several individuals don't realize how popular graph databases are. The physical 

universe is highly interrelated, and graph databases try to imitate such unpredict-

able, occasionally consistent interactions in a comprehensible manner. in the fu-

ture, it will connect more and more businesses and machines. It will deliver nat-

ural language analysis on a massive level, increasing the efficiency of intelligent 

devices. 
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Why do we need emerging standards for intelligent and smart devices? How 

Graphs are empowering them?   

 

Devices in today’s modern IoT area are aimed at specialized lateral industrial 

areas, including automobile or equipment, or even at the broad user industry, like 

smart things and digital goods. The current solutions employ a variety of compet-

ing standards, interfaces, and architectures, which might be customized or stand-

ardized. Several potential apps are using their specifications, and important 

standards are currently being established. Different protocols and technological 

capabilities will obstruct worldwide IoT progress. Since the links among objects 

are displayed using straightforward arrows, or "edges," graph databases are now 

much than several conventional connection databases. Alliances, economic ties, 

and other types of interactions can be represented by the arrows. The bubbles 

might represent who loves something and the company's ambitions. Further-

more, graphs provide a positive approach throughout the manner AI generates 

conclusions. Because all devices are interconnected and the community is in-

creasing day by day, we require emerging standards that are adaptable by all. 

MI techniques assist information analysts in finding significance in large datasets, 

and all such findings may indeed be portrayed as graph node connections. Graph 

databases start providing for the fast collection and retrieval of connection data. 

           

 

                                                     



53 
 

6.  CONCLUSIONS  

The goal of this thesis is to investigate graph databases and how they might aid 

in the adoption and long-term viability of smart devices and applications. When-

ever it relates to actual graph database systems, Neo4j is perhaps the most in-

digenous in terms of both graphs storage and analysis. Graph databases are 

indeed a logical match for language treatment and machine training since graphs 

represent the simplest degree of complexity and enable excellence and quality. 

Neo4j can help machines and systems to achieve better results.  

Neo4j provides more versatility in data format and a strong data accessibility 

method based on cipher queries. In the world of challenges like critical demand 

for sophisticated analytics, confusion of if not halted, complicated environments 

of processes in demand of rationalization, clients are now under additional stress 

to provide a better user service. 

The Neo4j graph database can accommodate complicated questions and heavily 

related data. This examines the database based on specific characteristics. With 

specifying a beginning position as well as a certain trend, the neo4j graph data-

base looks across any relevant relationships inside the area. 

The Neo4j Graph Database's performance and productivity edge have derived 

hundreds of commercial application scenarios in falsifying activities, banking sec-

tors, biological sciences, information science, visualization techniques, and much 

more. The data model for graph databases is easier than those of conventional 

databases, and it does give us the best graphics for realizing a dataset. Neo4j is 

a massively accessible indigenous graph database that treats interaction be-

tween the data as first-class objects, enabling businesses to develop smart solu-

tions to address modern evolving data concerns. This offers a convenient, intui-

tive, and efficient data model that may be readily adapted to many purposes and 

sectors. 

We used a tiny dataset on a single node throughout this thesis, but we'll have the 

opportunity to use the Neo4j graph database on bigger datasets in the future. 

Neo4j performs well with tiny datasets. It will be very fascinating to see what kind 

of results it achieves with relatively bigger datasets.  
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