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Abstract

Anna Myohénen: Fraudulent Respondent Recognition in Adolescents’ Health Survey
Data: Comparison of Data Analysis Methods

Master’s Thesis

Tampere University

Computational Big Data Analytics

November 2021

When responding a pseudonymous survey, the participants are supposed to answer
truthfully. Nevertheless, a setting with no personal connection to the researchers opens a
possibility to give false answers, if a respondent intends to do that. If the research problem
requires selecting a small fraction of the participants, even a low rate of false responses may
harm the analysis results.

The possibility of intentional fraud is not an extensively studied topic in the context of
adolescents” health surveys. However, when conducting statistical analyses with data that
contains fraudulent respondents, excluding them may be compulsory for the success of the
study. This work attempts to find an automatized solution for this task. A real research
dataset (N=7675) of 15—16-year-old respondents was used to try data analysis methods for
recognition. The goal was to find out which method is the best for finding susceptible
respondents.

Questionnaire data is a special kind of data for outlier detection. In this thesis, Mahalanobis
distance, isolation forest, and DBSCAN clustering algorithm are tested for finding the
susceptible respondents from the data. The approach of simple rules is a method which is
based on judging reasonability of the answers according to pre-defined rules. The gained
classification results by each method are compared to hand-made classification that was
made for an earlier study. The methods are tested with the same variable groups to gain
comparable results.

According to the used research design, it cannot be clearly said if the hand-made
classification is dominated by the variables used for classification by the simple rules, or if
those variables are the best for recognizing susceptible responses. If the hand-made
classification is not questioned, the approach of simple rules provides the highest sensitivity
when comparing among the health variables 2 group, which is tested with all methods.
Isolation forest offers the second-best sensitivity for that group. When comparing the
analysis results by the other variable groups, isolation forest provides higher sensitivity
values for all tested groups than Mahalanobis distance. The results suggest that the more
variables are used for an analysis, the higher is the achieved sensitivity.

Even though simple rules gave higher sensitivity than isolation forest, it is not the most
recommendable method of these. By using more variables, isolation forest offered almost as
high sensitivity as simple rules by its limited number of variables, by smaller effort of
implementing. The results suggest that increasing the number of variables might improve
the sensitivity even more. Therefore, isolation forest seems to be the most applicable
solution for this task.

Keywords: adolescents, questionnaire, health, fraudulent respondents, Mahalanobis
distance, isolation forest, DBSCAN

The originality of this thesis has been checked using the Turnitin Originality Check service.
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Tiivistelma

Anna Myohénen: Vilpillisten vastaajien tunnistaminen nuorten terveyskyselyaineistosta.
Data-analyysimenetelmien vertailu

Pro gradu —tutkielma

Tampereen yliopisto

Computational Big Data Analytics

Marraskuu 2021

Pseudonyymiin kyselytutkimukseen vastaavilta odotetaan rehellisid vastauksia. Kun
henkil6kohtaista kohtaamista ei tapahdu tutkijan kanssa, vastaajalle kuitenkin tarjoutuu
mahdollisuus antaa halutessaan eparehellisid vastauksia. Jos tutkimusongelma edellyttda
pienen vastaajaosuuden seulomista aineistosta, jopa védhdinen vilppi voi vahingoittaa
analyysituloksia.

Tahallisen v&ddrdn vastaamisen mahdollisuutta ei ole laajasti tutkittu nuorten
terveyskyselyiden kontekstissa. Kun tehdddn tilastoanalyysejd vilpillisid vastauksia
sisdltdvadstd aineistosta, vilpillisten vastaajien poistaminen saattaa olla joka tapuksessa
vélttdmatontd. Tassd tyOssd pyritddn 10ytdmddn automatisoitu ratkaisu tdhédn tehtdvaan.
Aitoon tutkimusaineistoon (N=7675) 15-16-vuotiailta vastaajilta kokeiltiin tunnistamiseen
tdhtddvid data-analyysimenetelmid. Tavoite oli selvittid, mikd menetelmd on paras
epdilyttdvien vastaajien tunnistamiseen.

Kyselyaineisto on erityistapaus poikkeavien havaintojen etsinndn kannalta. Tadssd tyossd
Mahalanobisin  etdisyyttd, eristivdd metsdd (isolation forest) ja DBSCAN-
klusterointialgoritmia kokeillaan epdilyttavien vastaajien tunnistamiseen. Yksinkertaiset
saannot (simple rules) on menetelmd, jossa vastausten jarkevyyttd arvioidaan etukédteen
madritettyjen sddntdjen mukaan. Kunkin menetelmén avulla saatuja luokittelutuloksia
verrataan kdsin tehtyyn luokitteluun, joka on tuotettu aiempaa tutkimusta varten.
Menetelmii testataan kdyttden samoja muuttujaryhmis, jotta tulokset ovat vertailtavissa.

Kéaytetyn tutkimusasetelman perusteella ei voi selkedsti sanoa, dominoivatko
yksinkertaisten sddntjen menetelmdssd kdytetyt muuttujat kisin tehtyd luokittelua, vai
ovatko kyseiset muuttujat parhaita epdilyttivien vastausten tunnistamiseen. Jos késin
tehtyd luokittelua ei kyseenalaisteta, yksinkertaiset sddnnot tarjoavat suurimman
herkkyyden (sensitivity), kun vertaillaan terveyskysymysten ryhmai (health variables 2),
johon on kokeiltu kaikkia menetelmid. Eristivd metsd tarjoaa toiseksi suurimman
herkkyyden samalle ryhmalle. Kun analyysituloksia vertaillaan muissa muuttujaryhmissd,
eristdvd metsd tuottaa kaikissa testatuissa muuttujaryhmissd suuremman herkkyyden kuin
muut menetelmit, joita niihin on sovellettu. Tulokset viittaavat sithen, ettd mita useampia
muuttujia analyyseihin kayttdd, sitd suurempi on tuloksen herkkyys.

Vaikka yksinkertaiset sddnnot tuottivat suuremman herkkyyden kuin eristdvd metsd, se ei
ole ndistd suositeltavin menetelmd. Kun mukaan otettiin paljon muuttujia, eristivda metsa
saavutti ldhes yhtd suuren herkkyyden kuin yksinkertaiset sddnn6t niukalla
muuttujamddralld, mutta oli helpompi toteuttaa. Tulokset viittaavat siihen, ettd herkkyytta
voi mahdollisesti edelleen kasvattaa lisddamalld muuttujia. Siten eristdvd metsd vaikuttaa
kayttokelpoisimmalta menetelmaltd tahén tehtavaan.

Avainsanat: nuoret, kysely, terveys, vilpilliset vastaajat, Mahalanobisin etdisyys, isolation
forest, DBSCAN

Tamén tyon alkuperdisyys on tarkastettu kdyttden Turnitin Originality Check -palvelua.
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1 Introduction

When investigating humans, the researcher is grateful to the participants for their co-work,
without which the study could not be conducted. However, when asking people to respond
a pseudonymous survey, where the researchers do not meet the nameless respondents, in
addition to co-work, a possibility to give false answers exists. There have been some
findings indicating that, depending on the sampling method, the rate of suspicious
responds may rise significantly (Bauermeister et al., 2012; Dewitt et al., 2018). In an effort to
ensure data quality, the problems caused by the respondents may be the weakest link in the
chain (Bloom, 1998). Therefore, potential fraudulent participants comprise a threat to the

quality of the study (Bauermeister et al., 2012).

The aim of this work arose from a practical need, when I was hired to conduct statistical
analyses for a health science research project concerning adolescents. The study required
selecting a small fraction of participants with a somatic disease. We paid attention to a group
of participants who reported such combinations of rare diseases whose probability is very
low. It seemed that there might be false responses among this group. Since the number of
susceptible answers was high compared to the group of participants with a disease assumed
real, we had to find solutions for distinguishing the unconvincing respondents from the
others. In this work, the goal is to concentrate on the task of finding suspected fraud from

the data and test more effective, possibly more comprehensive methods for selecting.

In our study, the number of suspected respondents was 2.2 percent of the whole data.
Zijlstra et al. (2011) estimated the effect of fraudulent data by much higher rates of
susceptible responses. It was not always obvious that removing them would improve the
results of the analyses. However, when operating with such research questions that require
usage of a very selected subgroup of the data or a very special fraction of the respondents,
the problems of fraudulence may condensate and become much more important (Brazhkin,
2020). This type of problem was faced in our research project. The number of suspected
fraudsters is low considering the whole data, but among the limited group with a somatic

disease, it may become a problem.

1.1 Fraudulent respondents

There are studies about fraud and suspected fraud among adolescents, and the suggested

reasons for false responding are many, including even aim to harm the research (Widhiarso
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& Sumintono, 2016). In the data used for this study, most of the respondents are 15 or 16
years old. The questionnaires have been filled during school days when classmates were

around. I make here general, subjective assumptions of the most typical fraudster.

Assumptions are: 1) A fraudster is a young and immature person, who has found out that
it is possible to cheat in an anonymous survey without teachers finding out. A fraudster
knows that it is not desirable to cheat, but the feeling of not following the rules of school
gives excitement. The motivation of fraud is to have fun at that moment, which may be more
obvious if the fraud is shared with friends. Another figure of a fraudster is a young person
with negative attitude towards many things, including the questionnaire. This kind of
respondent wants to express his or her frustration and therefore chooses answer options
that manifest such personality that seems antisocial. 2) The fraudulent respondent is
assumed to be not very aware of the difference between teachers and researchers, and not
being able to understand the advantage that research might give to future adolescents.
Therefore, the most important reason behind fraud is the incomplete growth that belongs

to this age, rather than conscious aim to harm the research results.

There is a possibility to call the false respondents e. g. humour respondents. Nevertheless,
the harm caused to the research is the same, no matter if fraud is due to humour or
something else, and therefore, it is called suspected fraud. The type on response that is

aimed to find in this work is called susceptible.

It is possible that some respondents have given false answers due to careless reading and
working style on the questionnaire rather than purposely misleading. In this thesis, the
approach is more general. No particular effort will be devoted to distinguishing careless
respondents and purposely misleading ones. It is possible that an illogical or inconsistent
respondent due to careless working style, or a disorder such as difficulty with reading and

writing, may be classified as susceptible, although there has been no aim to commit fraud.

The tested methods have their limitations. A susceptible response may be only somewhat
different than majority of the responses. On the other hand, if a respondent commits fraud
so smoothly that the fake result looks like a normal response, it cannot be recognized by any
of the tested methods.



In this thesis, I will omit all further modelling of the psychological mechanism of
fraudulence and rely only on the assumptions below. From here on, the view for

recognizing fraudsters from the data is technical.

1.2 Aim of this thesis

It is possible to read responses of individual respondents manually and judge their
truthfulness by considering several variables, if the susceptible participants are at first
found by some method. That is what we did in the research project. Nevertheless, in practice
it can be difficult to keep the decision-making principles similar for all cases, if it is necessary
to handle a high number of responses manually and the decision requires combining several
variables. Besides, the risk of errors increases, and handling a high number of responses that
way may be impossible for practical reasons. Consequently, finding fraudulent responses

should be automatized, aiming to use similar methods for all respondents.

Secondly, the methods that we used for judging truthfulness of the respondents were based
on knowledge of the field of health. Focus of the investigation was the content of the
questions and reasonability of the given responses to individual items. If a respondent had
stated, for example, a certain disease or several diseases, we considered the prevalence of
the disease or the combination of diseases, such as diabetes, epilepsy, and cancer, among
adolescents. Many studies suggest fraud detection methods that are based on similar ideas
of judging the content of a question or internal consistency of two or more answers to
questions that are close to each other or measure the same subject in different ways. I call

this knowledge of the field approach.

Knowledge of the field can be utilized if it is available. It may be the most efficient solution
in the end, and therefore I wanted to maintain it. To fulfill the goal of automatizing the
solution, I created a method called simple rules. In this approach, reasonability of certain
answers has been considered and the number of unconvincing answers has been counted.

This solution will be compared to the results of more advanced methods.

Data analysis methods could offer another view, where detailed knowledge of the field is
not emphasized. The means for finding fraud are based more on the mathematical and
visual form of the responses. If this kind of solution was able to detect fraud, it could be
applied also to questionnaire data of other fields. Therefore, a data analysis solution is the

most desired in this work.



Third, I want to create a practical solution for real research projects. An automatized
solution to classifying participants into honest ones and suspected fraudsters is enough, if
the number of suspected is so low that it is not overwhelming to read the suspected answers
manually. After that the researcher should decide individually, who is considered a
fraudster. This choice limits the solution to datasets that are not the largest ones. Therefore,
the solution should be tuned in such way that classifying an honest participant as suspected
one is less harmful than classifying a fraudster falsely as honest. The automatized solution

will be used for pre-screening, not final decision-making.

The participants of the dataset have already been classified into honest ones and fraudsters
for the aims of a previous study. The distinction has been made without meeting the
participants, by their answers to a limited group of variables. For that reason, the dataset
cannot be considered labelled, in fact. The used classification method has its limitations, but
on the other hand, human decision-making has been utilized in the classification, and the

information received by it should be utilized. The dataset is something between labelled
and unlabelled.

The main research question of this project is: which method, including simple rules, is the

best for finding susceptible responses.



2 Related studies

To the best of my knowledge, there are no previous studies about seeking susceptible
responses from adolescent health questionnaire data using advanced data analysis
methods. However, there are some other approaches though, offering views to consider
with this task.

Many studies investigate fraud detection in internet surveys. In most cases, the mechanism
of fraud is due to the reward offered to the respondents. This attracts false respondents to
act as participants from the desired group of interest (e. g. Kennedy et al., 2020). There are
examples of both marketing surveys (Brazhkin, 2020) and scientifical purposes (Dewitt,
2018). The problem to solve in these studies is how to gather a valid sample of the real group
of interest. This is not the case in my dataset, where the participants have been hired by
traditional authority-driven way. Therefore, the suggested solutions neither are suitable for

an existing dataset.

Survey researchers themselves are also suspected to commit fraud (Bohannon, 2016; Gupta,

2020). Fabricated or copied answers may compromise data quality.

2.1 Data quality in adolescents’” health questionnaire data

Searching for possible fraud could be a part of ensuring quality of the data. In the context
of adolescents’ health surveys, Roberts et al. (2007) offer a consistent view on how to
improve data quality. The given recommendations are extensive and cover all stages of
study design and conduction. However, they did not include evaluating possible

susceptible responses in their work.

Neither did a Swedish research group (Wettergren et al, 2010), investigate possible
intentional fraud in their study, when they conducted a health survey of adolescents. Focus
of the study was the difference between responses received by telephone and postal
interviews. In addition, they were interested in the effect on response rate and data quality.
The group paid attention to the respondents’ tendency to adjust their answers depending

on interviewing method and therefore, the relativeness of the answers.



2.2 Studies of fraud recognition by outlier approaches

For finding an applicable method of how to detect susceptible responses, outlier detection
approach seems to be the only option available. Questionnaire data is, however, a special

case, and there are not many studies of outlier detection approach of that.

Personality trait questionnaires appear to be popular in these studies. Dupuis et al. (2018)
applied seven outlier statistics to their data as an attempt to separate questionnaire
responses made by bots. They had a real dataset of personality trait questionnaires taken
from another high-quality study, and they added simulated bot data to it as different rates.
Response coherence, Mahalanobis distance, and person—total correlation were the best
estimators for bot response recognition. Zijlstra et al. (2020) computed six different outlier
statistics of data from personality trait and health questionnaires. They formulated a high
number of datasets by sampling from real data and implemented trials with data where
they had added contaminated responses. They measured specificity and sensitivity for the
recognition of contamination and found the Mahalanobis distance and the item-pair based

outlier statistics performed best of the six measures.

Both in studies of Dupuis et al. (2018) and Zijlstra et al. (2020), the Mahalanobis distance
performed well as a recognition method. On the other hand, the contaminated data was
artificial, and the rate of contaminated data was higher than in my dataset. There remains
the question how well the same methods function in a real dataset. Another, even bigger
question is the possible association of outliers and suspected fraudulence. An outlier can be

due to some other reason than purposely false responding.

Widhiarso’s and Sumintono’s (2016) findings enlighten the association between these. They
measured adolescents’ personality traits by three questionnaires. They evaluated
participants” answers’ aberrance using person statistics. Meanwhile, they computed outlier
statistics using Mahalanobis distance. Participants who appeared as aberrant tended to
appear also as outliers. If it is assumed that person statistic aberrance could be due to
fraudulent responding, their results suggest, that Mahalanobis distance could serve as a

fraud detection method.

Mahalanobis distance appeared also in the study of Jayakumar and Thomas (2013). They

present a new clustering method for finding outliers of questionnaire data. Their method is

based on Mahalanobis distance. They used a real dataset from a marketing survey to
6



demonstrate the method. After all, the used dataset was small, only 275 respondents. Their
method is, in principle, applicable for the thesis task, but it is tested only in the context of

marketing surveys.



3 Data analysis methods for outlier detection

In this chapter, I will describe the data analysis methods that are tested in this thesis. All
chosen methods are suitable for outlier detection, even though they may be used for other

purposes as well. The details of implementation are presented later.

Outlier detection is an approach to find such participants, whose responses are in some way
significantly different than the others, and therefore susceptible. I chose to apply solutions

from different families of methods. All these methods are unsupervised.

3.1 Mahalanobis distance

Mahalanobis distance is as a distribution-based method for outlier detection. Every
participant gets an individual distance measure that expresses how far the individual is
located from the mean of the dataset. If the distance is high, the participant is considered an

outlier and, in this case, susceptible. The measure is computed as

MD = \[Ge; = 1)S™1(x; — ) (3-1)

where S is the inverse of the covariance matrix of the set of observations. Therefore, the
distance is related to the distributions of the features of the data. (De Maesschalck et al.,
2000)

The principle of computing Mahalanobis distance is close to Euclidian distance. If all
variables in the set were normally distributed and standardized, the covariance matrix
would become the identity matrix, and Mahalanobis distance would equal Euclidian
distance. (De Maesschalck et al., 2000)

3.2 lIsolation forest

Isolation forest (iForest) is an unsupervised, efficient method for outlier detection. Unlike
many earlier methods, it does not form a figure of what kind of cases are normal and then
compare possibly abnormal cases to that. It isolates the suspected outliers without
knowledge of what is “normal” in the data. The algorithm starts by computing several
isolation trees, and then combines them to form a forest. The number of splits needed to

isolate a single case indicates the possible outlier nature of a case. The outliers are assumed



to be few and rare. Therefore, the lower is the number of necessary splits, the more likely

the case is assumed to be an outlier. (Liu et al., 2008)

According to the definition of Liu et al. (2008), a single isolation tree is created in the
following way: T is called a node of a tree. An isolation tree is a proper binary tree, whose
nodes can have no or exactly two children. Therefore, T can be with no children, or two
daughters (T, T,) and a test. The test of a node splits the data, associated to T, according to
one random feature () by a cut value p in such a way that the condition g < p splits the
associated data to the two daughter nodes. The cut value is chosen randomly between the
minimum and maximum values of the feature. This will be repeated recursively until some
of the stopping conditions occur: 1) the depth of the tree reaches its limit value, 2) there is

only one case in the data left, or 3) all cases in the data left are similar. (Liu et al., 2008)

When the desired number of isolation trees have been built, an anomaly score for each case
can be computed by an idea taken from binary search trees. Path length h(x) is the number
of edges that x needs to traverse in one tree to reach an external node. Average path length,
c(n), in a dataset with # cases is

c(n)= 2H(n—1) — Z("T_l) (3-2)

where H(i) is the harmonic number. It can be approximated by In(i) + 0.5772 (Euler’s

constant).

When extending to the complete forest, the anomaly score for an instance x is expressed by

the formula:

_E(h(x) _
s(x,n) = 2 <M (3-3)

where E(h(x)) is the average path length for case x over the forest of created isolation trees.
It is included in the properties of the anomaly score, that if the score is close to 1, the case is

likely to be an outlier. If the score is less than 0.5, the case is likely not an outlier. If all cases

have scores less than 0.5, the dataset does not contain outliers. (Liu et al., 2008)



3.3 DBSCAN

DBSCAN is a density-based clustering algorithm, which is described to be suitable for
outlier detection. In the process, a cluster is formed of dense points, while noise points are
those that are left outside clusters. Dense points form chains of reachable points, that can be
either core points or edge points. In this case, the noise points are assumed anomalous. The

algorithm was launched by Ester et al. (1996).

The most important parameter is epsilon, a measure of a neighborhood. The formed clusters
are formed of core points and border points. MinPts is another parameter, which defines the
minimum number of cases needed for a case to be a core point. If a case has at least MinPts
other cases within its neighborhood, it is a core point. The cases that are included in some
core point’s cluster, but not have the necessary number of cases in their neighborhood, are
edge points. Both core points and edge points belong to clusters. The properties of the
modelled points are illustrated in Figure 1. The red points are core points, that have at least
MinPts = 4 other points in their neighborhood, that is drawn by the red circles. The blue
point is an edge point. It is connected to a core point. The black point does not have any

other points in its neighborhood, and is therefore a noise point.

Figure 1.

Principle of core points (red), edge points (blue) and noise points (black) in a DBSCAN model.

3.4 k-fold cross-validation

Depending on a method to test there may be a risk of overfitting. To avoid this, the data
should be divided into training and test sets. Then, the model should be fitted with the

training data, and the results of prediction should be evaluated by using separate test data.
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After all, dividing the test data reduces the data available for training. It is not desirable to
lose more data than necessary. k-fold cross validation is a solution for this. In the k-fold
approach, the data is divided into k folds of participants. Each fold is of somewhat same

size. Each fold serves as a test set at a time, while all other folds are the training set. (Galea,
2018)
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4 Data

4.1 MetLoFIN research project

The data for this thesis were produced for MetLoFIN project (Metropolitan Longitudinal
Finland), which is a collaboration of Tampere University, University of Helsinki and Finnish
Institute for Health and Welfare (Terveyden ja hyvinvoinnin laitos). The research of the
project has focused on associations of health and education. The study that I participated
covered associations between chronic diseases among adolescents and their selection to
upper secondary education. The original study design was longitudinal. In this thesis, data

from only one time point will be used.

4.2 Data collection method

The earliest datasets were collected at first, in autumn 2011, covering students who had just
begun their 7" grade. The target population were all 7" grade students in Helsinki
Metropolitan area, consisting of 13 012 persons living in 14 municipalities. Ethical
Committee of the Finnish Institute for Health and Welfare accepted the project. Data
collection was conducted via local education authorities in each municipality. All schools
were invited, and the questionnaires were filled during school hours. There were two
questionnaires: one concentrating on learning measures and the other on health. Eight
schools did not participate. In 2011, 9078 pupils responded. The response rate was 69.8
percent. (Dobewall et al., 2019)

According to the interpretation of The Finnish National Board on Research Integrity
(Tutkimuseettinen neuvottelukunta), it was not necessary to ask every student’s parents’
permission for participating. Two municipalities, nevertheless, required individual
permissions. In the other municipalities, parents were informed by letters of the possibility
of denying child’s participation. The aim of the study was expressed to the participants, and

they were informed about the possibility to quit the research. (Dobewall et al., 2019)

The data collection was repeated in spring 2014, when the students were soon finishing their
9* grade at school. The procedure was similar (Dobewall et al., 2019). All schools were
invited, no matter if they had participated in 2011. In this thesis, I have used only the data
of the 9" grades, and furthermore, focused almost completely on the health survey, which

included 62 questions, many of which consisting of sub-issues. From the learning survey I

12



have taken only the self-reported gender for my analyses. 7675 responses were included in

the sample used in this work. The details of choosing the respondents are described later.

4.3 Original detection of fraud

When the preprocessing of the health questionnaire data for the analyses, we took notice of
the too high rates of certain diseases. For example, epilepsy rate was too high considering
the real prevalence of epilepsy in the age group in question. Moreover, separating the
dataset for boys and girls revealed that epilepsy was significantly more common among
boys than girls. At the same time, it is known that epilepsy appears on both sexes equally
(Camfield & Camfield, 2015). Further examination of the dataset suggested that false

responses are the most likely explanation for the perceived phenomenon.

In that study, N=7250 adolescents answered the health survey. The questions used for
classification, their answer options, and data types are presented in Table 1. All questions
are from the health questionnaire, except self-reported sex on the first row, which is from
the learning questionnaire. The two rightmost columns, health variables 1 and 2 illustrate
the composition of variable groups used for analyses. They are described later with more
details.

The question number 16 consists of eight dichotomous questions of chronic diseases:
asthma, musculoskeletal condition, diabetes, allergic rhinitis or hay fever, other allergy,
epilepsy, mental health problem or other disease. Textbox followed about which is the other
disease. There were also corresponding questions of if a respondent uses medication for
chronic diseases, prescribed by a doctor. The dichotomous questions were about medication
for asthma, diabetes, allergic rhinitis or hay fever, other allergy, epilepsy, mental health
problem, pain and aches or some other disease. As with the diseases, there was a textbox

question about which is the other disease that the participant uses medication for.

The detection of susceptible respondents proceeded in several phases. At first, N=109

participants of the sample were removed, because they had ticked “yes’ in five or more of
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Table 1.

Variables for hand-made classification and the composition of health variable groups for further

analyses.
Question Question Answer Options Variable H.ealth H.ealth
Number Type Variables 1 Variabes 2
Sex, from the earlier learning
guestionnaire Girl / Boy Discrete X X
Sex, from the health
guestionnaire Girl / Boy Discrete X X
12 Height (cm) Continuous X X
13 Weight (kg) Continuous X X
Do you have any long-term
15 disease or handicap? No / Yes Discrete
Which disease or handicap?
(divided into following sub-
16 questions)
a) Asthma Tick if yes / Leave empty if no  Discrete X X
Problem with human
b) musculoskeletal system Tick if yes / Leave empty if no  Discrete X X
c) Diabetes Tick if yes / Leave empty if no  Discrete X X
d) Allergic rhinitis or hay fever Tick if yes / Leave empty if no  Discrete X X
e) Other allergy Tick if yes / Leave empty if no  Discrete X X
f) Epilepsy Tick if yes / Leave empty if no  Discrete X X
g) Mental health problem Tick if yes / Leave empty if no  Discrete X X
Other (write the description to
h) the textbox below) Tick if yes / Leave empty if no  Discrete X X
Other disease or handicap,
16 2 which? String X
Do you use any medicine
continuously or almost
continuously, prescribed by a
18 doctor? No / Yes Discrete
For which purpose? (divided into
19 following sub-questions)
a) Asthma Tick if yes / Leave empty if no  Discrete X X
b) Diabetes Tick if yes / Leave empty if no  Discrete X X
c) Allergic rhinitis or hay fever Tick if yes / Leave empty if no  Discrete X X
d) Another allergy Tick if yes / Leave empty if no  Discrete X X
e) Epilepsy Tick if yes / Leave empty if no  Discrete X X
f) Mental health problem Tick if yes / Leave empty if no  Discrete X X
g) Pain and aches Tick if yes / Leave empty if no  Discrete X X
Other (write the description to
h) the textbox below) Tick if yes / Leave empty if no  Discrete X X
19 2 For other purpose, which? String X

eight, either in the series of disease or medication questions, or both. We checked the
answers and returned one participant whose high number of medicines was convincing due

to a serious disease.
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We also checked the string answers for the questions of another disease (16_2 in the table)
and medication for it (19_2). Participants with a clearly irrelevant answer were removed.
There were such answers like vulgarities, very unlikely diseases like syphilis, text that does
not answer the question like a Youtube link, or other kind of joking. Finally, we read all
susceptible responses and decided who seemed convincing. With unclear cases, we also
considered height (12), weight (13), perceived harm of the disease (question number 17, not
in the table), and text answers to the questions of parents’ occupation, in addition to all other

considered questions. N=168 participants in the end were excluded due to suspected fraud.

Because the classification has been made for a real study earlier, I take the original detection
of susceptible responses as given. In the thesis, the result of this classification is treated as

an existing feature of the data.

4.4  The thesis sample

Due to missing values, there was a need to set a suitable rule for selecting participants for
the analysis sample. In the simple rules approach, the variables used for classification were
from the health survey, from a section that was also called Health. It consists of questions
12-19 in the questionnaire. I decided to use those questions for defining respondents who
have enough answers. Of those questions, all could not be used, because I had no access to
the original answers. I only had the corrected variables, where missing values had been

replaced by ‘no” answers for the needs of earlier analyses.

Including all sub-issues there were five variables of which to detect missing values. I
decided to include another five such previous questions, in which answers were expected
from every respondent. Those were the questions 7, 8 and 11. In these ten variables, I
detected the number of missing answers. I excluded the respondents who had more than

six answers missing of those ten.

Nevertheless, possible missing answers had to be taken into account everywhere, since they
still appeared in the data. The practical aim of this selection was to exclude such
respondents, who are absent nearly everywhere. When proceeding later to the analyses,
simple rules was the only analysis method where missing answers were acceptable. With
any other method, participants with missing values had to be excluded. Numbers of

participants change depending on the group and are expressed with the results.
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4.5 Labels

None of the hand-made classification, described above, is changed in this project. The hand-
made classification results are used as labels, nevertheless knowing that they are not
independent information. Results by the tested methods are compared with the hand-made
classification. The reader should have critical attitude towards the labels, due to the method

of creating them by this same dataset.

4.6 Variable groups for analyzing

The health questionnaire had too many questions to be all included in this project. The
interest for finding suspected fraud arose from the disease and medication questions that
were presented at a quite early stage of the health questionnaire, in the section called Health.
These variables formed an entity that served as a basis for the first analysis. The main aim
of the thesis is to compare analysis methods, and therefore more groups of variables,
belonging together by their content, were formed. As the analysis methods to test are

applied on the same variable groups, the results can be compared.
4.6.1 Health variables 1 and 2

I created a classification method called simple rules to be as close to the hand-made
classification as possible but implemented in an automatized way. The method is explained
later. The variables used for simple rules are called health variables 1. The composition of the
groups is illustrated in Table 1. There are discrete, continuous and string variables included

in this group.

In the next stage, other methods were supposed to be applied on the same variables. The
string variables had to be excluded for any method than simple rules. These variables are
called health variables 2. In the end, the only difference with health variables 1 were the two
string variables. The exact questions are illustrated in Table 1. Variable groups’

compositions are expressed in the rightmost columns.

4.6.2 Health complaints

The section I call health complaints in this thesis, includes questions about physical
complaints that are assumed to have a possible association with mental health. The
questions are very similar to those used in the surveys of Health Behaviour in School-aged
Children project (Health Behaviour in School-aged Children, 2021). In this survey, there was

question number 20, “Have you had, during the last half a year, any or the following

16



symptoms and how often? Answer to all parts.” The sub-items start from “headache”, “neck
and shoulder pain”, “pain of lower back” and so on considering ten health complaints.
Following question, number 21, was almost the same: “And have you had following
symptoms during the last half a year?” Five more complaints were asked in the items. The
answer options for all these were 1) Seldom or not at all, 2) Approximately once a month, 3)
Approximately once a week, 4) Almost every day. The ensemble of health complaints
consists of 15 questions. In the data of the question 21, missing values had been replaced by
zero coding. I did not change that. Therefore, a missing value, which appears with
approximately 200 respondents per item, is computed as an answer option in the analyses.
Therefore, number of answer options is five. With the last five questions, this coding was

not used, and the number of possible answer options was four.

4.6.3 SDQ

A well-known measure of mental health of young people is The Strengths and Difficulties
Questionnaire (SDQ; Goodman, 2010). That was included in the health questionnaire. It
consists of 25 statements like “I attempt to be friendly towards others. I care about others’
feelings”. With all the statements, a respondent is given three answer options: 1) Not true,

2) Somewhat true, 3) Certainly true. I refer to these variables as SDQ in the analyses.

4.6.4 Smoking and intoxicants

Smoking and intoxicants is a group of variables that combine all useful questions about
respondent’s smoking, and alcohol and drug usage. The question numbers in the survey
were 44-53. There are questions about smoking, parents’ smoking of father and mother
separately, control of smoking in respondent’s school, which tobacco products the
respondent has tried if any, alcohol usage, and if a respondent has tried any drugs. The
questions were very similar to those used in Nuorten terveystapatutkimus 2019: Nuorten
tupakkatuotteiden ja pdihteiden kaytt6 sekd rahapelaaminen (Kinnunen et al., 2019). The
number of answer options varied between two and four, and the overall number of items

in the group was 14.
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5 Methods of the study

The aim of the thesis was to find suspected fraudsters from a questionnaire dataset in an
automatized way. In this chapter, the used tools, preprocessing strategies, and the ways

how to models are applied are described.

5.1 Programming tools

This work has been implemented by Python programming language version 3.8.5 (Rossum
& Drake, 2009). Moreover, data analyses are mainly conducted using pandas (McKinney et
al., 2010), NumPy (Harris et al., 2020), and Scikit-learn (Pedregosa et al., 2011) libraries for
Python.

5.2 Preprocessing of the data

5.2.1 Missing values

There were missing answers in the data. The used implementations of analysis methods,
e.g., isolation forest, cannot be applied to data with missing values. I chose the simplest
option and included only the respondents who had answered all used questions, leading to
varying number of respondents in the variable groups. This reduced the data. There is also
the possibility that the sample available was selected. The respondents who have answered
all questions may be somewhat different than the respondents who have skipped a part of
the questions. For example, they may be more careful or more devoted to the task than those

who skipped something, and it may affect the distribution of answers that are included.

On the other hand, my main task was to compare the analysis methods with each other.
From that point of view, the most important thing is, that when applying methods on the
same variable group and the same sample of respondents, the comparison of methods will
be valid.

Apparently, some respondents quit before completing the questionnaire. This should
appear in the response pattern as comprehensive answers in the beginning of the survey,
and the rest of the questions being empty. In truth, the nature of missing answers is not that
simple. It would have been interesting to investigate further if there is regularity in the way
how the missing answers appear among the respondents who have answered to a part of
the questions. Possible imputation should have been based on a strategy that is build on

deeper knowledge of how the missing answers appear in the data and what can be found

18



about the respondents who tend to skip questions. Within the limited time for this project,
it had to be left to further research.

5.2.2 Scaling and standardizing

Some of the used analysis methods require computing distances between cases. In this
dataset, most of the variables are ordinal and discrete. Depending on the number of given
answering options, the possible values of a variable may be e.g. {0,1}, {1,2} or {1,2,3,4,5}. The
difference between 1 and 5 is 4, when between 1 and 2 it is only 1. A variable with several
answering options would influence the distance measure much more than a variable with
only two options. Therefore, the variable values must be scaled linearly in a way that the
lowest value is always 0 and the highest is 1. This was implemented by the Scikit-learn class

MinMaxScaler, which provides the linear scaling for NumPy objects.

However, there are two continuous variables, height, and weight, that are more difficult to
handle. The reasonable heights, in centimeters, are approximately between 145 and 200.
Some few respondents may truthfully be very short or very tall and fall out of these
boundaries. There are, nevertheless, values given between 0 and 68865486 for height and
between 0 and 10" for weight. I wanted to solve this in a way that the values will be scaled

between 0 and 1 as the other variables but preserve the most important information of it.

One can assume that heights follow the normal distribution. The same does not hold as
precisely for weights, but is an acceptable approximation. Here the main task is to
distinguish the truthful and unconvincing responses from each other. The methodological
challenge here is, the normal distribution is two-tailed. Still, the values should be put on the
same scale with the discrete variables, that can have e. g. only two possible values. The
values should be standardized. A ready-made standardization tool could not be used,
because it estimates the mean and standard deviation from the sample, which has high bias

due to the few very high values.

I solved this by standardizing the values using real means and standard deviations of 16-
year-olds’ heights and weights (VIT, 2021) for boys and girls separately. Here is the

formula:

) original value — mean value of respondent'’s sex
standardized value = — (5-1)
standard deviation of respondent’s sex
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Those standardized values are negative for the original values that are lower than mean. I
took absolute values of the standardized values. At this point, the values were, in theory,
from zero to infinity.  used the 99 percent confident interval for acceptable values, in which
case the values outside it were abnormal. On the two-tailed, standardized normal
distribution, the limits of the interval would have been from -2.575 to 2.575. Because there
were only positive values left, all values over 2.575 were considered abnormal and replaced
by the cut value 2.575. Finally, all these values, now from zero to 2.575, were linearly scaled,

according to the same procedure as the discrete variables, ending up on the interval [0,1].

In the end, the zero value means the respondent is exactly of average height. Value 1 means
that the person is either very tall or very short to be truthfully out of the confidence interval
or has given an impossible value. The limitation of this method is that it cannot separate
these rare, but truthful respondents from false ones. Nevertheless, value 1 represents the
rare and unusual cases. The closer the value is to zero, the higher is the probability supposed
to be, according to the properties of the normal distribution. Participants with typical

heights and weights are somewhere between 0 and 1.

If the assumption of the heights and weights being normally distributed is true, the absolute
values before the linear scaling in the final phase of the treatment should look like a half of
the normal curve, that has been cut on 99.5 percent. The histograms of heights and weights
are presented in Figure 2 and Figure 3. The assumed form roughly appears in the figures;
the heaviest mass of participant is located on the left part, while the counts lower towards
right. An exception to this are the peaks in both figures in the region of the cut value,
representing all those participants, who have been considered abnormal in this

investigation.

5.3 Metrics for evaluating success of the classification

Success of classification must be evaluated, when comparing the tested methods. In this
work, true classes are replaced by hand-made classification. Predicted classes refer to the
recognition results achieved by each analysis method. In hand-made classification, a
susceptible participant is called positive and a non-susceptible negative. The same terms are

used for predicted classes.
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Figure 2.

Histogram of the preprocessed height values.
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Figure 3.

Histogram of the preprocessed weight values.
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Therefore, true positive (TP) refers to participants, who are predicted to be susceptible by
the current method, and who are susceptible also in hand-made classification. False
negative (FN) are the respondents who are predicted to be honest but belong to the
susceptible group in hand-made classification. They are, according to the aim of the study,
the group that should be minimized. False positive (FP) are the group assumed to be honest
in hand-made classification but predicted to be susceptible by current method. This is less
dangerous than FN. True negative (TN) are the participants, who are predicted to be honest

and classified as honest also in hand-made classification.
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Accuracy is the proportion of cases, whose classification is consistent by the current method

and the hand-made classification:

TP + TN (5-2)
TP+ FN + FP + TN

accuracy =

Yerushalmy (1947) presented the concept of sensitivity (true positive rate):

TP (5-3)

sensitivity = TP+—F1V

When attempting to recognize the small group of susceptible respondents, sensitivity is a
suitable measure for the success of estimation. It measures how high proportion of the
participants, assumed to be susceptible in hand-made classification, is found in the analyses.
If a tested method has high sensitivity, but it produces a lot of false positives, which are not
taken into account in sensitivity, the harm is that the number of responses to be treated

manually is high.

5.4 Comparison of the classification methods

The tested data analysis methods were described in the theory chapter. There is still one
method as a baseline, the approach of simple rules. It will be described in its own subchapter
that follows. It utilizes knowledge of the field to find responses that are strange or very rare,
and therefore susceptible. The results will be compared to see if some of the data analysis

methods can outperform the approach of simple rules.

With all tested methods, each participant gets an individual measure of how susceptible the
response is. The results of simple rules are more discrete than continuous because the
susceptibility values, or anomaly values, are approximations of fractions. With the other
analysis methods, the values are continuous. In all cases, the aim is to order the participants
by the current anomaly value and classify the most susceptible ones as outliers. For this, a

threshold value is needed.

In the hand-made classification, 2.2 percent of the sample had been considered susceptible.
Due to the general aim of finding rather more falsely susceptible respondents than not
finding the “real” susceptible ones, I chose to use 1.5 times higher proportion of

susceptibility than was expected to really exist in the dataset. Therefore, I attempted to set
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the threshold so that the most susceptible 3.3 percent of the respondents would be classified

susceptible.
5.4.1 Simple rules

The first automatized method to consider for classification, simple rules, relies strongly on
knowledge of the field of health. The idea of simple rules follows the original hand-made

fraud detection and is designed to be used for the group health variables 1.

There are certain rules that are checked for each respondent. Each rule inspects one feature
of a response that is known to be unlikely, very rare or impossible. If a participant has given
an answer like that, the response is flagged. It is assumed, that one flag can be due to a
mistake or careless responding, or a rare answer may be true. If the same person gets several
flags, the response is susceptible. Text answers are inspected slightly different way. That is

described later.

The rules are:

1) If a person has stated height that is out of the 99 percent confidence interval of the most
common heights of his or her sex assuming normal distribution,

2) similar consideration for weight,

3) if a participant has stated different sex in the learning survey and the health survey,

4) if a participant has stated more than five long-term diseases of the eight yes-or-no
questions (questions 16 in Table 1) about diseases,

5) similar treatment for questions about medication to long-term diseases (questions 19 in
Table 1),

6) if a respondent has stated diabetes but no medication for it or vice versa,

7) if a respondent has stated epilepsy but no medication for it or vice versa,

8) if a respondent has given a susceptible answer to the textbox of other illness, or

9) similar treatment of the textbox of which other disease the respondent used medication

for.
With the simple rules, respondents with some missing answers were accepted. Because the

number of tested rules was lower for these participants, proportion of flags among the

tested rules was used as a measure of susceptibility of a response instead of count.
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The solution should be automatized, but there is not an easy way to automatize the checking
of the text answers. There are, for example, spelling mistakes in the answers. The textbox
should be empty if the respondent does not have any disease, but there are answers like a

dash or text “nothing”. These must be removed before any further treatment.

I created a list of known diseases and handicaps by adding such reasonable diseases, that
appear in the dataset, to a list of disease names (Luettelo sairauksista, 2021) from Finnish
Wikipedia. The given text responses are compared to the list utilizing partial_ratio()
function of FuzzyWuzzy library (2021) for Python, that allows comparing with certain
similarity threshold (in this case, 85 of maximum 100) instead of a perfect match. If a
respondent has given an answer and it does not fit the list of diseases, it is considered an
inappropriate answer and flagged. Some diseases are considered susceptible even though
they are found in disease list. These are diseases that are possible in theory, but unlikely to
be true among the respondents, like syphilis or plague. Diseases such as cancers, AIDS and

schizophrenia are also considered susceptible, yet they can be true, but more likely not true.

Due to the style of creating the disease data, many diseases may be missing, and the list may
not be generalizable enough to other datasets. The method of treating text answers
approaches hand-made classification. Therefore, the approach of simple rules is also tested
without these questions. This is presented in the results as health variables 2, which is the
same group used with other methods. Simple rules can be applied only to suitable health

questions.

Health variables 2 is the same as health variables 1, but without the text box answers. The
number of participants in these analyses was N=7368. This sample was selected after

excluding the participants who did not have the hand-made classification.
5.4.2 Implementation of the data analysis methods

In the end, k-fold cross-validation was used only with isolation forest. The value of k was
set to five. Ten is common, but in this case, five folds are enough to demonstrate the benefit
of cross-validation. With these choices, training data for each model will be 80 percent of
the size of all available data. When comparing the five separate models, created by current
method, the reader can see if there are significant differences between folds. If no significant
difference appears, it suggests that the modelling design is valid and may be generalizable

for not only this dataset, but also other similar settings.
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When using Mahalanobis distance, the distances are ordered, and the highest values are
regarded as susceptible. The test with isolation forest was implemented by the services of
Scikit-learn class IsolationForest. The most important parameters for creating the models
were: The number of trees was 100, and the maximum number of samples to draw from the
dataset for training each tree was 256. Contamination parameter was the chosen proportion
of the searched outliers; which is the same as for the other methods. Cross-validation was

implemented with Scikit-learn class KFold.

The DBSCAN approach was implemented by using class DBSCAN from Scikit-learn library.
In this work, the noise points, assumed outliers, are the interesting ones. The number of
clusters does not matter. The value of epsilon has been chosen independently for each
variable group, in attempt to reach the desired fraction of anomaly. In all analyses, MinPts,
called min_samples in the Scikit-learn implementation, was 15. The dataset was scaled
linearly by MinMaxScaler of Scikit-learn, and before that, the height and weight variables
were standardized according to the procedure described earlier. The distance measure used
for defining the neighborhood can be chosen from several options. In this work, Euclidean

distance was used.
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6 Results and discussion

In this chapter, I will present the results of applying the described methods on varying
groups of variables and discuss the results. The accuracy and sensitivity values are

presented of the results where it is useful.

6.1 Simple rules

For health variables 1, there were nine rules to check. Of the useful sample of (N=7368)
participants, 6724 (91.2 %) had given extensive answers and had a value for all rules. All
respondents in the sample had at least six rules evaluated successfully. To produce anomaly
values that are comparable to each other, I computed the means of all available evaluations
of the rules. By this method, anomaly values varied between 0 to 0.875. The values are

presented in Table 2. Zero value means that the person has been flagged by none of the

Table 2.

Distribution of anomaly values of health variables 1.

Anomaly value N %
0.0000 6601 89.6 %
0.1111 399 54%
0.1250 23 0.3%
0.1429 3 0.0%
0.1667 1 0.0%
0.2222 154 21%
0.2500 10 0.1%
0.2857 3 0.0%
0.3333 46 0.6 %
0.3750 2 0.0%
0.4444 53 0.7 %
0.5000 9 0.1%
0.5556 29 0.4 %
0.6250 1 0.0%
0.6667 26 0.4 %
0.7500 3 0.0%
0.7778 4 0.1%
0.8750 1 0.0%

Total 7368 100.0 %
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rules. 6601 respondents (89.6 %) had a zero value. A histogram of the anomaly values for
health variables 1 is presented in Figure 4. To make the histogram more informative, the

participants with a zero value are excluded from the figure.

Figure 4.

Histogram of the anomaly values of the approach of simple rules for health variables 1, excluding
the participants with zero values.
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246 participants would have represented the aimed outlier fraction of 3.3 percent of the
whole sample. I had to round the proportion of susceptible ones upwards due to the discrete
anomaly values. The aimed threshold was in a class with 154 participants. Thus, all
respondent with higher mean than 0.2 were classified susceptible, which added up to 341

susceptible respondents.

Comparing the results with the hand-made classification is not very informative, since the
approach of simple rules is designed to be very similar to the hand-made classification and
is based on the same variables. Nevertheless, accuracy with these results in health

variables 1 was 97.5 percent and sensitivity 98.2 percent.

For health variables 2, the comparison was otherwise the same, but the two variables of
classifying by the text answers were excluded. In this group, anomaly values varied from 0
to 0.83. The values are presented in Table 3. With this setting, 6663 (90.4 %) participants had
a zero value. The threshold was 0.28, which added up to 307 susceptible participants.
Accuracy, compared to the hand-made classification, was 97.7 percent and sensitivity was
92.7 percent. Decrease in accuracy was negligible, but the decrease of 5.5 percentage points
in sensitivity indicates the importance of the text answers, which were the only difference

between health variables 1 and 2.
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Table 3.

Distribution of anomaly values for health variables 2.

Anomaly value N %
0.0000 6663 90.4 %
0.1429 376 51%
0.1667 18 0.2%
0.2000 3 0.0%
0.2500 1 0.0%
0.2857 164 22%
0.3333 13 0.2%
0.4000 3 0.0%
0.4286 40 0.5%
0.5000 3 0.0%
0.5714 56 0.8%
0.6667 5 0.1%
0.7143 20 0.3%
0.8333 3 0.0%

Total 7368 100.0 %

A histogram of the anomaly values for health variables 2 is presented in Figure 5. As in the

previous histogram, the participants with a zero value are excluded from the figure.

Figure 6.

Histogram of the anomaly values of the approach of simple rules for health variables 2, excluding
the participants with a zero value.
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6.2 Mahalanobis distance

Mahalanobis distance was applied to all variable groups except health variables 1, and
finally to two combinations of variable groups. Some statistics of the computed distances

are presented in Table 4. The composition of participants is different for each group.

Table 4.

Statistics of Mahalanobis distances for variable groups.

Statistics of Mahalanobis Distances

Number

of
Variable Group Variables N Mean Min Median Max
Health variables 2 20 6724 3.48 1.16 2.01 22.72
Health complaints 15 6979 3.64 1.28 3.55 8.79
SDQ 25 6076 4.85 2.29 4.73 11.19
Smoking and intoxicants 14 6437 3.49 1.61 3.20 9.22
All variables 74 4882 8.28 4.06 7.89 27.05
All variables, except health

54 5277 7.19 3.20 7.07 14.39

variables 2

The thresholds for classification depend on the distribution of the distances for each
modelled group. The classification performance for the groups and several groups together
is illustrated in Table 5. N over threshold means the actual count of respondents that
represent the tail of the distribution, which are classified as outliers. With this method, the
distance measure is continuous, and the thresholds could be adjusted close to the desired
outlier proportion. Counts for classification performance are presented in the Table 5, and
the accuracy and sensitivity values as well. With this notation, positive refers to suspected
fraudulence and sensitivity is the true positive rate. Accuracy values vary less than
sensitivities, due to the large number of participants regarded honest, who are included in

the accuracy formula. Sensitivities are more informative about the analysis performance.

My main research aim was to find out if some other method can outperform simple rules.
If this is not questioned, sensitivity of Mahalanobis distance for health variables 2 is only
55.1 percent, while it is 92.7 percent for the same group with simple rules. Therefore, it could

be interpreted, that approach of simple rules is the better method of them. On the other
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hand, modelling results suggest that comparison between these results may not be very

valid.

Sensitivity of the Mahalanobis distance analysis with all variables is 59.8 percent, which is
close to 55.1 percent sensitivity of only health variables 2. That suggests that health
variables 2 dominate the analysis result considering their number is only 20 of all 74
variables. The last analysis result in Table 5, the other variable groups together excluding
health variables 2, yields clearly lower sensitivity, only 29.0 percent. It is known that the
hand-made classification, to which the modelling results are compared, is closely related to
simple rules and the health variables. According to these results, it cannot be concluded if
the hand-made classification is very influenced by the health variables or if the health

variables are clearly better indicator for susceptible responses.

Table 5.

Classification performance of Mahalanobis distance for variable groups.

Classification

Threshold  Nover True False Falve True Accuracy Sensitivity

Variable Group Threshold Pos Neg Pos Neg % %
Health variables 2 9.67 225 81 66 144 6433 96.9 55.1
Health complaints 6.24 234 14 139 220 6606 94.9 9.2
SbQ 7.45 202 32 94 170 5780 95.7 25.4
Smoking and 6.37 218 31 94 183 6129 95.7 24.8
intoxicants
All variables 13.15 163 55 37 108 4682 97.0 59.8
All variables, except

10.19 178 29 71 149 5028 95.8 29.0

health variables 2

In the Mahalanobis distance analysis results in Table 5, there are such variable groups
available that are independent of health variables 2: health complaints, SDQ, and smoking
and intoxicants. Their sensitivity results suggest that the more variables are in the analysis,

the higher is the sensitivity. Nevertheless, the differences are not large. The highest
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sensitivity, 29.0 percent, is achieved with all these groups in the same analysis. When
comparing the sensitivities of health complaints and SDQ, higher number of variables
produce higher sensitivity. On the other hand, the group of smoking and intoxicants seem

to be an exception to this tendency, when compared to health complaints and SDQ.

6.1 Isolation forest

Isolation forest modelling was conducted for the same variable groups as Mahalanobis
distance. The dataset was divided into five folds according to the k-fold -methodology.

Accuracies for the folds are presented in Table 6.

Table 6.

Accuracies of isolation forest modelling with five folds.

Number Accuracy
of
) Fold1l Fold2 Fold3 Fold4 Fold5 Average
variables
Variable Group % % % % % %
Health variables 2 20 6724 98.2 98.1 97.8 97.5 97.7 97.9
Health complaints 15 6979 96.0 96.4 96.6 95.8 95.3 96.0
sDQ 25 6076 95.2 96.6 96.7 95.7 96.6 96.2
Smoking and
14 6437 96.0 96.5 97.1 96.7 96.1 96.5
intoxicants
All variables 74 4882 98.1 97.4 98.5 98.2 97.6 98.0
All variables,
except health 54 5277 96.2 97.4 98.0 97.2 97.4 97.3
variables 2

Sensitivity values may be more interesting for investigating the results. They are presented
in Table 7. Like with Mahalanobis distance, the highest average sensitivity 88.0 percent is
achieved, when all variables are included in the model. However, the average sensitivity
value with isolation forest is much higher than Mahalanobis distance. When comparing the
average sensitivity patterns of isolation forest and Mahalanobis distance, they are very
similar otherwise, but the values of isolation forest are much higher. The order of the

average sensitivity values is the same excluding SDQ and smoking and intoxicants, which
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Table 7.

Sensitivities of isolation forest modelling with five folds.

Number Sensitivity

of

: Foldl Fold2 Fold3 Fold4 Fold5 Average
Variable Group variables % % % % % %
Health variables 2 20 6724 75.7 74.2 88.5 76.9 77.8 78.6
Health complaints 15 6979 37.5 57.6 53.6 18.5 6.1 34.6
sDQ 25 6076 35.7 50.0 43.5 43.5 34.6 41.5
Smoking and

14 6437 66.7 355 40.0 40.0 44.0 45.2
intoxicants
All variables 74 4882 92.3 83.3 92.3 93.3 78.6 88.0

All variables, except
54 5277 60.0 73.9 76.5 61.1 64.7 67.2
health variables 2

were very close to each other in the Mahanobis distance results, but are in the opposite order

with isolation forest, and slightly further from each other.

Mostly the same conclusions can be made of average isolation forest sensitivities than of
Mahalanobis distance sensitivities, what comes to the differences between modelled
variable groups: The group of health variables seem to dominate the results, according to
the highest average sensitivities of health variables 2 and all variables, 78.6 and 88.0 percent,
respectively. The other variable groups than health variables produced lower average
sensitivities. There was, however, once exception to this rule. As the other variable groups
together than health variables yielded with Mahalanobis distance only slightly higher
sensitivity (29.0 %) than the groups alone (9.2 %, 24.5 %, 24.8 %), the difference was more
significant with isolation forest, 67.2 percent in relation to 34.6, 41.5 and 45.2 percent,
respectively. With isolation forest, higher number of variables also seemed to be associated
to higher sensitivity, except in the group of smoking and intoxicants. That group had higher
average sensitivity than health complaints and SDQ considering the number of variables.

In principle, sharing the data into folds should weaken the gained results, due to the lower
number of training data. Despite this, all average sensitivities of isolation forest were higher

than of the sensitivities of Mahalanobis distance.
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6.2 DBSCAN

Also, DBSCAN clustering was conducted to all the same variable groups than Mahalanobis
distance and isolation forest. The general results of cluster formation are presented in
Table 8. Epsilon values were defined in an iterative manner for each group, pursuing to
achieve the desired number of anomaly cases, which is illustrated in Table 8. The presented
numbers are theoretical values, that are the pre-designed proportion (3.3 %) of the sample
size, which is slightly different in all groups. Clusters refer to the number of achieved
clusters in each model, which is a side-effect of the algorithm. All clustered cases are

negative cases; assumed to be honest.

Table 8.

Characteristics of DBSCAN modelling in all variable groups.

Number of Desired N . N of

. Epsilon
Variable Group variables of Anomaly Clusters
Health variables 2 20 6724 224.50 1.0159 3
Health complaints 15 6979 233.01 0.802 1
SDQ 25 6076 202.87 1.4999 1
Smoking and intoxicants 14 6437 214.92 0.95 2
All variables 74 4882 163.00 2.875 2
All variables, except health

54 5277 176.19 2.38 2

variables 2

The classification performance of DBCSAN modelling is presented in Table 9. The realized
anomaly columns express the varying sizes of the outlier fraction in each model. Due to the
discrete variables, it was not possible in all groups to find such epsilon value

that would allow exactly the desired anomaly fraction. Therefore, the columns of
materialized anomaly fraction express the true number and proportion of the outlier

fraction that was used for classification.
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Table 9.

Classification performance of DBSCAN modelling in all variable groups.

Materialized
Anomaly Classification
Fraction
True False False True Accuracy Sensitivity
N % P N P N % %
Variable Group 0s €8 0s €8 ? ?
Health variables 2 226 3.36 64 83 162 6415 96.4 435
Health complaints 226 3.24 12 141 214 6612 94.9 7.8
SDQ 286 4.71 33 93 253 5697 94.3 26.2
Smoking and intoxicants 199 3.09 42 83 157 6155 96.3 33.6
All variables 166 3.40 65 27 101 4689 97.4 70.7
All variables, except
176 3.34 35 65 141 5036 96.1 35.0

health variables 2

These results have little to add to the performance of isolation forest. All sensitivity values
are noticeably lower than average sensitivities of isolation forest but are in the same order
with each other. Nevertheless, when comparing the sensitivities of the variable groups
between Mahalanobis distance and DBSCAN, their internal order is not the same. DBSCAN
yields lower sensitivity (43.5 % in relation to 55.1 %) in the group of health variables 2, but
higher sensitivity in the combination of all variables (70.7 % in relation to 59.8 %). In the last
analyses, all variables except health variables 2, 35.0 percent of DBSCAN outperforms the

sensitivity of Mahalanobis distance, 29.0 percent.

These comparisons between tested methods, excluding simple rules, suggest that the
differences between the performance of the variable groups really exist. All of these
methods are based on different basic approaches, and they, nevertheless, give very similar

results of the internal relations of the variable groups.
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7 Conclusions

Four classification methods, based on different ideas, were applied to a real-world health
survey dataset to find possibly fraudulent respondents. All tested methods were able to
recognize some fraction of the participants that were considered susceptible in the previous
hand-made classification, that was conducted for another study. The highest sensitivity,
98.2 percent, was achieved by simple rules, when applied to the variable group health
variables 1. The corresponding result was 92.7 percent when the method was applied to
health variables 2, a group which was comparable with other methods. When investigating
the other methods, which were studied in all variable groups, isolation forest provided the

highest sensitivities.

My main research question was, which method is the best for recognizing susceptible
respondents, including simple rules. After the analyses, it seems that the question must be
modified. The results suggest that the results of simple rules cannot be compared to the
other methods directly because the hand-made classification, to which all methods are
compared, is very close to simple rules. Therefore, the results of simple rules look
promising, but they are not valid enough for concluding, that simple rules would in fact be
the best method. In addition, simple rules can be compared to the other methods only if the
comparison is limited to the group of health variables 2. The main comparison might be
more useful to conduct between the data analysis methods, that are available in all studied

variable groups.

It was known from the beginning, that critical attitude is necessary, when using the hand-
made classification. The overlapping results of simple rules and the hand-made
classification offer only partial information of how close they might be to the truth of
truthfulness of the respondents. Nevertheless, the ground truth of honesty or dishonesty of
the participants will neither be available in the future, when attempting to solve similar
problems with other datasets. Evaluating the success of classification is a methodological
challenge. Maybe the best available strategy would be to apply several methods that are

known to be competent for the task, and then make several comparisons of the results.

The data analysis methods (Mahalanobis distance, isolation forest, DBSCAN) were applied
to all variable groups, and therefore offer more results for such comparing. If it is believed

that the hand-made classification is correct, it can be concluded after these analyses, that
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isolation forest provided the highest average sensitivities in all variable groups. The highest
average sensitivity of isolation forest, 88.0 percent, was achieved when all variables were

included.

A limitation of this study is that the possibility of adding more variables was not studied
thoroughly. Results of all data analysis methods suggest that including more variables to
the analyses might improve the achieved sensitivity. With all methods, the highest value
was gained, when all variables were included, and when comparing the results without the
health variables group, still the highest values were achieved, when there were all useful
variables included. In this dataset, more variables would have been available for testing.
The most successful detection method, isolation forest, is known to be effective. It is not
known how many variables could be considered without technical limits. Computational

price was not the focus in this work.

Another limitation was that the research design did not allow to investigate, which variables
are the best indicators for suspected fraud. Indirect conclusions can be made by considering
the numbers of variables in each analyzed groups with the achieved sensitivities. It seems
that adding variables improves the sensitivities, but any item of the questionnaire may not
be as valuable as some other. When excluding the health variables, the variable group of
smoking and intoxicants seem to be the most strongly associated to the result, considering
the small number of questions. On the other hand, it cannot be said if the susceptible
respondents’ use of these products differs from others or if the answers for these questions

are more likely to be fraudulent.

After all, when the high results of simple rules have been omitted justifiably, isolation forest
is the most successful method among the tested ones. Isolation forest has also other
advantages. It would be possible to improve the result of simple rules by adding rules.
However, it would take a lot of work, because each rule should be created by utilizing
expertism. Applying isolation forest is fast and easy, and adding variables does not seem to
be a significant limitation within this scale. How high sensitivity could be achieved, must

be left to further research.
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