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Cybersecurity and cybersecurity governance in the EU region has been the focus of political
stakeholders at the national and regional level since the early 21% century. The EU in partnership with
member countries have attempted to build cybersecurity defence and resilience strategies primarily
through the promulgation of Cybersecurity policies and legislations that focus on enhancing cyber
infrastructures among EU countries. Beginning with the Budapest Convention in 2002, and more recently
the 2013 Cyber Security Strategy, there has been annual cybersecurity reviews of existing policies to
address emerging issues. These efforts have however not sufficiently addressed the growing cybersecurity
threats facing EU nations and citizens so that existing statistics still puts EU organisations, governments,
security infrastructures and citizens at high risks of cyber-attacks, threats and insecurity. Therefore an
evaluation of the strategies adopted by the EU to enhance cyber governance within the EU cyberspace is
engaged by this study to discover existing loopholes in the strategies adopted by the EU and her member
countries.

The aim of the study is primarily to investigate the challenges of the EU Cyber Security Strategies that
tends to hinder her from achieving her stated cyber resilience goals. The Nodal Security Governance
framework served as theoretical framework and analysis tool for the study. The study was essentially a
qualitative study and thus engaged a critical review of extant literatures on cybersecurity governance and
cybersecurity strategy in the EU. Twenty-one (21) literatures were reviewed for the study to provide
answers to the following research questions; what is the conceptualisation of cybersecurity within the EU;
what are the strategies adopted by the EU to achieve cyber peace within the EU; and lastly what are the
challenges of cybersecurity governance within the EU? The study discovered that while the EU and her
member countries have been essentially active in providing the policy frameworks necessary for
addressing cybersecurity governance within the region, enough efforts have not been deployed towards
addressing the regional cohesion and diplomatic relations among member countries. Essentially, it was
discovered that the nature of hostile and suspicious interactions within member countries provides
grounds for non-implementation of the cybersecurity strategies across the region. This suspicious
atmosphere among EU countries also works negatively against cybersecurity governance in the region.
As such the study recommends that efforts must be directed towards enhancing healthy diplomacy and
engendering trust among member countries if the EU Cyber Security Strategies will ultimately achieve
her goals of effective cyber governance within the region.

Keywords: Cybersecurity, Cyber-peace, Cybersecurity governance, Cyber-terrorism, EU Cyber Security
Strategy, Nodal security governance.
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1. CHAPTER ONE: INTRODUCTION

1.1.  Background of the Study

Cybersecurity is a growing field of interest in technology and the entire cyberspace
primarily due to the activities of criminally minded individuals and numerous loopholes
that are constantly being revealed by advancements in technology (Berg & Keymolen,
2017; Lehto, 2013; Gogwim, n.d). Cyber users and especially governments worldwide
have begun to show interest in cybersecurity both as a profession and field of study due
to its vulnerabilities and opportunities to the cyber world. Growing concerns on the
safety of the internet space for both individual and corporate users are reflective of the
activities of expert and skilled computer and internet users who employ highly in-depth
knowledge of the internet technology to violate the privacy and confidentiality of the in-
ternet space for their various purposes (Australian Computer Society, 2016). World
over, the activities of hackers and computer attackers have therefore been the concern
governments, global institutions, private organisations and individual computer users
(Myers, 2020; Harjanne, Muilu, Padkkonen & Smith, 2018; European Commission,
2017). The various strategies adopted to combat and enhance cybersecurity across the
globe range from policy frameworks, legislations, law enforcement partnerships, prose-
cution, development of cybersecurity awareness strategies, trainings in cybersecurity
and vulnerabilities etc. (Myers, 2020; Berg & Keymolen, 2017; EU, 2017).

The growing insecurity and the inability to contain the multi-variant threats in the
cyberspace have led to the emergence of the concept of cyber-peace. Although some-
times used interchangeably, it is a socio-political term that refers to a state of political
peace among nations in the cyberspace especially arising from the cyber dominance and
cyber arms race among superpowers (Craig & Valeriano, 2016). The concept has thus
been incorporated to designate a category of cyber threats obtainable in the cyberspace.
As an emerging term however, there are divergent views expressed by scholars and ex-
perts as to the extent and scope of the term and how it affects individuals, nations, and
international peace at large. Hence there have been strategies, as those outlined above,

engaged by both individual and corporate bodies to protect the cyberspace within their



jurisdiction and areas of operation. However, while these tactics and strategies are de-
veloped, the activities of computer hackers and other threats in the cyberspace have
been noted to continue to be on the rise (Myers, 2020; Inter-American Development
Bank, 2020; Porrua & Contreras, 2020). For example, the EU Court of Auditor (2019)
report noted in a study that irrespective of the actions of governments and government
institutions, computer-related threats have continued to increase across the world even
to the extent of threatening national security because technology has continued to and
continues to evolve, revealing loopholes and vulnerabilities in former computer systems
and software. Furthermore, growing concerns on cybersecurity were heightened by the
infamous interference of the Russian government into the 2016 United States Presiden-
tial elections which created international rancour (Fidler, 2016). Apart from revealing
the long political ideological dispute between the two world powers, it also showed the
extent of cyber insecurity and vulnerability and its implication on national and global
security when left unattended. In the thoughts of Craig & Valeriano (2016), it substanti-
ates the growing thesis that arms race and security has entered a whole new cyber phase
captured in the theme, ‘cyber-arms race’.

This case and others relating to national security has therefore extended the scope of
cybersecurity to involve national and international security issues with huge budgetary
allocations by the international community (Myers, 2020; IDB, 2020; EU, 2017; Craig
& Valeriano, 2016). The European Union has also been an active player in this pursuit
to secure the cyberspace within the EU territory so that the use of the internet space is
safe and secure as indicated in the EU cybersecurity policy (EU, 2017; EU, 2013). Na-
tions in the EU have also established laws and policies in line with the overall aim of
the EU to achieve safe and secure cyberspace by updating and revising obsolete cyber
and digital laws to apply to modern information technology realities (EU Court of Audi-
tors, 2019; EU, 2017). The United Kingdom for example has such policies as the 2018
EU General Data Protection Regulation which is a revision of the UK’s 1998 Data Pro-
tection Act that protects the rights and ownership of personal data from unauthorised
access and usage by intruders (Barmpaliou, 2020; ECA, 2019). There is also the 1990
Computer Misuse Act, the 2003 Communications Act, the 2003 Privacy and Electronic
Communications (EC Directive) Regulations, the 2018 Network and Information Sys-
tems Regulation and several other legislations that seeks to enhance the safety of the

cyberspace (Nigel & Nathan, 2020).



Governing the cyberspace however with the establishment of the above legislations
has been rather difficult as global reports on cybersecurity have continued to indicate
growing insecurity in the cyberspace (Myers, 2020; Harjanne et al, 2018). Worthy of
note is the fact that the various attacks and vulnerabilities on the cyberspace have result-
ed in massive economic and financial losses for governments, institutions and individu-
als making it a priority for all groups of people (Myers, 2020; ECA, 2019; Gogwim,
n.d). Also the growing migration and adoption of internet technologies for economic
and business transactions and services has also made the cyberspace attract several un-
scrupulous elements and unregulated usage of the technology. As studies have also in-
dicated, some other aiding factors of cybercrimes and attacks are the advantage of ano-
nymity, the belief that such attacks have no physical harm, the ease to carry out, the
ubiquity of the internet and digital devices, the economic value and financial gains
(Snowden, 2019; Suleman, 2018; Ojetayo, 2017, Adesina, 2017). These factors and
several other salient advantages that the internet presents to users make such privacy-
threatening activities lucrative and common among computer users.

There is also the growing concern on the economic disadvantage of many developing
and under-developing countries whose young citizens engage in many cyber financial
crimes across Europe. According to statistics, young computer and internet fraudsters
from third world nations such as Nigeria, Ghana, Brazil etc. engage in internet fraud-
sters and cyber activities that make the smooth usage of the internet impossible (Whitty,
2018; Suleman, 2018; Ibrahim, 2016; Armstrong, 2011). This is heightened by the fact
that the internet is somewhat of a global community that connects and links several
groups and nations across the globe in a universal community of continual interaction
and communications (Chetty & Alathur, 2018; Newman & Bell, 2012; Storck, 2011).
This system of interactions give room for the exploitation of data and information as it
encourages storing sensitive data and information on the internet and computer devices
which can be accessed by third parties with the right access combinations. Therefore,
actions and activities to safeguard the internet space across countries and continents
have been aimed primarily at eliminating existing threats and promoting safety and se-
curity for internet users.

The EU community consists of one of the world’s most developed regions in the
world with several countries blazing the trail as global leaders in information and com-
munications technology. The EU countries have over the years developed strategies and

policies for promoting the use and applicability of the internet for daily activities and



business activities (ECA, 2019; EU, 2017). However, the growing threat of the cyber-
space occasioned by the activities of internet fraudsters and hackers has underscored the
need for more active and direct approaches to protect the use of the cyberspace in the
EU region (World Bank Group, 2019). The need for an active and effective policy ap-
proach in the EU region have become pertinent following the development of criminal
and terrorist networks across European countries who engage the use of the internet to
both recruit and carry out prospective threats (ECA, 2019; Harjanne et al, 2018; EU,
2017). Indeed recent developments have shown that global terrorist groups have adopt-
ed and continue to adopt cyber strategies to carry out their fundamentalist agenda in the
EU utilising such internet platforms as the dark web and other secure communications
platforms to further their initiatives (ECA, 2019). In a bid to tackle and prevent human
casualties and escalation of these criminal online activities from assuming a physical
implication and danger to not only EU citizens but the rest of the world at large, the
global campaign against terrorism has therefore incorporated a cyber-dimension (World
Bank Group, 2019; EU, 2017; Craig & Valeriano, 2016; Australian Computer Society,
2016).

The EU’s strategy for actualising a secure cyber space while also preventing the pro-
liferation of terrorist threats and other internet criminalities across region have evolved
over time with the adoption of the recent ‘Cybersecurity Strategy for the European Un-
ion’ composed by the commission in Brussels in 2013 but adopted in 2017 (ECA, 2019;
EU, 2017; EU, 2013). The main highlights of the policy document are to achieve cyber-
security by reducing cybercrimes; develop cyber defence policies and capabilities; de-
velop industrial and technological resources for cybersecurity and lastly to establish in-
ternational cyberspace policy for the EU (ECA, 2019; EU, 2017; EU, 2013). These ob-
jectives are all aimed at enhancing the safety and security obtainable in the EU cyber-
space. There have however been challenges with this policy framework as identified by
scholars and studies (ECA, 2019). Primarily, one of the challenges confronting the at-
tainment of a secure cyberspace in the EU region as well as globally according to EU
Court of Auditors report (2020) is the sophistication of internet fraudsters and hackers.
According to the report, cyber attackers and hackers globally are dedicated to develop-
ing strategies and sophisticated means of carrying out their attacks and menace against
computer networks and systems. On the other hand, while the EU commission and

member countries are similarly dedicated to eliminating these threats from the region’s



cyberspace, the technical and technological capability is largely missing in public insti-
tutions and cybersecurity policing agencies (Herczynski, 2020; ECA, 2019).

Furthermore, studies have also identified other challenges facing the attainment of
cybersecurity in the EU as arising from funding and spending on cybersecurity (ECA,
2019, Harjanne et al, 2018; Craig & Valeriano, 2016). According to this view, govern-
ments such as the United States, China and Russia have maintained a trend of allocating
considerable parts of their national budgets on security to building cyber infrastructure
and cyber defence over the years (Craig & Valeriano, 2016). The results of these in-
vestments have been the sophistication and continual development of the cyberspace in
the US and Russia than in other parts of the world. China is also a growing participant
in cybersecurity which in combination with these two nations have maintained con-
sistent development and growth overtime due to the level of funding and investment in
the cybersecurity sector (Myers, 2020). Inadvertently some of the world’s most famous
hackers have also been associated with these three countries either as citizens or benefi-
ciaries of the cybersecurity institutions and infrastructures. The crux here however is
that cybersecurity funding and investment which has been identified as lacking in the
EU countries are considered to be fundamental parts of achieving the cybersecurity and
security objective of the EU strategy.

In light of the consistently dynamic challenges and vulnerabilities associated with the
evolving cyberspace around the world and in the EU region therefore, the continuous
scrutiny and evaluation of the various strategies adopted and established by the EU is
important for the attainment of optimal results. A brief discourse however on the nature

of global cyber-threats and prevention strategies is discussed in the next section.

1.2.  Aims and Objectives of this research

While there remain setbacks to the establishment of a coordinated global strategy
against cybercrime, various regional governments and organisations as previously indi-
cated have adopted regional strategies to address the threats and insecurities prevalent in
such region’s cyberspace. Several of these strategies have been spearheaded in Ameri-
cas and the EU countries. One of the major strategies adopted for this task in these re-
gions is the development of policy documents and coordinated regional cybersecurity
strategies that cuts across the member countries in such regional organisation. The Eu-

ropean Union commission with twenty-eight (28) member countries in 2013 adopted the



EU Cybersecurity Strategy in Brussels, Belgium to tackle various threats and attacks on
the effective use of the cyber space in the EU region. The main highlights of the EU
Cybersecurity Strategy are;

1. Achieving cybersecurity, reducing cybercrime;
1i. Developing cyber defences policies and capabilities.
1. Developing industrial and technologies resources for cybersecurity; and

iv. Establishing international cyberspace policy for the EU.

The broad aim of the EU Cybersecurity Strategy is to become the world’s safest
cyber environment through those objectives stated above. In 2017, the EU Cybersecuri-
ty Strategy was updated to include the protection of the EU’s critical infrastructure and
boost the EU’s digital assertiveness towards other regions. For the past 11 and 4 years
since the establishment of the cybersecurity strategies however, the EU cyberspace still
seems far from being the safest cyberspace in the world even though there are strategies
and policies that aim for this laudable feat. In light of the above therefore, the current
study aims to look into the challenges of the EU Cybersecurity Strategy to determine
what factors hinders it from achieving her stated aims. This study aims to do this by

providing answers to three critical research questions, viz;

1. What is the conceptualisation of cybersecurity as it concerns the EU?

il. What efforts have the EU commission put in place to achieve cyber-peace?

1il. What are the challenges faced by the EU commission to ensure cyber-peace in
the EU region?

It is hoped that the answers to the above questions will provide answers to the overall
aim of the study which is to interrogate the challenges faced by the EU commission

from achieving cyber-peace in the region as stated by the 2013 EU Cybersecurity Strat-
egy.
1.3. Research Method

This study adopts the theoretical analysis method to analyse the various data re-
trieved for the study. Research documents and policy documents within the EU on cy-
bersecurity and cyber-peace and specifically on the 2013 and 2017 Cybersecurity Strat-
egy are retrieved and studied to provide answers to the research questions as well as
provide data for analysis. In the next section of this thesis, a detailed review of literature

is conducted to review key concepts of this study such as cyber-peace, cyber-security,



cyber-threats, cyber-attacks, cybersecurity governance and cybersecurity policies. There
is also a review of extant literatures on the attempts to achieve cybersecurity by various
EU countries and the EU commission before the establishment of the 2013 and 2017
EU Cybersecurity Strategy to understand the trend of cyber threats and efforts by mem-
ber-countries and the commission as a whole in achieving cyber-peace. The third sec-
tion discusses the research methodology. Theoretical analysis is adopted to discuss ex-
tant research documents and literatures with focus on the EU cybersecurity policy strat-
egy while the fourth section discusses the findings of the study. The fifth section anal-
yses the findings in line with the objectives of the study and the sixth section concludes
the study with policy recommendations and implications for the EU. This study hopes
to contribute to the extant literature on achieving cybersecurity in the EU region by fo-
cusing on the vital policy tool of the EU to understand the gaps and loopholes that must
be addressed to achieve cyber-peace and security in the EU region. This study also
hopes to enhance cybersecurity research in the EU region as it is an important aspect of
achieving overall cyber-peace in the EU. The findings of this study are therefore im-
portant to policy makers and cyberspace users as it shows the practical implications of

loopholes in the EU Cybersecurity Strategy.



2. CHAPTER TWO: LITERATURE REVIEW

2.1. Introduction

This section broadly discusses relevant concepts and literatures on the subject of cy-
bersecurity, cyber-peace and cyber-governance. This section also discusses extant litera-
tures and studies on cybersecurity and cyber-governance globally and in the EU region.

2.2. Approaches to Cybersecurity

The use of the terms ‘levels’ or ‘categories’ designate the multi-variant approaches
by several key actors and interested parties in the attempt to achieve national and global

cybersecurity. The categories will be discussed at the technological and policy levels.
i. Technological Approach to Cybersecurity

The technological approach to cybersecurity essentially deals with the use of tech-
nical know-how and cyber skills to build cybersecurity. As Carlton & Levy (2017) puts
it, the attempt to achieve cybersecurity across the world essentially involves the use of
cyber knowledge to develop strategic frameworks to protect the data and information as
well as the safety of working on the internet. This approach requires a level of techno-
logical skills and knowledge to execute and as Kremer et al (2019) and Stallings (2019)
rationalises, achieving cybersecurity is essentially building the skills and knowledge to
identify threats, and enhance resilience in computer users. This technological approach
1s necessary because as Carlton & Levy (2017) reasons, the threats that are obtainable in
the cyberspace are essentially the products of highly skilled and knowledgeable com-
puter users therefore outwitting these categories of mal-users must necessarily involve
an investment in technological and technical know-how. According to Reddy & Reddy
(2013), this approach to cybersecurity involves the use of technologies like creation of
passwords, authentication of data, firewalls, malware scanners, anti-virus software etc.
These approaches require purely technical and computer skills and knowledge to devel-
op and enforce. As stated in the APCO Cybersecurity Guide, developing cybersecurity
for organisations and public institutions require the use of security audits for cyber net-
works, thorough vendor screening, and development of password systems (APCO,

2016). These solutions and recommendations are strategies for defending the cyber in-



frastructure and structures of private and public users using purely technological ap-
proach.

The importance of this approach to attaining cybersecurity has been noted by Craig
& Valeriano (2016) when he noted that superpowers like the United States, Russia and
China invest millions of dollars into developing cybersecurity infrastructures. A large
chunk of this goes into cyber research and innovations which are targeted at raising a
generation of cyber intelligent and knowledgeable internet users (Myers, 2020; Tsa-
kanyan, 2017; Australian Computer Society, 2016). These investments have also result-
ed in the creation of hackers and malware creators who constitute threats to the internet
space and cyber infrastructure of nations and public institutions (Myers, 2020). The
need for technological and technical know-how in combating cybersecurity has been
noted by Bodeau, Boyle, Fabius-Greene & Graubart (2010) when they opined that
“cyber risk mitigation approach reflects its relative priorities regarding compliance with
standards of good practice versus proactive investment in new mitigation techniques”.
The idea reflected here is that development of cybersecurity techniques will be relative-
ly useless in the lack of an informed audience to perpetuate or enforce these technolo-
gies in their daily use of the internet space. Therefore, the Australian Computer Society
(2016) reason that as opportunities for cyber threats and violence grows with the con-
tinual expansion of users, so also must cyber defence approaches grow by focusing on
research and education of cyber users.

This human perspective to the adoption of cyber technologies and development of
software technologies to enhance cybersecurity is still much debated among scholars
and experts in the light of artificial intelligence and robotics technologies (Christen et
al, 2020; Fuster & Jasmontaite, 2020; Schlehahn, 2020). While some scholars ultimately
hold the view that human resource and education on the constantly evolving cyber space
and security technologies is a necessity to implement and monitor the oversee the activi-
ties in the cyberspace thereby restating the need for continual investments on technolog-
ical education and research among human users (Schlehahn, 2020; Craig & Levy,
2017), others align more with the use of robotic technology to implement complex
cyber and internet operations without necessarily bothering the human users (ACS,
2016). The question raised by these scholars in light of recent technologies is how use-
ful the human input will be in the nearest future since there is the possibility of human-
like robots enforcing and even developing technologies to guard the cyberspace. This

has led to questions of ethics and debates on the possibility of robots to be trusted allies
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in the development of cybersecurity and at the same time ‘loyal servants’ to the human
race (Loi & Christen, 2020; Vallor & Rewak, 2017). These debates according to Poel
(2020) are an attempt to guarantee not only the safety of the cyberspace for networking
activities but also the security of the human race that make use of such technologies.
Therefore, the technological and scientific approach to cybersecurity has continued to
raise debates among scholars.

Human errors and vulnerabilities in enhancing and promoting cyber threats and at-
tacks have also being noted as vital loopholes that make the acquisition and deployment
of cyber technologies difficult (Kremer, Mé, Rémy & Roca, 2019). As Kremer et al
(2019) reasons, the lack of awareness on technological knowledge and cyber threat
schemes and manipulation of hackers compounds the use of sensitive data and infor-
mation but for personal and organisational reasons, worrisome. Computers according to
Kremer et al (2019) are only as productive, and in this case, defensive, as the person op-
erating them so that while technologies may be developed that protects access and utili-
ty of data, the lack of know-how of human agents may be the opening hackers need to
penetrate a network and cause untold havoc. Therefore scholars note that governments
and organisations have focused on not just the accumulation of cyber technologies to
enhance corporate cybersecurity but also the development of human resources and
cyber skills (Carlton & Levy, 2017). Carlton & Levy further reasoned that most threats
in the cyberspace are only as effective as the defensive mechanism against them. This
defensive mechanism involves both technological human factors as well as institutional
frameworks that may protect the company’s critical infrastructure at all costs (Vallor &
Rewak, 2017; ACS, 2016; Meushaw, 2012). This factor Myers (2020) notes has been
the challenge for developing countries as although there is the availability of cybersecu-
rity software to relatively manage the activities of malwares and hackers, the lack of
technical know-how and ability to deploy these technologies in public institutions of
governance has subjected critical infrastructures to incessant attacks and penetration.
Hence private hackers and skilled cyber users have continued to constitute source of
threats to corporate and organisational usage of the cyberspace in the region by exploit-
ing the dearth of cybersecurity knowledge of government agencies (Myers, 2020; World
Bank, 2019).

The importance of the technological education in cybersecurity gains more weight in
light of the complexity in developing security software and frameworks against cyber-

attacks. As Schlehahn (2020) puts it, developing cybersecurity software like firewalls,
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defensive software against malwares and other threats on the internet space require
highly technical and cyber skills. Even so, deploying these technologies after develop-
ing them also require a certain level of cyber skills which may not be available to the
average user (Carlton & Levy, 2017). This makes cybersecurity initiatives all the more
complex and drives the need for cyber education and research especially in companies
and public organisations where the use of cyber technologies are a sine qua non for
achieving organisational goals (Morgan & Gordijn, 2020). While these approaches are
primarily the vital instruments for building cybersecurity across nations and regions, it
is vital to note that they do not necessarily guarantee the safety of the cyberspace for the
mere fact that hackers and other categories of internet threats are constantly evolving in
their schemes. This puts a limitation on the extent to which technological approaches
such as the development of software and cyber-defence programmes can address cyber
insecurity. Perhaps this is the reason behind the attempt by scholars and government
agencies to achieve cybersecurity by not only the development and implementation of
security software but also the initiation of policies at various levels to address the men-
ace (Myers, 2020; Craigen et al, 2014). The idea is that such policies at all levels of
governance may serve as a deterrent to careless online users. This is discussed in more

details in the next section.
il Policy Approach

Another vital approach to achieving cybersecurity as revealed by the literature is the
adoption of cybersecurity-based policies to strengthen the response of governments and
law enforcement agencies to cyber insecurity and threats. Vishik et al (2016) observed
that the policy approach to cybersecurity is a necessary step towards providing a re-
sponse platform for public and private actors to build effective cybersecurity. In the
thoughts of Fischer (2014), without the development of a policy that adequately defines
what constitutes cyber threats, terror and insecurity, attempting to combat or build cy-
bersecurity strategies may not be possible as it would then be difficult to classify any
online action or activity as a potential threat to cyber users. For Kosutic (2012), policy
involves not only the definition of cyber threats, attacks and security concerns but it also
prescribes the line of action for private and public users. Essentially the idea of cyberse-
curity policy is to define the limits within which the freedom of cyber activities should
be exercised (Gilligan & Pardo, 2020; Stallings, 2019; Kosutic, 2012). This is because

as Schlehahn (2020) rightly observes, some cyber activities that constitute insecurity to
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other cyberspace users do not necessarily begin or have the intention of an attack but are
only an unforeseen reaction to a combination of some computer commands and codes.
This is evident in the creation of the first set of malware and virus software (Kaspersky,
2020). While the intention was to secure an identified loophole the emerging computer
network system, the result of such actions have resulted in the development of computer
malware programs that can be used to attack unsuspecting and unprotected computers.
Therefore as rightly observed by Gilligan & Pardo (2020), without clearly defining the
limits and context of what constitutes cybercrime, there is likely to be an uncoordinated
approach to building cybersecurity and prosecuting cyber terrorists and attackers.

Cyber policies according to the World Bank (2019) are also important aspects of or-
ganisational and government response to the growing cyber threats in view of the dy-
namic nature and peculiarity of threats across territories and regions. Gilligan & Pardo
(2020) and Tiirma-Klaar (2011) have noted that cyber threats and attacks occur at dif-
ferent levels that necessitates policy actions at such levels. For instance, cyber-attacks
may target personal computers, organisational or corporate computer networks, gov-
ernment computer networks, or law enforcement cyber network. These attacks could al-
so result from another country in clear disregard of the authority and autonomy of the
attacked country thus necessitating an international code to prescribe a series of re-
sponse in such scenario (Craig & Valeriano, 2016; 2018; Tsakanyan, 2017). These dif-
ferent levels of cyber-attacks and threats to computer networks have occurred at differ-
ent times and places that reveal that ordinary software approach to cybersecurity may be
myopic and not nearly enough to combat such threats. The importance of policy devel-
opment in cybersecurity according to Stallings (2019) is the clear statement of the or-
ganisational goals and the definition of a clear path to follow to attain such goals as it
concerns information security technology. Therefore cybersecurity policies are a sort of
description that reflects what kind of activities is allowable on the internet space for
healthy interaction, communication and usage. While such activity is targeted at en-
hancing protection of data and information, it describes how such protection should take
place. Therefore Stallings (2019) defines it as an aggregate of all directives, rules and
practices that prescribes how an organisation manages, protects and distributes infor-
mation including the behaviours and necessary actions aimed at protecting data and IT
assets.

Among its many advantages, scholars note that such policies also help to educate

computer users on the existing threats on the cyberspace and the actions to prevent such
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threats from manifesting (Stallings, 2019; Vishik et al, 2016). These policies at the
global, national, corporate and personal levels according to Tiirma-Klaar (2011) helps
not only to provide a broad framework for the pursuit of cybersecurity but also educates
users at all levels on the accepted policy-based actions, as well as threats toward cyber
threats and cybersecurity. For corporate policies for instance, Carlton & Levy (2017)
observed that the specific actions and decisions leading to the protection of organisa-
tional and corporate data are spelt out to employees hence they are trained in both cor-
porate policy documents and national legislations that back their actions. Following the
thoughts of Kremer et al (2019) which reflected the view that cybersecurity strategies
are subject to the flaws of human operators and initiators, such policy education ap-
proach as well as training on the response to cyber threats makes employees and corpo-
rate users of the internet space less prone to threats, errors and attacks. Except in cases
of dissidents, corporate bodies are known to employ cybersecurity policies that build re-
silience to the computer network and cyber infrastructures continually. This is exempli-
fied by the policies of Facebook, Google and other global corporations whose policies
allows for both employees and users of their technologies to identify loopholes in their
networks for rewards.

The importance of a policy approach to cybersecurity is all the more important in
light of the recent development of what has been tagged, ‘cyber warfare’ between na-
tions. This is understood by Craig & Valeriano (2016) to be the clash of nations using
cyber technologies in promotion of political and philosophical differences. This has
been specifically spearheaded by world powers that have developed sophisticated cyber
technologies in security and warfare in an attempt to reduce the physical loss of troops
in the case of war (Shackelford, 2017). Such clashes has therefore being restricted to
cyber-attacks against state-controlled security networks for the purpose of acquiring
sensitive national security data that could empower the attacking party over the victim.
Actions like this do not go unnoticed hence nations have repeatedly reached out to
global bodies like the United Nations and the World Bank to develop strategies for
curbing the excesses of nations in relation to cyber warfare to prevent such actions and
activities (Myers, 2020). Therefore scholars like Tsakanyan (2017), Craig & Valeriano
(2018; 2016) and Shackelford (2017) reason that since cybersecurity is becoming more
of a political and national security concept, necessary policy framework to regulate the
interaction between nations on the cyberspace is important especially to define such

emerging terms as cyber terrorism, espionage, warfare etc. Through adequate policy de-
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velopment, the acts and actions that constitute each of these actions can be clearly de-
fined with a proportionate sanction to defaulters. Also Schneider (2012) notes that pro-
hibited actions by states, corporations, organisations and private computer networks are
stated by cybersecurity policies to help promote a safer use of the cyberspace to protect
the confidentiality, integrity and availability of data.

By virtue of the dynamic nature of cyber threats and technologies, the Malla Reddy
College of Engineering and Technology (2021) notes that cybersecurity policies are liv-
ing documents which means that they are never conclusively finished but are continu-
ously updated to reflect the existing conditions. Thus by ‘living document’, they show
that threats evolve as cyber technology also evolves. This character of cybersecurity
policies was exemplified by the Obama government in the United States of America
when in 2015, he declared a national emergency on malicious cyber activities in view of
the threats it constituted to national security, foreign policy and the economy of the
country (ACS, 2016). This response indicated the growth of the menace overtime to the
American cyberspace and has since necessitated an array of policies by various nations
and in the region and globally too to enhance resilience and protection of information
data among cyber users. The growing concerns on cybersecurity policies as noted by
Christensen et al (2020) is that although it ultimately seeks to protect personal data from
third parties, such policies may necessarily involve giving cyber experts access to these
personal files to detect the maliciousness or not.

This feature is particularly contradictory and has resulted in various data protection
legislations both in the EU and other nations. There is the dilemma of wanting to pursue
a truly data protection policy among nations while at the same playing a ‘big brother’
role by accessing personal files of computer users to make sure such files do not consti-
tute insecurity or threat to other computer users. This has been the concerns of the ethi-
cal debate by scholars and experts on the role of government secret agencies who pur-
portedly aim to pursue a national security policy by violating the very contents and
components of cybersecurity policies of nations, corporations, and organisations (Loi &
Christen, 2020; Vallor & Rewak, 2017). The question this presents to the general public
therefore is which of these actions constitutes a greater threat and a greater good, access
to data for malicious reasons or access to data for security reasons. While these opinions
are not conclusive and continues to engender debates among cyber tech experts, spying
on personal and personal corporate data continues among nations in supposed pursuance

of cybersecurity and national security policies (Muhammad, 2017).
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While the development of cybersecurity policies are generally aimed at protecting
data and information, national, organisational and corporate policies however do have
specific nationalistic and organisational goals. For instance, the Malla Reddy College of
Engineering and Technology (2021) noted that the national cybersecurity policy of na-
tions like India and other smaller countries are essentially aimed at protecting their in-
formation database in light of the discovery that technologically advanced nations like
the United States were spying on Indian cyber users. The crux therefore is not only the
protection of data from malicious hackers and threats, but even the protection of data
from those who are supposedly in the business of securing the cyberspace from mali-
cious activities. Of course, by attempting to protect national data and critical infrastruc-
tures from major world powers through cyber policies, countries are pursuing a nation-
alistic agenda that protects the confidentiality, integrity and availability of sensitive data
that could be used against them (Westby, Wegener & Barletta, 2010).

The question according to scholars like Poel (2020) and Shackelford (2017a) is how
much can guarantee can be given to other nations across the globe that the unethical and
illegal break into the cyber architecture of these nations is to pursue a global cybersecu-
rity policy that protects them and other nations from pervading threats. The antecedent
of the US spy agencies have not undermined the fact that access to national confidential
files and data could be used against these nations in a supposed global effort to combat-
ing insecurity. Therefore, there seems to be a clash of security policies in relation to cy-
bersecurity. While some nations pursue a system of cybersecurity policies that are es-
sentially concerned with protecting their national data archives from incursion by unau-
thorised cyber users, some others have as their policies, the protection of their national
and cybersecurity by violating the cyber integrity of these nations. Such a conflict of in-
terests in policy developments can only result to clashes in the global scene as is evident
in the attempt to establish a global cybersecurity policy across in the United Nations
(Homburger, 2019).

In summary, the concept of cybersecurity continues to expand, and this expansion
has made a simple concise definition impossible as several aspects of what the concept
entails are difficult to capture in a single sentence. Another difficulty with defining the
term is the divergent perspectives expressed by various scholars, experts, corporate bod-
ies, organisations, governments and regions on what constitutes the term. As the array
of literature has indicated, there are no single or similar perceptions to the idea of cyber-

security. While bigger nations may equate it with national and global security, other na-
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tions may see it as protecting their growing cyber infrastructure from unauthorised ac-
cess by bigger nation and the policies that follows from this perception reflects these
views (Muhammad, 2017). Therefore, only a conceptualisation of cybersecurity may be
possible but not a specific definition as a definition portrays the idea of capturing the
precise meaning and extent of the term which is impossible in view of practical realities.
Importantly, the conceptualisation of cybersecurity has led to newer concepts like
cyber-peace, cyber governance, cyber-terror, and cyber-warfare, all in an attempt to
grasp what it is cybersecurity really is. The next section discusses the concept of cyber-

peace.

2.1.  Concept of Cyber-Peace

Cyber-peace and cybersecurity have been used interchangeably by scholars to refer
to the same condition or state of affairs in the cyberspace. However as rightly observed
by scholars like Shackelford (2014), Shackelford (2017), Craig & Valeriano (2016), the
idea of cyber-peace immediately connotes a cyber-warfare which is not necessarily cap-
tured in the conceptualisation of cybersecurity. This provides a basis for more interroga-
tion of the term cyber-peace. According to former director of the NSA and CIA, Gen-
eral Michael Hayden, the use of the term cyber-peace connotes warfare whereas warfare
requires rules to prosecute while the cyberspace is simply lawless, the national legisla-
tions notwithstanding (Shackelford, 2014; Medeiros & Goldoni, 2020). Therefore,
scholars like Inversini (2020) and Shackelford (2017; 2014) would rather view cyber-
peace as the construction of a network of multilevel regimes that promote global, just
and sustainable cybersecurity by clarifying the rules for companies and countries to help
reduce threats of cyber conflict, crime and espionage. His use of the term here sounds
similar to cybersecurity but for the introduction ‘sustainable cybersecurity’. The idea of
sustainable here connotes a perpetual state of stability in the use of the cyberspace with-
out posing threats to categories of users. Therefore, cyber peace can be viewed from this
perspective as the state of relative tranquillity in the cyberspace among all categories of
users engendered by adherence to global cyber code of conduct that prevents conflict,
crime, and attacks on the cyberspace (Inversini, 2020; Muhammad, 2017; Roff, 2016).
The question however is whether such a cyber-utopian state can be achieved or can
there really be a global adherence to a body of laws that could improve cybersecurity

and result in a state of peace? Further still, could there be a body of laws that would ad-
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dress all forms of cyber threats and eliminate vulnerabilities in the cyberspace? (Hom-
burger, 2019) At the head of these questions is the notion of espionage and conflict be-
tween nations on the cyberspace. By the use of the term espionage and conflict,
Shackelford portrays the idea that there is an existing conflict among nations on the cy-
berspace which is the basis of cyber-warfare and the calls for cyber-peace.

The concept of cyber-peace has been used by healthcare institutions and security ex-
perts to also designate the series of attacks that have flooded the internet space in the
last couple of years. Relating the experience of healthcare workers, the CyberPeace In-
stitute (2021) reported that the healthcare institution and her workers have repeatedly
become victims of malicious attacks on the internet space with attacks in the form of da-
ta breaches (from theft to cyberespionage), disinformation of public (erosion of trust)
and disruptive attacks (deploying ransomware threat to healthcare). These activities and
actions have particularly thrived in recent time with severe consequences for patients,
and the healthcare workers’ psychological health (Gisel & Olejnik, 2018). Therefore,
the CPI report noted the need for peace in the internet space due to its physical implica-
tions on the health essential workers and patients whose treatments and wellbeing de-
pend on the sustenance of medical technology and IT systems (CPI, 2021). As Robinson
et al (2018) puts it more broadly, any cyber warfare which causes blackouts, cuts off
supplies, makes traveling dangerous or destabilises a national economy is clearly a
threat to the stability of that nation and hence a threat to international peace and securi-
ty. Therefore, such actions as reported by the Cyber Peace Institute may be regarded as
a threat to the peace and security of not only the healthcare workers and their patients
but also the nation at large (CPL, 2021; Inversini, 2020; Robinson et al, 2018).

What this connotes is that any cyber action the consequences of which results in the
disruption of stability and order in the state of affairs may be regarded as a threat to
peace and social order that must be prevented (Shackelford, 2017; Gisel & Olejnik,
2018; Muhammad, 2017; Westby, 2011). Cyber-peace therefore may refer to the at-
tempt to prevent the various threats and attacks that characterise the cyberspace from
escalating to social disruptions and physical conflicts (Robinson, Jones & Janicke,
2015). The current trend and development of cyber threats and espionage has necessi-
tated Robinson et al (2018) to opine that there may be need for cyber peacekeeping in
the near future to help main peace at the cyberspace. The need for maintaining peace in
the cyberspace is all the more likely considering that nations are becoming more inter-

ested in developing and pursuing a cyber-warfare agenda in the effort to become global
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players. Cyber-peace in the period of what Craig & Valeriano (2016) titles ‘cyber-arms
race’ may not necessarily by the cessation of attacks and malicious activities on the cy-
berspace but a relative control over such. As Shackelford (2017) puts it, “the end of
cyber-attacks, is politically and technically unlikely, at least for the foreseeable future”
hence he opined that “working together through polycentric partnerships, we can miti-
gate the risk of cyber conflict by laying the groundwork for a positive cyber peace that
respects human rights, spreads Internet access along with best practices, and strengthens
governance mechanisms by fostering multi-stakeholder collaboration™ (Shackelford,
2017; Shackelford, 2014).

The use of the concept of cyber-peace has also been noted as an attempt to change
the perspective of readers and cyber users from a negative perception occasioned by
such terms as cybercrime, cyber-terrorism and cyber-war (Wegener, 2011). This essen-
tially means that the concept is a deliberate attempt to achieve what is currently absent
in the cyberspace which are crimes, terrorism and war occasioned by individual, corpo-
rate and national actors (Inversini, 2020). As Wegener further notes, the use of the term
cyber-peace implies a less forceful and military approach to an already bad situation on
the internet space so that instead of military options, more civil strategies can be adopt-
ed by nations to achieve cyber peace (Wegener, 2011). The use of such phrases as
‘cyber-war’, ‘cyber-terrorism’, ‘cyber-espionage’ in the opinion of scholars who share
this thought is that governments may likely resort to military options once an action has
been tagged ‘war’, ‘terror’, ‘espionage’ or any other national security compromising
term (Robinson et al, 2015). Hence there is the advocacy for a more tranquil resolution
concept to achieve the same goal. The question that comes to mind with this conceptual-
isation however is whether this tactics changes the pervading threats or approach of
countries to threats on the internet space.

This reverse conceptualisation of cyber-peace makes an attempted definition all the
more difficult as most concepts and explanation of the term only end up describing an
opposite situation and not what it is per se. For instance, the Erice Declaration Princi-
ples for Cyber Stability and Cyber Peace observed cyber peace in the notion that the so-
phisticated and pervasive risks on the internet space has presented nations and rogue ac-
tors with the capability to significantly disrupt life and society in all countries hence cy-
bercrime and its resulting cyber conflict threatens the peaceful existence of mankind and
also threatens the beneficial use of the cyberspace (Westby, Wegener & Barletta, 2010).

By such indirect statements and explanations, no concrete definition of cyber peace is
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essentially made. In the view of scholars like Inversini (2020) and Roff (2016) cyber
peace is seen more in the negative definition of peace which understands peace as the
absence of war and the maintenance of peace through unstable means as threats, deter-
rence or lack of capacity to engage in violent conflict at a particular point in time. He
notes that current global cyber peace is in a negative state as although there are no out-
right wars as yet but conditions for escalation already exist. By engaging this negative
peace perspective, Inversini (2020) attempts to capture the inability of current interna-
tional and national efforts in preventing a cyber-war in the nearest future especially as
nations continue to acquire and develop cyber-munitions (Craig & Valeriano, 2016).

An important feature to note of cyber-peace is that it is more of a political term than
a technological phrase. This is because nations go to war and thereafter make peace.
The existing cyber threats that threaten international peace and stability are essentially
between nations and not necessarily between individual and/or global corporations
(Craig & Valeriano, 2018; Robinson et al, 2015). The notion of Cyber warfare that has
been used to describe the opposite condition of cyber peace do not also reflect individu-
al actions against governments but government-backed actions against other govern-
ments (Inversini, 2020; Craig & Valeriano, 2018; Shackelford, 2013) hence the notion
of internet governance which shall be examined later. In view of this obvious growing
disregard for national sovereignty and autonomy in the cyberspace by both state-actors
and non-state actors, scholars like Inversini (2020) have opined that the only way to en-
sure and guarantee cyber-peace is to prepare defensively for such a scenario. This would
mean preparing the cyber infrastructure of nations to be resilient to attacks while also
securing their critical infrastructures from invasion (Roscini, 2010). Important to note
however is that this defensive approach to national security resulted in the accumulation
of arms and weapons during the cold war that has fuelled global terrorism regimes
(Robinson et al, 2015). Advocating such an agenda in the attempt to achieve cybersecu-
rity therefore may only be a preparation for an all-out cyber war especially in the con-
text of the realist approach to cybersecurity that the best form of defence is attack (In-
versini, 2020; Craig & Valeriano, 2018; Craig & Valeriano, 2016). The facts seem to
suggest that the quest of nations to gain ‘cyber power’ over others have resulted in the
accumulation and deployment of national security threatening technologies that threat-

ens global peace instead of guaranteed security.
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2.2.  The Concept of Cyber Governance

Cyber governance connotes the idea of governing the cyberspace for the purpose of
regulating actions and activities to prevent security threatening outcomes from cyber
users. The concept of cyber governance is one of the few concepts that have resulted
from the discourse on cybersecurity in an attempt to present a broad definition. Cyber
governance has become an important aspect on the discourse on cybersecurity due to
the proliferation of actions and activities that tend to constitute threat to human exist-
ence in the real world (Medeiros & Goldoni, 2020; Cuihong, 2018; Munk, 2015;
Kurbalija, 2014). According to Kouliopoulos, Vandendriessche, & Saz-Carranza
(2020), global cyber-governance is defined as the institutions that guide and restrain
collective global activities related to cybersecurity. Furthermore, the World Summit on
the Information Society (WSIS) defined cyber governance as the development and ap-
plication of shared principles, norms, values, rules, decision-making procedures and
programmes that shape the evolution and use of the internet by governments, the private
sector and civil societies (Cuihong, 2018; Kurbalija, 2014). The idea promoted here is
‘common approach’ to internet issues but as Kurbalija observed, this definition hardly
solves the debate on internet or cyber governance.

Reflecting on the importance of cyber governance in recent times, Akyesilmen
(2018), observed that the concept presents two important factors; first is the growing
need for a global cyber governance in view of the ever-increasing importance of the cy-
berspace to daily activities and secondly the question of who should govern or who is
governing the cyberspace and more pressingly, can the cyber space be governed?
(Akyesilmen, 2018; Chang & Graboski, 2017) These questions follow from the defini-
tion of cyber governance as an aspect of global governance that attempts to ensure the
protection of rights and properties across the globe. The Democratic Control of Armed
Forces “Guide to Good Governance in Cybersecurity” also defined the term by apply-
ing good security governance principles as accountability, transparency, rule of law,
participation, responsiveness, efficiency and effectiveness to the cyberspace (Democrat-
ic Control of Armed Forces, 2021). This way the idea of policing or ensuring global ad-
herence to certain laws and guiding codes in the cyberspace is likely to result in good
cyber governance. The question and doubts raised by Akyesilmen (2018) however
comes to mind as to the possibility of effectively controlling and managing such a mas-

sive, loose and virtual space which restricts no participants.
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Still attempting a definition, cyber governance is viewed by the US Office of the Co-
ordinator for Cyber Issues (2015) as a broad term that applies to all the diverse set of
largely technical functions, all of which impacts the character of the internet. Yan
(2019) notes that the concept and practice of cyber governance has become important
not only for ensuring cybersecurity but even national and international security as sev-
eral nations have taken to the cyberspace to pursue opposing political agenda. This res-
onates with the idea portrayed by Craig and Valeriano (2018), Karim, Bonhi & Afroze
(2019) that the cyberspace has witnessed several nations pursuing global political agen-
da through cyber warfare and arms race. This happens obviously in the face of a lack of
efficient body to regulate and control the activities of these countries from pursuing
such ideals or viewed differently, the activities of these countries may have been stalled
from escalating to full cyber war because of regulations by some existing bodies (Cui-
hong, 2018; Bradshaw, DeNardis, Hampson, Jardine & Raymond, 2016; DeNardis,
2016). Whatever the case, the importance of providing a governance and regulation
body to oversee and possibly regulate cyber activities is laudable although seems more
difficult in practice than it sounds.

The question surrounding definitions and conceptualisation of terms have been left
unanswered while the use of the terms has continued by scholars and experts so that
while there is no general agreement as to what precisely constitutes cyber governance,
scholars like Shackelford & Kastelic (2015), Verhulst, Noveck, Raines & Declercq
(2016), nevertheless notes that achieving cybersecurity must necessarily involve cyber
governance at the national and international levels to regulate and possibly enforce leg-
islations and policies that are established to govern the cyberspace at these levels. The
concept and practice of cyber governance however has not been without much debates
and considerations by scholars, experts and governments (Kurbalija, 2018; Nye, 2016;
Munk, 2015; Shackelford, 2014). As Munk (2015) views it, the concept of cyber gov-
ernance does not imply a state-centric definition where state policies, institutions and a
command-and-control approach are adopted but a people-centred conceptualisation
where the people and people-centred institutions are central.

By this is meant the debunking of a top-down approach that should be interrogated
by the joint policy approaches that provides room for identifying and eliminating “con-
tradictions, inconsistencies and inefficiencies caused by policies or regulations” (Tait et
al in Munk, 2015; Munk 2015; Roff 2016). This idea is further debunked by Roff
(2016) in her study “Cyber Peace: Cybersecurity through the Lens of Positive Peace”
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that the politicisation and militarisation approach of major governments to cybersecurity
in the supposed fight against national security is a falsehood approach that promotes the
Westphalian quest for power. Specifically, the International Communications Union has
been one of the key international organisations spearheading cybersecurity governance
over the internet space by regulating the activities of member states while promoting
cooperation amongst them (Shackelford, 2017; Kurbalija, 2018; Cuihong, 2018). Alt-
hough these scholars identify the need for adequate governance and regulation of the in-
ternet space, there manner with which cyber threats are framed and addressed are not
particularly in harmony. Ethical issues are identified in the approach of some stakehold-
ers to matters of cybersecurity especially since the revelations of Edward Snowden on
the violations of privacy rights by state actors (Loi & Christen, 2020; Yan, 2019).

The debates on who and what strategy to engage in governing the cyberspace has be-
come more interesting following the activities of several private and public actors in the
cyberspace who both act as guards and police of the internet space by monitoring the
activities of cyber users (Yan, 2019; Mueller, 2018). The likes of this are the CIA, NSA,
FBI, Anonymous, Spamhaus, Anti-Phishing Working Group, Virtual Global Task Force
and End Child Prostitution, Child Pornography, Trafficking of Children for Sexual Pur-
poses (ECPAT), CyberAngels and whistleblowers like Edward Snowden etc. (Chang &
Grabosky, 2017). These groups of individuals and organisations have acted in their var-
ious capacities as cyber watchmen and employ different methods to gain access to data
and information which are made available to the public for safety precautions on the in-
ternet space (Yan, 2019; Chang & Grabosky, 2017). While these groups abound in the
internet space and obviously engage in extra-legal activities, they all seem to take pride
in the difficult job description of regulating the cyberspace against practices and activi-
ties which threaten violate human rights and dignity.

Although these various groups project the idea of cybersecurity and safeguarding the
cyberspace, there have been concerns as to the methods with which they achieve this
aim (Chang & Grabosky, 2017). Snowden’s revelation of the NSA and CIA’s massive
cyberspace regulation principles and strategies raised considerable concerns about the
violation of human rights and privacy by the US government and law enforcement
agencies in the supposed mission of protecting the cyberspace (Yan, 2019; Chang &
Grabosky, 2017). Private groups like Anonymous have also characteristically violated
personal privacy to release otherwise confidential data of cyberspace users in a sup-

posed effort to protect cyber users. All these activities make the concept of cyber gov-
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ernance all the more difficult as there is no monopoly of action, ‘access’ or ‘force’ by
any private or public agency to ensure strict adherence to rule of law on the cyber space
(Mueller, 2018).

According to the European Union 2020 report on cyber governance, the first attempts
to build to global cyber governance strategy through the adoption of the World Summit
on the Information Society for two years failed and the EU and US resorted to the pri-
vate strategy to serve as the governing and regulation body for the internet (European
Union, 2020). Thus the Internet Corporation for Assigned Names and Numbers
(ICANN) was one of the first strategies for managing and regulating the internet while
discussions and motions were considered for establishing an intergovernmental organi-
sation through the ITU to take up the task of managing the internet space (EU, 2020;
Yan, 2019; Bradshaw et al, 2016; Taylor, 2016; Kurbalija, 2014). Hence the UN’s
Working Group on Internet Governance (WGIG) established in 2005 began the process
of ensuring internet governance by expanding the scope of the concept to include, “de-
velopment and application by Governments, the private sector and civil society, in their
respective roles, of shared principles, norms, rules, decision-making procedures, and
programmes that shape the evolution and use of the Internet” (EU, 2020: 9). Over the
last decade since the initiation of the concept of cyber governance however, there have
been numerous developments in the field of cyber technology that has necessitated de-
liberate considerations by nations and international organisations (Yan, 2019; Mueller,
2018; Taylor, 2016; Jayawardane, Larik & Johnson, 2015).

Since the establishment of the ITU, Homburger (2019) notes that there have been
considerable progress among nations in promotion of cyber governance as the ITU has
fostered “cooperation among member states regarding the use of telecommunication
technologies and especially emphasize the purpose to promote and to offer technical as-
sistance to developing countries in the field of telecommunications...by implementing
21 cybersecurity projects in different states” (Homburger, 2019:). Also the United
States, European Union, Brazil, China, Russia and India have been key players in the
development of a global governance strategy for the internet space (EU, 2020; Kurbali-
ja, 2014). Specifically, these nations through their governments and government agen-
cies have technically and politically supported the establishment of the ITU to enhance
her efficiency and effectiveness as a global cyber police. Major telecommunications
corporations, internet service providers, social media companies and domain name

companies as well as civil society groups have all adopted a multi-track approach to
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governing the internet specifically the establishment of global cyber policies and tech-
nical development (Gilligan & Pardo, 2020; Raymond, 2016; Savage & McConnell,
2015).
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3. CHAPTER THREE: RESEARCH PROCESS AND
METHODOLOGY

3.1. Introduction

The research process was structured according to the aims and objectives of the study
which is to analyse the EU’s Cybersecurity Strategy as a tool for attaining cyber-
governance and cyber-peace in the EU region. The study therefore involved an outline
of objectives and research questions structured according to the overall aim of the study.

The research questions are

i.  What is the conceptualisation of Cybersecurity in the EU?
ii. What efforts have the EU commission put in place to achieve cyber-peace; and
iii. What are the challenges faced by the EU commission to ensure cyber-peace in the

EU region?

The study is structured to provide answers to these questions and literatures were re-

trieved according to the research questions listed above.
3.2.  Research Process

The research is broken down into sections beginning with the statement of research
aims and objectives/questions to guide the research. The first part of the study introduc-
es the subject of cybersecurity and cyber governance as a global concern and concludes
with a statement of the research aim and objectives. The second section of the research
contains an in-depth and critical review of literature on the subject of cybersecurity and
cybersecurity governance. A conceptual clarification to clearly define the use of terms
and concepts adopted for the study is also presented in the second section. The third
section presents the methodology of the research and the various steps and processes
engaged in the conducting the research. The research findings are presented in the
fourth section and chapter of the thesis as revealed from the review of relevant litera-
tures using the theoretical research approach. The fifth section and chapter of the study
presents a detailed evaluation of the research findings as discovered from the reviewed

document and these are compared with the research questions to provide answers to the
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questions. The sixth and final section of the thesis concludes the study with recommen-

dations for addressing the challenges identified in the study.
3.3. Research Design and Method

The research design for the study is qualitative and theoretical. This methodology en-
tails a qualitative study and analysis of a phenomenon or experience with the goal at-
taining a greater understanding of the behavioural patterns or characteristics of the phe-
nomenon. This is done by studying the evidences and extant researches of scholars on
the subject with the aim of understanding and possibly improving the current mode of
expression. The qualitative and theoretical method is applied to this study to enable the
researcher gain an in-depth understanding of the European Union’s Cybersecurity Strat-
egy and how this document has enabled cyber-governance and cyber-peace in the EU
region. This is done by studying the manifestations of cyber-threats in the region, the ef-
forts of the EU commission in building cybersecurity and the challenges of the commis-
sion’s Cybersecurity Strategy. Extant literatures and researches on the EU Cybersecuri-
ty Strategy are retrieved and studied to create a balanced discussion on the subject as
well as to reveal some of the challenges hindering the successful implementation of the

document in the region.
3.4. Conceptual Clarification and Review of Literature

Following the outlining of the research aim and questions, the clarification of key
concepts as cybersecurity, cyber-threats, cyber-governance, and cyber-peace is done to
indicate exactly how the terms are applied in this study. This is done by conducting a
broad review of literature on the various concepts and terms and also reviewing previ-
ous works of scholars on the stated research questions. The review of relevant literature
gave the advantage of examining existing researches to reveal research gaps so that the
research questions can be structured appropriately. Also the review of relevant litera-
tures was instrumental in clarifying the various key terms employed in the research and
also revealed the gaps this current study is intended to fill which is a critical study of the
EU Cybersecurity Strategy for the purpose of identifying and proffering solutions to the

challenges of implementation.
3.5. Sources of Data for the Study

Literatures and documents were retrieved from the internet space using search en-

gines as Google, and other bibliography sites. Several documents relevant to the study
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were retrieved by engaging key words and concepts as “cybersecurity”, “cyber-attacks”,
“cyber-governance”, “cyber-peace”, “cyber-threats in the EU”, “cybersecurity in EU
countries”, “EU Cybersecurity Strategy” etc. on the search engines. This method was
used to download extant researches, policy documents and articles on the EU Cyberse-
curity Strategy and Cyber-threats in the EU generally. These documents were retrieved
according to the research questions and aims as the study progressed. Also these docu-
ments served as sources of data for analysis in the study.

The literatures retrieved for the study include Munk’s (2015) study on “Cybersecuri-
ty in the European Region: Anticipatory Governance and Practices”, Franco-Fabio’s
“Analysis of the European Union Research and Development priorities in cybersecurity:
Strategic priorities in cybersecurity for a safer Europe”, Dewar’s “Cybersecurity in the
European Union; An historical institutionalist analysis of a 21% security concern”,
Lukaseviciute’s “EU and NATO Cybersecurity Policy”, Backman’s “The Institutionali-
sation of Cybersecurity Management at the EU-level”, Fuster and Jasmontaite’s “Cy-
bersecurity Regulation in the European Union: The Digital, Critical and Fundamental
rights”, Chappell, Mawdsley and Petrov’s “Strategy in European Security and Defense
Strategy policy: does it matter?”, Bendiek’s “European Cyber security Policy”, Ko-
vacs’s “Cyber Security Policy and Strategy in the European Union and NATO”, Liveri
& Sarri’s “An Evaluation Framework for National Cyber Security Strategies”, Mar-
kopoulou, Papakonstantinou & Hert’s “The New EU Cybersecurity Framework: The
NIS directive, ENISA’s role and the General Data Protection Regulation”, Kouliopou-
los, Vandendriessche, & Saz-Carranza (2020) “GLOBE Report: Case study of Cyber
Governance”.

Others include, Sliwinski’s “Moving beyond the European Union’s weakness as a
cybersecurity agent”, the “European Union’s Cybersecurity Strategy for the Digital
Decade” 2020 document of the European Union, the EU’s “Challenge to Effective EU
Cybersecurity Policy”, the European Union’s (2019) “Challenges to effective EU
Cybersecurity policy”, Lanon’s (2019) “EU Cybersecurity Capacity Building in the
Mediterranean and the Middle East”, Bendiek, Bossong & Schulze (2017) “The EU Re-
vised Cybersecurity Strategy”, Cappalletti & Martino’s (2021) “Achieving robust Euro-
pean cybersecurity through public-private partnerships: Approaches and Development”,
Giantas’s (2019) “Cybersecurity in the EU: Threats, Frameworks and Future Perspec-
tives”, Sterlini, Massacci, Kadenko, Fiebig & Eeten’s (2019) “Governance Challenges
for European Cybersecurity Policy: Stakeholders Views”, Paris (2021) “Guardian of the
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Galaxy? Assessing the European Union’s International Actorness in Cyberspace”, Grif-
fith’s (2018) “Strengthening the EU’s Cyber Defence Capacities: Report of the CEPS
Task Force”, the EU’s (2019) document on “Regulation (EU) 2019/881 Of The Europe-
an Parliament And Of The Council of 17 April 2019 on ENISA (the European Union
Agency for Cybersecurity) and on information and communications technology cyber-
security certification and repealing Regulation (EU) No 526/2013 (Cybersecurity Act)”,
Eurosmart’s (n.d) “European Cyber Security Act”, Maravi¢ (2021) “Cybersecurity Poli-
cy Development and Capacity Building — Increasing Regional Cooperation in the West-
ern Balkans”, Bendiek & Kettemann (2021) “Revisiting the EU Cyber Security Strate-
gy: A Call for EU Cyber Diplomacy”, Christen, Gordijn & Loi (2020) “Ethics of Cy-
bersecurity”, Veale & Brown’s (2020) “Cybersecurity”, Kriiger & Brauchle’s (2021)
“The European Union, Cybersecurity and the Financial Sector: A Primer”, Bendiek &
Maat’s (2019) “The EU’s Regulatory Approach to Cybersecurity”, the EU’s (2020) De-
cember Press Release titled “New EU Cybersecurity Strategy and the new rules to make
physical and digital critical entities more cyber resilient”, the EU’s (2018) “EU Cyber
Defence Framework as Updated in 2018”, Hernandez-Ramos, Matheu & Skarmeta’s
(2021) “The Challenges of Cybersecurity Software Certification”, Efthymiopoulos
(2017) “A Cyber-security Framework for Development, Defence and Innovation at
NATO”, Kadlecova, Meyer, Cos & Ravinet (2020) “Cyber Security: Mapping the Role
of Science Diplomacy in the Cyber Field”.

In all, 37 documents were reviewed for the study and selection was based on the rela-
tionship of the title and abstract to the theme of study. The twenty-one documents se-
lected above treated the EU’s cybersecurity strategy from different angles such chal-
lenges, evaluation, analysis, prospects and gaps making them relevant for the study. The
findings and analysis of this study was based on the in-depth study of these documents.
Another criterion for including literatures was the year of publication which is restricted
to literatures published not more than 6 years ago for the reason of relevance to current
realities on the EU. Hence documents selected are essentially those between 2015 and

2021. Older literatures are also mentioned when necessary.
3.6. Method of Data Analysis

Theoretical analysis method is adopted for analysing the findings of the study from
the in-depth study of the various literatures consulted for the research. The Nodal secu-

rity governance framework was used as analytical tool. This method was used to criti-
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cally analyse the findings from the study while necessary conclusion and recommenda-
tions were given after analysis. The nodal security governance pioneered by Shearing
Christopher in the 1980s (Nekleberg, 2016) was adopted to discuss how the EU engages
the nodal framework in driving cybersecurity within the EU as well as how this frame-
work can be used to address the challenges bedevilling the effectiveness of the region’s

Cyber Security Strategy.
3.7. Theoretical Framework: Nodal Security Governance

The Nodal Security Governance framework arises from the notion of thought that se-
curity concerns have experienced a global departure from traditional State systems and
governments to include other non-State actors and stakeholders (Munk, 2015). It thrives
on the fact that more individual and corporate interests have come to dominate the dis-
course on security at different levels. As a result, security has garnered interests from
stakeholders at the transnational level to regional and even local level with the for-
mation of bodies and institutions in these different spheres but with little interference
with government structure to enhance equitable collaboration and deployment of re-
sources for the actualisation of security goals. Consequently the hierarchical model of
ensuring and driving security typical of national governments and State institutions is
giving way for a more heterogeneous structure where collaboration rather than com-
mands are the strategic approaches that enhance security governance. According to
Munk (2015) the fundamental understanding of the nodal security framework is the
thought that in contemporary society unlike the classical times, when security matters
and decisions are made from the centre, the government must necessarily rely on the re-
sources of the constituent elements to provide resources and tools that may otherwise
not be readily available to the government. With such collaboration and resources
committed to security concerns, it is only normal that security governance incorporates
not only the financial resources but the interests and intellectual resources of these
broad networks of stakeholders.

Nokleberg (2016) recognised also that the traditional system of approaching security
matters according to the Hobbesian theorisation necessarily saw security governance as
the sole responsibility of the State which means it emerged from a top-down approach.
The concept of the Leviathan very well captures the role of the State in essentially driv-
ing security through a command structure with little inputs and negotiations from other

non-State actors. Indeed this view gave legitimacy to governments globally and also
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helped build the solid government structure that drives global security. This system ac-
cording to scholars is also reflected in the definitions given by scholars of what a State
necessarily is in relations to the provision of security. In other words, nations were read-
ily defined in relation to their ability to provide security for the territories and citizens.
Nokleberg (2016) notes that this conceptualisation of State enhanced the perspective
that it “was the use of legitimate force to establish and maintain order that was sought
monopolized” and Weber following the Hobbesian perspective similarly defined “States
in terms of a legitimate monopoly over use of physical force to impose social order
within its spatial boundaries” (Nekleberg (2016:55).

The emergence of the Nodal security governance thought can also be readily tracea-
ble to the recognition and incorporation of civilian actors to global security concerns
and the eventually modification of global national security discourse to human centred
security. This system focuses not only on the government’s deployment and enhance-
ment of military measures in an attempt enhance human security but in the diversifica-
tion of essential services and resources that constitute human security. Hence security
concerns expanded from the predominantly military consideration to involving health,
food, economic, communal, environmental, national and other strategic stakeholders
that make humans relatively secure. The UN spearheaded this modification and hence
promoted security sector reforms among nations. The Nodal security governance system
is a necessary implication of the UN structure that drive security concerns from the per-
spective of this broad base of concerned actors. The Nodal framework according to
Shearing et al (in Munk, 2015; 65) considered that “nodal governance is based on a spe-
cial way of thinking about matters, such as governing nodes, methods for executing the
influence over the events, resources to support the management, management of a given
problem, and institutional structures”.

The Nodal Security Governance is a security governance framework where external
institutions of authority are formed to ensure regulation and control of particular securi-
ty concerns (Burris, Drahos & Shearing, 2004). Traditionally the State and her institu-
tions of governance are tasked with providing security especially as it concerns combat-
ing crimes and other similar security threats (Holley & Shearing, 2017; Neokleberg,
2016). But current trends and observation of transnational crimes has revealed the limi-
tations of government apparatuses from effectively curbing and tackling these security
concerns especially when they involve other nations and continents. This particular dif-

ficulty and limitation informs the development of the nodal framework. According to
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Munk (2015), nodes are private institutions formed outside the traditional government
structure with specific needs and aims for which resources are gathered and mobilised
to meet. These nodes can cut across different sphere and levels of society with little or
no interference from the government (Burris, Drahos & Shearing, 2004). As such nodes
could be created at the local, national or regional level to address specific security and
policing concerns. Boutellier & Steden (2011) rightly observed that nodal security gov-
ernance is not necessarily adopted to relegate the value of States and State security insti-
tution, rather they act as complements to existing State institution and more importantly
so that States can focus more essentially on governing and effective steering of internal
affairs.

The nodal system was pioneered by scholars as Shearing C., Stenning P, Johnston, L.
amongst others. Shearing & Stenning (Holley & Shearing, 2017) raised concerns about
the traditional forms of security governance exerted by the State which was essentially
hierarchical and command-control shaped. While this system was mostly successful and
engaged by the larger world in enhancing national security, growing political and tech-
nological realities necessitated a distinct approach that required a less unitary and com-
mand-control structure. Debates on the theoretical framework to address the increasing-
ly complex security concerns especially as it extends beyond the physical space to outer
space thus resulted in the proposition of nodal security governance by Shearing and oth-
er scholars (Holley & Shearing, 2017; Nekleberg, 2016; Boutellier & Steden, 2011).
The idea was to promote a less complex and narrow form of ensuring security govern-
ance across a vast territory. Hence the nodal governance system proposed is defined by
Shearing & Wood (2007 in Holley & Shearing, 2017) as;

...organisational sites (institutional settings that bring together
and harness ways of thinking and acting) where attempts are
made to intentionally shape the flow of events. Nodes govern un-
der a variety of circumstances, operate in a variety of ways, are
subject to a variety of objectives and concerns, and engage in a
variety of different actions to shape the flow of events. Nodes re-
late to one another, and attempt to mobilise and resist one anoth-
er, in a variety of ways so as to shape matters in ways that pro-
mote their objectives and concerns. Nodal governance is diverse

and complex. (Shearing & Wood, 2007: 149)
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Boutellier & Steden (2011:465) further noted that “Within assorted nodes, security is
shaped by complex arrangements of agents and agencies (ranging from the public police
to private security companies and active citizens) that constantly interact and struggle
with each other”. This implies that the partnerships and collaborations that result in a
nodal security system are not necessarily free from internal clashes of ideologies and
modus operandi but are constantly interacting and seeking ways to foster cordial collab-
orations for general security concerns. This approach to security according to Munk
(2015) makes the nodal security governance framework essential and fit for addressing
contemporary security concerns. This is because more permanent and pursuance of po-
litical or any other leanings that make collaborations difficult as experienced in the tra-
ditional State structure ultimately works against attaining security at whatever level. But
the nodal framework encourages collaboration even in the midst of several differences
and ideologies. The strength of this collaboration is the focus on the ultimate goal which
is security governance. As long as parties are aligned with the main objective of collab-
oration, behavioural modification and complex arrangements can be easily negotiated
for the common good.

An essential characteristic of the nodal approach to security governance is the fact
that there is no centre which controls the affairs of the network as is visible in the State
hence the value and priority of constituting members of the nodes are protected and es-
sential in security decisions (Boutellier & Steden, 2011). Since the success of the net-
work 1s dependent on the resources and contribution of the nodes, every member is
therefore essential and important in the decision making process especially as it con-
cerns security governance. This system of security governance cuts across both public
and private institutions and organisations so that it presents a robust and interactive
form of convergence to existing security stakeholders in an attempt to decentralise secu-
rity governance. Another risk this form of security governance helps to address is the
possibility of abusive security governance from State-actors (Holley & Shearing, 2017).
Whereas some States would have adopted security governance and policing strategies
that may have been detrimental to the organisational frames and interests of private or-
ganisations, the nodal system addresses this by incorporating both private and public in-
stitutions in an objective-driven alliance (Nekleberg, 2016; Munk, 2015). This alliance
draws on the common aspiration of security needs and mobilises resources from these

sources as well to see goals achieved.
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There are four risk based approaches and steps taken by the nodal security govern-
ance to ensure effective security governance; the first is reactive strategies based on
punishment, reaction and retribution of crimes related to the criminal justice system; the
second is nodal technologies which refers to the tools used for exerting influence over a
course of events; the third is nodal resources which determines to a large extent the lev-
el of implementation of technologies for enhancing security governance; and lastly is
the nodal institutional structure that determines the mobilisation of resources, mentali-
ties and technologies for the common goal (Nekleberg, 2016). Any Nodal system must
therefore necessarily incorporate these concerns and structure to orderly and effectively
enhance security governance. This system of security governance has increasingly be-
come popular in the Western sphere and even global politics as nations at various levels
are increasingly forming nodal governance systems to drive common policies and agen-
da that affect them on different levels. Although the Nodal security governance was
formed and basically used in the security and policing sector, the success and prospects
of the framework has enhanced its extension to other global sectors.

In relation to this study, the nodal security governance model saddles the question of
cybersecurity with the European Union and not just the separate nations within the EU.
This is because due to national limitations based on narrow nationalistic policies, re-
gional interests and alliances may not be effectively captured by the separate nations
(Wilson & Laidlaw, 2017; Nekleberg, 2016; Munk, 2015). Meanwhile the growing
concerns of cybersecurity and cyber-threats have attained regional proportion such that
big corporations and government institutions are increasingly becoming threatened by
outsider and insider threats. Hence the EU serves as a nodal security framework for ad-
dressing these issues. Within this broader nodal framework however, the study investi-
gates the other nodal systems such as mentalities, political ideologies, strategies, institu-
tions and practices that create smaller nodes in the pursuit of cybersecurity governance
in the EU. Addressing these cyber concerns however necessarily involves establishing
reactive and retribution strategies for cybercriminals and other threat actors, establishing
the necessary methods, technologies and agencies for ensuring and extending cyberse-
curity governance over the EU, the mobilisation of resources from constituent members
to ensure effective deployment of the technologies and lastly the establishment of the
institutional structure within the EU cybersecurity agency to ensure the mobilisation of
resources, mentalities and technologies (Wilson & Laidlaw, 2017). The success of the

cybersecurity agenda of the EU however is closely tied to the effectiveness and align-
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ment of thoughts of the various nodal structures within the EU with the overall aim of
the EU nodal structures as well as the strength of the various strategies identified above.
This study however investigates the various nodal structures within the EU using the
Nodal security governance framework to understand the challenges presented by these

nodes.
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4. CHAPTER FOUR:PRESENTATION OF FINDINGS

4.1. Context of Study

The findings presented in this section of the research were retrieved from the review
of selected literature on the EU cybersecurity framework in the EU countries. Hence da-
ta were retrieved from contexts where the EU cybersecurity laws and mechanism have
operational jurisdiction. This was in an attempt to answer the RQ1, which focuses on
the conceptualisation of Cybersecurity in the EU and among her member countries? Al-
so, the selected documents were reviewed to determine the strategies and efforts put in
place by the EU to combat and enhance cybersecurity in the EU (RQ2). The last re-
search question RQ3 was further engaged to determine the existing challenges of the
EU cybersecurity strategy. Therefore, the qualitative research design was adopted to
comprehensively consider the findings in this regard and critically discuss the findings

from the existing studies.
4.2. Data Collection and Analysis

Data was collected from existing research not more than six (6) years old so that in-
formation could be relatively recent and related to current realities in the EU. However,
references will be to the earliest cases of cyber-attacks in the last 20years representing
the beginning of the 21%-century cyber-attacks. This is done to roughly capture the trend
and proliferation of such cyber-attacks and threats from the beginning of the first years
in the current century to date as it relates to EU countries. Thus, research and literature
on the EU Cybersecurity Strategy between 2007 (when the first case of cyber-attacks
was recorded) and 2021 were retrieved for the study. The sorting of the literature and
their relevance to the current study was done within two months to determine which
contained relevant information. Therefore, studies outside the scope of the current re-
search both in time frame and context were excluded, and only relevant documents
within the scope of the study were retained. The findings of the study are presented in

headings according to the overall aim of the study. These findings were also analysed
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using theoretical analysis which critically discussed the findings and allowed for com-

prehensive consideration of the various research findings.

4.3. Findings: Cyber-threats and Cyber-attacks in EU Countries (Cases)

According to the literature, the threats and attacks on the cyberspace in EU countries
has grown exponentially in the last couple of years. In the estimation of some scholars,
cybercrimes constitute half of crimes in some EU countries and majority of EU citizens
are beginning to see the possibility of being victims of one form of cybercrime or the
other more than ever before (Mortera-Martinez, 2018). Several incidents and events
have been identified as awaking the consciousness of the EU to the dangers and vulner-
abilities of the cyberspace. For example the studies of Paris (2021), Giantas (2019), and
Meer (2015) observed that the attack of Estonia in 2007 was one of the earliest incidents
of cyber threats that awakened the need for a response mechanism to the numerous
threats on the cyberspace.

In 2007, the Presidency, parliament, government ministries, political parties, media,
banks, and communication structures were attacked by cyber-attackers from Russia.
This was an extension of the political brawl between two countries over the removal of
the Bronze Soldier of Tallinn statue in Estonia (Giantas, 2019). The Estonians in fur-
therance of their political agenda to rid the country of the oppressive tendencies of Rus-
sia removed the statue from the Estonian city of Tallinn while the Russian government
saw this as an affront on the cultural heritage and disrespect for the Red Army which
fought Nazi Germans during the Second World War. After efforts by the Russian gov-
ernment to stop the removal proved abortive, the cyber infrastructure of the Estonia was
attacked that manages and ensures the smooth running of the country as the whole
country was covered in WIFIL. The DDoS attack on the nation was possible because Es-
tonia was operating an e-government system as virtually all government services were
available online and 86% of the population did online banking hence internet technolo-
gy accounted for voting, education, security, banking and economy (Giantas, 2019;
Meer, 2015; Kozlowski, 2014).

As a result of this attack, parliamentary email servers were disabled, credit cards and
automation machines were disabled, along other online activities. The attack had lasted
for a month but was only noticed after several disruptions and damages had been

caused. Although perpetrated by Russia, there were no much damages and the idea is
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generally aired that the Russian government used the attack to prove her political supe-
riority over Estonia on the issue of dispute but for the quick response of Estonia and
other allies in overcoming the attacks (Paris, 2021; Giantas, 2019). While the country
relied heavily on infrastructure however, there was no strategy for protecting the critical
technology from possible attacks as later occurred. Although the failure to ensure this
cyber-protection strategy has been attributed by Pernik & Tuohy (2013 in Giantas 2019)
to the lack of awareness since prior to this time there had not been any case of such
magnitude of attack against a country’s cyber infrastructure. Also this opened a new
level of possibilities in the cyberspace for EU nations as warfare was taken to a new
level. The attack originating from a major country increased the awareness of the vul-
nerability of EU countries to such threats and attacks on the cyberspace not only by
thrill seekers or black hackers but by also governments.

Countries aspiring to join the EU have also witnessed similar attacks from Russia in
what is believed to be a political game of power against the EU commission showing
obvious supports for the political aspirations of these previously Russian territories (Pa-
ris, 2021). Georgia and Ukraine have been victims of the cyber prowess and attacks
originating from Russian sponsored hackers. In the case of Ukraine, the attacks were
aimed at the power grid system. The Ukrainian power grid attack in 2015 caused a ma-
jor damage to the energy sector of the country. The attack caused power outage that re-
sulted in severe consequences for the country as the nation’s power grid was essential to
the daily activities in the state. Amongst other effects, this attack also revealed that these
critical infrastructures needed protection and resilience to guide against such interrup-
tive attacks on a mass scale. According to Lété & Pernik (2017), the Ukrainian attack
was “Europe’s next big shock™ after major cyber-attacks on Estonia and Georgia. The
growing vulnerability of nations in the EU was thus implicated in the various attacks
that targeted critical national infrastructures. Although there were cases of individual
and corporate cyber-attacks, the attacks on the critical infrastructure of nations under-
scored the need for greater attention to EU cybersecurity.

In the case of Georgia, similar to the Estonian attack, the cyber-attack here was a part
of a full scale war between Russia and Georgia on political domination grounds in 2008
(Meer, 2015). At a time when the nation was aspiring to belong to the EU and NATO,
Russia launched attacks aimed at stalling this integration. This involved land, air, sea
and cyber conflict with the nation of Georgia. Russia was rather successful in the cyber

DDOS attacks that shut the Georgian government’s access to the outside world using
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her cyber infrastructure (Mortera-Martinez, 2018; Kozlowski, 2014). While physical
combat was prosecuted, cyber war was used to handicap the government’s ability to
control the narratives on the web which had been hacked and manipulated by Russian-
sponsored hackers (Gianatas, 2019). The DDoS cyber-attack was presented in two
phases: the first attack targeted news and government sites using botnets to conduct the
attacks while the second phase of attacks blocked access to financial institutions, educa-
tion, businesses, western media and a Georgian hackers website (Kozlowski, 2014).
This resulted in the country’s inability to communicate with the outside world and also
helped Russia propagate political propaganda against the Georgian government that
stirred up cyber activism against the government. This attack is adjudged the most suc-
cessful attacks against a national government as it completely shut out the government
and controlled the information disseminated from the country’s news media stirring up
ill sentiments against the sitting government. According to Giantas (2019), this attack
by Russia was not only aimed to testing the cybersecurity architecture of the State but
also aimed at testing the cyber-defence of the NATO and EU which were close allies to
Georgia. The country was however able to recover from the attacks with help from al-
lies.

The possibility of these attacks as findings indicate from the study has since in-
creased from that perpetrated by Russia to include other nations and individuals who
engage in these attacks for monetary and ideological reasons. The Estonian cyber-
attacks also had the implication of associating and aligning national security with cyber
infrastructure so that both are treated with equal attention not only by EU countries but
globally. The vulnerability of relying on the internet technologies without requisite se-
curity backgrounds and strategies was revealed by the Estonian attacks to be highly
against the interest of the government and citizens making use of internet technology.
The fact that the attack originated from within the EU region also revealed the level of
hostility and aggression some countries in the region were willing to engage in pursuit
of national interests and political agenda over other smaller nations in the region. Thus
countries within the EU pursued national cybersecurity frameworks. Indeed Germany
before the Estonian attacks had passed her cybersecurity policy in 2005 under the “Na-
tional Plan for Information Infrastructure Protection” which was aimed at protecting the
IT infrastructure in the State. Sweden also passed the “Strategy to Improve Internet Se-

curity in Sweden” after the Estonian attacks and became the first EU nation to adopt and
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implement a broad national cyber policy governing and protecting the use of internet
against the various attacks (Giantas, 2019).

The investment of the German government in cybersecurity infrastructure is also
traced to the pervading threats and attacks directed at the nation’s infrastructure. This
was reported in the study of Bendiek when during the 2011 Munich Security Confer-
ence, the then-German Minister of interior had revealed that the country’s network was
constantly attacked at least four or five times a day by foreign intelligence (Bendiek,
2012). Although in the argument of Lété & Pernik (2017) and Bendiek (2012), this is
not a new phenomenon in national security as nations including Germany may have also
tried to gain access to other nation’s cyber infrastructure for intelligence purposes.
Cyber investigations had revealed that the German Federal Intelligence Service had en-
gaged in similar operations infiltrating 90 computers in the Democratic Republic of
Congo and Afghanistan (Bendiek, 2012). The idea however is that Germany and other
member countries in the EU are continually faced with the possibility and vulnerability
of attacks on political and economic grounds. Demertzis & Wolff (2019) also observes
that nations engaging in cyber-espionage or cyber-attacks employ the services of hack-
ers and hackers’ groups to perpetrate these online activities. This generally creates an air
of suspicion and vulnerability among EU countries and international relations by exten-
sions. The goal of political cybersecurity attacks as discovered from the study is to most
times to cause a regime change and disrupt national economies by creating a system of
distrust in the capacity of the government to manage the affairs of state. This is done by
crippling the smooth running of daily activities of the nation by attacking critical infra-
structures as power, internet, communication, and misinformation, etc. which are strong
pillars for national and economic development. This strategy can be noticed from the
records of attacks aimed at nations in the EU from 2007 especially by Russian govern-
ment-aided hackers.

The cyber threats and vulnerabilities of the EU region also have economic as well as
political implications. For instance, in 2008, the German Police reported that 38,000
criminal cases of and online financial fraud and identity theft was reported. In 2010, the
statistics indicated that such threats and practices had risen to 60,000 with a record loss
of 6million euros within two years (Bendiek, 2012). Major European companies and
corporations have also become possible targets of numerous hackers and cyber-attackers
who are constantly seeking ways of financially exploiting the rich EU countries. Ac-

cording to Bendiek’s study, there were over 30,000 vulnerability analysts willing to sell
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their expertise to organised crime syndicates and even governments as at 2012. This sta-
tistics have risen in recent times as investments by nations and corporations have con-
siderably increased technical knowledge and skills among young persons both within
and beyond the EU countries (Myers, 2020). In the study of Demertzis & Wolff (2019),
findings showed that there is a considerable increase in cyber-threats and attacks to EU
nations and companies. For instance the study findings showed that between the years
2016-2017, German companies recorded a damage of €43billion from data espionage
and sabotage. The study also revealed that seven out of ten companies have been subject
to cyber-attack in the country. Similarly, reports in the UK indicated 32percent of com-
panies recorded cybersecurity attacks in the 2019 which was lower than the previous
year with 43percent.

The threats of cybersecurity in the EU have escalated and continue to grow due to the
growing ambitions and political behaviours of aggressive nations with high expansionist
agenda (Bendiek, 2012). Powerful countries like the US, Russia and China are typical
examples of such countries that have employed technological and cyber resources to
pursue their global political expansionist agenda so that while nations in pursuit of na-
tional security are concerned with protecting cyber infrastructures, these countries have
repeatedly engaged in cyber-espionage (Paris, 2021; Giantas, 2019; Lét¢ & Pernik,
2017). As Kavanagh (2017) reasons, while cyber technologies contains several vulnera-
bilities that can be utilised for personal, corporate or national purposes, the real threats
to cybersecurity are the personalities engaging the vulnerabilities and loopholes of these
technologies and not necessarily the technologies themselves. As such the aggression of
Russia against EU countries typified in the cyber-attacks against Estonia, Georgia,
Ukraine and other countries in the West are direct results of the political ambitions of
Russia. As such, an important variable in the discourse of cybersecurity as discovered
from the study is the diplomatic relations and interrelation between countries. This is
important because politically hostile countries could engage cyber and technological re-
sources to pursue or prosecute political disputes and conflicts. Therefore the level of
threats against EU member countries can be estimated in light of the growing aggres-
sion of countries like Russia and China against the EU (Bendiek, 2012).

International trade wars and disputes between China and the EU on standards of
manufacturing and labour terms within the EU and beyond have resurfaced in recent
times due to the nonchalance of the Chinese government to adhere and implement inter-

national labour standards (Boskovi¢, 2020; Yilmaz, 2020). This and other factors that
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have increased tensions between States has made the use of cyber technologies to influ-
ence political and economic policies in other States have made the cyberspace within
the EU more prone to attacks by other States and non-State actors (Brady & Heinl,
2020). Although economic and financial crimes and attacks are more common to EU
nations and companies, Kavanagh (2017) opines that such attacks may not be totally
eliminated from occurring from State actors in pursuit of economic gains and agenda.
While there are no proofs to back this claim however, the trade and economic disputes
between the global economic standards championed by the EU and disputed by other
nations could be regarded as some of the likely reasons for the increasing vulnerability
of EU countries to cyber-threats and attacks. This only goes to prove the point that po-
litical actors as well as State and non-State actors are sources of cyber-threats in the EU
region especially when such actions are results of differing political and economic
views with either the EU or EU member states. Just like internal security therefore, the
state of cyber insecurity in the EU as findings indicate is a reflection of the diplomatic
relations with other nations.

The WannaCry and notPetya attacks on the cyber infrastructure of 150 countries
across the world, Europe inclusive, are cases of cyber-threats and attacks that necessi-
tated the cooperation of the EU countries to combat these cyber concerns. In 2017, mul-
tiple variants of ransomware with the name WannaCry spread on the internet globally
across 150 countries affecting thousands of individual and organisational users in the
EU and beyond (Paris, 2021; Giantas, 2019). The ransomware locked users out of com-
puter networks and essential services and demanded a ransom for access to be logged
back in (Mortera-Martinez, 2018). The ransomware spread affected several sectors
across nations including telecommunications, healthcare, gas and government with
about $1billion loss recorded in a week. The WannaCry attack succeeded in crippling
activities in the EU region with the healthcare sector of the UK particularly affected.
Several data and files in the healthcare sector were lost to the attack with the effects that
people’s health records and appointments for operations including emergency units of
the sector were distorted (Giantas, 2019). The magnitude of this attack across the globe
and the effects recorded in several countries including the EU, indicated the volatility of
modern technology and the dire need for cybersecurity measures to protect the internet
data especially cloud technology.

The NotPeya attack followed immediately after the WannaCry ransomware. This at-

tack similarly affected many countries across the globe and is traceable to the Ukrainian
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accounting software M.E.Doc (Giantas, 2019). Hackers were noted to have used sophis-
ticated software backdoor to access this software and spread the infection to other coun-
tries in Europe and beyond, a total of 64 countries in all. The NotPetya attack like the
WannaCry also locked users out of their computers and demanded a ransom for access.
However while payments were made for the restoration of the network by users, the
hackers did not restore services as the confirmation mail for the payments were shut
down and over 2000 users were affected with a recorded loss of $1.2billion (Mortera-
Martinez, 2018). The attack has also been traceable to the Russian government by other
countries following investigations and style of attacks but as Paris (2021) observes, the
EU has not openly acknowledged this for want of conclusive evidence and only publicly
condemned this attack whereas member countries of the EU has directly accused Russia
of perpetrating this attack. According to Paris (2021), the EU in an attempt to prevent
wrong attribution is only protecting her integrity and credibility as a major global cyber
actor. However rationalisations for the deployment of the NotPetya ransomware have
been traced to the ill political and historical relations between Russia and EU countries.
The NotPetya and the WannaCry attacks according to Giantas (2019) had the implica-
tion of rallying the EU member countries to seek ways to protect the cyber infrastruc-
ture in the region as the vulnerability of the cybersecurity framework was revealed in
the two consecutive attacks.

In their studies on cyber threats assessment in Europe, Kertysova, Frinking, Dool,
Marici¢, & Bhattacharyya (2018) outlined the various types of cyber-threats prevalent
across Europe and European countries. The study identified malware and phishing, dis-
tributed denial of service (DDOS), and data breaches attacks. Findings showed that
malwares such as ransomware, Trojans, worms, viruses and backdoors were prevalent
forms of attacks on companies and individual computer network system in the EU. The
EUROPOL reported in 2016 that ransomware was a dominant concern in the EU with
such ransomware as CryptoWall, CTB-Locker, TeslaCrypt and Locky (Kertysova et al,
2018). Also in 2017, the European Union Network and Information Security Agency
(ENISA) identified ransomware as one of the main areas of malware innovations ino-
therwords, considerable attention was being invested into the creation of sophisticated
ransomware by hackers. Several other private sector reports indicated similar develop-
ment of interests in ransomware creation has made it a multimillion dollar business gen-
erating a profit of $25million. Bulgaria and Romania are however the two nations in the

EU region that have suffered considerably from the ransomware attacks in comparison
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to the other member countries which have recorded below average statistics in such at-
tacks. Although other nations in the regions have suffered harms from such attacks,
findings indicate that Russia and Iran have recorded more harms than any EU country.

DDoS attacks have also been recorded in recent times in the EU region increasing
with time according to the technological advancement of the nation involved. According
to Kertysova et al, (2018), the DDoS attacks prevalent in the EU region originates ma-
jorly from five EU countries, Romania, Netherlands, Germany, France and UK while
the targets are usually the UK, Netherlands and Germany. Some of the DDoS attacks
that have affected EU countries and companies are the 2014/15 New year eve’s DDoS
attack on the Finnish bank, OP-Pohjola Group that denied customers money withdrawal
services and other online services from the bank, the January 2016 DDoS attack on the
HSBC bank in London that disrupted customer banking services although no recorded
loss was incurred, and the 2016 DDoS attack on DNS-services by Dyn that affected and
shut down web access to internet companies as Facebook, Netflix, Twitter, and Amazon
in the UK and US (Kertysova et al, 2018; Mortera-Martinez, 2018).

This attack is engaged for different purposes ranging from attempt to disrupt online
network of competitors to politically motivated attacks aimed at crippling governance as
in the Estonia cyber-attack case or it could also be a part of a sequence of attacks aimed
at penetrating and installing a malware in a network system (Kertysova et al, 2018).
Whatever the case, this system of attacks has been used against nations and corporations
in the EU and findings indicate that the trend continues to be increase with hackers and
creators inventing more sophisticated ways of planting these attacks with the use of
‘BoTs’ or ‘zombies’ to maintain access and prevent early detection. These attacks pose
threats to financial institutions within the EU and to governments engaging the internet
for vital services as findings show that 98% of DDoS attacks in the region are targeted
at large corporations (Brady & Heinl, 2020; Kertysova et al, 2018). As witnessed in the
Estonia attack, an extended distributed denial of service attack may have severe national
security implications in the coming years due to the growing sophistication of the tools
for attacks.

Data breaches, according to findings by Kertysova et al (2018), is an emerging
cyber-threat for the EU targeting the health sector amongst other sectors. The infamous
WannaCry ransomware deployed against the UK National Health Service is one of the
instances of data breaches that grossly affected the healthcare sector and service. As a

result of the attacks, 6,912 appointments (including operations) were cancelled and
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19,000 appointments were affected with ambulances diverted from emergency centres
with test results delayed among other disruptions and elimination of data. This threat is
dangerous to the EU because as observed by Paris (2021), Giantas (2019) and Ker-
tysova et al (2018), healthcare services can be equated to life and health of EU citizens,
therefore attempts to breach sensitive data as health services records more than anything
directly impacts the life and health of individuals hence the magnitude of the threats
cannot be overemphasised. Data breaches according to Giantas (2019) is further com-
plicated by the cloud technology adopted by many countries in the EU which makes
storage of much vital data possible with less physical facilities and devices. While this
is advantageous to large corporations and nations with large quantity of data, the risk is
however high because as findings indicate, more information could be lost in fewer at-
tacks than previously. Any successful attacks on the cloud storage technology or the
contracting cloud technology data storage company could result in loss of large files.
Hence although his findings indicate that such attacks are decreasing in comparison
with other forms of cyber-attacks against EU countries, data breaches are nonetheless
more devastating.

In the same vein, studies by Brady & Heinl (2020) identified Spear-phishing as one
of the growing threats in the EU especially in Ireland. In their studies although they ob-
served a great threat arising from this threat, they however reasoned that not all phishing
attempts are successful in the region especially due to the level of public awareness on
the phenomenon on the internet space. Their study also noted that two-thirds of Irish
businesses and internet users have been targeted for phishing in 2018 compared to 33%
percent of global internet users. Phishing, targeted spear-phishing and email spams are
used by cybercriminals to target organisations and large corporations’ internet websites
to monitor how financial transactions are run, for weeks before engaging in spam mails
and targeted attacks to either clone these websites to get their customers or employees to
divulge confidential information. As a result many businesses and large corporations’
employee may get hundreds of spam mails trying to get sensitive information. Brady &
Heinl’s studies also discovered that spear-phishing and leaks of sensitive data has in-
creased in recent times through social media platforms as Facebook, Instagram,
LinkedIn and Twitter due purposely to the lack of awareness of social media users who
are mostly victims of these attacks.

Financial cybercrimes are however increasing in the EU as reports indicate. Accord-

ing to studies by Demertzis & Wolff (2019), countries in the EU have consistently wit-
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nessed increase in financial related cybercrimes and non-financial crimes from 2011 to
2018 with a little decline in 2018. According to findings, data breaches and financial
frauds are daily targeted at countries and companies within the EU. For example, Bul-
garia was a victim of such attack in 2019 which resulted in the stealing of personal data
of Smillion Bulgarians in an attack against the Bulgarian Tax authority. This amount of
data could be potential tools for massive financial fraud and attacks as financial records
of companies and individuals are invaluable tools for financial criminals especially
those affiliated to States and terrorist groups. Between 2018 and 2019, various public
institutions, companies, international institutions, academic institutions, nongovernmen-
tal institutions, and other unspecified targets within the EU were reported in the press as
victims of various cyber-attacks. While the cost and quality of these attacks were not as
huge, the fact that public and private institutions alike are victims of these cyber-attacks
projects an idea of accessibility to and exploitation of confidential and personal files on
the internet by hackers.

Although national and regional data on the economic costs of cyber-attacks on the
EU is lacking, findings from a 2015 survey for the private sector in the EU estimated a
total of $62.3billion loss in revenue. In the UK, findings show that the total cost of cy-
bercrime suffered by UK companies in 2016 is estimated at €33.billion which is 1.1%
of the country’s GDP for the year. For Germany within the same fiscal year as the UK,
cybercrime resulted in a total loss of €22.4billion which is about 0.76% of the Germa-
ny’s GDP. In the Netherlands, the loss was estimated at €10billion which was equal to
1.5% of the country’s GDP. The report however noted that 75% of this was an oppor-
tunity cost as direct loss was a total of €2.5billion which represents 0.32% of the GDP
(Kertysova et al, 2018). For the Irish government, 2014 data indicates that cybercrimes
cost the economy a total of €630million. Furthermore, defensive costs resulting from
adoption of cyber defence strategies by countries in the EU have also considerably in-
creased over the years. According to available data, business across Western Europe
spent a total of 19.5billion dollars on cybersecurity tools to improve cyber resilience
and security in 2016. Generally, the European Cybersecurity market was estimated at
22billion dollars as at 2016 with prospects for increase as projections estimated an in-
crease of 8% per annum on cyber services. The UK had also invested a total of
£1.9billion on cybersecurity between 2016 and 2021 (Michel et al in Kertysova et al,
2018).
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Similarly, studies by the European Court of Auditors discovered that the cyber-
threats phenomenon in the EU region is quite alarming than most EU member states
were willing to acknowledge or address. According to their findings, the economic im-
pact of cybercrime raised fivefold between 2013 and 2017, with serious economic ef-
fects on large and small companies as well as governments (European Court of Audi-
tors, 2019). Reflecting this, the report observed that the fact that between 2018 and
2020, cyber insurance premiums rose from €3billion to €8.9billion reflects the level of
threats and seriousness of cyber-attacks on the region’s economy. The report also noted
that although in 2016 alone, 80% of businesses in the EU had experienced one form of
cybersecurity incident, 69% of businesses in the EU had no basic understanding of their
exposures or vulnerability to cyber-threats and attacks. Another 60% had never estimat-
ed their potential financial losses. The ECA also noted the huge financial disparity be-
tween the cost of launching a cyber-attack and the cost of prevention, investigation and
reparation. They noted that a DDoS cyber-attack could cost less than €15 to launch in a
month but result in huge financial and reputational losses for the target (ECA, 2019).

The findings on the level of vulnerability and attacks on Small and Medium Enter-
prises in the EU indicate a growing trend of attacks on these businesses for several rea-
sons. According to findings by Giantas (2019), the SMEs are very vulnerable targets in
the EU as they adopt little or no cybersecurity strategies to safeguard their data for the
reason that they are not big enough to attract cyber-criminals. Also although SMEs con-
stitute 99.8% of businesses in Europe, they are ill-equipped for cyber-attacks and threats
hence they are mostly targeted by cybercriminals according to findings by Brady &
Heinl (2020), European Court of Auditors (2019) Giantas (2019). Giantas’s studies fur-
ther showed that while larger businesses may record higher costs in nominal terms, the
financial impacts for smaller enterprises in some EU nations are disproportionately
high. The threats to SMEs in the EU are further compounded by the lack of adequate
awareness and appreciation of these cyber threats to business stability and progress by
small business owners.

The flexibility and rapidity with which businesses expand and meet social needs in
the EU region makes them very vital part of the regional economy therefore the growing
threats to the financial stability and growth of these businesses makes them a major
threat to regional economic stability and development especially as reports have shown
that these SMEs constitute the major percentage of businesses in the region. The focus

of hackers on businesses has also extended to medical manufacturing companies so that
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SMEs businesses across the various sectors are possible targets of cyber-attacks. This
puts businesses of all scale around the EU with cyber technology on high alert especial-
ly in a time when physical interaction and transaction are giving way for virtual busi-
ness transactions even among SMEs around the world.

Findings from the study also reveal that cyber-terrorism threats are sources of threat
in the EU as records show that there have been several attempts to attack countries in
the EU by individuals and groups sympathetic to terrorist groups (Mortera-Martinez,
2018). The case of Junaid Hussain Abu Hussain al-Britani who founded “Team Poison”
and launched cyber-attacks against the NATO and British Ministry of Defence are ex-
amples of hacktivist and cyber-terror attack (Jayakumar, 2020). Although a citizen of
the UK, he got radicalised and travelled to Syria where his hacktivism led to his being
an ISIS member and a strong social media (Twitter) influencer for the terrorist group.
He was also a key member of ISIS cyber offensive team that launched attempted several
cyber-attacks against the Western government. Although these attacks did not amount
to much because of the sophistication and preparedness of the US and UK government
to clamp down on Junaid Hussain, his was nonetheless a cause of concern to the EU’s
cybersecurity especially in light of the growing solidarity and sympathy of EU citizens
with pro-ISIS and other terrorist groups. This was also witnessed in the Tunisian Fal-
laga Team that launched an attack the UK’s National Health Service in protest of the
Syrian Civil War and the role of some EU countries. The attack involved defacing the
NHS websites with photos from the Syrian civil war in protest of the plight of the citi-
zens.

While the threats of cyber-terrorists and hacktivists persist in the EU region, Paris
(2021) observed that nations constitute more threats cybersecurity than terrorist groups
even though they may always engage in open propaganda than nations. According to his
findings, whereas hacktivists and cyber-terrorism is a growing trend and threat among
the EU, more cyber-attacks have been recorded as originating from nations within and
without the EU than from terrorist groups (Jayakumar, 2020). This has been attributed
to the fact that while terrorist groups may possess daring and anti-government ideals
and express the same on the internet, nation-states actually possess the cyber technolo-
gies and wherewithal to perform or undertake these attacks and more often than not they
have engaged in these peace threatening cyber activities that has made cyber-peace dif-
ficult (Jayakumar, 2020). Although nations may not own up to these attacks, reports and

investigations also show that attacks by private hackers and hacker groups could be in-
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fluenced and induced by nations who hire the services and technologies of these black
hackers for political purposes. Also nations rather than terrorist groups possess the
funds and resources to easily purchase and deploy cyber-threatening technologies than
most terrorist groups. While reports have indicated the desire and attempts of ISIS, AL-
Qaeda and pro-terrorist individuals and groups to acquire cyber-technologies to pursue
their anti-West ideals, they have not succeeded much in this endeavour.

Findings however indicate that these threats are continually present among the cyber
and national security architecture in the EU (Jayakumar, 2020; Brady & Heinl, 2020;
Giantas, 2019; Meer, 2015). As a result there are approaches and attempts to contain
and control the internet space in the EU region by particularly pursing and spearheading
innovative research and developments in the internet space to prevent unpleasant sur-
prises from the numerous terrorist groups threatening peace and social order in the re-
gion (Brady & Heinl, 2020). While the cases of past and potential threats facing the EU
as identified above have been noted to be recent developments and cause for concerns,
Brady & Heinl (2020) in their study have made a distinction between old and recent
cyber-threats. According to them, hacking which is pervasive threat in the EU region
and beyond cannot be classified as a recent crime or threat as it has been a phenomenon
recorded for over 20years. In their study, they relate that while some of these threats
have become sophisticated over the years, they are not actually recent threats. As such,
tackling and engaging them must identify the rate and scale of developments they have
attained over the years to adequately tackle and address their current disposition in re-
cent times. The major threats to the cybersecurity infrastructure of the EU and her
member nations in their view is actually the level of comprehension and capacity of
computer and internet users to identify and mitigate the ever growing sophisticated
threats on the internet space.

Furthermore they reason that the vulnerability of the EU region to cyber threats and
attacks is not necessarily a function of the pervasive threats of cybercriminal activities
prevalent in the internet space. In their view, the opportunities presented by internet us-
ers to cybercriminals even where there is no active threat as a result of the gap in tech-
nological knowhow also presents a serious challenge and vulnerability to the EU’s cy-
bersecurity. This vulnerability extends beyond individual capacity to identify threats
and securely utilise the internet to involve the capacity of organisations, institutions and
national security agencies to ably engage the internet space while eliminating threats.

Therefore cyber-threats in the EU region over the years according to this view have not
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only been the malicious activities of hackers and anti-State actors but also the vulnera-
bility presented by all categories of internet users ranging from individual to state ac-
tors. As in the case of the Estonian cyber-attack in 2007/2008, Brady & Heinl (2020)
would thus reason that the inability of the Estonian government and cybersecurity infra-
structure to identify secure the nation’s cyber technology against the attacks is directly
responsible for the success of the attacks against the state. This also resonates with My-
ers’s (2020) and Pernik & Tuohy’s (2013 in Giantas, 2019) view that far from being an
issue of computer programmes and malicious hackers alone, cybersecurity also has a lot
to do with the skilfulness and capability of the computer user to not only identify poten-

tial threats but prevent the same.

4.3.1. Summary of Findings

In summary, the findings from the study suggest a relative severity in the occurrence
and possibility of cyber-attacks and threats among EU nations. European companies,
businesses and government institutions are increasingly becoming targets of hackers
and malicious cyber users hence there is a growing interest in the field and skills of cy-
bersecurity in the EU. However findings also suggest majority of the cyber-threats fac-
ing the EU since the beginning of the century are more often than not, politically moti-
vated. The cyber-attacks on Estonia, Georgia, Ukraine, and numerous others on the EU
nations according to findings have maintained a pattern of political disputes and con-
flict. Indeed they have been extensions of political and ideological conflicts among EU
countries hence political threats seem to arise more from European countries against
their European neighbours. This is instructive because although other kinds of threats
exist in the region, political cyber-threats and attacks over the years have shown to be
very devastating in its occurrence due in part to the availability of State resources that
may not be readily available to the individual user. On this premise therefore, the level
of seriousness of cyber-threats and attacks on the EU may very well be reliant on the
healthy political relations and interactions between the EU member countries. This is
because contrary to the global anti-terrorist campaigns and fears of cyber-terrorism in
the EU, findings indicate that cyber-terrorism have been relatively scarce in comparison
with State-motivated cyber-attacks. Therefore while there is obvious need to improve
cybersecurity and awareness to mitigate other kinds of cyber-attacks in the EU, there is

need for improved diplomatic relations among nations within the region especially to
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contain the excesses of aggressive nations like Russia which is notoriously linked with

virtually every political cyber-attack in the region.

4.4. Strategies adopted by the EU to enhance Cyber-Peace and Cybersecurity in
the EU

This section discusses the efforts and strategies adopted by the EU to mitigate and
address the growing seriousness of cyber-threats and attacks against the cyber infra-
structure of the EU and member countries. Findings from the study conducted are relat-
ed below. Studies and scholars have expressed mixed views on the mitigation strategy
of the EU in curbing cyber-threats and enhancing cybersecurity. While scholars like
Jayakumar (2020) believe the EU and her member countries have been active in the
fight against cyber-threats, others like Paris (2021), Mortera-Martinez (2018) and Bend-
iek, Bossong & Schulze (2017) believe the EU and member countries have been rather
slow and not efficient enough in action. However there is the consensus that there is a
growing acknowledgement and response by EU member countries to the pervading
threats. These responses have been basically in the form of policy actions, investment in
cybersecurity, attempts at regional and global cyber-governance.

One of the earliest instruments and approaches to improving cybersecurity in the EU
was the Council of Europe Convention on Cybercrime in 2001 also known as the Buda-
pest Convention with the mandate to pursue a common criminal policy aimed at the
protection of society against cybercrime especially by adopting appropriate legislation
and fostering international cooperation (Brady & Heinl, 2020; Veale & Brown, 2020).
Although this legal document which is regarded as the first EU policy approach to ad-
dress cybercrimes and attacks against information systems was however brought into
force in 2011 and have countries within and beyond the EU as parties (Brady & Heinl,

2020). The Convention outlines the following objectives as her goals;

1. Foster cooperation with the other State parties to this convention;

1. Pursue a common criminal policy aimed at the protection of society against cyber-
crime, by adopting appropriate legislation;

iii. Foster international cooperation;

iv. Recognising the need for cooperation between States and private industry in com-
bating cybercrime and the need to protect legitimate interests in the use and devel-

opment of information technologies;
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v. Effective fight against cybercrime by fostering increased, rapid and well-functioning

international cooperation in criminal matters (Brady & Heinl, 2020).

Subsequent protocols, conventions and strategies on cybercrimes in the EU region
have built on this foundation to promote and expand the mandate on cybersecurity
among member-countries and beyond. In 2013, a Directive was issued by the EU to
member States to the end of harmonising national laws and penalties for cybercrime by
criminalising attacks against information systems such as identity theft or illegally ac-
cessing banking records and networks (Sterlini, Massacci, Kadenko, Fiebig, & Eeten,
2019). According to Mortera-Martinez (2018), this directive created a new category of
cybercrimes in the EU and also boosted the cooperation between the Police and the ju-
diciary in the various countries region as it outlined and determined which country’s
agency is responsible for certain lines of actions in the case of cross-border cybercrimes.
The directive also mandated member countries to implement a penalty of up to Syears
and above for cybercrimes with allowance for increasing this sentence in aggravating
cases as in identity theft. All the EU countries except Denmark ratified this directive
and have made it national laws. The idea according to findings is to promote an inte-
grated and coordinated approach to tackling cybercrimes in the EU region to prevent
legislative and bureaucratic gaps among the different countries. Also the European Po-
lice (EUROPOL) set up its Cybercrime Centre in 2013 which serves as a central hub for
coordinating operations, sharing intelligence reports and supporting member States’ op-
erations and investigations on cybercrime (Giantas, 2019). One of the successes of the
Europol’s efforts was the investigation and dismantling of the online criminal network,
‘Avalanche’ which was notorious for attacking online banking systems worldwide. The
Europol was also instrumental in the arrests of 193 persons involved in online air ticket
fraud.

The EU Cybersecurity Strategy was however launched in 2013, years after the cyber-
attacks on Estonia, Georgia and other EU members and neighbours. This strategy ac-
cording to Sterlini et al (2019) was the first document to take into consideration the
modern threats and vulnerabilities in the cyberspace of the region. The 2013 Cyber
Strategy had five objectives and priorities within the EU; cyber resilience, drastically
reducing cybercrime, developing cyber defence policies and capabilities, developing in-
dustrial and technological resources for cybersecurity and establishing a coherent inter-

national cyberspace policy for the EU to promote EU values among member-States
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(2018) observed that about 11 member-countries of the EU were yet to have neither an
emergency computer response team nor a national cybersecurity strategy. Hence there
were institutional and practical challenges at the national and regional level in the suc-
cessful implementation of the EU Cybersecurity Strategy. The EU subsequently part-
nered with the private sector under the auspices of the European Cyber Security Organi-
sation (ECSO) to enhance and cover for the lapses of member-States especially as sta-
tistics for the year indicated an all-time high for cyber-attacks in the year (Mortera-
Martinez, 2018).

Findings also reveal that the EU has adopted a number of policies since the 2013
framework was established to tackle and combat cyber-insecurity. Some of these poli-
cies are the EU Cyber Defence Policy Framework in 2014 (which was updated in 2018),
the 2015 European Agenda on Security, and the 2015 Digital Single Market Strategy,
the 2016 NIS Directive and Global Strategy, and the 2016 EU Joint Framework on
Countering Hybrid Threats. In 2017, the EU also presented the Cybersecurity Package
under the Cyber Diplomacy Toolbox 2017 which was aimed at strengthening the man-
date of the European Union Information and Security Agency (ENISA) which was es-
tablished in 2004 to address concerns on information security (Lukaseviciaite, 2019;
Sterlini et al, 2019). The 2017 Cyber Security Package however aimed to make ENISA
a permanent agency with a doubled budget amounting to €23million to help EU mem-
ber-States, businesses and institutions in intelligence sharing and other mitigation ef-
forts in the case of a cyber-attack (Mortera-Martinez, 2018). The EU Cybersecurity
Strategy was also renewed in 2017, the EU Cyber Defence Policy Framework was up-
dated in 2018 and in 2019 the EU Cybersecurity Act was passed which made gave
ENISA the full mandate as a permanent agency notably for cybersecurity certification.
In 2020, the New Cybersecurity Strategy was formulated and a decade-long policy for
cybersecurity is envisaged from 2021 forward (European Commission, 2020).

ENISA was founded as a centre for expertise on cybersecurity according to Giantas
(2019) with the aim of understanding the dynamics of cybersecurity culture. The Agen-
cy through her cyber experts thus provides useful step-by-step information and guidance
to both public and private institutions within the EU on how to beef up cybersecurity
and enhance cyber-governance by the EU. The Agency has also facilitated information
and intelligence sharing between governments in the EU through active NIS field agents

which works together to prevent cybercrimes and attacks through adequate cyber-
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governance. ENISA thus in the view of Giantas (2019) has become somewhat of a cy-
bersecurity knowledge and information broker for the EU and her member-States whose
duty is limited to preventive technology and not operational responsibilities as the
NATO and Europol even with the level of expertise and resources at her disposal. ENI-
SA is therefore supportive in nature to other more active and operational policies and
agencies in the cybersecurity field in the EU. The Directive on the Security of Network
and Information Systems (NIS) is another legal document established by the EU to
check cybersecurity and cyber-governance standards among member countries in the
EU. It is basically a set of minimum standards for EU member-states to implement and
achieve in their various efforts to enhance cyber resilience in their nations and in the EU
at large. In the thoughts of Giantas (2019) this law can result in upscaling cyber capabil-
ities, preparedness and effective risk management, enhance cooperation and exchange
of information and good practices for cybersecurity among nations and businesses in the
region.

The 2013 EU Cybersecurity Strategy according to scholars (Paris, 2021; ECA, 2019;
Giantas, 2019) is regarded as the chief policy on cybersecurity in the EU to which all
other policies and legal frameworks either draw support or aims to support and
strengthen. The EU Cybersecurity Strategy has five core objectives as previously stated

above which are;

1. increasing cyber resilience;

1. reducing cybercrime;

iii. developing cyber defence policies and capabilities;

iv. developing industrial and technological cybersecurity resources; and

v. establishing an international cyberspace policy aligned with core EU values.

According to Paris (2021), the 2013 EU Cybersecurity Strategy framework linked
with the Budapest Convention by using the terms ‘cybercrimes’ and ‘cybersecurity’ in-
terchangeably so that actions and provisions in the Convention relating to cybercrime
could be adopted in the Cybersecurity Strategy. As Backman (2019) and Kovéacs (2018)
observes in their findings, the Cybersecurity Strategy was an important achievement
and step towards cybersecurity at the EU level at the time as there was no prior compre-
hensive regional document for the purpose. Findings also reveal that though the 2013

Strategy was not binding, it however provided a framework for member-States of the
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EU to work towards. As such there was a regional goal that EU countries could aim to
achieve in the attempt to enhance cyber-governance and build cybersecurity. However
the document was non-binding on the member-States hence there were lapses in the im-
plementation process which affected the actualisation of the goals of the Strategy. The
Strategy explicitly stated that for it to be effective among member States there was need
for legislative processes across the states to properly implement the recommendations of
the Strategy.

The document also outlined awareness for cyber users on the risks and threats avail-
able on the internet space as one of the approaches towards achieving cyber resilience
hence Member States were advised to adopt the various cyber awareness campaigns and
education to promote awareness. This objective here was to encourage cyber resilience
through broad cyber awareness and education campaign that involved orienting all sec-
tors of society by partnering with key stakeholders in the EU such as ENISA, Europol,
Eurojust and the European Cybercrime Centre (EC3) (Kovacs, 2018). The idea however
as stated by Giantas (2019) was to harmonise the instruments and strategies for combat-
ing cybercrimes and cyber-threats at local, nation and regional levels within the EU.
Thus the 2013 Cybersecurity Strategy was updated in 2017 to further strengthen collab-
oration and implementation among member-States so as to enable adequate regional
cyber-governance and cybersecurity within the EU.

Part of the provisions of the 2013 Strategy was the encouragement of technological
innovations through investment in research and development by member countries and
Commission. Through the Research and Development funding for technological re-
sources and innovations, foundations were laid for the realisation of the “Horizon 2020”
programme of the EU which is focused on innovative research in cybersecurity. Also
the 2013 Strategy laid the foundations for the creation of a single market for existing
and emerging products to enhance manufacturers’ adherence to the NIS Directive (Ko-
vacs, 2018). Furthermore the Strategy also called for the formation and adoption of a
foreign policy by the EU and EU member States that enhanced capacity building,
maintenance and adherence to cybersecurity strategies/initiatives and ensured cyber-
governance in other states outside the EU. This move was necessary according to the
2013 Strategy document to regulate and enhance cyber-governance beyond the EU and
her member states to other States and regions where the EU has strategic partnership es-
pecially in third world countries where capacity for such cyber initiatives was grossly

lacking and inadequate (Bendiek & Maat, 2019). The policy development by the EU
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from 2013 till data have therefore being in furtherance of the ideals outlined by the 2013
Cybersecurity Strategy.

Pursuant to the 2013 Strategy, the 2014 EU Cyber Defence Policy Framework updat-
ed in 2018 was enacted in response to the cybersecurity challenges that resulted from
implementation (Sterlini et al, 2019). The 2014 Cyber Defence policy document was
aimed at conflict prevention and greater cooperation among stakeholders in the cyber-
space in furtherance of cybersecurity governance in the EU region. Some of the other
areas listed as the areas of priorities in the 2014 policy document include, development
of cyber defence capabilities, training and exercises, research and technology, civil-
military cooperation and international cooperation. This was in response to the growing
need for collaboration and information sharing between the various national defence
agencies in the cyberspace. As Lété and Pernik (2017) puts it, there was challenge aris-
ing from the need of the specific roles and responsibilities of the various EU security
stakeholders especially the military intelligence agencies in matters relating to opera-
tional and intelligence. The 2014 framework therefore outlined the roles and mandates
of the various EU agencies involved in the partnership. The 2018 updated Cyber De-

fence Policy Framework however outlines six priority areas;

1. development of cyber defence capabilities;

ii. protection of the EU Common Security and Defence Policy communications net-
work;

1i1. training and exercises

iv. research and technology;

v. civil-military cooperation; and

vi. international cooperation (Council of the European Union, 2018)

The 2015 European Agenda on Security in the same vein focuses on a coordinated
approach at the regional level in enhancing cybersecurity by implementing existing pol-
icies and adjusting existing legislations. The 2015 Digital Single Market Strategy is an-
other policy initiative by the European Union which focuses on incorporating the pri-
vate sector in the war against cybercrimes and cyber-attacks. The programme was slated
to run for five years between 2015 and 2020 with the aim of overcoming fragmentation
of the European cybersecurity market by innovation, researches and trust-building

among between member-States and industrial actors. The idea of this policy according
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to Cappelletti (2021) is to invest in novel technologies and small SMEs that are neces-
sary for combating cybercrimes across Europe. As the 2020 report of the Council of Eu-
rope observes, this became imperative as a result of the failure of solely national strate-
gies to adequately tackle the increasing rate of cyber-attacks and threats against busi-
nesses in the EU. This policy led to the formation of a partnership between the EU and
the European Cybersecurity Organisation (ECSO) comprising over 200 stakeholders in-
cluding SMEs and start-ups, large cybersecurity companies, universities, research cen-
tres, end-users, operators, clusters, and public authorities (Kertysova et al, 2018). The
EU thus committed €450million to the partnership over the period of Syears while the
partnering Cybersecurity market players were outlined to invest three times the amount
(Kertysova et al, 2018).

The 2016 Directive on Security of Network and Information Systems (NIS Directive)
further consolidated efforts on improving cybersecurity in the EU. Passed by the Euro-
pean Parliament in July, 2016, the directive was aimed at improving the national and
regional capacities of member-countries to address cyber-threats and enhance cyber-
governance (Kertysova et al, 2018). Cross-border information sharing and cooperation
among EU countries was also outlined by this policy as an important strategy for en-
hancing cyber-governance in the region. The Directive amongst other aims therefore
sought the development and improvement of the national cybersecurity frameworks and
agencies by stipulating a benchmark for EU member-States to meet in order to attain
and maintain cyber-resilience (Brady & Heinl, 2020). Member States were also required
to have a national cybersecurity strategy, a national cybersecurity authority and a na-
tional cybersecurity response team in place in times of emergency. The Directive also
mandated private companies with ties to EU member States to adopt serious security
measures to protect cyber infrastructures and data and to report incidents of cyber
breach or attacks to the appropriate authority. The overall aim is to improve cybersecu-
rity consciousness in both private and public institutions within the EU while also pro-
moting cordial relations and interactions among stakeholders necessary for enhancing
cyber-governance and cybersecurity. According to Brady & Heinl (2020), the Directive
is lauded by the 2017 EU Cyber Strategy as a progressive step towards improving the
region’s criminal law response to cybercrimes. Since her implementation, it is noted
that there is considerable progress in criminalising cyber-attacks across member-states
at a level that necessitates and facilitate cross-border cooperation among law enforce-

ment agencies of various States within the EU.
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However, more needs were identified in the collaborative efforts of the EU as the ex-
isting policies were limited in addressing the traffic of attacks arising from nation/s out-
side the EU. This and several challenges identified in the existing policies led to the
2017 Cyber Diplomacy Toolbox (CDT) in June 2017, which focused diplomatic rela-
tions and policies with nations beyond the EU with records of aggressive cyber-attacks
against EU nations. As Sterlini et al (2019) puts it, the idea of the policy framework was
to influence the behaviour of aggressors and potential aggressors in the long run. In oth-
er words, the Cyber Diplomacy framework was an attempt at cyber-governance that fo-
cused on managing and controlling the actions of cyber aggressors as well as potential
cyber aggressors. Part of the Cyber Diplomacy Mandate is the coordination of response
directed to malicious cyber activities directed at EU member states including sanctions
for perpetrators and accomplices (Latici, 2019).

To enhance international diplomacy that fosters and helps this coordinated response
to cyber-attacks from other nations outside the EU, the Commission has entered into
partnerships and collaborations with several international committees and bodies includ-
ing the Council of Europe (CoE), the North Atlantic Treaty Organisation (NATO), the
Organisation for Economic Cooperation and Development (OECD), Organisation for
Security and Cooperation in Europe (OSCE), and the United Nations (Kertysova et al,
2018). Strategic partnerships have also been established with nations as Brazil, China,
India, Japan, Republic of Korea and the United States of America. The Commission al-
so commissioned the G7 Cyber Expert Group to address the increasing sophistication of
cyber-attacks and threats in the financial sector and develop strategic techniques for im-
proving the cybersecurity initiatives of the region’s financial sector. The assignment
was to conduct a non-binding assessment of the fundamental components of cybersecu-
rity in the EU’s financial sector to reveal her vulnerabilities, threat levels and cybersecu-
rity initiative for the financial sector.

Also the New Cybersecurity Regulatory Package was initiated in 2017 to further
strengthen the ENISA to much more than before assist nations and businesses deal with
cyber threats and attacks (ECA, 2019). According to Mortera-Martinez (2018), amongst
other functions given to ENISA under the 2017 repackaging framework, the agency had
the task of implementing the NIS Directive and the cybersecurity certification frame-
work. The EU-wide Cybersecurity certification scheme under this framework is another
initiative under this framework that aims at increasing the security of digital products

and services, improve cross-border trade and reduce market fragmentation. This certifi-
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cation scheme applied to essential services sectors while a joint Commission-Industry
was also designed to promote a ‘duty of care’ principle for reducing software and prod-
uct vulnerabilities.

The 2017 Package also introduces new target sectors that the NIS Directive applies
to i.e. it expands the mandate of the existing NIS Directive to a full mandate by includ-
ing new sectors as public administration, the postal sector, food sector, chemical and
nuclear sector, environmental sector, and civil protection within the EU based on the
prerogative of member States (Latici, 2019). This is in combination with the large-scale
cybersecurity incidents and key strategic sectors the Directive already applies to. Addi-
tional steps and developments initiated by the 2017 Package include the development of
a Blueprint on how best to respond to large-scale cyber-attacks (so that in the event of
cross-border large-scale attack or cyber incident in any member-State, there is a system
of well-rehearsed response through swift communication and coordination to address
such concerns among member States), the establishment of a European Cybersecurity
Research and Competence Centre along with a network of similar centres across mem-
ber-States, more effective criminal law response to cybercrimes and the enhancement of
international collaboration and cooperation in cybersecurity initiatives (Griffith, 2018).

The EU Cybersecurity Act was adopted in 2019 with laudable improvements on the
Cybersecurity Certification Scheme. Amongst the many provisions of the Act was the
empowerment of the ENISA as a permanent agency of the EU to issue cybersecurity
certifications across the European single market (EU, 2019). This scheme helped to
consolidate the European single market by resolving the problems related to fragmenta-
tion of certification schemes in the EU. According to Angelika Niebler, a member of the
European Parliament and Rapporteur of the Cybersecurity Act, the EU Parliament had
two specific focuses for adopting the Cybersecurity Act (Eurosmart, n.d). The first was
to address the growing attacks on the critical infrastructures of the EU and her member
countries which consist of all aspects of daily lives as electricity, water, health, commu-
nication etc. The second focus of the Cybersecurity Act was the growing number of de-
vices to access the internet and the distrust of users over privacy and safety of their de-
vices. To undertake these tasks, ENISA is given a broader range of activities and as-
signments to fulfil the mandate of the Cybersecurity Act. Some of the tasks stipulated

under the new permanent mandate of ENISA include,
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1. development and implementation of a regional cybersecurity law. ENISA is tasked
among other duties with providing independent analysis and preparatory work on
the development of cybersecurity laws and also assisting member nations implement
the laws to facilitate best practices between competent authorities.

ii. capacity building initiatives for member States by organising regional cybersecurity
exercises and assisting member countries with expertise and knowledge on cyberse-
curity initiatives.

1ii. marketing cybersecurity certifications and standardisation by supporting and pro-
moting the development of region policies on ICT products and services.

iv. providing information and knowledge. This function of the ENISA includes serving
as a knowledge bank to the EU member countries such that specific knowledge and
information on cybersecurity incidents are provided to members as at when needed.

v. awareness raising and education involves raising awareness and education on cyber-
security risks for the EU by engaging region-wide awareness programmes and as-
sisting member countries in their cybersecurity awareness efforts.

vi. research and innovation for the EU by engaging in innovative researches and assist-
ing member States with research needs and research priority areas to direct research
innovations in the field of cybersecurity.

vii. facilitate international cooperation between EU member countries and third coun-
tries by providing the necessary guidance and recommendations within international

frameworks (EU, 2019; Eurosmart, n.d).

In 2020, a decade programme on cybersecurity was also launched by the European
Union to further check the rate of cyber-attacks and build operational capacity for pre-
venting and deterring such attacks (European Commission, 2020). The EU Cybersecuri-
ty Strategy for the Digital Decade was launched as the primary policy for the year 2020,
however other frameworks and documents were formulated to further drive the fight
against cyber-attacks in the region. Some of these documents are the 2020 EU Security
Union Strategy and the Screening of Digital Investment, the Digital Single Market
Strategy, the EU Commission Economic Recovery Plan, and the Security Union Strate-
gy 2020-2025 (Bendiek & Kettemann, 2021). The 2020 Cybersecurity Strategy resulted
in the launching of the ‘Joint Cyber Unit’ that was tasked with strengthening the IT ca-
pacities in cybersecurity defence communities and law enforcement agencies in the re-

gion. This is also to strengthen cooperation ties among member countries in the region
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especially between cyber defence agencies and the civilian/diplomatic community to
enhance quicker and timely response to cross-border cyber-attacks (Bendiek &
Kettemann, 2021). Furthermore the new strategy also focuses on partnership and sup-
ports like the European Defence Agency framework. Also the network of Security Op-
erations Centres was established in 2020 serve as a cooperation platform between civil-
ian and military authorities as well as EU commission members States in cybersecurity.
Laws were also reviewed to address issues as growing threats in the areas of health,
hospitals, utilities, and transport which is not adequately captured in the 2016 EU Net-
work and Information Security Directive (NIS Directive) (Bendiek & Kettemann,
2021).

The 2020 Cybersecurity covers three main areas of interest, which are resilience,
technological sovereignty and leadership, build operational capacity to prevent, deter
and respond to cyber threats and lastly, advance a global and open cyberspace through
increased cooperation. The first area outlined a set of measures to be undertaken which
resulted in making internet devices within the EU more secured, resilient to attacks and
amenable to mitigation of vulnerabilities. Meanwhile, the 2020 framework also aimed
to make the EU attain a leadership position in the digital technologies and digital supply
chain through her ‘Cyber Defence Shield’ project and funding in research and innova-
tions (Warman, 2021; EC, 2020). Secondly the new cybersecurity framework also
aimed to build the operational capacity of member countries through the Joint Cyber
Unit initiative which a physical and virtual platform for cybersecurity communities
within the EU such that members could draw from the operational capacity and capabil-
ities made available at the regional level to address cyber threats and insecurity. Also
building operational capacity also relates to adhering to technological guidelines within
the EU not only build community capacity but also to resolve disputes when needed
(Warman, 2021). Lastly, the 2020 framework aimed to achieve her technological aims
in the EU through greater cooperation within the region and between member countries
and third parties so as to perform the cybersecurity leadership role in global cybersecu-
rity efforts. The measures of this framework were scheduled for implementation in the

year 2021 as the new framework was passed in December 2020.
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4.4.1. Summary of Findings

In summary, findings show that the EU has maintained a pattern of evaluation and
re-evaluation of her cybersecurity policies since the year 2013 to ensure that lapses and
loopholes in existing frameworks are addressed and cyber resilience is achieved in the
EU. The findings also show that the EU has been particularly poised towards improving
regional capacity for cyber resilience and governance by providing the necessary tools
and resources to member countries needed to address the persistently growing threats of
cyber insecurity. However, from the findings, indicators point to the fact that the im-
plementation of these policies have faced not yielded the desired results as envisaged by
the Commission hence cybersecurity policy aims and objectives are repeated year after
year. This is particularly so in the areas of cooperation and capacity building. The policy
frameworks from the year of implementation of the Budapest convention in 2011 to the
recent New Cybersecurity Framework in 2020, there have been consistent mention and
measures to improve cooperation among member countries. Even though the aims are
targeted at international cooperation, there is considerable focus of initiatives to im-
prove regional cooperation and information exchange. Hence it portrays the idea of lack
of necessary regional cooperation needed to jointly combat cyber threats and attacks
even though the member countries are appreciating the need for cybersecurity. This
trend tends to be more visible among the military and law enforcement agencies espe-
cially in the areas of intelligence and information sharing. Therefore the proliferation of
regional agencies to address cooperation and build regional cyber resilience and capaci-
ty of member nations to develop and implement the measures needed to enhance cyber
governance. In all however, there is considerable policy evidence that shows the dedica-
tion to cybersecurity in the EU even though challenges exist that hinder the successful

implementation of these frameworks.

4.5. Challenges of the Cybersecurity Strategies of the EU

This section discusses the challenges of the cybersecurity strategies outlined by
scholars especially of the 2013 EU Cyber Security Strategy updated in 2017. This par-
ticular framework is chosen because it represents the beginning of active and assertive
efforts by the EU to address the challenge of cyber threats and attacks targeted at her
member countries. Also as reasoned by scholars, it represents the specific landmark in

the fight against cyber threats and beginning of cyber-governance initiatives in the EU.
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As such every other policy framework from the year 2014 has been an attempt to ad-
dress the loopholes of the 2013 Cyber Security Strategy hence the need to outline the
challenges of this and other policy documents to discover the loopholes and challenges
that has resulted in the increase of cybercrimes and attacks over the years. Several chal-
lenges have been identified by scholars as challenges mitigating the successful imple-
mentation of the EU Cyber Security Strategy. These are discussed below.

According to findings from the study, several challenges are identified with the 2013
Cyber Security Strategy and other frameworks in furtherance of cybersecurity and
cyber-governance in the EU. In summary the challenges identified from the study both-

ers on the following;

i. Evaluation and accountability

ii. Uneven transposition of EU laws in comparison with technological innovations
iii. Funding and spending

iv. Clear overview of EU budget spending

v. Governance and standards

vi. Skills and awareness

vii. Information exchange and coordination

viii. Detection and response

ix. Protecting critical infrastructure and societal functions

These points are discussed in details below.

Lack of Evaluation and Accountability

The first concern on the evaluation and accountability of the Cyber Security Strategy
is the lack of measurable targets and objectives. According to the 2019 report by the Eu-
ropean Court of Auditors, while the Strategy outlined objectives and targets for the re-
gional commission and member States, these objectives were not measurable but only
expressed a vision and not a measurable target hence there is the challenge of measuring
the progress and otherwise of the Strategy (ECA, 2019). Also the objectives were
broadly formulated with no specific targets which make specific actions aimed at meas-
urement and evaluation of the objectives difficult (Yan, 2019; Mueller, 2018). Further-
more, findings from the study showed that although the 2018 cyber defence policy

framework outlines minimum cyber defence objectives and how these are measured
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overtime, the scope of measurement and evaluation is limited to cyber defence only
(Brady & Heinl, 2020; ECA, 2019). This creates a loophole in the entire EU cyber resil-
ience as measurable objectives have not been set. Findings further showed that meas-
urement and evaluation criteria for assessing impacts of the implementation of the poli-
cies are also lacking in the Cyber Security Strategy (Bendiek & Kettemann 2021; EU,
2020; Bendiek et al, 2017). This challenge for the EU according to the ECA report is al-
so due to the unavailability of rigorous evaluation culture for cybersecurity issues gen-
erally (Giantas, 2019; ECA, 2019; Kertysova et al, 2018). This lack of monitoring and
measurement culture for cybersecurity awareness and resilience therefore plays a major
role in limiting the mandate of ENISA (ECA, 2019; Eurosmart, n.d).

The issue of evaluation and accountability can also be linked with the unavailability
of enough evidence-based policies and the statistical or measurable indicators to help
monitor trends and developments in the cybersecurity sector (Yan, 2019; Kertysova et
al, 2018; Chang & Grabosky, 2017). Also member States rarely collect such infor-
mation at the national levels to aid comparative evaluation so that information and evi-
dence-based data on the economics of cybersecurity, the impacts of cyber-failure and
cybercrime, macro-statistics on cyber trends and challenges and the best solutions to
these threats are lacking (Giantas, 2019; ECA, 2019). Findings also show that in light of
this dearth of well-defined indicators, quantitative analysis and assessment of the Strat-
egy has been impossible except qualitative data. Progress reports are reported thus to
only make mention of the milestone achieved or the measure implemented and not on
the measurement of the result of the initiative to cybersecurity in the region (Paris,
2021; Giantas, 2019; Bendiek et al, 2017). Findings further showed that member States
hardly performed auditing evaluations and the few that did, did not make such infor-
mation public on the grounds of national security. The report further identified that the
areas where such auditing were focused on were “information governance; protection of
critical infrastructure; information exchange and coordination between key stakehold-
ers; incident preparedness, notification and response” (ECA, 2019:18). Other areas that
were hardly audited to measure the rate of success of the Strategy are awareness raising
measures and digital skills gap. As such evaluation and accountability of the Strategy to
adequately monitor its progress were among the key challenges identified from the

study.
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Uneven Transposition of EU Laws

Another challenge identified from the study was the ever increasing rate of digital
technologies and the threats facing digital users so that the EU laws are outpaced in her
implementation efforts to govern the cyber space through legislations and policies
(Barmpaliou, 2020; Nigel & Nathan, 2020; ECA, 2019; EU, 2017). While the laws and
policies like the Cyber Security Strategy are rigid and static for instance in handling
cyber related threats, the realities and dynamics of cyber threats are flexible and rapidly
changing hence these laws are largely inadequate as they are not framed to anticipate
and shape the future (Munk, 2015; Bodeau et al, 2010). Legislative gaps are continually
being identified in the framework that hampers the achievement of the objectives of the
overall policy leading to inefficiencies and fragmentation of policies and legislative
frameworks to make-up for identified lapses (Schlehahn, 2020). For instance, the ECA
study of the Strategy found that gaps exist in the balance of responsibilities between us-
ers and providers of digital products as well as certain aspects left unaddressed by the
NIS Directive (ECA, 2019). Although the Cybersecurity Act attempted to address these
lapses, findings reveal that a clearly defined industrial policy and a common approach to
cyber-espionage are still noticeably absent.

Some of the noticeable gaps in the existing legislations and frameworks according to
the study are that at the time the Digital Single Market policy was initiated, the Con-
sumer Sales did not cover cybersecurity although the directives on digital content ad-
dressed the lapse (LukaSeviciute, 2019; Sterlini et al, 2019). Also under the Digital Sin-
gle Market, there are limited and diverse legal frameworks for duties of care in EU
member countries so that there were issues of legal uncertainties and difficulty in en-
forcing legal remedies in the EU (LukaSeviciite, 2019; ECA, 2019; Sterlini et al, 2019).
Another such gap had to do with Strengthening network information and security while
member countries were free to include sectors that were omitted from the NIS Directive
(Markopoulou et al, 2020; Kovacs, 2018). This provided a lapse as member countries
had sectors like the accommodation sector that were not included in the initiative which
could be exploited for crimes as human and drug trafficking and illegal migration
(ECA, 2019). Furthermore, in the areas of Fighting Cybercrimes, many member States
did not review their national policies to reflect the aims and peculiarities of the EU for
instance some nations did not include a definition of e-evidence in their legislations
which is a necessary item in the discourse of combating cybercrimes (Veale & Brown,

2020). Also the difference in the application and implementation of laws among mem-
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ber countries has also hampered policy objectives. For instance in the aftermath of the
data retention judgement by the Court of Justice of the European Justice, different ap-
plication of laws and impeded the enforcement of the judgement so that vital investiga-
tive leads were lost and prosecution of online criminals was impaired (ECA, 2019).

Another lapse of the Cyber Security framework is the fact that the application of
some aspects of the legislation is on voluntary basis both for States and private organi-
sations (Backman, 2019; Kovacs, 2018). This is so with the application of certification
for ICT products and services within the region which is on a voluntary basis which
leaves huge gap for lapses and uneven cyber resilience and defence (Giantas, 2019; Ker-
tysova et al, 2018). Also the evaluation of national strategies on the security of network
and information systems and the effectiveness of CSIRTs is on a voluntary basis thus
watering down the capacity and effectiveness of the cooperation of EU countries to en-
force necessary cyber policies (ECA, 2019). This becomes problematic in the light of
the fact that the EU and her cybersecurity agencies are mandated to work together with
member nations to improve capacities and engender trust for the regional cooperation
while at the same time member States are within their rights to withhold sensitive in-
formation in their national interest when such data may be useful to the regional part-
nership. This is possible because the legislations are mostly voluntary and nations are to
participate or apply them on a voluntary basis. This creates a fundamental gap to the
success of the policy frameworks which are intended to improve cybersecurity and resil-
ience as well as protect cyber infrastructures within the EU region.

A dimension of the inconsistent transposition of legislations among EU members is
the effect on operational coherence in areas where member countries have differing in-
terpretation of a particular legislation (Muhammad, 2017; Verhulst et al, 2016; Shackel-
ford & Kastelic, 2015). For instance, the European Parliament has raised concerns over
some EU-based companies exporting technologies and services that can be used for
cyber-surveillance and human rights violations through censorship or violations on the
basis of dual-use exports controls (ECA, 2019). While some member countries may in-
terpret this as engaging necessary controls for regional security, others may view it from
a more nationalistic perspective and hence engage in business deals that may adversely
regional cybersecurity (Thomas et al, 2018; Craigen, Diakun-Thibault & Purse, 2014).
There is also the concern of balancing personal data protection and applying regional
security initiatives. The GDPR for instance is one of the legislations that seek to protect

and regulate access to personal and confidential data of EU citizens (Giantas, 2019;
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ECA, 2019). Therefore reconciling these differences through legislations to avoid clash-
es between fundamental values and regional frameworks remains a gap in the Cyber Se-
curity frameworks of the EU. This lack of appropriate demarcation and distinction in
application of legislations and policies may engender conflict. The findings from teh
study also indicated that efforts at enhancing harmonisation and cooperation of member
States must extend beyond legislations as those alone may not guarantee the needed re-

lationship to foster cyber resilience (ECA, 2019).

Funding and Spending

One of the major issues identified by reports and scholars as impeding the successful
implementation of the cyber frameworks for the region has to do with financial budgets
for implementing the various legislations and frameworks (ECA, 2019; Harjanne et al,
2018; Craig & Valeriano, 2016). According to reports by the ECA, the spending on cy-
bersecurity by the EU and in EU countries have been relatively low compared to the
United States of America as well as in comparison with the desired goal of the region to
enhance and build cyber resilience (Myers, 2020). Although there are no concrete fig-
ures, findings suggest that the EU spend between €1billion and €2billion per year on
cybersecurity while member countries even spend lower than that as investments on cy-
bersecurity (Giantas, 2019; ECA, 2019; Mortera-Martinez, 2018). However these fig-
ures according to reports are only about one-tenth or less of the US’s annual budget on
cybersecurity (Myers, 2020; Barmpaliou, 2020; Inter-American Development Bank,
2020). The fact however that there are no official documents and statistics to compare
regional and national spendings also present a challenge to the funding and spending
prospects of the region’s cyber infrastructure as there are no ways to reveal funding
gaps that should be addressed by either parties (ECA, 2019). This is especially so be-
cause some members of the EU are economically unable to fund both national and re-
gional cybersecurity frameworks (Inversini, 2020). However the statistics to reflect the
gaps in the funding and spendings of nations within the region are largely lacking.

The source of funds for the implementation of these initiatives has also been identi-
fied as a challenge especially from the private enterprises (Jayakumar, 2020; Inversini,
2020; Giantas, 2019; ECA, 2019; Mortera-Martinez, 2018). According to findings, scal-
ing up investments in cyber initiatives by public and private firms in the EU remains a
challenge due to the fact that public capital is often unavailable for growth and expan-

sion phases of cybersecurity firms (ECA, 2019; Kertysova et al, 2018). While start-up
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funds and investments initiatives may be available in the EU, there are numerous red
tapes and bureaucracies that discourage members from accessing such funds (ECA,
2019). As such the growth and development of cybersecurity firms in the EU are handi-
capped and they perform less than their counterparts in the international scene as the av-
erage amount of funds they raise is significantly lower than their counterparts (Paris,
2021; Myers, 2020). Therefore the challenge of adequately funding cybersecurity start-
ups in the EU to considerable stages is important for the EU to achieve her cyber objec-
tives. There is also the challenge of a clear spending budget of cybersecurity funds by
the EU to adequately match spendings with priority goals. According to findings by the
ECA study, spendings for cybersecurity initiatives in the EU come from the general
budget of the EU and co-funding by members. This complicates the spendings and
budget of the regional body as several funding bodies with their peculiar goals, rules
and timetables affect the efficiency and disbursement of funds for regional cybersecuri-
ty initiatives.

Data for spending and operational costs of the several agencies operating within the
field of cybersecurity in the EU has also posed relative challenge to the successful im-
plementation of the regional frameworks and Strategy. This arises from the fact that
there are no explicit framing of required budgets and spending to evaluate the impacts
of such spendings on cybersecurity within the region. For instance, between 2013 and
2018, €13million was budgeted for member States to apply and to help implement the
NIS Directive’s requirements (Giantas, 2019; Demertzis & Wolff, 2019; ECA, 2019). In
contrast however, there have not been any initiatives to study and determine the exact
financial needs of the CSIRTs network and Cooperation Group to have an effect (ECA,
2019). Similarly while several budgets and financial resources have been dedicated to
cover operational costs of cybersecurity agencies in the region and tackle cybercrimes,
there are hardly any information on the exact figures and statistics of the spendings and

impacts of these spendings in the public domain.

Resourcing the EU’s Agencies

Allocating financial and human resources for the various EU cybersecurity agencies
to meet with the operational and policy demands and objectives of regional frameworks
has posed a challenge to successful implementation of the legislative and policy frame-
work (Giantas, 2019; EU, 2017; Wilson & Laidlaw, 2017; EU, 2013). The request of

cybersecurity agencies for adequate funding and resourcing to meet with rising demands
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are not fully satisfied thus handicapping timely resources and attainment of objectives.
This factor was observed to have hindered ENISA from achieving her full objectives in
2017 so that additional resources were proposed for the 2017 package to cover up the
lapses (EU, 2017; ECA, 2019). The supply of experts and ICT capabilities have also not
met with the required demands due to the cost burden attached in some regional initia-
tives (Schlehahn, 2020). For instance, the Europol’s Joint Cybercrime Action Taskforce
(JCAT) initiative is staffed by member-State and third countries experts to support intel-
ligence-led investigations while the costs are largely borne by the sending State thus
discouraging the deployment of larger number of skilled experts (ECA, 2019). In some
other cases, the inability to procure necessary staff and labour necessitated the invest-
ment in contract staff and outsourcing of labour (ECA, 2019; Kertysova et al, 2018).
Findings indicate that many CERT-EU and ENISA staff are contract agents with the re-
sult that much of ENISA’s works between the years 2014 and 2016 were outsourced
(ECA, 2019). Also other initiatives for retaining labour such as attracting and retaining
talents stem from the agency’s inability to compete with the private sector’s salary
structure or poor career progression prospects.

This feature is particularly vulnerable and dangerous to the EU’s cybersecurity
framework as loopholes are created by the lack of adequately qualified labour to handle
the numerous tasks and labour associated with online data as well as necessary for miti-
gating the threats of cyber-attacks. As findings also indicate, the lack of capable tech-
nologies and tools needed to secure and successfully integrate and interconnect threat
data cannot help to intercept and share timely information about such threats to member
nations in cases of attacks thus presenting a fundamental vulnerability to cyber-threats
and attacks. With delay in dissemination of such vital intelligence, the legislations and
frameworks cannot translate to any useful piece of information.

Governance and Standards of EU Member countries

There is also the challenge of strengthening governance and maintaining standards in
the policy frameworks. Governance structures for cybersecurity among member States
and within the EU assume different structures such that cooperation between the various
bodies regulating cybersecurity initiatives across the borders becomes difficult (EU,
2020; Craig & Valeriano, 2018). According to findings, the responsibility for address-
ing cybersecurity issues between and within member countries in the EU are split into
entities so that there are several governance structures for various different levels of re-

sponsibilities (Giantas, 2019; ECA, 2019; Shackelford, 2017; Eurosmart, n.d). The im-
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plication of this is that series of cooperation and collaboration are required to respond to
cyber threats at the national and regional levels (ECA, 2019). The problem however is
that these governance structures adopt different models of engaging cyber-governance,
as such collaborative and cooperative efforts in times of attacks and threats that require
rapid response may be hindered by the differences and obstructions of cyber-
governance at the different levels. This is particularly likely because the structure of
governance in public authorities among member States in the EU have been noted to be
considerably weak in risk managements thus projecting high possibility of vulnerability
(Brady & Heinl, 2020; Giantas, 2019). Survey findings indicate in this regard that in the
private sector, nearly 9 out of 10 organisations report that cybersecurity functions does
not fully meet their needs nor does cybersecurity officials deeply involved in board de-
cisions (ECA, 2019). As such cybersecurity governance still assumes a weak structure
across the private and public sectors.

Furthermore, findings relate the fact that EU’s company law directives relate no spe-
cific requirements on the disclosure of cyber risks like the Securities and Exchange
Commission in the United States (Myers, 2020; Giantas, 2019). Although the Joint
Committee of the European Supervisory Authorities (ESAs) issued warnings on the in-
creasing rate of cybercrimes and encouraged financial institutions to improve fragile IT
systems and to explore internal risks to information security, connectivity and outsourc-
ing, the lack of proper cybersecurity governance framework in the EU hinders the im-
plementation of such directives (ECA, 2019). For instance, SMEs in EU according to
the findings from the ECA survey lack the necessary guidelines to apply the information
security and piracy requirements to mitigate technological risks. The lack of a coherent
cybersecurity governance framework in the international community also presents a
challenge that can be advantageous to the EU community by setting up a cyber-
governance structure that best reflects the values and interests of the EU. Even though
the EU has made attempts to strengthen her agenda on cyberspace governance by for-
malising partnerships with six cyber partners to establish regular policy dialogues for
the purpose of building trust and cooperation in key areas, findings still suggest that the
EU is yet to be considered a major actor in cybersecurity even though it has increased
its profile (Paris, 2021; World Bank, 2019; Shackelford, 2017).

Standard approach for classifying and mapping risk assessments to harmonise re-
sponse mechanism to threats are also lacking in the frameworks and policies (Kertysova

et al, 2018). Findings indicate that there are no similar or standard assessments of
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threats and attacks among member countries so that a coherent EU-wide approach to
addressing cybersecurity issues is impossible (Evan et al, 2017; Jeffray, 2014). As such
no single or standard measures are used by member countries to address similar threats
or attacks which pose a problem to the EU-wide cybersecurity framework (ECA, 2019).
This is escalated by the reluctance of nations and national agencies to share necessary
information or under-report incidents of attacks (Giantas, 2019; Mortera-Martinez,
2018). Instead findings indicate that EU countries tend to rely on other threat assess-
ment standards at the risk of giving inadequate attention to other primary threats (ECA,
2019). Thus cybersecurity frameworks face the challenge of divergent views and stand-
ards of mapping and assessing threats within the region. Although the Hybrid Fusion
Cell of the EEAS was established to improve situational awareness and support deci-
sion-making through analysis sharing, the ECA report however underscores the need to
broaden her expertise in cybersecurity.

Another challenge on the maintenance and sustenance of standards among EU coun-
tries on cybersecurity has to do with incentives. According to findings, there are too few
economic and legal incentives to notify and share information about incidents (Giantas,
2019; ECA, 2019; Mortera-Martinez, 2018). In an attempt to avoid the reputational
damage such reports and information may cause to an organisation, they tend to with-
hold or underreport incident and cases of attacks. In cases of direct attacks, organisa-
tions may decide to pay off attackers rather than access or engage any of the regional re-
sponse mechanism to save her reputation and clients. Therefore strict maintenance of
standard and governance structure in the cybersecurity framework of the EU region re-
mains a challenge that works to hinder the successful attainment of a cyber-attack resili-
ent territory due to the numerous openings and loopholes presented by lack of a strong
governance and standard structure for the cyber initiatives adopted in the region (ECA,
2019). These loopholes according to findings do more to strengthen perpetrators of
cyber-attacks in their attempts to penetrate the cyber defensive infrastructure of the EU
than it helps the economic and public reputation of organisations and companies who

intentionally discard regional mechanisms in response tactics.

Cyber Skills and Awareness of Citizens
The challenge of skills and awareness bothers on the fact that defending cyber infra-
structures or else raising the necessary skills and awareness required to build a cyber-

literate population is also the skills required to attack cyber infrastructures (Kremer et
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al, 2019; Stallings, 2019). As such there is the challenge of improving the standards,
awareness and skill set of young persons to make them resilient to cyber-attacks while
also considering the possibility of this young population engaging in cyber-attacks and
threats (Carlton and Levy, 2018). This is fast becoming an issue of concern to the cyber
skills and awareness policy in light of the crime-as-a-service model that seeks to get
more internet literate persons into criminal tendencies online by lowering or reducing
the barriers of entry to the criminal market such that individuals without technical
knowledge to build technical software programmes can rent botnets, exploit kits and
ransomware packages to perpetrate attacks (ECA, 2019). This possibility and the inabil-
ity to adequately regulate the activities of these cyber-criminal elements present a chal-
lenge to the EU-wide cybersecurity structure.

The above phenomenon is compounded by the fact that there is a global shortfall in
the availability of skilled computer or cybersecurity skilled labour. According to reports
by the ECA, the workforce gap has widened by 20% since 2015 hence there is a grow-
ing demand on the limited labour while efforts are geared towards enhancing and in-
creasing this number (ECA, 2019). However efforts at raising and balancing the popula-
tion of skilled cybersecurity labour are hampered by the fact that cyber-related subjects
are under-represented in non-technical programmes in universities. Furthermore for the
successful implementation of the cyber initiatives in the EU region, there is need for
cyber literate workforce as well as a workforce with the necessary skillset among the
various national and regional agencies and institutions of cybersecurity. However find-
ings show that there are currently no EU-wide standards for training and awareness on
cybersecurity and cyber-resilience curricula (Costigan and Hennessy, 2016). As such
although cyber education and awareness is needed among law enforcement, civil serv-
ants, judiciary officials, armed forces and educators, there are no EU standards on cyber
education to help educate this population of people so as to build cyber resilience. Ra-
ther these classes of people are schooled in varying aspects of cybersecurity with little
or no emphasis on the security of EU cyber infrastructure which is the basis for such
education and awareness in the first place (Morgan & Gordijn, 2020).

And as report findings indicate, without these necessary custom-structured cyber ed-
ucation and awareness skills, institutions may not be able to properly define the scope,
identify the right partners and security needs, neither will they be able to possess the ca-
pacity to manage cybersecurity programmes (Paris, 2021; ECA, 2019). This is in turn

only further negates and adversely affects the effective implementation of the EU’s
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cyber policies and frameworks. As Giantas (2019) puts it, the workability of the various
legislations and frameworks at the regional and national levels relies considerably on
the ability to institutions and individuals to considerably engage recent technologies to
identify threats, engage defensive actions and protect critical information from corrup-
tion. This however is at the mercy of deliberate cyber educational efforts by the EU and
her member countries which are currently largely lacking and absent. As the EU law en-
forcement training agency notes, more than two-third of EU member States do not pro-
vide regular cyber training for law enforcement officials even though they are constant-
ly faced with the possibilities of cyber-attacks (ECA, 2019). Similarly, ENISA noted
training in critical sectors in the EU do not sufficiently target the resilience of critical in-
frastructures even though they are extensive (Eurosmart, n.d). This challenge is also
compounded by the fact that the task of establishing training policies, curriculum and
activities are the Member countries and not the regional institution. This creates issues
of maintenance of standards as there are no EU standards to guide such educational pol-
icy formulation and training. And this is important in vital sectors as digital forensics
where certain standards are required to admit evidences for investigations.

Another dimension of the fight against cybersecurity is the raising of awareness
among the populace and internet users who majorly use the internet and are mostly vic-
tims of social engineering and other forms of cyber-attacks. Majority of EU citizens
who are active cyber users are vectors for attacking and spreading disinformation as
they are unprotectedly exposed to cyber vulnerabilities distributed by cybercriminals
across the internet space. As such awareness of vulnerabilities for cyber-active citizens
is a challenge in the implementation of cyber resilience initiatives and attainment of the
EU frameworks. The need for increased awareness is also deepened by the fact that the
number of internet users continues to grow by the day with the result that more and
more young and cyber-inexperienced or unaware population are continually registered
in the internet space. The result of this is in the face of lacking cyber education and
awareness initiatives are that more populations in the EU are susceptible to attacks and
become victims. The EU commission had noted that the cybersecurity strategy had only

been partially effective in raising individual and business awareness.

Information Exchange and Coordination
One of the major aims of the Cybersecurity Strategy and other subsequent policies

has been to foster cooperation among member countries and the Commission while also
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promoting information exchange and coordination at all levels (EU, 2020; Homburger,
2019; Kurbalija, 2018). The NIS Directive has also focused on strengthening trust
among members (Markopoulou et al, 2020). While these and other initiatives have fo-
cused on regional partnership and coordination, findings have indicated that such moves
by the EU have been largely insufficient in engendering operational cooperation and
coordination. The main aim of these cooperation and coordination initiatives have been
to foster relatively easy access to information and information exchange between mem-
ber countries with a common understanding based on a common goal. However find-
ings indicate that the partnerships and cooperation between member countries have sel-
dom resulted in such synergies especially among the various agencies and stakeholders
in the EU (ECA, 2019).

According to an evaluative study by ENISA, it was observed that the EU’s approach
to cybersecurity was not sufficiently coordinated so that there was a lack of synergy be-
tween ENISA’s activities and other stakeholders in the region (Eurosmart, n.d; Paris
2021; Jayakumar, 2020). Cooperation mechanisms in the assessment of the ECA are
still immature and unable to bring about the needed synergy for developmental projects.
However although the policy frameworks for the various years have repeatedly identi-
fied and outlined guidelines for cooperation and coordination, the differing policy initia-
tives, needs and investment programmes among member nations have worked to frag-
ment and hinder synergies among member nations. And this is important for adequate
regional cybersecurity.

Another perspective of the coordination of information exchange concerns sharing
information with the private sector (ECA, 2019). This is another major pillar of partner-
ship projected by the EU to assist in spreading and developing the cybersecurity policies
and frameworks of the region. Findings however shows that a 2017 assessment of the
relationship between the private and public sector by the Commission discovered that
information exchange between both parties were not optimal due to lack of trusted re-
porting mechanisms and incentives to share information (Giantas, 2019; Mortera-
Martinez, 2018). This lapse is also observed among member nations so that strategic
partnerships necessary for enhancing lasting industrial capabilities are missing. While
these strategic partnerships are important for tracking criminals and combating complex
cybercrimes, the level of efficiency is determined not just by the level of legislative pol-
icies and documents but also by the level of trust between both parties. Findings howev-

er show that this ingredient is largely missing among EU countries hence the implemen-
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tation and coordination of partnerships including information sharing are mostly me-
chanical and do not reflect the spirit of common goals and interests as stated by the Cy-
bersecurity frameworks. While several initiatives comprising collaborations between
advisory groups, private sector operators, EU institutions and agencies, and other inter-
national organisations to improve information sharing and cooperation, there are still

loopholes identified in the partnerships.

Detection and Response

Early detection and response to cyber-threats is vital for detecting and resisting
cyber-attacks and this is quite easy with detection tools. However as findings show, de-
tecting attacks have become considerably difficult than it used to be because technolo-
gies evolve into sophisticated forms by the day, hence detecting crimes and preventing
or responding to them may take a longer time (Christensen et al, 2020). Sophisticated
improvements in criminal technologies has made early detection of such crimes difficult
so that automated machines and other technological options for detecting and respond-
ing to cyber-attacks are increasingly focused on (Kertysova et al, 2018). However there
are technical but vital issues with these systems in that they are rigidly programmed
such that they may flag non-threatening activities as malicious when they are really not
(ECA, 2019; Kertysova et al, 2018). This feature according to findings has made such
technologies suffer low patronage from businesses. The crux however is that while early
detection of cybercrimes and attacks on critical infrastructures in the EU is necessary
for mitigating such attacks, certain factors tend to hinder effective detection of attacks
and early response. One of these factors bothers on the reluctance of organisations to
acknowledge and alert other organisations about an attack or incident on their cyber in-
frastructure thus exposing other organisations to potential vulnerabilities and dangers
(Christensen et al, 2020; ECA, 2019). The reluctance as identified in previous sections
results from the fear of negative public reputations of companies and organisations.
Hence in an attempt to protect organisational image, some companies and organisations
may resort to hiding useful information that may be required to access or else detect a
potential cyber threat.

Also, findings indicate that prior to the establishment of the NIS Directive, there was
the lack of regional institutional framework and requirements to address or respond to
breaches hence there were risks of delays in incident notifications (Markopoulou et al,

2020; LukaSeviciate, 2019; Sterlini et al, 2019). While the NIS Directive was an attempt
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to address the reluctance in reporting incidents of breaches, evidences and findings re-
flect the fact that there are still issues bothering on early detection and response to the
owner. For instance, operators of essential services within the EU still face the issue of
multiple notification and response mechanism under EU regulations such that an effi-
cient response to a case of attack or breach is delayed or inefficient (ECA, 2019). Also,
operators in the financial sectors are subject to different notification criteria, standards,
thresholds and time under the GDPR, the NIS Directive, Payment Services Directive,
ECB/SSM, and the eIDAS regulation (Demertzis & Wolff, 2019; ECA, 2019). In the
event of such a scenario, adhering to all the legislations and guidelines at the same time
will only resulted to fragmented reporting. As findings indicate, the EU’s capacity to re-
spond to attacks on a large and small scale cross-border event has been labelled limited
due to the fact that cybersecurity is not yet incorporated into existing EU —level crisis
coordination mechanism.

Another challenge posed by the lack of effective response mechanism to cyber
threats and attacks is the fact that exchange of information between EU member coun-
tries and regional agencies still remain a concern even though several policies and
frameworks for cooperation have been identified. With reluctance of State and organisa-
tions to share necessary information, responding to cyber-attacks will be difficult. Sec-
ondly, there is the issue of difference in criminal justice among member countries in the
EU, as such, legal and procedural differences may impede rapid criminal investigations
and prosecution of suspects especially when the crime is transnational and involves two
nations with different criminal justice system. Furthermore with growing sophistication
of cyber-attackers, there is need for more collaborative and cooperative efforts to ade-
quately identify cyber threats and respond accordingly especially in these times of
anonymisation. Hence findings from the study suggest that a coordinated response
mechanism championed by Europol and Eurojust’s European Judicial Cybercrime Net-
work is needed to coordinate a regional response system to attacks and cases of inci-

dents within the EU.

Protecting Critical Infrastructure and Societal Functions

A final challenge identified with the EU Cyber Security policies is the fact that pro-
tecting critical infrastructures in the EU and among member countries may face chal-
lenges arising from the fact that the EU’s critical infrastructure are operated through in-

dustrial control systems (ICS) that were custom-made to work within the region (Myers,
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2020; Saxena et al, 2020; ECA, 2019; World Bank, 2019). However the connectivity to
the internet of some components of the ICS has presented vulnerability concerns for the
critical infrastructures such that there is need for protecting these infrastructure against
foreign influence and attacks. One of the ways to do this however is by constantly up-
grading the systems which is a costly and time-consuming process (Saxena et al, 2020).
Furthermore the protection of critical infrastructures faces the challenges of intercon-
nectivity of devices that may have chain effects in the event of an attack. While the
Cyber Security frameworks deals with protecting critical infrastructures, the connectivi-
ty and interdependence to the internet and other digital devices ultimately makes this
possibility a threat to the protection of critical infrastructure (EU, 2020; ECA, 2019). As
long as critical infrastructures are connected to other devices, the growing digitalisation
and interconnectivity of the technical and technological world makes attacks on cyber
infrastructures a possibility with constant need to monitor and protect these infrastruc-
tures against attacks. A constant threat therefore to the EU’s cybersecurity infrastructure
is how to engage and protect critical infrastructures from manipulation and interference
from external interests for the purpose of maintaining and protecting the integrity of her
infrastructure especially in the areas of politics and elections.

There is also the concern of raising readiness and response mechanism of critical sec-
tors to large scale incidents with the aim of protecting the EU’s critical infrastructure.
This is important because the EU is an importer of cyber products and services which
increases the risks of technological dependence and vulnerability to non-EU operators.
This reliance on foreign technology and expertise fundamentally undermines the cyber-
security infrastructure of the EU region because it increases chances of non-EU opera-

tors accessing critical technologies and information of the EU.

4.5.1. Summary of Findings

In summary therefore the challenges identified above are some of the challenges dis-
covered from the study as hindering the successful implementation of the EU cyberse-
curity frameworks in the region. While some of the challenges are related to the activi-
ties and ability of individuals to implement and activate these possibilities, others are re-
lated to the social and political interactions between the member countries in the region.
For instance, on the challenges of skills and awareness and information exchange and

coordination, there seems to be the problem of interpersonal and inter-group relation-
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ships and diplomacy. On the other hand, the other challenges such as evaluation and ac-
countability, gaps in the EU law and its uneven transposition, funding and spending,
clear overview of EU budget spending, governance and standards, effective detection
and response and protecting critical infrastructure and societal functions tend towards
the failure of systems and structures. As such addressing these challenges must of ne-
cessity deal with not only structural and institutional capacities of organisations in an at-
tempt to address these loopholes but must also involve improve interpersonal and inter-

group relationships among other things.

4.6. Summary of Chapter

This chapter has presented the findings from the studies and researches reviewed for
the current study. Findings have revealed the level of seriousness of cyber-threats and
attacks to the EU region, her member countries and organisations as well as individual
cyber users. While there have been unprecedented levels of attacks against the cyber in-
frastructure of the region, findings reveal that these threats are likely to continue escalat-
ing as the EU remains one of the most attractive destinations for cyber-attacks to all cat-
egories of malicious cyber users. Major attacks on the EU and EU member countries
have however been more of politically motivated than otherwise which indicates un-
healthy political relations. The findings therefore indicate that cyber-threats and attacks
to EU member nations and corporations can only be better mitigated by building resili-
ence and enhancing cyber-governance initiatives as these threats cannot be totally eradi-
cated from the cyberspace. Also findings revealed that the EU and her member coun-
tries have taken several active steps to build cyber resilience and cyber-governance
aimed at achieving cyber-peace in the region beginning from the Budapest Convention
in 2001. More cybersecurity focused frameworks began from 2013 with the Cyber Se-
curity Strategic Framework. Several policy documents have been initiated by the EU
since the 2013 document in an attempt to improve cyber resilience in the region. Also
findings indicated that several regional cybersecurity agencies have been established by
the EU in an attempt to promote the implementation of the necessary policies and legis-
lations on cybersecurity in the region. Lastly, this section revealed the challenges asso-
ciated with the cyber security frameworks especially since the initiation of the 2013
Strategy and how these loopholes affect the stated goals and objectives of the EU.

Among the various challenges identified was the inability of a purely legislative or poli-
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cy tool to foster cooperation among EU nations which has been a recurrent them in the
various cybersecurity policies since 2013. The next section therefore attempts a critical

discussion of these findings.



79

5. CHAPTER FIVE: DISCUSSION AND ANALYSIS

5.1.  Analysis of Findings

The discussion and analysis of findings from the study conducted will be done ac-
cording to the themes of the research question. The first section discusses the conceptu-
al difficulty in the consideration of Cybersecurity in the EU, while the second section
discusses the efforts of the EU and the challenges identified from the findings of the
study. The challenges of Cyber Security in the EU region and the Cyber Security Strat-
egy as discovered from the study is traceable to the following factors which are dis-
cussed in detail; conceptual diversification and perception of cybersecurity, difference
in approach to tackling the menace, political relations between and beyond EU mem-
bers, funding and implementation of the Cyber Security Strategy across various nations,
exploitation of existing political and technical loopholes by hackers and other ill cyber
users, political and technical limitations of the Cyber Security Strategy, and less aware-
ness and skills on cybersecurity strategies by overwhelming population of cyberspace
users. These challenges identified are discussed and analysed according to their implica-
tions on cybersecurity governance in the EU region and how it affects the cybersecurity

efforts of the EU.
5.2.  Conceptual Difficulty and Perception of Cybersecurity

As indicated from the study, there is a general conceptual difficulty relating the con-
ceptualisation, perception and appreciation of Cybersecurity by the various EU member
countries and institutions. Although this may not be an issue for national and organisa-
tional concerns, it presents serious issues for regional security and more so regional cy-
bersecurity which is increasingly becoming the foundation and basis of Europe’s econ-
omy. Cybersecurity is used to denote the protection and safety of the cyber/internet
space from the various threats and harms obtainable therein. Although this is the basic
conceptualisation of the term, it has been viewed and conceptualised differently by

scholars, experts and institutions so that a single definition is impossible in light of the
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several definitions and conceptualisations. Fischer (2014) attempts to capture the pre-
cise meanings of cybersecurity in three sentences; 1) “A set of activities intended to pro-
tect- from attack, disruption and other threats- computer, computer networks, related
hardware and devices software, and the information they contain and communicate in-
cluding software and data as well as other elements of cyberspace”; ii) “the state or
quality of being protected from such threats” and iii) “the broad field of endeavour
aimed at implementing those activities and quality” (Fischer, 2014:1). This broad con-
ceptualisation tends to classify as cybersecurity every act that protects ICT. The concep-
tualisation by Vishik, Matsubara & Plonk (2016) however goes a step further to include
not just the actions to protect but the ‘capability’ to ensure the protection of the cyber-
space. According to them, cybersecurity is essentially the activity or process, ability or
capability, and state whereby information and communications systems and the infor-
mation store therein are protected from damage, unauthorised access, modification or
exploitation. These definitions generally reflect the perspectives of most scholars (Wil-
son & Kiy, 2014; Meushaw, 2012; Landwehr, 2012).

The literature on cybersecurity however has included more contemporary definitions
that incorporate not only the technical and technological ability and capability to im-
prove or develop cybersecurity technologies but the political and legislative capability.
In light of this, the International Telecommunications Union (2011) conceptualised the
cybersecurity to be the collection of tools, policies, security concepts, security safe-
guards, guidelines, risks management approaches, actions, trainings, best practices, as-
surance and technologies that can be used to protect the cyber environment and users’
assets. This definition tries to incorporate all the activities and actions taken by public
and private institutions to protect their cyber assets. Resonating this idea, the Malla
Reddy College of Engineering and Technology (2021) defined cybersecurity as all the
approaches incorporating people, processes, and technologies aimed at reducing vulner-
ability, improving resilience and deterrence, projecting incidents, establishing recovery
policies and activities, law enforcement initiatives and computer network operations for
building cyber infrastructure.

Carlton & Levy (2018) in their study and consideration of the concept of cybersecu-
rity underscored the need for technological skills and knowledge in enhancing cyberse-
curity. In view of this position, they conceptualised cybersecurity skills as a necessary
part of building cybersecurity. For them, building a framework or structure against

cyber threats must necessarily involve building technical know-how and skills in indi-
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vidual computer users. Without an interest and investment in the skills and knowledge
of people, cybersecurity may only remain a concept that would be difficult to achieve.
The emphasis therefore in this conceptualisation is on the acquisition and development
of people skills in cybersecurity and related threats. For Thomas et al (2018) the concept
of cybersecurity has suffered several misconceptions from application by various com-
puter users. According to their study, they identified themes as overgeneralisation, con-
flation, biases and incorrect assumptions, as some misconceptions that colour the ap-
propriate use of the term in academic circles. For instance, their study carried out in In-
dia found that students assumed that cybersecurity do not include malware that can at-
tack keyboards and other physical components of the computer system due to the per-
ceived idea that cyber threats do not affect or include threats against keyboards (Thomas
et al, 2018).

Such misconceptions of the term affects not just the universality of grasping the con-
cept of the term but if not properly curtailed, the practical implication resulting from
such a difficulty in understanding or narrow/short-sighted conceptualisation may only
lead to a limited approach in enforcing the concept (Thomas et al, 2018; Craigen, Di-
akun-Thibault & Purse, 2014; Bodeau et al, 2010). This is also reflective of the limited
conceptualisation of the term which associates cybersecurity only with the need for
technological and technical approaches to building cyber resilience and protection
against criminal elements (Sleeman, Finin & Halem, 2020; Craigen et al, 2014; Kosutic,
2012). However as relatively recent developments as indicated, cybersecurity is not
merely a technical and technological concept but also a political concern having to do
with national security (Stallings, 2019; Craig & Valeriano, 2016), and even health secu-
rity as indicated by the CyberPeace Institute (2021) and the National Association of
County and City Health Officials (2017). Thus the misconceptions and definitions of
cybersecurity that tend to ignore the evolving nature of technology and cyberspace are
only workable within a limited period of time (Craigen et al, 2014). Reddy and Reddy
(2013) similarly in their studies noted that the use of the term cybersecurity immediately
brings the concept of ‘cybercrime’ to mind because cybersecurity as a concept can be
said to be an attempt to eliminate all forms of cyber threats from the internet. Cyber-
crime however can be considered as a form of cyber insecurity and a growing menace
across the globe, the manifestations of which varies across the globe in proportions and
nature. Therefore conceptualising and equating cybersecurity with the narrow conceptu-

al of cybercrimes may inadvertently promote the picture of a certain type of cyber relat-
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ed crime prevalent in a region while non-recognised in another, hence cybersecurity
which is a more broader concept is favoured in conceptualising the various threats on
the internet.

As stated above, the evolving nature of the term has made a static and definite defini-
tion and conceptualisation of the term impossible so that while there are certain limits to
defining the term today, new boundaries are likely to occur in the nearest future to make
such definitions inadequate (Stallings, 2019; Costigan & Hennessy, 2016). One of the
core additions and indications of the evolution of the concept of cybersecurity is the ex-
pansion into the global political and security sectors (Tsakayan, 2017; Maurer & Mor-
gus, 2014). Politically, cybersecurity is regarded as a critical infrastructure as global and
international political relations and dynamics have revealed that cybersecurity plays a
major role in maintaining global order, peace and security (Myers, 2020; Robinson,
Jones, Janicke & Maglaras, 2018; Tsakayan, 2017). In light of this, the conceptualisa-
tion of cybersecurity as a political concept and idea has gained traction. Defining the
concept from a political viewpoint, Maurer & Morgus (2014) sees the term as a global
regime concerned with making the internet space stable for legal contents and prosecut-
ing illegal contents for the sake of maintaining national security and healthy interactions
amongst nations. They further reason that essentially, cybersecurity has to do with the
security of national information and digital assets from unauthorised access, so as to
maintain confidentiality, integrity and availability whenever it is needed (Morgan &
Gordijn, 2020; Maurer & Morgus, 2014). This political conceptualisation becomes im-
portant in view of the encroachment of nationally sponsored hackers to gain unauthor-
ised access to national archives to retrieve sensitive information (CRS, 2020; Sadowsky
et al, 2003).

The political conceptualisation according to scholars and the literature is closely as-
sociated with the adoption of cyber technologies by nations and governments to pursue
the philosophical and ideological agendas as well as enhance national security (Craig &
Valeriano, 2018). As Tsakayan (2017) puts it, the concept of cyber-war and cyber-
conflict was initiated by the tendencies of world powers like the USA, China, Japan and
Russia who engaged technological knowledge to pursue their political agenda in the
1970s. This was heightened by the incursion of Russia in the 2016 United States elec-
tion using the internet platform and several other cases of cyber-attacks on the national
cyber infrastructure and frameworks of security organisations in the US, China, Russia,

and other countries (Myers, 2020; Fidler, 2016). This race to gain global supremacy and
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promote national agenda in international diplomacy using cyber technological resources
has helped to strengthen the political conceptualisation of the term so that a purely tech-
nological definition of cybersecurity in recent times is inadequate to grasp the entire
significance of the term (Gilligan & Pardo, 2020; Sleeman et al, 2020; Morten, 2016;
Craigen et al, 2014). As Tsakayan (2017) and Medeiros & Goldoni (2020) contend, the
concept of cybersecurity has gone further to include not only the political space but vir-
tually every other sector of a nation so that an attack on the cyber infrastructure is lik-
ened to an attack on the nation. This is because every sector of the economy is virtually
dependent on the access to information on the cyberspace (ACS, 2016). Protecting this
critical infrastructure therefore is an important aspect of national security in most na-
tions.

The use of cybersecurity in various conceptualisations and studies involves the no-
tion of identifying and eliminating threats in the cyberspace (Carlton & Levy, 2017; Eu-
ropean Commission, 2017). Cybersecurity according to this view essentially seeks to
eliminate pervading threats on the cyberspace which according to the European Court of
Auditors (2019) have continued to grow exponentially. The idea of threats on the inter-
net space as cybersecurity scholars have noted, affects all category of users. Even in the
health sector, there have been cases of cyber related threats and attacks that target health
information of institutions and individuals for harmful purposes (CyberPeace Institute,
2021; Koeppe, 2020). This has influenced the increasing interest of healthcare institu-
tions in research on cybersecurity measures and strategies typified by the National As-
sociation of County and City Health Officials report (2017). Relating the threats on the
economic sector of nations, Antunes et al (2021) noted that trades and business infor-
mation of national and international bodies and organisations are constantly faced with
the threats of unauthorised access and manipulation and exploitation of sensitive data.
The threat to these data with huge financial and economic implication has necessitated
the development and interest of these institutions to cybersecurity.

In summary therefore, the attempt to conceptualise cybersecurity and give a definite
definition with its multifaceted dimensions and sectors as it has continued to widen in
scope and understanding has proved difficult for scholars and experts. What is however
obtainable is that various countries, institutions, sectors and experts from the various
fields attempt to give a definition as it relates to them since a universally accepted defi-
nition may be impossible in view of the continual evolution and expansion of the term.

The implication of this on the EU Cybersecurity Strategy and Cyber governance attempt
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as realised from the literature is that there are several approaches to attaining cybersecu-
rity across the numerous sectors. While the central aim and goal is making the internet
space safe and stable for use for all categories of users, the approaches are largely de-
pendent on the capability and ability as well as the necessity of the skills and tools at the
disposal of the various categories of users. For instance, due to the perception of Cyber
Security as a political strategy and conflict between bigger nations, smaller nations
within the EU have gained a posture of allowing bigger nations engage cybersecurity
strategies (Giantas, 2019).

This is reflected in the amount of funding and technical investment in Cybersecurity
strategies by smaller nations within the EU. While it may considered that these nations
would not be able to invest as much as bigger nations within the region, the fact that
these nations are more vulnerable to cyber-attacks and cyber insecurity should be
enough bolster to aggressively engage and support cyber governance strategies within
the region. However, as findings indicate, there is a growing fear that the technological
and economically bigger EU countries through these global and regional cybersecurity
initiatives are attempting to extend their political and technological influence over
smaller regions especially through cyber governance. In such an atmosphere as related
above, concerted efforts at implementing and tackling identified challenges is difficult
because a consensual perception of the problem is grossly missing among member
countries. Flawed by national and institutional interests, there is no generally agreeable
definition and designation of what constitutes security in the cyberspace. As such while
a regional initiative as the EU Cyber Security Strategy may have been developed to
provide regional governance to the cyberspace and promote cyber peace within the EU,
the differing perspectives grossly affect the implementation of this document among
member countries. The commitment level based on these differing perspectives is at
best intermittent and not consistent so that in the course of implementation, institutions
and organisations within member nations are better aligned towards engaging different,
false and flawed implementation of the regional strategies better suited to their percep-
tion of the cyber insecurity.

Even among scholars, the differing perspectives and definitions of the concept pre-
sents a challenge to identifying and understanding the nature of cyber threats and the
necessary cybersecurity approach to engage within the region. Although a general
agreeable conceptual consensus is rare amongst scholars, in matters of security (nation-

al, regional and global), the implications may be more devastating and adversarial than
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mere dialogues. Actualising cyber peace and instituting cyber governance strategies
within the EU is definitely at the mercy of a consensual understanding and definition of
what constitutes cybersecurity. This lays the platform upon which the whole cybersecu-
rity structure is built and sustained. Hence the inability for scholars and experts to agree
beyond nationalistic and political biases on what cybersecurity would mean to the EU
has made thorough implementation of the EU Cyber Security Strategies difficult. What
this means for the EU is that the threat level of the cyberspace is viewed differently by
member countries, institutions and business organisations even though they all believe
there are threats in the cyberspace. For technologically and economically smaller na-
tions, cyber threats are actually posed by bigger nations than by an inherent threat in the
cyberspace hence cybersecurity from this perspective is enhancing national security
against regional and political incursion. This is especially evident in the cases of Russia
versus Ukraine, Russia versus Estonia and other nations that have been confronted with
the Russia hegemony in the recent past.

On the other hand, nations who understand cyber threats as arising from the activities
of smaller countries perpetrating financial scams and hacking government institutions
for financial reasons, perceive cybersecurity as building sophisticated firewalls and
cyber resilient strategies against this class of threats. Still for others, the perception and
mitigation strategy may be different, hence while series of funds and budget are allocat-
ed annually for enhancing and implementing regional cyber governance and cybersecu-
rity strategies, several businesses, organisations and institutions as well as nations are
still more aligned towards engaging domestic cybersecurity strategies. The proof of this
is the finding by the European Court of Auditors (2019) that some institutions and or-
ganisations within the EU in defiance of approved cyber strategies engage false and
flawed implementation of several EU Cyber Security Strategies out of concern for prof-
it, customers and sustainability in business. In other words, the various regional strategy
is not trusted enough to provide the required protection or better still not perceived to be
in the overall interest of the organisation hence implementation is not total or thorough.
Meanwhile achieving the full intention of cyber governance and cyber peace in the EU
is only possible when nations committedly implement the several strategies outlined by
the EU. Furthermore, the fact that several institutions and countries do not engage total
commitment to the established cyber security codes may also be an indication that the
perception of cyber threats and the required strategy for tackling these threats are differ-

ent. For such organisations and even member nations that believe that the interests of



86

their businesses and profits are not taken into consideration by these strategies, there
will be obvious flaw in the implementation process as long as differing perspectives and
appreciation of the cyber threats and cybersecurity persist. Efforts therefore at arriving a
consensual conceptualisation of the definition of cybersecurity and the specific strate-
gies to achieve this state are important. While it may be difficult to arrive at such an
agreeable conceptualisation especially among scholars and experts, as long as political
biases and nationalistic considerations influence regional initiatives as the EU Cyber
Security Strategy, achieving cybersecurity governance may be farfetched. In essence,
there is need for establishing cyber peace as it relates to the conflict of perception, con-
ceptualisation and ideas of cybersecurity among EU member countries and experts be-
fore it can be translated to actual peace in the cyberspace. While this conflict of ideas
and perceptions persists however, there may not be effective cyber governance within
the EU cyberspace.

In summary therefore, the difficulty in perception and definition of cybersecurity and
the threats of the cyberspace by EU member countries and institutions presents a specif-
ic challenge to understanding and engaging necessary steps in tackling these threats. At
the conceptual and pragmatic levels, there is need to adopt a regional definition that re-
flects the realities and threats of the various member countries of the EU and the neces-
sary strategies to eliminating these threats. While other necessary steps may follow from
this, the task of adopting a regional and relatable definition is important for laying the
platform for establishing cyber governance within the EU cyberspace. More important-
ly, the political dialogues and intrigues that inform the difference in the perception and
definition of cybersecurity must also be addressed to make room for a balanced inter-
pretation and appreciation of cyber threats. This is because, the presence of cyber
threats is not the basis of disagreement or dispute among members but the source of this
threats and the medium for eliminating this threats. Therefore not only a technical defi-
nition of the term but also a political dialogue is important to eliminate the various sus-
picions surrounding cyber threats in the discourse of cybersecurity within the EU re-

gion.
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5.3.  Discourse on the Efforts of the EU in enhancing Cybersecurity

Evidences from the study has indicated that the EU since 2001 has taken efforts to
address cybercrimes in the region although more active efforts towards addressing cy-
bersecurity were generally initiated in 2013 beginning with the Cyber Security Strategy.
From the Budapest Convention on Cybercrimes, to the various regional cybersecurity
policies, indications from the study indicate a steady responsiveness to cyber and tech-
nological realities (Brady & Heinl, 2020; Veale & Brown, 2020; Council of Europe,
2020). Perhaps an indication of the responsiveness of the Commission to cyber realities
and developments is the update from focusing on combating cybercrimes to generally
addressing cyber insecurity which is a broader categorisation encompassing other forms
of cyber threats. Also the efforts of the EU have yielded several positive results and ini-
tiatives such the establishment of the ENISA, a regional cybersecurity agency and other
similar agencies and institutions at the national levels for combating crimes. Similarly,
efforts of the EU have resulted in the adoption of cybersecurity policies and legislations
across various countries in the region enhancing collaborations in the investigation and
prosecution of cyber based crimes and threats (Paris 2021; Jayakumar, 2020; Bendiek &
Maat, 2019). Due to the efforts of the Commission, significant funds and partnerships
between and beyond member nations of EU have also been facilitated in recent times
(Giantas, 2019; ECA, 2019; Kertysova et al, 2018) making cyber governance and global
cybersecurity initiatives possible.

These efforts have also set the pace for global cybersecurity initiatives for several re-
gions of the world that have followed the steps and initiatives of the EU (Kertysova et
al, 2018). Also the efforts of the EU has succeeded in strengthening cybersecurity re-
solve among several developing third world nations of the globe as findings indicated
that through the strategic partnership the Commission has succeeded in driving digital
technology and cyber defence infrastructures in these nations (Bendiek & Matt, 2019;
Kertysova et al, 2018). These moves both within and beyond the EU has indicated some
level of responsiveness and dedication to the global technological age where the need
for cyber governance and cyber resilience increasingly grows by the widening cyber-
space. Also the efforts concentrated at developing cyber policies within the region has
also helped to relatively create an atmosphere of consciousness and awareness at least
among governments on the need for extending strategic security discourse to the cyber-

space. The establishment of the various cybersecurity agencies at the national level for
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member nations of the Commission in the last two decades can be readily traced to the
initiatives and diplomacy of the EU in this area. As such the activeness of the EU in the
development of cybersecurity and cyber resilience measures within the region cannot be
ignored in the discourse on cybersecurity.

Evidently, the initiation and establishment of policies such as the 2001 Budapest
Convention on Cybercrimes which became operational in 2011, the 2013 Cyber Securi-
ty Strategy which was revised and updated in 2018, the 2014 Cyber Defence Policy
which was aimed at installing defensive measures and mechanisms in the cyberspace
across the region, the 2015 European Digital Single Market which aimed at enhancing
harnessing and integrating the European digital technology market especially the private
sector and the public sector for easy collaborations and trust-building, the 2016 Di-
rective on the Security of Network and Information System otherwise known as NIS Di-
rective that further issued guidelines and policies for strengthening cyber governance
and cybersecurity within the region, the 2017 Cyber Diplomacy Toolbox that aimed at
strengthening political and foreign diplomacy between member-countries and the 2017
New Cybersecurity Regulatory Package that revised the mandate of ENISA, the 2018
update on the European Cyber Security Strategy, the 2019 Cybersecurity Act that im-
proved on Cybersecurity Certification for member countries and empowered ENISA as
a permanent agency. Similarly the several policies launched in 2020 were also instru-
mental in strengthening cyber defence and resilience infrastructures in the region.

Although concerns have been raised about the implementation and effectiveness of
these policies, the response from countries and the annual evaluation of existing policies
and state of affairs of the EU cyberspace for the purpose of enriching and addressing
policy and diplomacy loopholes are important steps commitment to which are sure to
guarantee attainment of cybersecurity and resilience within the region. However, a close
look at the initiation patterns of cyber policies by the EU will indicate that policies are
mostly reactive and not anticipatory i.e. cyber policies are mostly in response to an ex-
isting state or occurrence of activities in the cyberspace which may not be pleasant or
consistent with the aims of the EU. For example although the Budapest Convention on
Cybercrimes were initiated as far back as 2001, adoption and implementation among
member-countries only began in 2011 after several nations had fallen victims to mas-
sive cyber-attacks and national cybercrimes initiatives had proven impossible to address

cyber concerns. Even at this, there was no adequate anticipation of future threats that
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would be prevalent in the regional cyberspace especially in consideration of the aggres-
sive activities of Russia.

As such the Cybercrime Convention did not recognise cyber threats as a national se-
curity threat even though the cases of Estonia and Georgia were relatively recent. This
narrow focus on criminal acts on the cyberspace thus was inadequate in enhancing cy-
bersecurity measures and defence mechanisms even when the document was reviewed
in 2013 and issues such as criminal prosecution and the establishment of Cybercrimes
Centre in the Europol (European Police) were addressed. The 2013 Cyber Security
Strategy similarly which was a response to the growing threats on the national cyber in-
frastructure and diplomacy, was also largely not taken very seriously as 11 nations did
not immediately respond to the concerns or the recommendations of the policy when it
was ratified (Mortera-Martinez, 2018). This seem to indicate that some nations either
did not understand the full implications of such a policy or where not fully convinced
about the necessity of its implementation in an ever growing cyberspace. This posture
and position towards cybersecurity initiatives could also be reasoned to be the rationale
behind the meagre investment in cyber development innovations and technologies. For
the other policies that followed the 2013 Cyber Strategy, they followed similar patterns
of responding to crisis and occurrences in the cyberspace.

For instance the several cyber-attacks on EU countries from 2013 to 2017 increased
considerably as noted by the ECA report (2019) even after several policies were estab-
lished at the EU level. This suggests either that the EU did not comprehensively address
the pervasive threats on the region’s internet space or because member-countries did not
fully implement the recommendations of the Commission. Attacks on the healthcare
sectors, economic and government institutions even after the operationalization of the
Cyber Security Strategy are indications that the efforts of the EU and the regional cy-
bersecurity agencies have either not yielded the intended results or that threats are
evolving beyond the anticipation of the EU. As the report by the ECA noted, some
countries within the EU were still reluctant to acknowledge the vulnerability of the in-
ternet space to the pervading threats on their cyberspace. Cyber terrorism and other ide-
ological threats particularly arising from terrorist groups in partnerships with State-
actors are a continual threat to the EU cyberspace as historical and recent occurrences
have shown but these concerns are somehow not fully addressed even though several of
the cyber policies have indicated fostering diplomacy as parts of their objectives. There-

fore while considerable efforts have been committed to the development of technical in-
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frastructures and cyber technologies at least by policy at the regional level, implementa-
tions have not fully reflected such commitments.

A major danger associated with reactionary measures rather than preventive
measures as observed from the study is that more national and regional infrastructures
and data on the internet space are much more vulnerable to attacks and exploitation by
ill-cyber users especially those who are continually exploring the cyberspace in search
of vulnerabilities in national and regional institutions. Thus there is need for deliberate
investment in cyber defence technologies by nations to not only develop security
measures but also technologies that supersede the technological capacities of these ill-
intended cyber users. This is instructional because as findings show, States both within
and beyond the EU possess the necessary resources needed to develop the necessary
technology to protect the cyberspace if deployed rightly while criminal minded hackers
and other categories of cyber threat actors hardly possess these technologies except in
partnerships with State actors. This means therefore that with the right deployment of
State resources and technology, defensive and anticipatory technologies can be devel-
oped by nations within the EU. The efforts deployed by the EU is however limited es-
pecially if member countries for whatever reason do not share and implement the con-
cerns and recommendations of the EU cybersecurity agencies. While some regional in-
stitutions may also be subjected to such vulnerabilities and attacks, nations are much
more likely to be affected as evident in the attacks the UK healthcare institution,
Ukraine’s power grid and Finland’s banks amongst other numerous cases (Kertysova et
al, 2018; Mortera-Martinez, 2018).

Since relative attention has been drawn towards funding and investment in the cyber
technological innovations, more effective approaches may now involve addressing the
national implementation strategies and state of member nations since evidences show
mixed reactions towards regional policies especially between richer and poorer nations
within the Commission. The political disparity and ideological disposition as well as
economic divide between member nations are factors that could hamper and may be re-
sponsible for the unequal implementation among countries. Also the recent political de-
velopments in the EU and the world politics generally are concerns that may affect the
existing and continual efforts of the EU in terms of cybersecurity. The implication of
Brexit on Europe’s cybersecurity strategies cannot be ignored if future prospects and
sustainability of the cyber governance objectives of the EU must be attained. This is be-

cause the UK has been a major player and actor in the development of the several re-
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gional policies on cybersecurity both in terms of funding and technology. Therefore the
exit of Britain from the EU is very likely to create diplomatic and technological loop-
holes that may be difficult to fill in a politically dynamic and unstable world.

This is compounded by the ever increasing and growing need for sufficient cyberse-
curity and resilience within the EU as threats are projected to increase with coming
years. Even though it could be reasoned that nations who were otherwise dormant and
sluggish in response to regional cybersecurity policies may now be more active in an at-
tempt to fill in the gaps created at the regional level, very few of these nations possess
the same financial and technological resources. Therefore more intentionality and com-
mitment towards implementing the numerous cybersecurity policies must be exhibited
by member nations. Interestingly, efforts at enhancing cybersecurity and cyber resili-
ence since the last two decades within the EU have not proved sufficient to protect
cyber users (private and public) from the vulnerabilities and threats that continue to
threaten users. And these efforts were initiated at a time when cyber threats were an
emerging phenomenon at least at the scale and proportion that is currently experienced.
At the present however these efforts have hardly stopped or even reduced the level of
threats and vulnerabilities on the cyberspace as active users of the internet are continual-
ly increasing with little effective governance strategies.

The concern therefore is what could be responsible for the ever increasing threats
even with efforts targeted at developing cybersecurity strategies by several nations both
within the EU and around the globe generally. This is more disturbing considering that
nations are supposed to possess more sophisticated and advanced technologies than in-
dividual and private organisations (Shackelford, 2017). In the reasoning of Morgan &
Gordijn (2020), Schlehahn (2020) and Craig & Levy (2017), the inability to attain con-
siderable cybersecurity goals at the national and organisational levels could be traceable
to the level of cyber awareness and education among cyber users. The fact that most
employees and organisations do not take cybersecurity measures importantly could be a
direct cause of this trend or as Giantas (2019) reasoned, cyber threat actors in an attempt
to continually perpetrate and stay above law enforcement agencies, are constantly de-
veloping their cyber skills to outsmart government initiatives. Whatever the reasons,
there may be need to pay attention to developing cyber awareness and education
schemes among the EU especially among the private sector which is mostly targeted for
financial frauds (Giantas, 2019; ECA, 2019). Of course it could be safely assumed that

the vulnerability of nations and institutions within the EU to cyber threats is traceable to
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the ignorance of cyber users to the tactics of these criminally-minded actors and tech-
nical know-how on cybersecurity technologies. In other words very few public and pri-
vate organisations possess workforce that are sufficiently skilled in the cyberspace that
can engage defensive and preventive cybersecurity measures. This factor rather than the
evolving skills of hackers and cyber terrorists may be reasonably responsible for the
level of successful attacks recorded in the EU cyberspace.

In summary, the efforts by the EU on achieving cybersecurity in the regional has so
far been commendable as they have been instrumental in developing security con-
sciousness among member countries both within and beyond the EU. Also the problems
related to the implementation of the various cyber policies have been given sufficient
appraisals and addressed in subsequent regional policies. However these efforts can be
considerably improved on to move from reactive measures to preventive measures such
that national, organisational and personal cyber infrastructures and resources are not
wiped out or exploited by the ever increasing threat-actors on the cyberspace. More so
the attention of the EU may also be equally focused on improving diplomacy amongst
member nations and not just cyber diplomacy as implementation of the existing policies
which are capable of resulting in cyber resilience and cyber governance are not entirely
implemented for political and economic reasons which are not totally addressed in the
existing cyber policies. Also the EU’s efforts may now be more generally directed at
achieving a cyber-literate audience for existing cybersecurity policies and technologies
to be more fruitful at the regional and national levels. The fact that internet threats and
attacks directed at national and regional organisations are likely to increase in coming
years necessitates not only an investment in cyber technologies but also considerable at-
tention in raising a cybersecurity conscious and skilful citizenry. This factor more than
the skilfulness of hackers and other threat actors across the internet space, may be re-

sponsible for attaining cybersecurity and resilience within the EU.

5.4.  Analysis of the Challenges of EU Cyber Security Strategies

An identification of the challenges of the EU Cyber Security Strategies was done in
the previous chapter, however an analysis of these and other challenges identified in the
course of the study is done in this section. Ordinarily, the challenges facing the success-
ful implementation as related in the literature covers issues as funding and spending,

lack of meaningful evaluation and accountability of the Cyber Security Strategy, gaps in
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the EU law and its uneven transposition with cyber policies, governance system and
standards, budgetary issues, problem of information sharing between national and re-
gional agencies, response systems, awareness and skills development on cybersecurity,
and protection of critical national and societal infrastructures etc. Close analysis of these
situations however uncover political and diplomatic issues that are not addressed in ex-
isting literatures hence this section discusses the identified challenges of the EU Cyber
Security Strategies in more details and analyses their implications on the EU’s cyberse-

curity and cyber governance ambition.

i. Conceptual Diversification and Perception of Cybersecurity

The effects and implication of conceptual diversification and perceptions of cyberse-
curity in the EU region have been extensively discussed in the previous section. It is
worth noting here however that this presents a major challenge to the EU Cyber Securi-
ty efforts as it does not allow for a committed and concerted effort towards achieving
cyber peace and cyber governance even with the huge budgets of nations and the Euro-
pean Commission allocated to this aim. The political, economic and technological per-
ceptions influencing the definition and conceptualisation of cybersecurity must thus be
addressed to improve the prospects of achieving cyber peace. Also it is worth noting
that a unified understanding and definition of the concept of cybersecurity at least as it
relates to the EU as well as a common appreciation of the threats and vulnerabilities of
the cyberspace for member countries and stakeholders is necessary to forge a unified
front towards attaining effective cyber governance and cyber resilience in the region.
While not undermining more narrow nationalistic perceptions of cybersecurity (as they
arise from perceived — real or imagined — threats from State actors within and beyond
the EU), promoting such nationalistic concerns may do more harm than good to the re-
gional Cyber Security objectives. Hence practical diplomacy and not just cyber diplo-
macy is necessary to address existing conceptions and misconceptions of cybersecurity
for the purpose of regional practical threats. Diplomacy of course does not mean un-
dermining the national cyber security concerns of member nations but addressing the
root of these perceptions and concerns which are mostly founded on historical and re-
cent antecedents between member nations on the cyberspace. For a major player in
global security and cyber defence technologies as the EU, relegating political, philo-

sophical and ideological differences with their practical implications on regional cyber-
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security initiatives go unresolved only amounts to promoting policies with little possi-
bility on practical realities. The basis of this diversified perception and approach to cy-

bersecurity must thus be addressed.

ii. Difference in Approaches of Tackling Cybersecurity Menace

A major challenge arising from the implementation of the EU Cyber Security Strate-
gy in the EU is the difference in approach in addressing cybersecurity which is an off-
shoot of the perception problem. As findings indicate, while some actors and stakehold-
ers favour a technological approach to tackling the menace in the form of building soft-
ware programmes, firewalls, enhancing research in cybersecurity and other such strate-
gies, some others are aligned with policy approaches and still others with cybersecurity
education. While these approaches are all important steps and approaches for tackling
the cyber security menace within the EU region, there are actors who are more aligned
with specific approaches for specific reasons. As such in implementing the EU Cyber
Security Strategy, these biases are very likely to play out and affect the attainment of the
overall goals and objectives of the strategies. For wealthy nations and technologically
advanced countries, the concern and approach likely to be adopted in tackling cyber
threats relate more to cybersecurity education and establishing policies as seen in the
case of the EU where countries like the UK and Germany have invested considerably in
cybersecurity policy and education (Griffith, 2018; Kertysova et al, 2018; Mortera-
Martinez, 2018). In contrast however, nations with less technical and technological abil-
ities are more aligned with building cyber resilience by investing considerably in tech-
nology. While these different categories of countries are likely to adopt all three ap-
proaches (policy, technological, and education) in the course of building cybersecurity
and enhancing cyber governance, they are more likely to be committed or show prefer-
ence for areas of perceived weakness and greater needs.

As earlier stated, this difference in the preference of actions to mitigating cyber
threats among EU members is closely related to the perceptions of the nations on their
vulnerability and areas of weaknesses. Estonia, Ukraine and other victims of Russian
hegemony within the EU are more likely thus to engage in structures that enhance their
national cybersecurity structure primarily before investing in long education and policy
approaches. The difference in approaches to addressing cybersecurity within the EU is

further compounded by the lack of a meaningful evaluation and accountability strategy
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for cybersecurity strategies among EU members. As indicated by findings, while the EU
Cyber Security Strategy outlines necessary steps and objectives for member countries to
meet and engage for the purpose of achieving cyber governance and security, there are
no measurable benchmarks for evaluating the implementation of these goals. As a result
nations are almost entirely left on their own to implement whatever strategies they think
reflects their best interests. This has thus influenced a diversified implementation ap-
proach. For one, the investment of funds and other resources for the attainment of the
goals of the Cyber Strategy is grossly affected by the lack of regional evaluation
benchmarks for member nations so that a uniformed investment in cybersecurity initia-
tives by member nations is not possible.

This lapse has made some scholars opine that the EU Cyber Security Strategy at best
is only a policy document with stated objectives but not a measurable instrument that
can be evaluated to know the degree of progress that is made in relation to members’
implementation. At best it is regarded as a document expressing wishes and not neces-
sarily strategizing the necessary steps to be evaluated by the regional Cybersecurity
body. These lapses therefore promote diversified approaches that are not measured at
the regional level to know their implications and impacts on the overall stated objec-
tives. Nations are therefore left to pursue any aspect of the policy document that appeals
to them most. This is a challenge to the overall attainment of cyber peace and cyber
governance in the EU because attaining such objectives as stated in the EU Cyber Secu-
rity Strategy necessarily requires promoting a set of actions among member nations as
well as working in close relations within the EU. Due to the lack of concerted approach-
es and lack of evaluative mechanisms, member nations and institutions are reported to
perform no internal auditing to determine how successful policy implementation have
been both at the national and regional levels. A documentation of the necessary expecta-
tions from member countries within a set period of time is an important boost to the im-
plementation efforts of the Cyber Security Strategy however this is lacking hence non-
measurable approaches are engaged across the EU region. As implied by Lété and Per-
nik (2017), knowing what is expected of them to do within a specified period of time
may further strengthen the resolve of member countries to adopt necessary steps in fur-
therance of the cyber governance and cyber peace within the region.

To address the differences in approach to cybersecurity, there must necessarily be a
conscious effort at developing measurable objectives and accountability structures with

which member nations can measure progress at the national and regional level. These
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reports or measurable objectives will assist nations to diversify and engage mutual ap-
proaches to building cybersecurity within the region rather than engaging biased ap-
proaches. A benefit of a regional evaluative benchmark is that nations are likely to bet-
ter align national interests with regional cybersecurity strategies thereby making imple-
mentation easier. In cases of conflict of interests, the accountability document may also
state the necessary course of action to avoid neglecting regional goals and considera-
tions. However while there remains a lack of measurable and evaluative instruments for
member nations to take specific course of actions more seriously, a concerted approach
to building cybersecurity governance within the EU may prove difficult. Therefore a
document of this nature is required to better outline and recommend nation-specific
course of actions for member countries to curb disharmonious pursuit of cybersecurity

strategies by member nations.

iii. Political Relations Between and Beyond EU Members

A major challenge identified from the study affecting the goals and objectives of the
EU Cyber Strategy is the political interactions and relations between EU member coun-
tries. This is perhaps one of the most important determinants of the success or otherwise
of the Cyber Security Strategy because as findings indicated, there are intermittent and
hostile political relationships among member countries (Giantas, 2019; Kertysova et al,
2018; Craig & Valeriano, 2016; Bendiek, 2012). Far from being technical or technolog-
ical, the trends of cyber threats and attacks over the years within the region have indi-
cated a pattern of politically motivated cyber conflicts and confrontations. Hence Brady
& Heinl (2020) expressed the opinion that cybersecurity at least within the EU is more
of a political problem than it is a technological problem. The fact that the major attacks
cyber-attacks that have assumed national proportions recorded by EU countries and
neighbour-countries were targeted at national cyber infrastructures and were products of
political disputes between countries seem to suggest the fact that the true threats to the
cyberspace within the EU is political relations and interactions (Meer, 2015). While
other forms of threats are prevalent within the EU cyberspace however, politically mo-
tivated cyber-attacks seem to be the most devastating and prevalent threat especially for
smaller nations within the region. This is important for policy actions and foreign di-
plomacy because nations with hegemonic expansion tendencies as Russia and far-east

China have not disguised their intention of seeking and promoting their political influ-
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ences over nations in Europe either by flouting global standards or undermining region-
al security protocols (Paris, 2021; Jayakumar, 2020).

This of course has implications on the regional interaction between nations in the EU
especially between those benefitting from foreign relations with these politically ambi-
tious nations and others who feel threatened by their encroachment into the EU territory.
The political intrigues over the last couple of years have also shown that the real threats
on the cyberspace especially for EU countries may not necessarily be outsider threats
even with the constant hacker threats but European actors within the EU (Paris, 2021).
This proves the point therefore that a major threat to the attainment of the EU cyber
governance and cyber peace initiative is the political interaction among the nations
within the region. Even in cases of threats arising from beyond the EU, there have been
indications of links to EU countries (Paris, 2021; Giantas, 2019; Kertysova et al, 2018).
Different political perspectives and philosophical alignments among the EU countries
therefore pose a more direct threat to EU cybersecurity than outsiders. As Craig & Vale-
riano (2016) rightly observed, political differences and conflicts are now currently en-
gaged in the cyberspace. This informs the concept of cyber peace and cyber war. As far
as the EU is concerned however, the political interaction between groups of member
countries can be better characterised as a state of hostility or non-cordiality. This state
of affairs even though not reflected in the physical exchange of military might is tested
and exhibited on the cyberspace. The fact that Russia has singlehandedly being in direct
and indirect cyber confrontations with nations like Estonia, Ukraine, Bulgaria and
NATO allies as the United States is indication that cyber threats at least within the EU
are actually a product of conflict of political and philosophical interests among nations
(Paris, 2021; Giantas, 2019). While the EU Cyber Strategy document addresses all cate-
gories of threats in the cyberspace however, they ignore this very vital aspect of cyber-
security which is the interactions and relations between countries.

Building interactions and relationships among EU countries on the basis of regional
cybersecurity can only be productive in an atmosphere of shared understanding and mu-
tual relations, not in a suspicious and ill-willed relationship. This particular factor has
been unaddressed by the EU Cyber Security initiatives. While the ENISA and other re-
gional cyber agencies are established to foster cooperation between member countries in
the sphere of cybersecurity, the political and philosophical basis for mutual interaction
and cooperation is largely missing. For instance, the pervading political and cyber hos-

tile behaviour of Russia has particularly posed a serious threat to smaller nations so that
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the perception of cybersecurity is now more generally associated with building cyber
defences against the spying and hacking capabilities of big nations like Russia (Paris,
2021; Giantas, 2019; Lété & Pernik, 2017). Furthermore, while political events in Eu-
rope in the dawn of the 21 century reflected the genuine hostility of Russia towards
other nations within the EU region, cybersecurity strategies did not take into considera-
tion the need to mend these political and philosophical fences between nations before
establishing cyber policies to govern the EU region. This of course presents a political
and technical problem to several nations because as far as cybersecurity and national se-
curity is concerned, they are faced not with faceless human agents behind computer sys-
tems but with specific ambitious nations who will deploy all their resources at their dis-
posal to promote their political and philosophical influence over these small nations.
Hence collaborating with such nations would be viewed as being vulnerable to the ene-
my or very threat they seek protection from.

Protection from this form of threat therefore would mean protecting cyber infrastruc-
tures and national infrastructures from access to these state-actors even through regional
platforms. These fears are not unfounded and have influenced the cybersecurity strate-
gies of several nations and local organisations and institutions within countries in the
EU. The report by the ECA (2019) that organisations that feel their interests are not rep-
resented and protected by the EU Cyber Security Strategy and hence resort to flawed
implementation of the regional cybersecurity policy recommendations, is indication of
the mistrust for such regional encroachments. As a result of this, there is a weak imple-
mentation structure of regional cybersecurity initiatives especially among the private
sector, which feel their organisational interests are not represented and protected. Fur-
thermore, the effect of the suspicious political climate among member countries has en-
sured that cybersecurity is not given a priority among public and private institutions es-
pecially at the decision making levels (ECA, 2019; Giantas, 2019). It would necessarily
be that if these policies were viewed as being in the interest of the private and public
sectors, member countries would do all within their capacity to implement these pro-
cesses. But the fact that there is a seeming nonchalance at the organisational and nation-
al level to fully own and participate in the actualisation of the regional cybersecurity and
cyber governance initiatives suggest the suspicions and intrigues surrounding the devel-
opment and implementation of cybersecurity governance within the EU.

As Kavanagh (2017) and Bendiek (2012) rightly questioned in their studies, the con-

cept of cyber governance is still questioned among EU member countries and private
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institutions especially as it relates to the hegemony question between states. While the
EU Cyber Security Strategy is doubtlessly poised towards ensuring effective cyber gov-
ernance in the EU cyberspace, the fear of smaller nations is whose governance are these
policies trying to establish? And whose interests do these cyber governance initiatives
guarantee and protect? The question is pertinent because less technologically advanced
nations are subject to the more advanced countries within the region and these techno-
logically advanced countries through the EU are evidently spearheading the need and
development for cyber governance to protect her rich cyber infrastructure and resources.
Furthermore, the technologies and cyber systems provided for enhancing and protecting
these cyber initiatives originate from advanced countries that are already suspected for
their capitalist and political dominance tendencies. Therefore the question arises for na-
tions which feel vulnerable to the tactics and spying prowess of advanced countries, that
whose interests are represented and protected by the regional cybersecurity policies. For
scholars like Rone (2020), Inversini (2020) and Craig & Valeriano (2018), the real in-
tention is to extend the political dominance of capitalist democratic countries to the cy-
berspace in the guise of protect the cyberspace from attacks and threats that are ordinari-
ly perpetrated by some of these nations. Thus the suspicion of being subjected political-
ly, economically and also extending this to the internet space presents a challenge to
smaller nations.

The findings from the study seem to indicate that this factor is one of the numerous
factors responsible for the nonchalant and flawed implementation of the Cyber Security
Strategy of the EU. As long as these underpinning fears persist for smaller nations, the
question of interest, interaction and relationship between nations will continue to affect
the implementation process of regional cybersecurity strategies (Demertzis & Wolff,
2019; Giantas, 2019). The developed and developing dichotomy between nations in the
EU and the resulting political intrigues that characterise such interactions is therefore a
necessary factor that must be considered in the implementation process of cybersecurity
security initiatives as well as the development of a cyber-governance framework that
will be acceptable to the various categories of nations in the EU (Cappelletti, 2021).
Without dissuading these fears by addressing the hegemonic and political encroachment
tendencies of nations within the EU especially those related to national security and
human rights violations, the face-value collaborations enshrined in the EU Cyber Secu-
rity Strategies may at best only result in a cosmetic solution to a deeper problem. For-

eign diplomacy and interaction between member countries ought to be addressed to re-
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lax the political atmosphere from one of hostile and intermittent interactions to one of
mutual respect and understanding. Only in such an atmosphere will a consensual ap-
proach to cybersecurity and cyber governance be productive both at the domestic and

regional level.

iv. Funding and Implementation of the Cyber Security Strategy Across Mem-

ber Nations

Inadequate funding and budget spendings for the implementation of the Cyber Secu-
rity Strategy was another major challenge discovered from the study as affecting the
successful implementation of the policy. This inability to adequately fund the imple-
mentation process of the Cyber Security Strategy by member States can be traceable to
several factors. For one, many EU member nations and the European Commission have
committed comparatively low budgets to the actualisation of the policy recommenda-
tions either due to the unavailability of funds or little appreciation of the cyber govern-
ance objective of the EU. As findings indicate, the annual spendings and budget by the
EU and the member countries on cybersecurity represented just one-tenth of the United
States’ annual budget on cybersecurity. In other words, in comparison with the United
States dedication to building cyber resilience and cyber governance, the EU region is
yet to appreciate the depth of cyber threats and cyber-attacks as well as the need for im-
proving cybersecurity within the region. A proof of this is the level of investment as-
signed to such regional concerns both at the regional and the national level although as
noted by the ECA (2019) report, many nations within the region are economically una-
ble to contribute such huge financial commitments to developing regional cyber infra-
structures. The question however that is to be considered is that do nations within the
EU view cybersecurity as a worthy and necessary concern worth the allocation of huge
security budgets and spendings?

The fact of budget allocations and spendings cannot be discussed without consider-
ing the level of appreciation and recognition of the need for building cybersecurity initi-
atives and enhancing regional cyber governance to protect critical cyber infrastructure.
If the previous concerns discussed above are put into consideration, then the reluctance
and insignificant budget allocation to cybersecurity can be better understood. While
economics and ability may be important factors, the belief and support of nations may

be more important considerations affecting the budget and investment in this endeavour.
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As Bendiek and Kettemann (2021) would observe, nations genuinely concerned about
the national security and integrity of their sovereignty even in the cyberspace would
doubtless invest in these sectors to protect and assert their sovereignty. The fact that
such committed financial commitments are lacking in the EU seems to indicate loss of
trust in the whole process. If the fact that operational budgets for running regional cy-
bersecurity agencies and implementing the various policy actions for attaining cyber
governance are grossly lacking even with members’ supports is put into consideration
(ECA, 2019), then it could be safe to say that nations are yet to appreciate the im-
portance of building cybersecurity framework into the cyberspace within the EU. As
such while there are laudable initiatives and programmes for enhancing cybersecurity,
financial empowerments for implementing such ideals and goals are grossly lacking
within the EU.

Resulting from this pattern of reluctance in committing financially to budgets is the
lack of initiatives to understudy the financial implications and implementation of the
EU Cyber Security Strategy to know the exact financial needs, spendings and evaluation
of such budgets (ECA, 2019). Hence not only do nations not commit financially, there
is a seeming reluctance to investigate and evaluate the financial costs and implications
of the policy. The fact that majority of the funding for regional cybersecurity initiatives
are funded from the general budgets of the EU and member countries and not from sep-
arate budget committed to this purpose imposes other forms of challenges. For one,
programmes and projects are subjected to the bureaucratic limitations of several nations
and must necessarily represent national interests considerably (ECA, 2019; Giantas,
2019). While there is need to improve the economic standard of EU member countries
so as to considerably invest and fund cybersecurity initiatives, there is also the need to
deepen the appreciation of cybersecurity needs by member countries. According to
Bendiek and Kettemann (2021), smaller nations may be suspicious of funding initiatives
that undermines their national security and takes advantage of their cyber vulnerability
hence committing financial to regional cybersecurity initiatives must necessarily be on a
platform of national interest rather on a regional interest. While this may be nationalistic
in perspective, it however affects the development of a regional cybersecurity frame-
work.

Furthermore, the lack of investment on cyber initiatives by public institutions also af-
fects private organisations. As findings have shown, due to the lack of access to financ-

es, private organisations seeking to engage cybersecurity initiatives for their organisa-
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tions are unable to do so resulting in the use of vulnerable and out-dated technologies
vulnerable to attacks and penetration (ECA, 2019). This is indicative of the fact that
while the EU Cyber Security Strategy carefully outlines the objectives and intended
goals of the cybersecurity policies, in reality, there are no capacities and opportunities
for implementing the specific actions necessary for attaining such state of cyber resili-
ence. The report by the ECA (2019) had revealed that few private organisations seeking
to adhere to regional cybersecurity standards by upgrading their technical and techno-
logical systems have not been able to access loans and financial resources for the pur-
pose thus frustrating the whole purpose of the policy in the first place. Furthermore, in-
vestment in the private sector for the purpose of enhancing technical and cyber innova-
tions to build the overall cyber infrastructure and cybersecurity capacity of the EU and
EU member countries are largely lacking (Paris, 2021; Myers, 2020). The EU therefore
faces a double problem of not being able to encourage the upgrading of the private sec-
tor which drives technological innovations. In comparison with the United States of
America, considerable financial budgets are annually allocated to driving cyber research
and upgrading cybersecurity systems (Myers, 2020). This is directly responsible for the
level of highly skilled cyber users in the country.

Attaining any form of security, whether human, national or military, requires consid-
erable commitment to financing laudable security initiatives. In the same vein, the suc-
cess of the EU Cyber Security Strategy is closely tied to the financial commitments of
member nations so that specific measurable and time-bound evaluation can be possible
to ascertain the success or otherwise of cybersecurity strategies. With the current analy-
sis and state of budget funding and spendings for the implementation of the regional cy-
bersecurity policy however, the goal of cyber governance may not be achieved and
timely so. But boosting funding from member countries and institutions must necessari-
ly result from a harmonious consideration of the needs for building cybersecurity in the
region. Also considerable efforts must be dedicated to analysing and outlining the spe-
cific budget needs and financial commitments needed by nations to see the successful
implementation of the cybersecurity strategy. As it is, the fluctuating and inconsistent
funding patterns of the Cyber Security Strategy by member countries may not be able to
field programs as building technical and technological capacities of member nations,
encouraging research in cyber technology, developing organisation-specific guidelines
and cybersecurity awareness across the EU region (Brady & Heinl, 2020; ECA, 2019;

Giantas, 2019). These initiatives require constant funding and budget allocations espe-
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cially as cybersecurity is increasingly becoming the new domain of national and region-
al security. But all of this is dependent on the level of trust member countries have in
the regional cybersecurity governance framework.

Also considerable attention on the private sector is important for enhancing the pro-
spects of developing cyber skilled experts. As the ECA (2019) report indicates, alt-
hough the EU’s research and innovation sector is considerably robust in its research and
findings, there are hardly any practical implications to match this level of robustness in
research. This indicates therefore that not only is investment in research necessary but
there needs to be considerable investment in innovations within the cyber sector of the
EU. Public and private organisations showing interests in research and innovations re-
quire adequate funding from member countries and the international institutions within
the EU to enable deeper research and innovations into cyber technologies that would be
necessarily complement the ideals of the cybersecurity policies. One of the benefits of
this dimension to implementing and attaining cybersecurity is that research and innova-
tions from this end would be custom made to reflect the needs of the EU and her mem-
ber countries rather than depending on existing technologies that gives provision for
loopholes and access by the manufacturing nation.

Therefore adequate and consistent funding from member countries cannot be over-
emphasised for the goal of attaining cybersecurity in the region. Closely connected to
this is the fact that spending programmes for the EU Cyber Strategy are managed by
different parts of the Commission duplicating sources of funding. This is further com-
plicated by member-States’ co-financing method which necessitate other levels of mul-
tiple processes for accessing funds. Accessing scarcely available funds is difficult
enough, the duplication and multiplicity of financial sources for cybersecurity purposes
makes the whole implementation process a bit complicated so that definite and timely
projects are delayed (ECA, 2019). While multiple source of funding is important for
fast-tracking the implementation of certain vital aspects of the Cyber Security Strategy,
the lack of convergence of these multiple sources to foster harmonious distribution and
administration of these funds have only complicated the funding processes for cyberse-
curity projects at the regional level. As indicated by the European Commission (2020)
considerable efforts have been targeted towards achieving a coordinated funding system
as well as cyber defence budgets, it remains to be seen however how these spendings

have translated to practical security in the cyber space.
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V. Political and Technical Limitations of the Cyber Security Strategy

The fact that the Cyber Security Strategy is not a legally binding document that re-
quires strict adherence and implementation from member States, also presents a major
challenge to the attainment of cybersecurity and cyber governance in the EU region
(Backman, 2019; Kovacs, 2018). Although a regional policy, there is no force of law to
ensure that the recommendations are strictly complied with across the EU region. This
is largely because the policy can only be implemented out of goodwill and recognition
for the nature of threat posed by ill cyber users. Also the authority of the EU does not
extend to countries beyond Europe to guarantee similar adherence to cybersecurity en-
hancing codes and strategies that protects the cyberspace of European users (Sterlini et
al, 2019). This limitation poses a problem because cyber violations and threats can orig-
inate from any country willing to engage cyber confrontations with EU member coun-
tries. Technically the regional policies are recommendations to member countries to up-
grade and develop their cybersecurity infrastructure. This technical and political limita-
tion therefore makes proper implementation purely of these policies at the disposition
and prerogative of the nation concerned. Fully complying with these directives is a mat-
ter of choice and interests and not a binding rule for member countries hence adherence
is largely intermittent and unreliable.

The varying reports and slack in implementation of the policy as well as the lack of
adequate funding and other implementation issues arising from nations can be directly
related to the fact that nations are under no obligations to adhere strictly to these codes.
Thus although the policy framework provides the platform for achieving cybersecurity
and ensuring cyber governance in the EU, the legal status and authority to see to the im-
plementation of this is not guaranteed. Also as findings from the study indicates, threats
on the EU cyberspace is not only limited to the political interaction and activities of ill
cyber users within the EU but from beyond (Myers, 2020; Latici, 2019). Indeed EU
countries have been reported to partner with skilled hackers and cyber experts outside
the region to perpetrate attacks and other illegal cyber operations with European targets
(Paris 2021; Latici, 2019). While this is a constant fear however, the Cyber Security
Strategy politically and technically does not apply to other nations and cyber users be-
yond the EU and hence does not restrict other users of the internet from carrying out
their illegal activities especially those targeted at EU cyber networks. This presents a

challenge because while the EU still attempts to arrive at a secure and well governed
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cyberspace, the loopholes and slow implementation process of achieving this goal con-
tinually opens cyber users to cyber-attacks from outside users.

With no form of restriction or adherence to any code limiting illegal cyber activities,
it is likely that cyber threats in the EU cyberspace will experience continual growth in
the coming years. The policy however cannot stop these threats especially when they
are politically motivated. The challenge therefore is for a coordinated implementation of
cyber policies that guarantees or presents a safe cyber haven. These two limitations pre-
sent a challenge to the attainment of cyber governance and cyber peace as envisaged by
the EU Cyber Security Strategy. For one, there is a lack of sincere coordinated and ded-
icated approach to implementing the various recommendations and strategies outlined
by the various Cyber Security policies within the EU while on the other hand there is a
technical and political limitation on the jurisdiction of the policies which drives cyber-
security in the EU. Considering that the policies do not have the necessary legal weight
and stature to command compliance and obedience from her member countries and also
to restrict the level of cyber-attacks and threats directed at the EU member-States means
that attacks and threats are likely to continue unabated with little restriction and cyber
resilience.

The result of the political limitation is evident in the slow implementation and atten-
tion cybersecurity and cyber defence strategies are accorded by member States especial-
ly those who are politically and economically less advanced. As Jayakumar (2020) ob-
served, the level of threats directed at EU countries necessitates a conscious and com-
mitted effort to building regional cyber resilience and defence infrastructures. And
while the EU has made plans for these, the policy in itself does not guarantee cybersecu-
rity or cybersecurity governance as it is not automatically implemented or considered a
forceful need by some nations. Furthermore, the political interaction and organisation of
the EU cybersecurity structure require more conscious and committed investment of fi-
nancial and personnel resources to be able to harness and implement the policy recom-
mendations. This factor is important in the absence of a legally binding document to
stimulate committed obedience and compliance. With the current state of the Cyber Se-
curity Strategy, only nations genuinely and deeply concerned with cyber-attacks and
conflicts in the cyberspace as it affects their national security and infrastructure may
commit considerably to the implementation of the recommendations of the EU Cyber
Security Strategy and other similar policies. For others who may not feel exactly deeply

threatened by the menace in the cyberspace, solidarity and regional concern may be the
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motivation to support such policy but even at this, the attention may only be minimal
and not the deep and committed approach necessary for instituting and gradually build-
ing cyber resilience and cybersecurity systems into national cybersecurity infrastruc-
tures.

When the consideration of the technical and political limitations of the policy is put
into consideration, the need to be more strategic and concerned with developing cyber
defences and governance strategies is presented before member-States. Put more suc-
cinctly, whether or not EU member countries are committed to implementing cyberse-
curity strategies and defence mechanisms, cyber threats and attacks especially political-
ly motivated cyber confrontations are likely to grow in the nearest future. Building and
developing strategic regional cyber defences across member-States however makes this
pervading threat manageable but more devastating in the absence of these defence
mechanisms. While the EU has also championed programs and projects for global cy-
bersecurity, these initiatives which are long term approach to cybersecurity do not nec-
essarily guarantee enhanced cybersecurity initiatives within the EU region. The only ba-
sis for attaining such sophistication and resilience as envisaged by the EU is the unal-
tered and deliberate implementation of the various policy documents on cybersecurity.
This factor therefore presents a major challenge that must be appraised for the EU
Cyber Security Strategy to receive required authority and legal basis for implementa-
tion. For some nations and key players, as long as the Cyber Strategy does not possess
the force of law, compliance and implementation will not be forceful or total.

Existing grievances and political interactions among countries may continue to affect
the level of adherence to these cyber policies. Much more diplomacy may need to be in
place to guarantee compliance level. This also affects the commitment of funds and oth-
er resources to the cybersecurity goals. As implied by this study, the political interaction
of EU countries coloured by subtle struggle for supremacy and sovereignty does more
to adversely affect compliance level than it enhances it. With persisting suspicious rela-
tions and perceptions of vulnerability to the technological power and sophistication of
nations, there may be continual systematic disregard for regional cybersecurity policies
which are viewed as regional control documents (Bendiek & Maat, 2019). The alterna-
tive may be not only addressing diplomatic relations among member countries but also
upgrading existing policies to legislations with binding force on member countries. Like
other computer security and technology laws and legislations guiding the EU, the cyber-

security policies may yield more positive results and achieve more success in terms of
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endorsement and implementation when they are updated to the status of law. This will
consolidate global efforts championed by the EU to further strengthen the cyberspace
and build resilience into cyber technologies thereby enhancing cyber governance in the
EU.

Although it is granted that there may always be serious threats and vulnerabilities on
the internet space due to the boundless and largely ungoverned nature of the internet
space, these threats as it relates to the EU cyberspace can be better tamed and eliminated
when stronger legislative actions are adopted by member countries in the region. By go-
ing beyond recommendations and general objectives for member countries to
achieve/attain, laws and legislatures will enhance the rate of implementation, the griev-
ances and political hostility among countries notwithstanding. By not providing any
sanctions for non-implementation of these policy strategies, loopholes are created for
nations to implement any of the strategies according to preference and at whatever time
suits them (Latici, 2019). Furthermore, timeliness is important in this discourse of im-
plementation. The EU Cyber Security Strategies must also necessarily involve specific
timelines within which member countries must have implemented recommended and
mandatory steps for achieving cyber governance. The combination of the possibility of
sanctions and the upgrade of the existing policies to the status of laws and legislations
may do more to enhance the timely implementation of the Cyber Security Strategy as
well as enhance the chances of achieving cyber governance in the EU cyberspace.

In summary therefore the political and technical limitations of the Cyber Security
Strategy policies provide sufficient grounds for the slow and in some cases, non-
implementation of the required cybersecurity strategies and recommendations. As a
matter of nation and regional security, there is need to strengthen the legal weight of ex-
isting policies for stricter and timely compliance. What is obtainable among nations
whereby implementation is solely dependent on not only the ability but the prerogative
of member-countries undermines the regional cybersecurity aims and objectives. This
factor has necessitated the ECA (2019) report suggest that the Cyber Security Strategy
is at best a document expressing wishes for regional cybersecurity than it is a legal
guideline for attaining the stated vision of cyber governance and cyber peace among EU

countries.
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vi. Exploitation of Existing Political and Technical Loopholes

A factor that is easily overlooked in the consideration of challenges of the EU Cyber
Security Strategy is the possibility for exploiting political and technical vulnerabilities
created by key State players in the EU. While technical challenges are considered, the
implications of the political atmosphere and tensions between EU Member countries are
hardly considered in the pursuit of regional policies. However this analysis discourse
identifies that a consequence of the existing political and technical vulnerability be-
tween nations in the EU is the possibility for exploitation by hackers and other ill cyber
users. As indicated by findings from this study, the relationship between countries with-
in the EU has not been very cordial hence adherence to regional policies which do not
have the force of law may be a bit difficult. In an atmosphere where necessary policies
and strategies needed for building cyber resilience and defence is lacking due to politi-
cal and philosophical differences, several loopholes are created at the national and re-
gional levels for attacks. These loopholes can be traceable to several courses of actions
for cybersecurity taken by member States, organisations and citizens different from rec-
ommended best practises as stated in the EU Cyber Security Strategy. Failure for in-
stance to implement the recommended cybersecurity measures and defence mechanisms
at the national, organisational, and individual levels may create opportunities for at-
tacks.

As findings have shown, some organisations and institutions out of grievance and
concerns that regional cybersecurity measures do not take their interests into considera-
tion had neglected implementing them against regional standards (ECA, 2019). Also
challenges relating to the non-inclusion of cybersecurity enhancing policies and strate-
gies in the decision making boards of several organisations in the EU region have also
been identified (ECA, 2019). These reports do not present an optimal or coordinated
approach to improving regional cybersecurity standards even though several regional
cyber agencies and institutions have been set up to assist nations achieve cyber resili-
ence. Nations, organisations and individual users of the internet space who downplay
regional steps and recommendations for improving cybersecurity and cyber resilience as
a result of this neglect stands a chance to be exploited since cyber vulnerabilities are not
addressed and taken seriously for whatever reasons. Also the air of suspicion between
the various members of the Commission due to past hostilities and political differences

further compounds the political atmosphere needed for successful implementation of re-
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gional security and cybersecurity measures. With such unstable atmosphere created, ad-
versarial elements seeking to carry out targeted attacks on member countries and the EU
at large are capable of taking advantage of the vulnerability created to launch attacks
which may go undetected. For instance, fundamentalists and extremists seeking to re-
cruit sympathisers within the EU cyberspace can be easily successful due to the inability
to update and upgrade cybersecurity technologies at the national and institutional levels
as revealed in the case of Junaid Hussain Abu Hussain al-Britani (Jayakumar, 2020)
who was recruited as an extremist in the UK even without going to any Islamic coun-
tries. He successfully launched cyber-attacks against the UK and was also instrumental
in the development of several computer programmes and software that were used to dis-
rupt internet activities within the UK and the EU even after serving jail terms.

Like him, young computer experts who eventually fall victims of cyber-terrorism
may be forced to undertake actions that undermine the security of EU member countries
at large. With persistent threats as this, cybersecurity breaches may be more frequent
especially as security measures and technologies are not given a priority due to existing
discords and suspicion of such initiatives. In such an atmosphere, the vision of the EU
Cyber Strategy and other cybersecurity enhancing policies may be grossly affected as
penetrations by extreme elements and ill-intentioned cyber users may succeed in recruit-
ing more sympathisers across the EU as visible in the recruitment of Junaid Hussain.
The sympathiser cyber-attack on the UK Healthcare institution by the Tunisian Fallaga
Team in solidarity with Syria and in protest of the EU’s role in the prosecution of the
war are indications that recruitments and radicalisations as well as sympathetic identifi-
cation with extremists groups are possibilities that confront the EU cyberspace and
Cyber Security Strategy policy. Therefore the political differences and air of suspicion
visible among member countries that has resulted in the patronisation of black-hat
hackers to carry out threats against some other nations as visible in the NotPetya attacks
allegedly carried out by hackers in Ukraine with links to Russia are indicators that con-
tinue to threaten the over cybersecurity goals of the EU even though they are not openly
discussed or addressed in cybersecurity policy discourse and documents.

Not addressing these issues however does more to undermine the threat levels posed
by the adverse effects this air of hostility presents to the overall cybersecurity, cyber
peace and cyber peace goals of the EU Cyber Security Strategy policy. Since there have
been evidences of nations like Russia patronising black market hackers and equipping

them with sophisticated State-owned resources to launch attacks against fellow Europe-



110

an countries, it is only safe to assume that other nations may be compelled to take simi-
lar course of action in protection of their cyber infrastructure and national security espe-
cially in the case that they lack the wherewithal to adequately protect their critical infra-
structures in the main time. This possibility therefore affects the prospects for total im-
plementation of the regional cybersecurity policies that seeks to update and improve re-
gional cybersecurity measures by adhering to recommended guidelines for member
countries. The point here is that while member countries may all be concerned with pro-
tecting their cyberspace and critical infrastructures against pervading cyber threats, they
may not be quite comfortable with implementing guidelines stated by regional cyberse-
curity agencies out of suspicion for the hidden agenda of nationalist cyber experts. As
such either these initiatives are ignored or underplayed as discovered in the study of
Bendiek, Bossong, and Schulze (2017) or they are mildly implemented at various levels
just to better check the incursion and possibility of intrusion by ambitious countries.

The adversarial effects at the regional level however is that the EU region is by this
inaction of member countries and individual users, exposed to cyber breaches and at-
tacks by external parties seeking to take advantage of existing cyber loopholes. The fact
that majority of the devastating cyber-attacks and threats that have occurred in the EU
cyberspace are State-inspired and politically-motivated is instructive of the nature of re-
lationship and interaction that exists between member countries at least at the cyber lev-
el (Jayakumar, 2020; Giantas, 2019). Furthermore enhancing cyber capacities and cyber
resilience necessarily involves a singular regional political vision where members and
citizens are convinced and persuaded about the importance and need for a particular
course of action. As it is in the EU however, this vital ingredient is missing, no less due
to the diversified political views than to the political ambition of some nations within
the union. Achieving and pursuing this singular vision is therefore made more difficult
even though member countries agree on the need to attain this vision. The diverse forms
of approaches and non-coordinated implementation of the EU Cyber Security Strategy
policy adopted by member nations as indicated in this study is also grounds for varying
results that may not help the attainment of the regional cybersecurity and cyber resilient
objective. Cyber growth and development with such implementation styles will be un-
safely diversified.

This diversification in the level of cyber technologies of member nations will also
means that some nations will be more vulnerable to cyber threats and attacks than some

others. More importantly, loopholes for penetrating naive cyber users within the EU cy-
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berspace would have been created by this unequal growth and development in the re-
gion. A second concern and a major one nonetheless is that avenues will also be created
for terrorist groups who are increasingly turning to cyber technologies and the internet
space to perpetrate their activities. This is more recently indicated by the show of sup-
port for the Taliban government of Afghanistan by the Russian government. Implied in
the display of public support for this extreme fundamentalist regime is that resources for
the prosecution of the religious extremism and fundamentalism represented by the Tali-
ban government will be provided by the Russian government. With such prospects, the
overall security and cyber integrity of the EU is further put to test and alert since the
Commission was a major supporter of the Western stint in the nation of Afghanistan
and ill sentiments shared for the US are also expressed to the EU and her member coun-
tries. As such while efforts are geared towards enhancing national and regional security
as well as cybersecurity around the EU, the support of Russia with her sophisticated and
advanced cyber technologies may prove to be a major threat to the overall aim of cyber-
security and cyber governance as related by the EU Cyber Security Strategy.

To a large extent this confirms the suspicion of Russia as a major threat to the cyber-
security and regional security of the EU by smaller nations who have felt the aggressive
tendencies of Russia in recent times. As such adopting a cybersecurity policy that is on
the one hand supported by nations like Russia and on the other hand disregarded by
their political ambitions and alliances would be viewed suspiciously by these nations,
resulting in either flawed implementation or disregard for the policy altogether. There is
therefore need to address the philosophical and political questions surrounding the in-
teractions of fellow EU countries for regional policies on cybersecurity to have strong-
holds and unbiased implementation across member countries. Meanwhile the recent de-
velopment in Afghanistan and its implications on Western territorial and cyber security
must not be overlooked especially in a time when Europe is still trying to grappling with
her own political peculiarities and the withdrawal of Britain from the EU.

No doubt these developments must have some effects on the overall plans and vi-
sions of the EU especially in consideration of the fact that majority of the funds invested
in the regional cybersecurity initiative were received from the UK and few other devel-
oped countries within the region. Managing these political developments for optimal re-
sults are necessary for the attainment of cybersecurity and cyber governance in the EU
region because allowing broadening and spread of vulnerabilities on the grounds of po-

litical differences only means more devastating effects for the region. Therefore alt-
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hough not stated in the EU Cyber Strategy, the political climate and interaction among
member countries to a large extent determines the success of implementation. In the
current state however, the political interactions among some member countries does not
allow for the successful implementation of the cyber policy rather it encourages the in-
trusion and exploitation of security vulnerabilities in the EU cyberspace.

In summary, dealing with the political climate especially as it relates to the activities
of Russia in the EU cyberspace is important for addressing national and regional loop-
holes. Although not limited to Russia, there is the need to address the political interac-
tion and differences among member nations which serve as springboard for the occur-
rence of ill-intentioned cyber users. Ranging from the activities of hackers to extremist
groups and other e-financial fraudsters, the attainment of cyber resilience and cyberse-
curity against these threats are better projected in an atmosphere of collaboration and

healthy political interaction void of suspicion.

vii.  Less Cybersecurity Awareness and Skills by Major Population Of Cyber-

space Users

Although findings from the study has indicated that cyber threats and hackers are a
major concern in the EU cyberspace for internet users of all categories, a closer analysis
of findings would show that this was this case because majority of cyber users were un-
skilled in the cyberspace and hence were vulnerable to attacks. While considerable at-
tention has been paid to building cybersecurity technologies and systems, the imple-
mentation of these technologies is solely dependent on the skill and expertise of the us-
ers (Myers, 2020). This has particularly been identified as a challenge because as find-
ings show, even though organisations and institutions would implement or acquire
modern cyber technologies to enhance cybersecurity, the launching and use of these
technologies is largely dependent on the know-how of employees. And majority of or-
ganisational staff even in technology companies are not all highly skilled in cyberspace
and internet navigation. This raises a fundamental concern for the institutionalisation of
cybersecurity measures in the EU cyberspace because cybersecurity and cyber govern-
ance is dependent on the technical and internet knowledge and skills possessed by the
actors engaging cyberspace. In fact, with this challenge, cyber governance seems a

much easier task compared to engaging cybersecurity measures.
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In the absence of necessary skills to implement the defensive strategies needed to
protect a computer network, the efforts of the various stakeholders would have been in
vain hence the role of cybersecurity awareness and education is considered in the EU
Cyber Security Strategy policy. The goal is to encourage cyber education and awareness
by dedicating considerable programmes and projects to raising the cyber skills and
awareness of EU citizens (Myers, 2020; ECA, 2019; Carlton & Levy, 2017). While this
is provided for in the policy documents however, implementation has not been reported
to follow the same enthusiasm and vigour as the policy. Cases of data bridges and vul-
nerabilities to all kinds of online scams and fraudulent activities have been recorded in
EU countries in recent times even with cybersecurity awareness being a necessary part
of the regional policy. As reported by the ECA (2019), this can be traceable to the fact
that implementation of this programme especially in the private sector has not been par-
ticularly reflective of the regional cybersecurity policies. The ECA report also noted
that cybersecurity initiatives have not been given priority implementation across some
organisations and institutions across the EU thus retarding and reducing the prospects
for developing the skills and awareness of employees on cybersecurity and cyber tech-
nologies. To be fair, there have been several institutional and professional programmes
for developing cybersecurity skills for all categories of cyberspace users both online and
offline (European Commission, 2020; Mortera-Martinez, 2018). These programmes are
targeted at professionally and skilfully increasing the capacities of internet users so as to
be prepared and enhance cyber resilience in case of attacks. However, a vast majority of
active internet users across the EU are largely unaware and unskilled of these pro-
grammes either due to ignorance of the pervading threats on the internet space or lack of
interest in the subject. The result therefore is that both in the private and public sectors,
internet users are still very vulnerable to internet-based attacks and threats.

This vast pool of uninformed and unskilled internet population both in the private
and corporate sectors presents huge source of vulnerabilities and attacks to private and
organisational websites with little resistance because hackers and other ill-intentioned
actors on the cyberspace located within and beyond the EU are continually developing
their cyber skills to avoid detection (Antunes et al, 2021; CyberPeace Initiative, 2021).
On the other hand, reports from private and public organisations across the EU are indi-
cating both reluctance and inability to develop cybersecurity awareness and education
tools for employees and citizens even with the level of awareness on cyber vulnerability

raised in the region (ECA, 2019). This does not only affect the overall aims of the cy-
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bersecurity policy of the EU but it also affects the capacity of the EU to produce sophis-
ticated internet and cyber defence infrastructures in the nearest future. Importantly, the
cyberspace is continually flooded with different categories of internet users employing
the technology for different reasons and due to the fact that daily business services and
activities are increasingly carried out through the internet, cyber education and expertise
skills is a growing asset that nations across the globe are coming to appreciate and en-
courage. In climes where vulnerability to attacks on the cyberspace have been more
likely than others, efforts are been made to not only develop cyber defence technologies
but also improve the capacity of citizens in relations to cybersecurity. This factor more
than just acquiring foreign defence cyber technologies tends to determine the level of
cybersecurity and cyber governance that can be achieved within a nation and as the case
may be, a region.

As this study therefore considers it, the inability to drive considerable cybersecurity
awareness and education schemes and programmes in line with the goals and objectives
of the regional cybersecurity strategy only negates the vision of the policy document.
Although considerable attention is invested in developing defensive cyber technologies,
similar attention and commitment may need to be invested in other sectors for consoli-
dated results. The series of cyber-attacks directed at EU nations have seldom targeted
military and defence bases but the majority have been targeted at the economic and
government cyber infrastructure which possess less sophisticated and expert levels on
cyber technologies. This may be a pointer to the fact that not only in military defences,
but also in other public and economic sectors of the nation, efforts at developing the
cyber defensive technologies and manpower is needed to improve cybersecurity. Also
attaining cyber peace in the EU cyberspace may not necessarily mean the cessation of
violence and confrontation among EU countries both within and beyond the cyberspace
but the ability to identify and address cyber threats/attacks when they are arise and take
down such without much damage to regional and national security.

This would mean that nations must necessarily be conscientious about implementing
cybersecurity and defensive technologies. This is because attacks are likely to arise
from any external actor and be directed at any sector of interest dependent on the goal
and objective of the attacks. If citizens and employees across public and private institu-
tions therefore are not considerably skilled in cybersecurity and defensive systems and
procedures, the goal of the regional cybersecurity policy may be defeated in the long

run. Apart from taking crash courses on cybersecurity, there is also the need for deliber-
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ate development of a cybersecurity population with special considerations to developing
experts for all sectors. As findings have shown although most cyber users are daily en-
gaged in the internet for different reasons, little appreciation and understanding of de-
fensive strategies against threats and vulnerabilities are lacking amongst this vast popu-
lation of internet users. For some persons especially younger users of the internet, the
pervading threats and vulnerabilities identified and discussed by several reports and
studies (Giantas, 2019; Paget, 2013), are distant realities which do not apply to them.
For smaller businesses and enterprises, the sentiments are largely the same, reflecting
the position and fact that cybersecurity and cyber threats are still vastly viewed as non-
existent or insignificant in private affairs (Giantas, 2019).

This situation thus reduces the motivation and tendency for individual and small
business enterprises to adopt and engage the vast cybersecurity resources made availa-
ble on the internet especially through the EU policy on raising awareness and education.
The implication of course is that although more internet users may be recorded across
the EU region ranging from private to public users, the awareness level and expert skills
on the internet security systems are quite low. And with such a phenomenon, there can
be hardly any effective implementation of the Cyber Security Strategy. As long as the
subjects of cybersecurity and cyber governance sound unfamiliar and distant from per-
sons, the willingness and need to build capacity in the field may remain low. Indeed
cyber users may not be compelled to take a career in cybersecurity and cyber defence
mechanisms but as findings from the United States have also indicated, providing plat-
forms for the development and establishment of cyber experts and cyber technologies
not only helps to enhance national security but provides a vast market for cyber defence
both in technological and human resource (Myers, 2020; Gilligan & Pardo, 2020). Ef-
fective translation of the aspirations of the EU policy on Cyber Security depends con-
siderably on the technological resource of cyber users in the various EU member coun-
tries. The tendency to reserve expert resources for national security enhancing systems
was rightly recognised by Jayakumar (2020), Giantas (2019) and Meer (2015), but this
may be because there is limited expert manpower on cybersecurity at the national level
before considering regional concerns.

Further compounding the challenge on the attainment of cybersecurity within the EU
through the EU Cyber Security Strategy is the fact that a good population of individual
cyber users who display interest in cyberspace and cyber defence systems are freelance

individuals whose expertise may constitute more threats to ordinary users (Jayakumar,
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2020; Myers, 2020). This is especially the case because most highly skilled cyber users
are either used to perpetrate threats in the internet space or are champions of causes in
the internet space that may constitute more threat than security to the EU. In the same
vein, the growing trend in the internet space that makes crime-as-a-service is increasing-
ly taking the Western cyberspace so that cyber users are poised to developing their
cyber skills so they can be used or patronised to make devastating and dangerous as-
signments by the numerous groups seeking to carry out major attacks on the EU and her
member States (Jayakumar, 2020; Brady & Heinl, 2020; ECA, 2019). This growing
concern in the EU cyberspace poses a serious challenge to implementation of the Cyber
Security Strategy because majority of the internet users are young persons whose opin-
ions and philosophies are still being formed and influenced largely but internet contents.

As Jayakumar (2020) rightly observed, the sense of importance for some of these
very young cyber users is closely tied to their identification with a political or social
group on the internet space and their ability to carry out a task or assignment in further-
ance of the corporate cause. With little concern to the implications of these attacks on
national and regional security, these vulnerable users can be used to perpetrate attacks
on the EU cyberspace with no less devastating effects. Therefore there is the challenge
of not only building cybersecurity awareness and education among citizens but also the
greater concern of monitoring and ensuring the right use of cyber skills by citizens. The
irony of the awareness level of European cyberspace users at least in some countries, is
that while considerably skilled cyber experts do not necessarily provide their services to
the government and public institutions, majority of those who work for corporate public
and private institutions do not possess the requisite knowledge and awareness to prevent
cyber-attacks and engage defensive measures during attacks. This is visible in the at-
tacks on healthcare and banking sectors as recorded in the WannaCry and NotPetya at-
tacks where hospital and banking facilities could not repel or even detect the presence of
malwares deployed by hackers.

Such a situation puts the implementation of the EU Cyber Security Strategy at risks
since the majority of persons who possess the requisite skills and knowledge to engage
cyber defensive measures are more likely than not to be victims of emotional manipula-
tion for political and ideological reasons. Even for law enforcement agencies, the lack
of trainings and awareness on cybersecurity measures have been identified (ECA, 2019)
with obvious implications on cybersecurity. In an era where sociological crimes are in-

creasingly giving way to internet based crimes, the ability of existing law enforcement
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agencies in the EU to dedicate significant resources to developing the cyber skills,
awareness and education of various operatives across the region is important. Reports of
less technical trainings and underrepresentation of cyber related courses in some univer-
sities across the EU is indication that raising the awareness and expertise on cybersecu-
rity still needs greater attention and deliberations (ECA, 2019). While professional short
courses and on-the-job trainings are important to keep employees abreast of the current
realities and technologies for protecting data on the cyberspace, deliberate investment in
the academic education of students especially on cyber technologies and cyber defences
are more long term approaches that are likely to yield more productive results in terms
of cybersecurity and cyber resilience.

This is because pursuing careers in cyber defences and cybersecurity fields are more
likely to result in the development and innovation of cyber defence and security tech-
nologies without foreign influences. Furthermore, this may likely enhance the attain-
ment of the EU as a cybersecurity and cyber defence technology manufacturer thus es-
tablishing the EU as a major global cyber player as against its current status (Paris 2021;
ECA, 2019). In all, the various dimensions of cyber awareness and education in the at-
tainment of cybersecurity and cyber resilience cannot be overemphasised. Attaining re-
gional cyber governance at least must necessarily involve a pervasive degree of cyber
aware and skilled citizens. Although this may also constitute regional concerns in terms
of ensuring compliance and control of the activities of such an expert population, it is
all the same a requirement for becoming cyber resilient. The various programmes aimed
at raising awareness and skills of EU security agencies and citizens must therefore nec-

essarily be encouraged and nurtured till they yield the required results.

5.5. Theoretical Discussion of Findings — Nodal Security Governance

As the nodal security governance framework used for the study suggests, the EU has
served as a non-governmental institution dedicated to driving cybersecurity governance
within the region amongst other economic and security purposes. This does not mean
however that it does not draw support from existing governments and security institu-
tions to achieve her purpose, rather the EU operates on the strength of the constituent
members as far as their technologies and resources are concerned. The crux of this
framework as it concerns cybersecurity governance is non-hierarchical and a priori

structure of governance within the structure that makes it possible to embark on bal-
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anced policies and approaches to cybersecurity governance with the interest of both pri-
vate and public sector participants. As such the EU has succeeded beyond the capacity
of a single nation to drive policies and diplomacies that focus on enhancing national and
regional strategies for cybersecurity among member nations within the EU region. As
stated by Nekleberg (2016), the four essential approaches to implementing nodal securi-
ty governance frameworks are reactive strategies based on punishment, reaction and ret-
ribution of crimes related to the criminal justice system; nodal technologies for exerting
influence over a course of events; nodal resources which determines the level of imple-
mentation of technologies for enhancing security governance; and lastly nodal institu-
tional structure for the mobilisation of resources, mentalities and technologies for the
common goal. These anchors are used to analyse the findings of the study.

First is the establishment of reactive and retributive strategies for responding to
crimes and criminal justice systems within the nodal security framework. Without this
strategy there is no law and order in the system to guarantee adherence and commitment
to the overall stated standards. This is largely missing in the execution and implementa-
tion of the EU cybersecurity framework and the European Commission at large. Alt-
hough stated and implied in various provisions and objectives of the Cybersecurity Se-
curity Strategies of the EU, there have been no reactions and responses in the form of
punishments to nations that have continually violated the stated rules of engagement in
the EU. For one, Russia has continually violated the security and sovereignty of nations
both within and without the cyberspace but have been subjected to no decisive form of
sanctions and punishment at least to deter future occurrences from it and other nations
with such ambitions. Importantly, although the EU Cyber Security framework serves as
a guide, the European Commission wields the necessary resource and authority to en-
force such justice strategies within the region. The failure to do this has made the EU
appear weak in her implementation strategies of criminal justice in her region. As a key
player in regional and global politics, the selective administration of justice by the EU,
especially when the developed and developing dichotomy between nations are put into
consideration, makes it appear biased in the administration of justice.

Sufficient attainment of respect and adherence to the Commission’s Cybersecurity
code must necessarily involve the ability to command compliance with the stated codes
as well as deterrence from violating these codes. And one of the tools according to the
nodal theory for actualising this is the definite implementation of sanctions and punish-

ments for violators whether or not they are State-actors or non-state actors. Therefore by
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not addressing the flagrant disregard and disobedience of regional values stated by the
EU, more grounds and justifications for violations are created across the EU. Perhaps
evidence of this is the disregard of China for regional and global trade standards in trade
ties with European countries. In an attempt to expand her technical and technological
market, China has repeatedly violated global trade standards with significant impacts on
the EU but surprisingly has not received any definite sanctions from the EU for such vi-
olations aside public statements. This can be arguably traced to the EU’s system of slow
reaction to violations within the continent. While the EU in partnership with NATO al-
lies has taken decisive actions against governments that tend to violate global political
and governance standards, the same energy and dedication is largely missing in dealing
with violators of regional values and standards in cybersecurity. Therefore this very im-
portant step required for the effective implementation of cybersecurity, cyber resilient
and cybersecurity governance initiatives is absent in the EU nodal framework. This in
no small way affects the sustainability and efficiency of the framework. As provided for
in the existing policies, there must now be decisive approaches and definite actions by
the EU to ensure compliance with regional values by member nations and trade partners
especially technological and cyber trade partners. This is necessary to further strengthen
the nodal network on cybersecurity.

Secondly the nodal security governance framework hints on the technologies or
methods for addressing events as they occur. These are rules of engagements and poli-
cies to drive the sustainability of the nodal network in the face of several occurrences.
The EU has considerably made sufficient strides in this as several policies and legisla-
tive frameworks for guiding the regional partnership have been developed over time.
These frameworks have helped to establish national technologies and systems for ad-
dressing similar cybersecurity concerns in the various member nations. For instance
both the private and public sectors of nations have set up organisational and institutional
policies that incorporate cybersecurity consciousness into employees and individual
cyber users. This has enhanced the cyber awareness and security risks prevalent in the
cyberspace to public and private users of the internet space, as such caution and deliber-
ate carefulness consciously deployed by several users of the internet space. Further-
more, the EU has succeeded in enhancing cybersecurity skills among several nations by
encouraging cybersecurity training and education among employees and other catego-
ries of the internet space and also enhanced research and innovation investments of na-

tions within the EU. These methodologies and technologies are equipped with teaching



120

internet users how to respond to cyber-attacks when they occur as well as how to deter
these attacks from occurring in the first place.

Another vital success of the EU in the development of methodologies and technolo-
gies of cybersecurity governance has to do with the designation and definition of roles
of the various cybersecurity actors in the case of prosecuting violators and administer-
ing justice. Initially there were several hiccups bothering on the prosecution of cyber-
criminals especially across national boundaries and territories. With the consideration
that cybercrimes and cyber-attacks could involve transnational and foreign identities
thus leading to conflict of interests in prosecution, the EU fostered designation of ap-
proaches and roles for member nations to eliminate judicial and criminal justice barriers
and conflicts. The aim according to the nodal framework is to enhance the workability
of the EU framework in the course of events so that complications in implementation do
not hinder the actualisation of the frameworks. Thus, workability of the cybersecurity
policies as it concerns criminal justice, cyber-attacks, resilience and effective cyber
governance are relatively covered by the EU cybersecurity frameworks. While there are
still grounds for improvement, existing policies at least provide prescription for actions
in the event of cyber-attacks and prosecution of violators. As seen in the previous sec-
tion, the implementation of these strategies rather than the provisions requires more at-
tention than currently devoted to it.

Thirdly the nodal security governance framework discusses the importance of re-
sources in providing the necessary technologies for enhancing security from the existing
networks. This has been a little complex in the EU cybersecurity agenda as findings in-
dicated that although member nations possess different capacities, commitment to the
regional cybersecurity network has not been reflective of the dedication to the actualisa-
tion of cybersecurity governance goals. Reports had indicated that the US committed
more financial resources to developing and attaining cybersecurity than the EU region
combined. This lack of financial commitment to the implementation of stated regional
cybersecurity aims and objectives have resulted in a slow implementation as well as
flawed implementation of the necessary strategies for attaining regional cybersecurity
governance and cyber resilience. The concerns and rationale for this non-committal of
resources to the regional agenda have been identified above as resulting from political
interactions and hostility among member countries. The distrust and atmosphere of sus-
picion that underlay interactions and diplomacy among member countries has further

coloured the commitment of members to the success of the cybersecurity strategies. For
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one, the fear of being vulnerable to the technological and cyber sophistication of politi-
cally domineering countries within the region drives non-cooperation at least at a re-
gional level. Countries as identified from the study are more likely to engage resources
for national strategies than in partnership with nations that threaten their national sover-
eignty and political existence, as such commitments are mostly restricted.

Another dimension of the resources factor in the EU cybersecurity agenda is that due
to the fact that resources are jointly funded by nations and the EU, the terms for access-
ing these funds from national institutions are sometimes tailored to reflect national in-
terests rather than regional interests. This serves as an opportunity for member nations
to drive nationalistic interests at a regional level because financial resources are consid-
erably drawn from their coffers. This therefore compounds the existing state of re-
sources to the regional cause. Essentially without the necessary financial resources,
there will be no efficient innovative researches or even successful implementation of
cybersecurity enhancing awareness and education across academic institutions in the
EU. Other laudable objectives and methodologies such as the financing of ENISA
which was recently given a permanent mandate of operation within the EU is also faced
with operational and running problems. This is compounded by the withdrawal of Brit-
ain from the EU whereas she was a major regional financial partner instrumental in the
formation of the Commission and the mobilisation for the initiation of the regional cy-
bersecurity initiative. This reduces the prospects and viability of the EU to meet her re-
gional targets in the cybersecurity sector specifically as well as other sectors generally.
With such shaking and unstable source of resources therefore, the EU Cybersecurity
framework is bedevilled with resources challenge which are altogether essentially for
practically implementing the strategies necessary for enhancing cyber governance and
cybersecurity within the region.

Lastly there is the need for development of the institutional structure to guide the
mobilisation and deployment of the resources, mentalities and technologies within the
nodal security governance framework. The EU Commission have tried to harness the
various resources, mentalities and technologies through the ENISA and other regional
cybersecurity agencies by enforcing regional policies and legislations as well as confer-
ences and conventions based on the goals of the EU region. Subsequently various na-
tions have come together under the platform of the EU and through the ENISA to im-
plement the several approaches to enhance cybersecurity across the EU region. While

this has resulted in some measures of success for the EU, the evidences from the study
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indicates that the EU has not fully harnessed the resources at its disposal to encourage
and enhance cybersecurity governance of the region. Importantly, the nodal security
governance framework provides that the nodal network not only harness the resources
and technologies at her disposal but also the mentalities to foster successful mobilisa-
tion and deployment. With this lens, the EU has been somewhat successful in mobilis-
ing technologies and resources even though there are obvious flaws yet to be addressed.
For example the question of resources addressed in the previous section reflects that the
EU still faces challenges from member countries unwilling to commit considerable fi-
nancial resources to the common cause due to the pervading complicated political envi-
ronment among different categories of nations. Further in this atmosphere, there is also
reluctance to commit advanced cyber technologies to the regional cybersecurity goal for
national security concerns especially appearing vulnerable to the threats and attacks of
nations with political domineering attitudes. These concerns are however hardly ad-
dressed by the existing EU cybersecurity nodal framework which according to the Nod-
al security governance framework is set up to harness these resources for the cybersecu-
rity governance of the EU region. While this concern persist however, there is root con-
cern that seems to go unattended in the existing which bothers on enhancing mentalities.

The nodal security governance recognises the fact that nodal networks are made up
of actors and stakeholders with differing ideological foundations and alignment hence a
rigidly structured security governance system like the State may not be able to fully
harness the resources from the system especially for security ends. This is however pos-
sible in the nodal framework as the EU and the supporting EU cybersecurity agencies.
As such the EU is expected to work towards mobilising the various ideological leanings
and differences resident in the European region which inform political governance and
security governance for the purpose of attaining cybersecurity. The understanding is that
no single political ideology or security governance strategy would be sufficient to ad-
dress regional concerns particularly for vastly diversified region as the EU. Hence part
of the requirements is that the EU commit considerable resources to building a synergy
between the divergent mentalities and ideologies within the region for the purpose of
achieving a unified goal. This does not necessarily mean pulling down or eliminating
national ideologies and mentalities while elevating a rival mentality or ideology, rather
it connotes driving the various views and ideologies towards collaborating within the
network to achieve a single focus which in this case is the attainment of cybersecurity

governance in the region. Evidences portray however that within the EU, divergent po-
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litical and economic views have been allowed to thrive thus affecting the actualisation
of a unified front against cyber insecurity and attacks. Nations with domineering and
aggressive tendencies with grievances against the West for incursion and division of
their otherwise large political empires have constantly maintained a position of hostility
and aggression to otherwise smaller nations. On the other hands, nations with victimisa-
tion and vulnerability fears have also not stopped to express their distrust of the entire
regional framework and its inability to protect and uphold their national economic inter-
ests. Other nationalist fears and views have erupted over time that challenges the im-
plementation and efficiency of the EU cyber strategy. These differing views and mental-
ities have however not been reconciled by the nodal EU system which is supposed to
drive this reconciliation and mobilisation process. The reluctance to address threatening
political mentalities and ideologies that adversely affect cooperate collaborative exist-
ence has been evident with adverse implications on national and regional security gov-
ernance.

The advantages presented by the nodal security governance model in the form of
mobilising mentalities and ideologies for the common good must be thus harnessed for
the attainment of cybersecurity governance in the EU region. Continually allowing this
system of divergent views to thrive with little diplomatic efforts for steering them to-
wards the common goal ultimately negates regional efforts at attaining cybersecurity
governance. The cybersecurity concerns of the EU must therefore necessarily adopt
measures to ensure unification and mobilisation of member countries’ political ideolo-
gies to foster a unified front. Typical of this is the promotion of several cybersecurity
perceptions and conceptualisation among member countries which affects a general re-
gion specific definition of the problem and in return makes an agreement on the specific
mitigation strategy difficult. In other words, due to the fact that nations within the EU
perceive cybersecurity strategies and threats differently, efforts towards mitigating these
threats are diversified as nations would tend to weigh in some approaches that reflect
their views than others which do not. As such equal mobilisation of technological and
financial as well as political resources may not be altogether possible. But this is tracea-
ble to the inability of the EU to harness these ideologies and mentalities on which the
various approaches and commitments to cybersecurity thrive. There is necessary need
therefore to not only considerably understand and promote equitable mobilisation of
technologies and resources of member countries but also the mentalities and ideologies

of these countries to enhance a considerably unified front against cyber threats and at-
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tacks. Importantly, if such a unified force is formed as envisaged so that synergy in
technologies, resources and mentalities is achieved or relatively enhanced, cyber threats
and cyber-attacks against the EU region would have experience relative decline.

This is likely traceable to two factors; one would be that the advanced technologies
available to some countries as well as resources in others would have been made availa-
ble to other nations within the region thus significantly updating and increasing cyber-
security and cyber resilience in the region. Secondly it would considerably reduce the
level of cyber-attacks and threats targeted at EU countries because as findings from this
study have indicated, majority of the cyber-attacks affecting EU countries on a national
scale are from nations within the EU. With the right mobilisation of political ideologies
however, these threats are likely to result in a downward trend of cyber-attacks stream-
lining cyber threats to majorly cyber terrorism and radicalism tendencies, financial
frauds and other such threats. Such results are however essentially tied to the synergy
between the various political ideologies within the region so resources are not poised
towards combating the cyber infrastructures of neighbours but at enhancing cybersecuri-
ty regional infrastructures and enhancing deterrence and resilience in the EU cyber-
space.

Therefore in summary, the EU’s cybersecurity governance aim which has been em-
barked on since the beginning on the new millennium and continually reviewed must
necessarily encourage the full potentials of the nodal security framework. To be fair, the
EU has made steps in the directions and steps recommended by the nodal system evi-
dent in bringing nations together to establish cybersecurity frameworks and assist the
same in various member nations. With such leadership strides in the areas of policy
making and synergy building, the EU must now not shy away from the deeper level of
harnessing divergent views in maintaining and upholding regional values especially as it
relates to cybersecurity governance. The complete success and effectiveness of the cy-
bersecurity strategies in the EU is directly traceable to this factor. Extending cybersecu-
rity governance to the larger world by making Europe a safe haven for cyber activities
must necessarily involve aligning the various ideologies and resources within the EU
with definite stands against violations of these values. Cases of synergy and partner-
ships with criminal and terrorist elements to perpetrate attacks on nations and institu-
tions within the EU must erupt decisive responses from the nodal system. The same ap-
proach must also be dedicated to deterring trade partners and nations which violate re-

gional values and global trade standards as it relates to promoting cyber technologies.
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This is important because no individual nation can possess or deploy the resources
available with the nodal EU structure hence full potentials must be harnessed to deep

commitment to the existing cybersecurity frameworks.

5.6. Answers to Research Questions

RQ 1 What is the conceptualisation of cybersecurity as it concerns the EU?

Findings from the study indicate that there is still a massive diversification of under-
standing and conceptualisation of cybersecurity as it concerns the EU. Although there
are nodal cybersecurity frameworks such as the EU and within the EU, saddled with
harnessing regional resources and mentalities for improved cybersecurity governance
within the EU region, the various conceptualisations of cybersecurity, cyber-threats and
cyber resilience influenced by the political interaction and diplomacy between member-
countries serve to undermine a unilateral approach to effectively combating cybersecuri-
ty. As findings indicate the perception of cyber threats and cyber resilience among the
various constituting units in the EU cybersecurity nodal framework are mostly biased
and different reflecting the existential and political threats experienced by these nations.
Hence some nations view cybersecurity essentially as protection from politically ag-
gressive nations within the EU seeking to pursue their political dominance agenda even
through cyberspace while others understand the phenomenon to involve threats from
outside actors. In all, the study understands that the perception of cybersecurity by the
various EU actors are essentially politically influenced following the history of distrust
and attacks of cyber infrastructure by neighbouring countries. With this atmosphere of
differing opinions and conceptualisation of cybersecurity even among scholars and ex-
perts, cyber technologies and approaches are largely biased and nationalist tailored to
reflect national security needs. This of course creates a loophole for the regional cyber-
security framework as well as cybersecurity governance ambition of the EU. With no
firm strategic belief in a common problem defined by its importance to the constituting
parts that make up the EU, there are little prospects to the harmonisation of strategies to
address these regional concerns. Therefore conceptual unification at least at the regional

level is important for driving cybersecurity governance framework.
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RQ 2 What efforts have the EU commission put in place to achieve cyber-peace?

The EU has also been very active and instrumental in the formation and establish-
ment of regional and global strategies and networks for developing cybersecurity and
cyber resilience among member countries within and without the EU. The formation of
the regional cybersecurity agencies as the ENISA and the creation of cybersecurity units
in existing national law enforcement agencies across EU member countries directly
traceable to the policies and diplomacy of the EU to improve cybersecurity, cyber resili-
ence and drive cyber governance. However in terms of cyber peace where diplomacy
and not just cyber-diplomacy is needed to address underlying political sentiments influ-
encing the attitudes, behaviours and reactions of member countries towards implemen-
tation of cybersecurity policies and legislations are largely left unattended. For example
while the EU focuses on ensuring cybersecurity diplomacy is incorporated into various
Cybersecurity policies over the years, there is little provision for addressing the feeling
of vulnerabilities expressed by smaller nations whose sovereignty are threatened by na-
tions like Russia and China who tend to aggressively violate national and regional dip-
lomatic standards to win over European nations. The success of China’s trade and di-
plomacy in Western Europe for instance has been significantly traced to her obvious
disregard for global trade standards especially within the EU. Similarly Russia which
has been severally implicated in virtually every case of cyber-attacks on national cyber
infrastructures across countries both within and beyond the EU have not had any defi-
nite sanctions from the EU. In both cases, the EU has allowed these nations to drive pol-
icies that negate the values and objectives of the EU cybersecurity strategy with no def-
inite reactive policies thus further driving EU member nations apart at least politically.
This also has the implications of increasing fraternisation with other countries beyond
the EU on cybersecurity technologies, the association of which is likely to violate and
thus affect the actualisation of cybersecurity governance. By allowing China and other
similar major cyber technologically advanced countries manipulate EU standards in
trade relations with EU member countries, opportunities are created for other nations to

exploit similar loopholes in the region.

RQ3 What are the challenges faced by the EU commission to ensure cyber-
peace in the EU region?
The challenges facing the EU commission in the cyber-peace agenda as revealed

from the study is primarily the political interaction and atmosphere among the EU
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member nations. Interactions and collaborations are still largely biased and filled with
distrust over regional policies owing to the historical and current realities among mem-
ber nations. The fact that more cyber threats and attacks against national cyber infra-
structures within the EU have resulted from States within the EU is instructive on the
state of interaction and trust between nations. From this air of suspicion other challeng-
es are birthed such as inadequate funding, inadequate implementation of regional cyber-
security strategies especially among the private sector, no monitoring and accountability
strategies, cybersecurity unawareness and lack of implementation of innovative research
in academic institutions in countries within the EU amongst other concerns that do more
to harm the overall cybersecurity governance aims of the EU. Also the EU faces the
challenge of vulnerability to online radicalisation of their citizens owing to ignorance
and lack of skills in cybersecurity at the individual and corporate level. These are how-
ever majorly traced to the appreciation and acceptance of responsibilities for the imple-
mentation of the cybersecurity policies by member nations. Cyber peace is essential for
the attainment of effective cybersecurity governance in the EU region. Although there
may be internal challenges bordering on the availability of finances and other necessary
resources at the national level, the implementation of the various cybersecurity frame-
works in a political and cyber peaceful atmosphere is likely to result in more positive

approach to eliminating identified challenges than in a hostile atmosphere.
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6. CHAPTER SIX: CONCLUSION AND RECOM-
MENDATIONS

The study set out to identify the challenges of the EU Cyber Security Strategy from
actualising the goal of cybersecurity and cyber resilience among member countries and
the EU region at large by investigating the conceptual understanding of cybersecurity as
well as the best approach to ensuring cybersecurity from this perspective, examine the
efforts of the EU in relation to ensuring cyber peace and enhancing cybersecurity gov-
ernance within the EU and lastly assessing the challenges of the EU Cyber Security
Strategies. The study reviewed relevant literatures and documents on cybersecurity and
findings were related and critically analysed. The findings indicated that the EU has
been instrumental in enhancing cybersecurity governance initiatives both within the re-
gion and globally. Due to the establishment of strategic partnerships with third world
countries, the EU has been able to foster technological and cybersecurity development
schemes and policies that have been instrumental in the protection of national cyber in-
frastructures as well as propelling global institutions to make relevant policies and steps
in enhancing global cybersecurity governance. Within the EU these steps have also re-
sulted in the establishment of regional cybersecurity policies and agencies saddled with
enhancing cybersecurity and building cyber resilience into existing national and region-
al institutions both in the public and private sectors. For the past two decades, the EU
has fostered the initiation of cybersecurity-based policies for this purpose.

However much of what the EU has done has only tended towards to enhancing cy-
bersecurity governance and resilience but not cyber-peace. The efforts have rightly out-
lined and pursued objectives that foster regional management and mobilisation of re-
sources at her disposal however these efforts at least the more active ones have tended
only towards cyber-governance and not cyber peace. This is because cyber-peace neces-
sarily involves addressing root causes of cyber conflicts and warfare in the first place,
the elimination of which prepares the cyberspace for a reign of cyber peace. This has
however being systematically avoided by the on-going efforts of the EU. Cyber con-
flicts and the existing threats in the EU cyberspace have been traced specifically to dip-
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lomatic relations and distrust among member countries. The historical antecedents of
nations within the region have indicated an atmosphere of suspicion, distrust and hostili-
ty especially bothering on political ideologies, sovereignty and supremacy struggle.
This conflict and struggle has given rise to various forms of attacks and hostility at the
ideological level, political level, economic level, security and more recently cyberspace.
Therefore the attempts to address cybersecurity threats by focusing on the manifesta-
tions of the existing conflicts rather than on the root cause sponsoring such hostilities
only amounts to ignoring the main issue of contention for temporary behavioural di-
plomacy. The EU has largely turned a blind eye to the political hostilities among her
member countries and narrowly focused on cyber diplomacy to foster behavioural and
attitudinal changes in favour of her cybersecurity governance agenda. This approach
cannot and does not guarantee lasting peace in the cyberspace. As the nodal security
system proposes, addressing security concerns must necessarily involve the participa-
tion and support of the constituent networking members evident in aligning their men-
talities and methodologies with corporate goals and aims. As it is however, the EU has
not addressed the differing mentalities and ideologies that constitute the cybersecurity
nodal framework.

The elimination of existing challenge therefore depends on the ability of the EU and
her several cybersecurity agencies to foster cyber peace amongst her constituent ele-
ments especially with respect to mentalities and ideologies that ferment hostility. The
cybersecurity governance agenda of the EU can only have sufficient expression and ef-
fectiveness in an atmosphere of relative peace. Peace here may ultimately mean respect
for sovereign entities and their cyberspace as well as geographical territories. It could
also recognition and respect for ideological and political difference as well as adherence
to regional and global security and trade standards so that an air of cordiality and mutual
respect is enhanced. For the EU fostering peace among her constituent parts must be
topmost in her cybersecurity governance agenda as without peace, reasons for hostility
and conflict can be generated with ease. While the development of cybersecurity tech-
nologies is also important for ensuring cyber resilience and cybersecurity, this does not
ultimately guarantee cyber peace. The only guarantee that sophisticated and advanced
cyber technologies will not be used against countries with less cybersecurity infrastruc-
ture is an atmosphere of peace, mutual respect and cordiality even in the face of oppos-
ing political and philosophical ideologies. Sufficient resources therefore are needed to

enhance cyber peace by pursuing diplomatic peace between EU nations. Sanctions and
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punishments for violations are also important policies that must be implemented in the

event of violations by member countries.
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