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Intelligent environment means an environment where data is collected, e.g., by sensors,
and collected data is processed and analysed to provide services. Data can be environ-
mental or location data, or data produced by users. Characteristic to the environment is
vast amount of collected data and analyzation capabilities. Sensitive user data is collected,
disseminated, and analysed, often without user’s proper understanding of what happens
to data, who is using it, and for what purposes. This is a problem for privacy and to solve
it, it is important to understand concepts and factors that influence on privacy and how
these are connected. Privacy has long been basis for democratic societies, and intelligent
environments can threat this, if consequences of the usage of these technologies is not
holistically considered and understood.

To aid understanding, this thesis forms a holistic view of privacy in intelligent environ-
ments. It studies concepts and factors affecting to privacy when environment is collecting
data of its users. It identifies perspectives concerning privacy and forms an overview re-
garding how these perspectives are connected to each other. It also identifies privacy
problems and threats and presents safeguards and solutions to privacy problems. The the-
sis is conducted as a systematic literature review, which defines a protocol regarding how
literature for the thesis is searched, selected, and analysed. Thesis identifies 7 perspectives
(functional, data, societal, social, service provider, user, technical) and their connections,
through which privacy in intelligent environments can be examined.

Privacy is dynamic, it means different things, has different kind of value, and has different
role among different groups of people in different times and contexts, thus privacy and
its meaning at societal scale is always evolving. Functional and social perspectives pre-
sent what privacy is. User applies or uses privacy through functional and social perspec-
tives. User needs privacy as a boundary and as an enabler of appropriate information
disclosure in current context. Technology has problems of implementing privacy as a
context-dependent process and often fails to protect user’s privacy. Service provider is
collecting user’s data and developing technology to produce intelligent environment ser-
vices. User’s data is protected by laws and regulations prescribed by society. Society sets
laws and regulations, which limit or empower technologies in intelligent environments.
Technology can be privacy protector or privacy violator; it has the power to enable or
threat all privacy’s functional and social properties. Technology is also a shaper; it
changes how privacy is understood in society and what information is private. Applica-
tion and new technology developers should carefully consider privacy as consequences
for losing it can even shape entire societies towards unknown directions.

Keywords: Privacy, intelligent environment, ambient intelligence, smart environment, IoT,
sensor network, locationing
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Alykis ympiristd tarkoittaa ympiristod, jossa tietoa keritéin esim. sensoreilla ja kerittyi
tietoa kisitellddn ja analysoidaan palveluiden tarjoamiseksi. Ymparistdlle on ominaista
valtava maira kerittyd dataa ja kehittyneet analysointikeinot. Arkaluonteisia kayttéjatie-
toja keratidn, levitetddn ja analysoidaan usein ilman, ettd kdyttdja ymmartdd, mita tie-
doille tapahtuu, kuka kiyttda niitd, ja mihin tarkoituksiin. Tést4 seuraa yksityisyysongel-
mia ja niiden ratkaisemiseksi on tirkedd ymmartaa késitteita ja tekijoitd, jotka vaikuttavat
yksityisyyteen dlykkdissd ymparistdissd. Yksityisyys on pitkddn ollut demokraattisten yh-
teiskuntien perusta, ja dlykkéat ympéristot voivat uhata titd, jos ndiden tekniikoiden kiy-
ton seurauksia ei oteta kokonaisvaltaisesti huomioon.

Tama diplomityd muodostaa kokonaisvaltaisen kuvan yksityisyydestd dlykkdissd ympa-
ristdissd. Se tutkii yksityisyyteen vaikuttavia kasitteitd ja tekijoitd, kun ympéristd kerdd
tietoja kayttdjistddn. Se tunnistaa yksityisyytti koskevat ndkdkulmat ja muodostaa yleis-
kuvan siitd, miten ndkokulmat liittyvit toisiinsa. Se tunnistaa myds yksityisyysongelmat
ja -uhat seké esittdd suojatoimia ja ratkaisuja yksityisyysongelmiin. Diplomity6 on tehty
systemaattisena kirjallisuuskatsauksena. Diplomitydssd tunnistetaan 7 ndkdkulmaa (toi-
minnallinen, data, yhteiskunnallinen, sosiaalinen, palveluntarjoaja, kiyttéja, tekninen) ja
niiden yhteydet. Ndiden kautta dlykkédiden ympéristdjen yksityisyyttd voidaan tarkastella.

Yksityisyys tarkoittaa eri asioita, silld on erilainen arvo ja erilainen rooli eri thmisryhmien
kesken eri aikoina ja eri yhteyksissi. Téstd seuraa, ettd yksityisyys ja sen merkitys yhteis-
kunnassa kehittyy jatkuvasti. Toiminnalliset ja sosiaaliset ndkokulmat yksityisyyteen ku-
vaavat mitd yksityisyys on. Kéyttdjd soveltaa tai kdyttdd yksityisyyttd toiminnallisten ja
sosiaalisten ndkdkulmien kautta. Kéyttdja kiyttda yksityisyyttd rajana ja mahdollistajana
sopivien tietojen paljastamiseen kéasilld olevassa kontekstissa. Teknologiat eivét usein ky-
kene toteuttamaan yksityisyyttd kontekstiriippuvaisena prosessina, eikd teknologia vilt-
tdmatti pysty suojaamaan kéyttdjan yksityisyyttd. Palveluntarjoaja kerdd kayttdjien tie-
toja ja kehittdd tekniikkaa dlykkdiden ympéristdjen palvelujen tuottamiseksi. Kayttdjén
arkaluontoiset tiedot ovat yhteiskunnan méérittdmien lakien ja sdantelyn suojaamia. Yh-
teiskunta saitié lait, jotka rajoittavat tai mahdollistavat teknologioiden kayttod dlykkaissa
ympdéristoissd. Teknologia voi olla yksityisyyden suojaaja tai yksityisyyden loukkaaja; se
voi mahdollistaa tai uhata kaikkia yksityisyyden toiminnallisia ja sosiaalisia ominaisuuk-
sia. Teknologia on myds muotoilija; se muuttaa sitd, miten yksityisyys ymmaérretddn yh-
teiskunnassa ja mika tieto on yksityistd. Sovellusten ja uusien teknologioiden kehittéjien
tulisi pohtia yksityisyytta tarkasti, koska yksityisyyden menettimisen seuraukset voivat
muuttaa koko yhteiskuntaa tuntemattomiin suuntiin.
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1. INTRODUCTION

“We are the hunters and their prey

We are new men with new machines

Everything must be seen

Until there is nothing in between”
Lyrics from DSTR: Ruins

In today’s world people use and interact with numbers of different information systems.
Information is searched from them, they are used for communicating with co-workers,
friends, and families, and they offer entertainment. At the same time, these systems col-
lect and store information of users, their devices, their preferences, their movements, and
their habits. Information is needed to provide better and more suitable services, but also
to create new business opportunities based on information and information needs users
now have and will have in the future.

As many different services are used from many different service providers, it is often
unclear, what exactly happens to all the collected information. Where is it stored? How
is the service provider using it? Where and how is it distributed? Sometimes the provided
information is sensitive, for example, credit card numbers, health information, or other
confidential matters. Users can worry about safety of this personal and confidential infor-
mation. The increasing amount of news about attacks and information leakages in data-
bases owned by service providers cause worries. From time to time, users change their
passwords and hope that it was not their credit card information which ended up in wrong
hands this time.

Nowadays information systems are entangling more and more with everyday environ-
ment, everywhere. As they do this, they also user-friendly blend into the background,
making users of the environment unaware of their presence. These systems can automat-
ically adjust environment according to user needs, for example, they dim lights when no
one is present, they adjust temperature, and they silently monitor humidity. These kinds
of sensor-based systems can be in use, for example, in public buildings or in homes. Sen-
sors, networks, machine learning algorithms, and growing number of available infor-
mation are all increasing this kind of intelligence in environments. At the same time, this
development is making harder for users to know what happens to our information. Often,
users are not aware when, where or what is gathered as the sensor-based systems collect
the information they need automatically.

This thesis considers privacy in intelligent environments. It takes a holistic view and anal-
yses what kind of concepts and factors affect to privacy when environment can collect
information regarding its users. Environment can be, e.g., smart building collecting



environmental data of the building, and information collected about the users of the build-
ing via Wi-fi-location data. These kinds of systems are already present or under develop-
ment in public buildings, such as airports or shopping malls.

1.1 Objective, research questions and limitations

This thesis aims to form a holistic view of privacy in intelligent environments. It studies
concepts and factors affecting to privacy when environment is collecting data and Wi-Fi-
locationing data of its users. It aims to identify all perspectives concerning privacy in
these environments and form an overview regarding how these perspectives are con-
nected to each other. In addition, it also aspires to identify privacy problems and threats
in these environments and present some safeguards and solutions for privacy problems.

Main research question is:

What concepts and factors are part of or influence on privacy in intelligent environments

and how these concepts and factors are connected?
This main question is approached by three sub-questions, which are:

1. What different perspectives to privacy take shape from identified concepts and
factors?
What kind of privacy problems, threats, and concerns exists?

3. What kind of safeguards and solutions for privacy have been proposed?

To keep the amount of selected literature reasonable, the thesis uses following definitions
and limitations. These are directly applied to the selection of the literature.

e Intelligent environment:

'] A public indoor environment (e.g., shopping mall, airport) collecting data
using sensors

'] Environment has characteristics of Mark Weiser’s vision about ubiquitous
computing, such as computers being seamless part of the environment,
collecting data, and unobtrusive assisting people in their tasks

e Location privacy:
"1 Only Wi-Fi based locationing systems are considered
e Limitations:

'] The environment is not related to healthcare, elderly care, or home. Care
related environments and home environment are their own privacy do-
mains differing from public environments, thus they are excluded. Other
reason is that inclusion of also these domains would have raised the liter-
ature amount too high.



"1 Location privacy does not consider other than Wi-Fi-locationing technol-
ogies applied in intelligent environments. Thus technologies, such as
RFID, infrared radiation, UWB, bluetooth, or ultrasound are left out. This
is mainly because if all technologies had been included, the amount of
available literature would be too high. For this reason, only one location-
ing technology is chosen.

The literature is searched from the research fields related to the intelligent environments.
These include ubiquitous and pervasive computing, smart buildings, ambient intelligence,
Internet of Things, and wireless sensor networks. The thesis is conducted as a systematic
literature review. Thus, the search, selection, data collection and analysis of the literature
are carried out systematically according to protocol decided in advance. The protocol for
this thesis is a modified combination from several systematic literature guidelines. The
protocol is thoroughly presented in chapter 2.

1.2 Structure of the thesis

The structure of the thesis is the following: in introduction, research question and objec-
tives of the thesis are presented. In chapter 2, the systematic literature review is introduced
as a research method and literature behind the research protocol in this thesis is presented.
Chapter 3 presents the literature review results. Chapter 4 shortly defines un-established
concept of “intelligent environment” and defines how privacy is understood in this thesis.
Chapter 5 examines privacy definitions in intelligent environments as found in literature.
Chapter 6 presents the privacy concepts and factors identified from literature and forms
the perspectives to privacy based on concepts and factors. Chapter 7 discusses privacy
problems, threats, and concerns regarding intelligent environments. Chapter 8 discusses
privacy safeguards and solutions. Chapter 9 concludes the thesis.



2. RESEARCH METHOD

Because this thesis aims to provide a thorough overview of privacy related to intelligent
environments, systematic literature review was chosen as a research method. Systematic
literature review tries to find and select all relevant information related to its subject; thus,
it is capable method for finding wide enough selection of literature for the thesis purposes.
This chapter describes systematic literature review as a research method and describes
how it is applied in this thesis. The chapter also defines the research protocol developed
for the thesis.

2.1 Systematic literature review

The literature review has many uses in scientific literature [95-98]. On the other hand, it
can present a theoretical background for a thesis or bind journal articles to the former
research of their subject. On the other hand, it can be stand-alone study like meta-analyses
summarizing earlier results in medical sciences. Also, the ways to write literature review
are numerous. On the other hand, a review can be informal and narrative, or on the other
hand, it can be systematic, and the output can even be presented quantitatively as in meta-
analysis. [95-98] The purpose of the systematic reviews is to combine and critically re-
view current known research information about the research subject [95-97]. The system-
atic review methods have been developed especially in medical sciences because there
has been the need for clear, evidence-based treatment recommendations [95; 99]. Ac-
cording to Kitchenham & Charters [95], systematic reviews can be distinguished from
the informal reviews by following:

e Systematic reviews define protocol specifying the research question and present
methods which are used in conducting the review.

e Systematic reviews have a search strategy aiming to gather as much literature as
possible. The strategy is also described in detail and, in principle it would be pos-
sible to repeat.

e Systematic reviews state the inclusion and exclusion criteria for selecting litera-
ture.

e Systematic reviews define the information which is obtained from literature. Lit-
erature is also assessed for quality with some predefined criteria. [95]

Summarizing, the key difference between an informal literature review and a systematic
literature review is that systematic literature review specifies a protocol for conducting
the study. This protocol covers the research process from literature search to analysis and
it is meant to be followed systematically through all the stages of the research [95].



However, Schwartz et al. [100] further distinguish literature-based studies to reviews and
frameworks, since despite both are built on existing literature, reviews tend to be more
comprehensive and focus on critically reviewing the past research. Framework studies
instead focus on more selected literature [100]. According to Schwartz et al. [100] also
the content of reviews and frameworks are different since reviews focus on former re-
search as frameworks concentrate more on concepts and their relations. Thus, this thesis
has features of both frameworks and reviews, emphasizing framework features.

Literature behind the protocol
The below listed articles were chosen to aid designing the protocol for this thesis:

1. Kitchenham & Charters: “Guidelines for performing systematic literature reviews
in software engineering” [95]

2. Okoli & Schabram: “Guide to conducting a systematic literature review of infor-
mation system research” [96]

3. Levy & Ellis: “Systems approach to conduct an effective literature review in sup-
port of information systems research” [97]

4. Wolfswinkel et al.: “Using grounded theory as a method for rigorously reviewing
literature™ [98]

The first one was chosen because it offers practical hints for performing systematic liter-
ature review in software engineering and the guideline seemed to be applicable also to
the ambient intelligence related studies. The second article is a summary form many other
systematic review guidelines covering the whole process. It also offers useful references
for additional information found in other sources. The third article contains information
about searching and finding quality literature. It also has practical hints for reading the
literature and presenting the results. The fourth article describes interestingly how
grounded theory can be used for analyzing the literature review results. In the article, the
grounded theory is first used to distinguish the categories and factors from literature and
then to analyze their relations. This approach is applied in this thesis.

The broad lines of the protocol presented in next chapter were constructed by combining
recommendations and practical hints from the above guidelines. However, the sugges-
tions in guidelines were fit to research objective, research questions and context of this
thesis. The developed protocol was initially tested by conducting tests about search, in-
clusion/exclusion, and data collection processes. The tests showed that the amount of lit-
erature had a tendency of growing quite high for one person to analyze in reasonable time.
Thus, even clearer search, selection, or initial sorting criteria for the articles was needed.
It turned out, that developing the protocol was an iterative process of trial and error and
it required also reading of selected literature to get more clearer picture of the available
material. This kind of iterative protocol design is quite typical for the systematic literature



review process [95]. However, it is essential to record and describe any changes made to
the research protocol if they are done during the actual research phase.

2.2 Development of the research protocol

Research protocol consists of five parts: 1) search process, 2) inclusion and exclusion
criteria, 3) quality evaluation criteria, 4) data collection process, and 5) data analysis pro-
cess. On its overall structure, the protocol used in this thesis is mainly a combination from
Kitchenham & Charters [95] and Okoli & Schabram [96]; however, some features have
been structured and combined differently. Also, some features have been dropped out,
like stating the research questions, because these are already presented in other parts of
the thesis. The analysis process in the test phase protocol was influenced by Wolfswinkel
et al. [98], however, this part of the protocol was not thought completely when the testing
was conducted.

The development and testing of the protocol were made using Scopus database. However,
this database was not used in the actual literature collecting for the thesis. The develop-
ment and testing phase was iterative, and the protocol was constantly changed to make it
work better. However, it turned out that the protocol still required changes to its selection
criteria after the search had already started in the actual databases. For this reason, the
very loose criteria for the initial selection of the articles were used. Even though this
increased the number of articles in the initial selection, it was a good decision, since it
turned out during process that the final selection criteria of the articles were changed
many times. It was surprisingly difficult to formalize the criteria exact enough to effec-
tively use it in the article selection. However, some complement searches were made after
changing the criteria to make sure that everything possibly relevant was still included.
The test process using Scopus is described in the Appendix A.

2.3 Research protocol and process

2.3.1 Search process

Search was conducted using online databases. The databases were selected among the
databases which were available through the library services in Tampere University. The
selected databases were ACM Digital Library, IEEE Xplore, ScienceDirect, and Emerald
Insight. ACM and IEEE Xplore were chosen because they contain computer science lit-
erature, and the technical side of wireless sensor network related literature can be founded
in these. ScienceDirect contains both technology and social sciences related literature.
Emerald insight contains knowledge management literature and has some interesting pri-
vacy related content. The databases were chosen so that they would contain both technical
based and social based privacy research. Though systematic literature review aiming to



form a holistic view should contain as much as possible related literature, it would raise
the amount of literature too high for thesis, thus the number of used databases is limited.

The search was conducted in two phases. First phase used search string containing privacy
and intelligent environment “synonyms”. Also, articles considering Wi-Fi locationing
were searched in this phase. This search included journal articles, book chapters, and
conference proceedings. However, since the first search string was limited only intelligent
environment synonyms and Wi-Fi locationing, it did not find all relevant literature. Lim-
itation of this search was also the fact that the term “intelligent environment” is not es-
tablished, therefore, it was necessary to search literature with more generic terms. Other-
wise, the aim of forming holistic picture of privacy would not be possible to achieve.

Thus, also more general searches were performed, but these were limited to journal arti-
cles only (phase 2). The reason for journal only limitation was that otherwise the amount
of search results would rise too high (tests show that some search strings in this group can
produce over 10000 results if conference proceedings are included). Unfortunately, this
procedure inevitably leaved out many potentially relevant conference proceedings and
thus affected the validity of this thesis. However, the workload for systematically include
all the conference proceedings was too high for one person to conduct, thus this restriction
was used. Concerning forming the holistic view it was better to search at least journal
articles than leave this part of the search undone.

For both phases, the search was limited to metadata or title, abstract and keywords, if the
database allowed limitation to these in “one piece”. This seemed to lower the number of
irrelevant search results; thus, it was used if possible. If it was only possible to limit the
search to title or abstract only, this was not used, and the search was done as wide as
possible, even though the number of false positives increased. However, this limitation
to title-abstract-keywords may also have led to leaving out some literature with relevance.

The search strings in “pseudo code” form are presented in Table 1. Database specific
strings using all synonyms from table 1 are presented in Appendix B. The phase 2 strings
were performed separately to reduce the number of results in one search. The real strings
used in databases are listed in Appendix B.

Table 1: Search strategy

Phase 1 Phase 2

Databases All selected All selected

Document or | No limitations Limited to journal articles

source types

Search privacy AND (intelligent environ- | privacy AND ubiquitous

strings ment OR ambient intelligence OR | privacy AND internet of things
smart environment OR ami OR | privacy AND sensor network
smart building OR intelligent build- privacy AND indoor |ocationing
ing) privacy AND public environment




privacy AND (Wi-fi OR WLAN)
AND (indoor locationing)

When the search was performed, the result was filtered to English articles only. Filters
were also applied to obtain journal articles in limited searches. The numbers of obtained
results were recorded. The following information about each search was documented into
an excel sheet:

e Date

o Keywords/Searched string

e Database

e Number of references in English

e Number of candidate references (after removing irrelevant ones)

¢ Final number of obtained candidate articles (after removing duplicates)

Mere database search, however, may not provide deep enough information about the sub-
ject [97]. Another way of increasing the depth of the information is to perform backward
and forward searches based on the reference lists and citing of the already selected articles
[96; 97]. The iterative search process enables also additional keyword searches [97]. This
means that when some initial entries are first found, selected, and the data from them is
collected, it is possible to find out new keywords from these entries. Then the databases
are searched again using these new keywords. However, due to the extend amount of
obtained literature, backward and forward searches and additional keyword searches were
not performed in this thesis.

Search process results

The real strings used in databases are listed in Appendix B, which also lists the number
of articles each search produced. Overall, searches in ACM Digital Library produced
3209 articles, IEEE Xplore produced 941 articles, ScienceDirect produced 312 articles,
and Emerald Insight produced 267 articles. Thus, total number of articles founded in
search process was 4729. This is the number before any selection or duplicate checks.

2.3.2 Selection process

Selection, quality evaluation, data collection, and analysis process are iterative and some-
times simultaneous during systematic review. This is because the new articles may
change the criteria or give ideas that also this kind of information is relevant, and thus it
1s necessary to go back to former articles to make sure all relevant information was gath-
ered or check that the selection or quality criteria are still fulfilled [95]. In analysis phase,
also categorizing the articles makes necessary to go back to earlier articles, since the cat-
egories evolve during the process.



Selection criteria

Selection process was started after the articles were searched and filtered for English re-
sults and journal articles if needed. Next, the irrelevant material and duplicates were dis-
tinguished. The removal of the irrelevant articles was an initial selection process, where
all titles from the search results were read and the article was either included or excluded
for more detailed selection process. This initial selection was done before moving the
references to RefWorks. The decision was made by reading the title (and abstract if nec-
essary) of the article.

After the initial selection, the search result was saved to RefWorks to the folders indicat-
ing the search date and database. The references were also compared to already found
references and duplicates were removed. This was done by using duplicates feature in
RefWorks. The articles were retrieved (if not available they were excluded) and saved in
pdf format into their own folders.

Then the more thorough selection process was done. The selected article had to fulfil
some of the inclusion criteria and none of the exclusion criteria presented below.

Inclusion:

e Article considers privacy or location privacy issues (such as concerns, problems,
threats, or means to preserve/improve privacy) related to ambient intelligence, in-
telligent environments, smart buildings, or Wi-Fi based locationing systems

e Article proposes a technical solution to privacy or location privacy problem re-
lated to intelligent environments, smart buildings, or Wi-Fi locationing

Exclusion:

e Language is not English.

e Full text paper is not available.

e Article is editorial or talk’s presentation or call for papers etc.

e Articles having same or almost the same content than earlier publication of the
article are included only once. The newer version is preferred, and journal version
is preferred over conference proceedings version.

e Articles considering privacy issues in intelligent environments out of scope of this
thesis, e.g., paper considers privacy issues in smart home, elderly care, or
healthcare context.

e Articles considering general location privacy issues but without clearly linking
them to ambient intelligence, intelligent environments, or smart buildings

e Articles considering other than Wi-Fi based locationing systems.

e Articles considering general privacy solutions without clearly linking them to in-
telligent environments
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e Articles presenting a technical privacy or location privacy solution outside the
scope of this thesis, e.g., for home or care environment

e “Pervasive” or “ubiquitous” in article are mainly referring e.g., to internet-based
applications, to social media applications, or to mobile applications without link-
ing the article to ambient intelligence or intelligent environments.

e Article has insufficient privacy related content for the thesis purposes. In practice,
article is classified into class 6 or 7 during quality evaluation (see below)

To help getting overview of articles’ content, the selection process used several iterations.
First the abstracts of the articles were read. Based on these, to help forming the overview
of the material, the articles were initially categorized based on their main content to broad
“umbrella” categories. At the same time, articles were considered against inclusion/ex-
clusion criteria and were either included or excluded. This process was repeated if needed
e.g., to make sure that selection criteria had been consistent through all the articles. Next
initially selected articles were skimmed again. The articles were classified based on the
results of the quality evaluation (see below). Articles having insufficient privacy related
content were excluded.

Following information about the selection process was documented to the excel sheet:
Included articles:

e Reference
e Short description about the main content
e [Initial category

e Privacy class
Excluded articles:

e Reference
e Exclusion reason

e Privacy class (if this was the exclusion reason)
Quality evaluation

Quality evaluation was used during selection process to exclude articles with too low
privacy related content. In this evaluation, the articles were divided to seven classes based
on how they define or discuss privacy. The following classes were used:

1. Article gives a definition to privacy and describes privacy issue(s), such as con-
cern(s), problem(s), or mean(s) to preserve privacy

2. Article gives a definition to privacy, presents a privacy problem, and proposes a
technical solution

3. Article describes or lists privacy issue(s) without defining privacy
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Article presents a privacy problem and proposes a technical solution

5. Article states there is no privacy issue(s) regarding the article’s subject and justi-
fies this view.

6. Article has general “Privacy issues exist”-statement but no further description.

7. Short or no mention of privacy, for example, article mentions that privacy issues
have been discussed in other forums, or article mentions that there are no privacy
issues but does not explain why.

The privacy evaluation classes used in this thesis were not based on any model or theory;
they were created purely for this thesis. They were formed to be practical in the selection
process, but they were also usable as one dimension in the analysis of the articles as dis-
cussed in chapter 3.

Articles in the classes 6 and 7 were excluded, since they did not provide enough privacy
related content. Note that most of articles in class 6 or 7 were already excluded during
initial selection phase. Results of the privacy prospect evaluation are in Table 2.

Table 2: Grouping of articles in selection process. Articles in NE (not evaluated) cate-
gory were excluded for other reasons than their insufficient privacy content, thus they
were not evaluated for privacy.

Privacy discussion class Total Total
1 2 3 4 5 6 7 NE included | excluded
o =z
5 3
f_;‘. = 15 6 37 30 3 10 40 200 91 250
o -
(7]

2.3.3 Data collection

The data collection process happened simultaneously with selection and quality evalua-
tion phases. The article was read, the relevant information was highlighted, notes and
comments (for example considering quality criteria or any other ideas or links to other
already read articles) were written and the commented article was saved again with dif-
ferent name. The following data was extracted from the articles and stored to excel forms:

e Reference

e Study description and methods
e Key issues and/or results

e Privacy definitions

e Privacy problems

e Privacy threats

e Privacy concerns
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e Privacy protection safeguards and solutions

e Technical privacy protection safeguards and solutions
e Technical mechanism for privacy protection

e Other issues affecting privacy

e Privacy relations

The article was also sorted initially to the context and study field the article mostly pre-
sents.

2.3.4 Data analysis

During the analysis phase, articles were classified into analysis or technical articles, de-
pending whether they analyze privacy or present technical solutions or problems. Col-
lected information from the articles was categorized and organized based on themes and
categories emerging from the material [98].

To provide answer to the first sub research question “What different perspectives to pri-
vacy take shape from identified concepts and factors?”, different concepts and factors
emerging from articles were identified and organized to privacy perspectives and articles
were categorized under them.

To provide answer to the second sub research question “What kind of privacy problems,
threats, and concerns exists?”, privacy problems, threats and concerns were collected and
when applicable, grouped under privacy perspectives identified earlier. After that, differ-
ent types of problems, threats, and concerns were identified and categorized under themes
emerging from the data.

To provide answer to the third sub research question “What kind of safeguards and solu-
tions for privacy have been proposed?”, safeguards and solutions were collected and
grouped under themes emerging from the data. Some of the perspectives identified earlier
were used when applicable.

The above analysis phase resembles the ‘open coding’ phase in grounded theory analysis
method [98]. When it was summarized, the answer to the first part of the main research
question: “What concepts and factors are part of or influence on privacy in intelligent

“«

environments...” was provided. The second part of the main research question: “...and
how these concepts and factors are connected?” was answered based on categories and
their connections emerging from the material during categorization process. As concepts
and factors were categorized, it also shows how they are linked. This corresponds to ‘axial

coding’ in grounded theory method [98].

The documentation of analysis process is in excel and word files, where information form
articles is collected. Excel file has concepts and factors in columns. These were then
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organized and categorized into upper categories. Every new article might add a new factor
or cause the older factors to merge chancing the basis of the categorization [98]. In this
thesis, the result of this process is visible in chapters 5, 6 and 7 where structures of the
chapters is taken from the identified categories.
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3. REVIEWED LITERATURE

This chapter contains different tables listing content and categorizations of the selected
articles. All selected articles are listed in the beginning of the thesis in the List of papers
section, where year of publication, authors and article title are visible.

For analysis, articles were divided in two categories: privacy analysis articles (A) and
technical articles (T). Analysis articles do not propose exact technical solutions or vul-
nerabilities, their focus is more in analyzing privacy related issues. Technical articles have
clear technical focus, and they often present and analyze e.g., one solution or vulnerabil-
ities related to one technical system. There was one article, [6], falling between these
categories. It has been categorized to analysis articles.

Technical articles were further dived to articles proposing privacy solutions and articles
presenting privacy vulnerabilities. Table 3 shows article contexts and study fields and
division articles into analysis and technical articles. The division to study fields is based
on how the article itself defines its position if this information was available. Otherwise,
study field is derived from article’s content and using e.g., article’s key words. However,
this categorization is rough and leaves room for interpretation. Table 3 also shows the
total numbers of articles in all categories.

Table 3: Article contexts and study fields

Article context Privacy analysis
(paradigm or . Technical articles Total
’ articles
study field)
Proposing privacy Presenting pri-
solution vacy vulnerabili-
ties
Ambient intelli- | 15, 18, 20, 24, 28, | 48,72 12
gence 36, 38, 40, 46, 55
Pervasive/ 4,6,12, 13, 16, 1, 8,9, 10, 14, 22, 35 42
TS 21,31,41,42, 44, | 23, 26, 27, 29, 30,
e 45, 47,51, 60, 61, | 32, 34, 37, 52, 57,
65, 74, 80, 90 63, 64, 69, 81, 89, 91
Smart buildings | 67 59, 77,78 4
Wireless sen- | 2, 11, 56, 85 70 5
sor networks
Internet of 76, 86 2
things
Wi-Fi location- 7,71 3,5,17,19, 25, 33, 39, 50, 66, 73, 83, 26
ing 43, 49, 53, 54, 58, 84, 88
62, 68, 75, 79, 82, 87
Total 36 47 8 91
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Table 3 shows that there were 36 privacy analysis articles and total 55 technical articles,
which contains 47 articles proposing privacy solution and 8 articles presenting privacy
vulnerabilities. There were 12 ambient intelligence related articles, 42 pervasive/ubiqui-
tous computing related articles, 4 smart building related articles, 5 wireless sensor net-
work related articles, 2 Internet of things related articles and 26 Wi-Fi locationing re-
lated articles. Most of the privacy analysis articles are in the ambient intelligence and
pervasive computing study fields. Most articles proposing privacy solutions are in per-
vasive computing and Wi-Fi locationing study fields. Almost all articles considering
privacy vulnerabilities are Wi-Fi locationing articles. It can be seen from the Table 5
that most of the class 1 articles are privacy analysis articles belonging to ubiquitous
computing study field. Class 2 contains almost only technical ubiquitous computing ar-
ticles; exception is the article [6], which is a borderline case between analysis and tech-
nical articles. Class 3 articles cover all study fields and division between technical and
analysis articles is roughly 1/3 technical, 2/3 analysis. Class 4 articles are mostly ubiqui-
tous computing or Wi-Fi locationing articles, all these are technical articles. Class 5 has
only 3 technical articles; they are in smart building and Wi-Fi locationing study fields.



16

Table 4Table 4 presents publication years and study fields of the articles. Division to
analysis and technical articles is also visible in the table. It can be seen from this table
that pervasive computing and Wi-Fi locationing articles have been published most evenly
during years 2003-2015. Interestingly, ambient intelligence articles stop to year 2013.
Other study fields have only few articles here and there. Unfortunately, based on this table
it is not possible to make conclusions regarding publishing density or focus shifting be-
tween study fields. This is because conference papers were excluded from phase 2
searches. Thus, the picture drawn in this table is not comprehensive and it cannot be used
as a basis for analysis regarding these matters. It however shows, how articles used in this
thesis are divided between years.

Table 5 presents article study field and privacy discussion class, which was used in quality
evaluation phase. Division to analysis and technical articles is also visible in the table.
Privacy discussion classes were earlier defined as follows:

1. Article gives a definition to privacy and describes privacy issue(s), such as
concern(s), problem(s), or mean(s) to preserve privacy

2. Atrticle gives a definition to privacy, presents a privacy problem, and proposes a
technical solution

3. Article describes or lists privacy issue(s) without defining privacy

4. Article presents a privacy problem and proposes a technical solution

5. Article states there is no privacy issue(s) regarding the article’s subject and justi-
fies this view.

It can be seen from the Table 5 that most of the class 1 articles are privacy analysis arti-
cles belonging to ubiquitous computing study field. Class 2 contains almost only tech-
nical ubiquitous computing articles; exception is the article [6], which is a borderline
case between analysis and technical articles. Class 3 articles cover all study fields and
division between technical and analysis articles is roughly 1/3 technical, 2/3 analysis.
Class 4 articles are mostly ubiquitous computing or Wi-Fi locationing articles, all these
are technical articles. Class 5 has only 3 technical articles; they are in smart building
and Wi-Fi locationing study fields.
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Table 4: Publication year and study field of the articles. Division to analysis (A) and
technical (T) articles is also visible.

Year Ambient in- | Pervasive/ Smart Wireless Internet | WiFi lo-
telligence ubiquitous buildings | sensor of cation-
computing networks | things ing

A 901

2015 T 89, 91 86 87, 88
A 74, 80 85

2014 73,75,79,
T 81 77,78 76 8283, 84
A 67 71

2013 | T | 72, 69, 70 66, 68
A 60, 61, 65

2012 T 63, 64 62
A | 55, 56

2011 T 52, 57 59 53,54, 58
A 47, 51

2010 T | 48, 49, 50,
A | 38, 40, 46 41,42, 44,45

2009 T 37 39, 43
A | 36, 31

2008 29,30,32,34, 33
T

35

A | 24, 28, 21

2007 T 22,23,26, 27 25
A | 18, 20, 16

2006 T 17,19
A | 15, 12,13

2005 T 2
A 6 11 7

2004 T 8,9,10
A 4 2

2003 T 1 3.5

Table 5 is interesting. It shows how rare is privacy related literature, which begins from
privacy definitions, as classes 1 and 2 only contain 21/91 articles. Most of the technical
articles in this literature sample propose technical solution to privacy without defining
what they mean by privacy. There are even couple of articles justifying why privacy in
their technical context is not relevant issue at all. This lack of definition is somewhat
surprising. Is privacy as a concept so clear, that it does not need defining, or is it taken as
something that is clear without considering the whole picture? Maybe in many of these
solutions this is not the real problem, but it however raises the questions regarding com-
prehensiveness of these privacy solutions. As the privacy is not defined, it is also hard to
see, what kind of other privacy solutions would be needed if the goal is to cover privacy
issues comprehensively. It may also lead to situation, where solution developers do not
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see the privacy widely enough and propose solutions, which could be improved, if privacy
would be considered more thoroughly. There seems to be a clear deficiency in technical
privacy literature in defining what they mean by privacy.

Table 5: Article context and privacy discussion class. Technical articles are highlighted

with green.

Privacy dis- 1 2 3 4 5 Total
cussion class
Article context
(paradigm or
study field)
24,48 15, 18, 12
L . 20, 28,
Amb;een:(::telll- 36, 38,
40, 46,
55, (2
12,14, 1, 6, 4,13, 8,9, 42
31, 41, 10, 26, 16, 21, 23, 27,
Pervasive/ 42, 44, 30, 34 22, 35, 29, 32,
ubiquitous 45, 60, 47, 51, 37, 52,
computing 61, 80, 63, 65, 57, 64,
90, 91 74 69, 81,
89
Smart build- 67 59, 78 77 4
ings
Wireless sen- 2,11, >
sor networks %6, 10,
85
Internet of 76 86 2
things
71 5,7, 3, 17, 49, 62 26
39, 43, 19, 25,
- . 50, 66, 33, 53,
Wi-Fi ::;atlon- 73 83, 54, 58,
84 68, 75,
79, 82,
87, 88
Total 15 37 30 91

Table 6 and Table 7 present some key content of the articles. Tables contain short study
description and methods, and concise presentation of key issues and/or results. Table 6
lists privacy analysis articles and Table 7 technical articles.
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Table 6: Privacy analysis articles, their study description and methods, and key issues
and/or results.

Privacy analysis articles

Number Study description and methods Key issues and/or results
2 -discusses sensor network security | -network level privacy threats, some safe-
and privacy guards
-network level security solution has effects
on privacy
4 -presents a framework considering in- | -how privacy is defined affects to what in-
dividual and group rights to help un- | formation and how it is protected in legisla-
derstand the conflict between perva- | tion
sive computing and privacy
6 -describes P3P protocol and its prob- | -user perspective for operating in perva-
lems if it would be applied to perva- | sive environments
sive environments -P3P deficiencies in pervasive environ-
ments
7 -discusses how pervasive and loca- | -increasing control shifts balance towards
tion-based services shift the balance | security
between privacy and security -increasing perceived need for security de-
creases the importance of preserving pri-
vacy
11 -discusses wireless sensor network | -safeguards should be based on all: socie-
privacy tal norms, laws, and technologies
12 -discusses the fundamental conflict | -pervasive computing conflicts and violates
between privacy principles and perva- | data protection principles
sive computing -without proper regulation and safeguards
may pose a threat to freedom and democ-
racy in societal level
13 -discusses privacy and trust in perva- | -in design, privacy has trade-offs with usa-
sive environments bility
15 -surveys and discusses ambient intel- | -need for research regarding user trust in
ligence research in Europe, USA, and | ambient intelligence technologies
Japan
16 -reviews privacy mechanisms in per- | -need for different kinds of privacy mecha-
vasive computing nisms
18 -discusses safeguards in ambient in- | -multiple safeguards needed, but different
telligence interest cause problems and conflicts
20 -compares ambient intelligence in Eu- | -different emphasis in what should be pro-
rope, USA, and Japan tected in different countries
21 -user study (N=25) concerning loca- | -user willingness to share location varies

tion sharing willingness regarding to
certain places

-during week participants got ran-
domly timed questions about their lo-
cation and willingness to share it with
a) anyone b) anyone who sent email
to you c) anyone from the list of spec-
ified persons

-some users require more complex control-
ling interfaces because they have variation
in their preferences e.g., regarding to place
or social situation

-other users are more consistent and do
not need complex interfaces, because they
e.g., do not want to share location
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24 -analyses privacy scenarios in ambi- | -based on scenarios, many threats and
ent intelligence problems in ambient intelligence technolo-
gies are discussed
-wide coverage from personal to societal
level
28 -considers safeguards against ambi- | -presents privacy threats and safeguards
ent intelligence threats against them related to ambient intelli-
gence
31 -applies Altman’s [111] privacy frame- | -in ubiquitous environment, boundary con-
work to ubiquitous computing trol mechanisms for preserving privacy
need to be expanded, because due to en-
vironment’'s observation capabilities there
will be more “borders” for user to control re-
garding his personal information
36 -presents scenarios related to dark | -massive amounts of data collected can
side of ambient intelligence lead to various harmful scenarios
-best safeguard contains a mix of techno-
logical, socioeconomic, legal, regulatory,
cultural, and privacy impact assessment
means
38 -surveys ambient intelligence in gen- | -privacy issues raise user concerns
eral -context dependency of privacy
40 -discusses legal issues that should be | -many problems with legislation regarding
solved regarding to ambient intelli- | ambient intelligence, starting from defini-
gence tion of “personal information”
-many problems due to conflicting interest
of different parties
-whose perspective the legislation should
represent, individual or service providers?
41 -literature review analyzing privacy | -solutions for the privacy issues in ubiqui-
implications of ubiquitous computing | tous computing require multidisciplinary re-
applications search, e.g., technology, law, psychology
-contradiction between ubiquitous environ-
ment and fair information practices
42 -discusses  architecture  “privacy | -agents are not a perfect solution for pri-
agents” as a possible solution for con- | vacy/consent problems in intelligence en-
sent problems in ubiquitous compu- | vironments
ting environments
44 -discusses problems related to per- | -privacy implementation in pervasive sys-
sonal information and consent in per- | tem should be transparent to users, other-
vasive networks and location-based | wise it is not possible for users to give in-
services formed consent
45 -discusses privacy, data protection | -societal level questions/effects also need
legislation, and ubiquitous computing | attention regarding ubiquitous computing,
e.g., assessing new technologies
46 -discusses policy-making challenges | -ubiquitous computing policy challenges

regarding ubiquitous computing

are societal, political, technical, and eco-
nomical in nature
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47 -focus group study about user ac- | -users have privacy related concerns, e.g.,
ceptance and user experience related | anxiety towards data processing and mon-
to smart environments itoring
-user discussions based on scenarios

51 -discusses legal means to preserve | -current legislation is not up to date
privacy when surveillance technolo- | -privacy impacts should be assessed be-
gies became more and more common | fore taking new technologies in use

55 -field study about what people con- | -users want to control the information the
sider as smart environment and how | environment has about them
they define smart technology

56 -surveys privacy in wireless sensor | -securing only sensor network is not
networks enough, holistic protection also requires

e.g., takin into account application level

60 -discusses privacy from ubiquitous | -users need control over their personal
computing and human-computer in- | data
teraction (HCI) perspectives | -also, plausible deniability for recorded and
-discussion based on literature and | shared personal data is needed
also a sample of people using Face-
book in their everyday life

61 -discourse analysis about newspa- | -trust extremely important for acceptance
pers discussing Apple tracking scan- | of new technologies
dal -emphasizes the role of security as enabler

and maintainer of trust between users and
new technology

65 -study about privacy/identity concerns | -participants in this study reported to be
and attitudes, and how they affect to | highly concerned about their privacy, how-
the behaviour in online shop software, | ever, it did not affect to their actions
compares behaviour in a shop with | -even though participants thought they had
privacy guidance software and with- | taken privacy into account, they did not
out it
-questionnaires, lab tests

67 -analyses smart space privacy mech- | -existing access-control mechanisms are
anisms and takes into consideration | insufficient in smart spaces
that not all parties in smart space are | -in smart spaces, anonymization mecha-
trusted nisms, such as k-anonymity, cannot guar-
- threat model in paper assumes fully | antee privacy over long time periods or if
trusted central computer with tamper | additional, unanticipated data is available
and eavesdrop resistant communica-
tions, all other parties are untrusted or
partially trusted

71 -discusses the problems of tracking | -without proper legislation, location surveil-
people through their devices lance causes a threat to privacy

74 -surveys pervasive applications and | -application developers should be more
privacy preserving technologies aware about privacy consequences of per-

vasive technologies

80 -discusses how big data analysis im- | -when big data analysis and ubiquitous

pacts privacy issues

computing are combined, privacy risks in-
crease also for those people whose data is
not directly collected
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85 -discusses two factor authentication | -from service provider perspective, ano-
problems in wireless sensor networks | nymity of the user can only mean untrace-
ability, because service provider needs to
know who the user is
90 -discusses ubiquitous computing sys- | -possible conflicts due to what information

tems and their privacy implications

users want to share and what service pro-
vider needs in order to offer service

Table 7: Technical privacy articles, their study description and methods, and key issues
and/or results.

Technical articles

Number Study description and methods Key issues and/or results
1 -presents the concept of mix-zones to | -mix zones as a partial solution for pseudo-
preserve location privacy and to | nymity problems in location privacy
measure the amount of user anonym-
ity
-amount of anonymity varies based
on mix zone geometry, number of
other users in the same area, and
how often locationing infrastructure
performs location observations
3 -discusses location privacy preserv- | -proposes disposable, short-living MAC
ing in WLAN networks addresses for privacy protection
5 -presents a method to find rogue ma- | -improving security may endanger privacy
chine in wireless network
8 -proposes a protocol giving user a | -instead of MAC addresses, authorized
complete control of his location pri- | anonymous ID could be used
vacy -in that case, service provider would only
know that user has the right to use the ser-
vice
9 -presents hestia middleware for smart | -encryption and anonymization as tools for
building security protecting privacy
10 -presents confab, a toolkit to facilitate | - end-user requirements for ubiquitous pri-
the development of ubiquitous appli- | vacy: clear value proposition, simple and
cations appropriate control and feedback, plausi-
ble deniality, limited retention of data, de-
centralized control, special expectations
for emergencies
14 -analyses the factors affecting user | -user needs for privacy should be balanced
choice in ubiquitous computing pri- | with service quality
vacy and presents a privacy model
based on analysis
17 -discusses location privacy chal- | -presents a method to mitigate tracking of

lenges and presents a solution to pre-
serve location privacy

the nodes to mitigate privacy problems
from the node tracking

-trade-off between service quality and pri-
vacy preservation
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19 -presents a distributed architecture to | -location information is divided to the differ-
control the location privacy in different | ent independent servers where service
services providers get the information pieces and

combine it if the users have given permis-
sion

22 -presents SPACE framework for intel- | -environment should enhance user aware-
ligent environment services ness of privacy issues
-user study -infrastructure should allow anonymous in-

teraction, prevent tracking and prevent ex-
posure of personal information

23 -presents a middleware framework to | -privacy regulations could be forced into
make services adapting privacy regu- | services by using middleware which is con-
lations trolled by authorities. In that case service

providers would not have control over pri-
vacy issues

25 -presents a protocol for improving lo- | -anonymity as a prerequisite for privacy
cation privacy in wireless networks -implementing privacy is often trade-off

with service quality

26 -proposes a privacy preserving mid- | -proposes units of trust as a mediator be-
dleware, which takes care that regu- | tween users, service providers and regula-
lations are considered in services tions

27 -proposes privacy management by | -approach tries to prevent all recording of
using virtual sensors sensitive data without user consent

29 -proposes a solution for sharing con- | -context agents could be used as a single
text information between domains | point of access to information
and keeping privacy

30 -presents Loom (loosely managed pri- | -controls anonymity by using classification
vacy protection method) anonymity | tree
quantification method for preserving | -result is a balance between user privacy
privacy in pervasive environments requirements and service providers disclo-

sure requirements

32 -presents an update to previously pre- | -former solution valid, but false identities,
sented privacy preserving authoriza- | which granted access to service
tion and access scheme, because it
had a security problem

33 - proposes solution for location pri- | -solution does not offer protection against
vacy at the link layer physical layer attacks, such as RSSI trian-

gulation or time of arrival fingerprinting

34 -presents a scheme to implement | -allows user to set the privacy level
user privacy granularity in ubiquitous | -uses context-based weighs in adjusting
computing privacy, weights were gained from survey

of privacy preferences to users

35 -introduces shadow attacks and pro- | -anonymization of service request is not
poses a solution for them sufficient for protecting users privacy in

pervasive environments because user
identity is possible to reveal by using back-
ground data

37 -suggests to change privacy manage- | -preconfigured privacy rules contradict the

ment to ad hoc based and presents a

way users naturally decide what is private
and what is not
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testing environment for such scenar-
ios

-roles as privacy setting do not work if us-
ers privacy preferences do not match the
roles and user need more fine-grained set-
tings

39 -presents location attacks for Wi-Fi | -in Wi-Fi networks, user location can be
network disclosed only using antenna and collect-
ing interaction data between access point
and device, no RSSI is needed
-data can be used to calculate access point
locations, and based on them the device
locations
43 -proposes a location system architec- | - Wi-Fi user has no means to prevent loca-
ture for access control and preserving | tion data collecting
privacy and anonymity simultane-
ously
48 -proposes PROACT, a privacy ontol- | -privacy is difficult in smart environments
ogy for ubiquitous computing because data is often captured without
user consent
-user has limited control over privacy due
to digital traces his/her actions create as
user is often unaware of them
49 -presents a peer-to-peer mechanism | -claim that no privacy problem in system
for localization level, because no MAC or other identifica-
tion is stored, but in application layer there
might be some privacy issues
50 -shows that anonymization of MAC | -in this attack, adversary observes access
address is not sufficient against con- | point activity and can infer correct identity
ditional random field attack from dataset
52 -presents a trust-based authentica- | -trust evaluation should be done by using
tion scheme for smart environments non-sensitive information, because in that
case, it protects user privacy in a way
which policies only cannot achieve
53 -presents a privacy-friendly indoor lo- | - for privacy friendly locationing, infrastruc-
cationing method ture should offer information to users to lo-
cate themselves without exposing location
to infrastructure
54 - proposes method for better protec- | -un-linkable chancing MAC addresses with
tion against WLAN location tracking silent period
57 -compares access control mecha- | -proposes centralized privacy solution with
nisms in privacy sense in pervasive | access control as primary mechanism
environments
58 -proposes a method for protection of | -proposes linear antenna array to change
location privacy in environment capa- | the device's radiation pattern, so that it
ble of measuring RSS of the device cannot be localized
59 -proposes solution for integrating dif- | -centralized solution for building automa-
ferent building automation products in | tion access control
privacy preserving manner
62 -presents a WLAN indoor positioning | -radio map could be sent to device, and de-

system for airports

vice could do the locationing without server
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63 -presents a model to identify privacy | -suggested privacy model consists of: user
relevant context changes and analy- | (information sources, disturbance), envi-
sis of their implications ronment [type, entities (type and capabili-

ties), channels (observation, disturb-
ances)], activity (type, actions)

64 -proposes privacy preserving authen- | -access control should provide anonymity
tication and access control scheme against inside and outside parties and also

enable accountability

66 -field study for detecting user relation- | -by only examining data exchange patterns
ships by collecting spatio-temporal | and users location and colocation is possi-
data from Wi-Fi network ble to find out: home/work locations, activ-

ities, social networks and social ties

68 -proposes a technology to protect | -privacy threats if location information is in
WLAN user location privacy without | the location services server
installation any apps -proposition obfuscates location infor-

mation by altering RSSI values
-protects location information to some ex-
tend

69 -proposes prifi beacons to support | -lack of user awareness of privacy invading
user awareness of systems poten- | technologies in environment can lead to
tially affecting user privacy user feeling of violated privacy and dimin-

ish acceptance of ubiquitous technologies
-prifi beacons designed for informing users

70 - describes security in wsn and cloud | -some countermeasures against privacy

services in smart environments violations are: anonymity mechanisms,
policy-based approaches, and information
flooding

72 - presents h13 mobility system for am- | -system is based by component migration,
bient intelligence by migrating components, user directly

controls them, without any external parties,
this is better for privacy

-migration component is on the users de-
vice and not on centralized serves, this in-
creases privacy

73 -method to use Wi-Fi access points to | -can be done only by listening the signal
detect human movement inside build- | -possible to detect humans through walls
ings

75 -proposes Prila, a location authentica- | -for service provider's perspective, user
tion protocol for wireless environ- | needs to be authenticated, for user per-
ments spective, this is a privacy problem

-Prila allows service provider authenticate
user but simultaneously protects user pri-
vacy

76 -proposes privacy preserving frame- | -user-centric privacy schemas have been

work for data sharing among smart
objects

developed, but they have not been con-
nected (there is a lack of integrating archi-
tecture) to iot-scenarios

-partial identity management should be
used, only subset (only the needed parts)
of certificate is provided to service
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77 -discusses occupancy detection us- | - paper does not consider privacy of the
ing environmental sensors and con- | system proposed, only mentions that cam-
text data era using occupancy monitoring has pri-

vacy risks

78 -presents TBAC, tuple-based access | -it should be possible for the user to set
control model, which controls the dis- | policies for sensor data concerning her,
semination of private data in smart | thus e.g., building manager can only have
buildings access to aggregated data of all users

79 -analyses privacy issues in Wi-Fi lo- | -proposed localization scheme can protect
cationing both the users location privacy and service
-presents privacy preserving Wi-Fi- | providers data privacy
fingerprint localization scheme

81 -proposes context aware privacy | -adaptive solutions reducing user interac-
preservation method tions in the system and considering user in-

teractions should be used

82 -presents an algorithm to protect the | -protection of location privacy is important
Wi-Fi location privacy for the user privacy

83 -presents a technique to identify same | -combining data from different sources is a
user from two different location da- | powerful tool to violate privacy
tasets and discusses privacy implica-
tions of this

84 -shows that even after anonymization | -hash-based anonymization is not suffi-
of location data, movement pattern | cient to prevent location tracking as it is
can still be compromised possible to distinguish user movement pat-

terns from the data and identify e.g., when
they are at home or at work

86 -presents secure access framework | -proposed system uses pseudonyms for
for smart (loT) buildings anonymity and proof of credentials to

achieve minimum data disclosure

87 -proposes a temporal vector map | -algorithm aims to allow user to locate
(TVM) algorithm for location privacy through IPS (indoor positioning service),

but in such a manner that IPS does not
know where the user is

88 -presents a method to use statistical | -argues that using statistical data for loca-
anonymous location data to identify | tioning is privacy friendlier than using ac-
individuals curate data

89 -presents a solution to reach good | -using blurring controlled data flows be-
balance between utility and privacy | tween services and users allows partially
risk by using adaptive blurring tech- | access to data and enables users control
niques in pervasive systems and limit the privacy risk when sharing sen-

sor collected data

91 -discusses context-aware privacy -context-adaptive privacy mechanisms can

help users understand how their decision
affect to their privacy and alert users, pro-
vide advice, or automate privacy adapta-
tions




27

Privacy related concepts collected from the articles during analysis are presented in Ta-
bles 8,9, 10 and 11. The tables are in chapters 5, 6, 7 and 8, where they are also discussed.
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4. INTELLIGENT ENVIRONMENT

The term, “intelligent environment”, is not an established term, and it is used for this
thesis’s purposes. In this thesis, “intelligent environment” means an environment where
data is collected, e.g., by sensors, and collected data is further processed and analysed to
provide services. Data can be, for example, environmental or location data, or data pro-
duced by users. The services can be, for example, automatic adaptation of the lighting or
other environmental parameters, or services or interactions directly offered to the users
of the area, for example, navigation aid. Service can also be information about the users
in the area, their occurrence, and movements.

In the literature, the “intelligent environment”, is referred with many names. For example,
Ambient Intelligence (European), “smart environment” (USA), and sometimes also ubig-
uitous environments, pervasive environments, and IoT environments refer to the same
matter [92]. According to Augusto and McCullagh [92], ambient intelligence is a term
often used in European literature to refer the environments where “invisible” computers
assist and help people in their everyday tasks. The invisibility means that computers are
meant to be seamless part of the environment in such a way that people using them and
interacting with them are not necessarily realizing they are using computers. The ambient
intelligence is closely related to other research fields of computer science, such as Human
Computer Interaction (HCI), pervasive and ubiquitous computing, Artificial Intelligence
(AI), networks, and sensors. Augusto and McCullagh also define that ambient intelligence
combines all these other fields to create intelligent services responding to the users’ needs
when the users are acting in their environment. [92]

The term “intelligent environment” has some characteristics of the ambient intelligence
defined above. However, the term ambient intelligence is wider and covers also different
kinds of “future services” where environment and technology are even more seamlessly
blended. Since the focus of this thesis is more on already existing building automation
systems, the thesis uses the term “intelligent environment” instead of “ambient intelli-
gence”. The term “intelligent environment™ also emphasizes the environment part. In this
thesis, the environment is a central context, since as it is used for data collection, it is also
possibly compromising privacy of the persons inside it. The term “ambient intelligence”
also has sort of “future vision” tone in it [92]. Today’s environments with sensor and loT
applications though may not yet thoroughly fulfil the spirit of the term “ambient intelli-
gence”. As this thesis considers privacy issues in already existing environments, the usage
of the term “ambient intelligence” would be inaccurate, as seamless, assisting computers
all around in our environment are not yet present.

As mentioned earlier, the literature uses many names for environment described above.
Unfortunately, literature did not specifically define these environments, and it seemed
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that these different names were describing the same issues, at least from privacy perspec-
tive. Thus, in this thesis, all these different names are covered with the term “intelligent
environment”. This approach was chosen due to clarity and impossibility to make differ-
ence between different names. It is however possible, that for some literature analysed in
this thesis, there has been nuance differences between these environments, and it may not
be justified to put them all under the same name. However, according to judgement of
author of this thesis, these possible differences do not have large impact, because the
focus of this thesis is privacy in these environments, and they all had same kind of prob-
lems. However, it is possible that this decision has some impact to the accuracy of the
results.

Technically, devices building intelligence in environments can be different kinds of sen-
sors, actuators, networks, middleware, and reasoning and decision-making parts [92]. The
sensors collecting data can be a part of, for example, wireless sensor network which col-
lects and intermediates the information. Wireless sensor network consists of nodes (sen-
sors and actuators) and one or multiple base station(s) communicating with each other via
wireless network [108; 109]. Nodes in the network are designed to perform certain tasks
or measurements, such as movement tracking or measurement of some environmental
properties, like temperature, humidity etc. [108]. Base stations in turn collect the data
from the network and send it forward or store it for later use [108].

The sensor collected data can be delivered to a middleware, which pre-processes and
combines the data. This pre-processed data is again delivered to the reasoning parts of the
system. These are responsible for the decisions. The reasoning parts use, for example,
decision making processes and knowledge repositories of historical decisions to conduct
proper decisions in a current situation. There can be different kinds of machine learning
or predictive algorithms in use. If the system is related to, for example, environmental
control, the decisions are then intermediated through middleware to the actuators and the
actuators make proper adjustments to the environment. [92]

Wireless sensor network can be the technical basis of the information gathering process
in intelligent environment systems. Wireless sensor networks have their own limitations
and restrictions when they are deployed to environment. Nodes are often small and scat-
tered around. They have limited energy, memory, and processor capabilities [108]. In
addition, nodes use limited communication frequencies, and they are dependent on inter-
ference sensitive and often insecure wireless communications [109]. The distributed de-
ployment of nodes causes difficulties for node monitoring, makes failure noticing harder,
and enables attacks towards network from any point [109]. It also exposes nodes to phys-
ical threats, such as weather conditions if deployed outside, and tampering by humans in
the area [109]. All these physical and performance restrictions affect both the design and
the implementation of the planned network properties. This often leads to trade-offs be-
tween different properties, since one network cannot produce the best service in all the
areas. Therefore, the limitations of the sensor networks can cause many technical
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challenges to the intelligent systems. This in turn affects to what kind of security or pri-
vacy for the data the wireless sensor network can offer.

Increasing number of intelligent, sensor-based systems has raised many questions and
worries. These are often related to information security and privacy of the technology
users. One reason for these worries is that intelligent systems are often based on monitor-
ing and wide information searching capabilities [93]. In addition, invisible and unnoticed
sensors collect and save information possibly for long times [28]. Also, all other privacy
concerns of today, such as openness of the usage of the collected data, data collection for
one purpose and its usage on another, profiling, surveillance, and lack of oversight of
privacy rights, have enhanced the privacy concerns regarding to intelligent technologies,
as intelligent technologies embedded in the environment can increase the possibilities for
such privacy problems [28].

Privacy is a concept that can have many definitions; however, this thesis aims to holisti-
cally view what it means in the context of intelligent environments. Premise for the con-
cept of privacy is, however, following definitions:

e Privacy is defined by Altman [[101], p. 8] as “selective control of access to the
self or to one’s group”’.

e Information privacy, in turn, has been defined by Westin ([102] in [103], p. 229)
as “the claim of individuals, groups or institutions to determine for themselves
when, how, and to what extent information about them is communicated to oth-
ers”.

Both definitions state that individuals should be able to control and decide themselves the
boundaries of their physical or information privacy. In Altman’s definition [101], privacy
is a boundary regulation process between interacting persons, or persons and groups, and
the desired state of the privacy between person and others is changing according to situ-
ations and contexts. The privacy boundaries can either keep things out or allow things in,
and the desired states between private and public are constantly changing as people inter-
act with each other in different situations [101]. Altman’s definition can be used also in
information context, for example, in other situations people want to expose and share
their personal information but in other situations the same information is wanted to keep
private. On the other hand, in some situations, people want to have certain information,
but in others, they do not want to know it. The important factor in these definitions is the
individual’s (or group’s or organization’s) ability to have control and possibility to decide
the level of desired privacy according to the situation.

Presented privacy definition states that person’s ability to control and adjust their privacy
level according to situation is one of the key elements of privacy [101]. Information tech-
nologies, however, have an ability to take away the privacy control from users [93]. For
example, smart ambient intelligence devices can automatically perform actions on behalf
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of the user. While doing so, the devices can interact with other smart devices and simul-
taneously exchange information about the user they are performing the task for. This leads
to situation, where users cannot control the information disclosure (or the extent of the
information disclosure), because information distribution among devices happens auto-
matically and in device-decided way [93]. Other privacy-affecting situations occur, for
example, when intelligent systems collect information about the people using the envi-
ronment. Since the technology is possibly invisible, the people in the environment may
not even be aware of the information collection and thus are even less aware of the pos-
sible meaning of this data collection, for example, in their own social context [104].

Concluding, the efficient abilities to monitor and to search raise many privacy, control
and security related questions, for example, who has access to the data, for what purposes
the data is used, how long the data is stored or used, or can the people deny the usage of
their data [94; 104]. There are also other related questions, such as how to make people
aware of such systems, how to implement the context dependency of privacy in such
systems, or how the legislation considers such systems [45; 104-106]. Even wider are the
questions regarding to control or freedom when using ambient intelligence technologies
[45; 107]. These examples and questions demonstrate the complexity and deepness of the
privacy issues regarding to intelligent environments, and many of these issues should be
considered while designing these environments. This is the main motivation why this
thesis aims to create holistic view on privacy in intelligent environments.
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5. PRIVACY IN THE CONTEXT OF INTELLIGENT
ENVIRONMENT

This chapter presents privacy aspects, dependencies, and trade-offs as they were defined

and discussed in reviewed literature. Location privacy definitions are shortly discussed in

its own section. Privacy concepts discussed in this chapter and their related articles are

presented in Table 8.

Table 8: Privacy concepts discussed in this chapter and their related articles.

Concepts Article numbers
Aspects bodily privacy 1, 16,41, 61
and dimen- | territorial privacy 1, 16,41, 61
sions communication privacy 1, 16,41, 61
information privacy 1, 16,41, 61
location privacy 16
behavioural privacy 71
data privacy 60
personal privacy 60
information receiver 31
information sensitivity 31
information usage 31
context of disclosure 31
privacy principles 26
empowerment 24
utility 24
dignity 24
personal information 40
Dependen- | preferences 24
cies needs 91
activity 24
rules 34
environment 24
privacy enabling technology 14, 24, 41
law 14
markets 14
norms 14
control 24, 41
Trade-offs | privacy — security 6,7,12,15,26, 31
privacy — usability 13,78, 82, 89
privacy — information-based services 13, 16, 31, 52, 70, 78
appropriate privacy protection — cost of | 56, 74
countermeasures
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privacy — performance/service quality 14, 17, 25, 54, 57,74, 79, 87, 88

Location definitions 1,19, 71

entropy 25

Figure 1 presents identified concepts and their relations. Privacy is seen consisting of
several dimensions: location, bodily, territorial, behavioural, data, personal, and commu-
nication dimensions. Information dimension is ‘a collector’ where all other dimensions
produce data. Information dimension has some properties (context of disclosure, receiver,
usage, and sensitivity), and it forms personal information. Privacy itself gives empower-
ment enabling controlling of personal information; dignity, which equalizes information
between two parties; and utility, which grants the right to be left alone.

Principles protecting privacy are presented more detail in Figure 1 than in Table 8. These
principles are purpose specification, necessity of data collection, access rights of users,
security, accuracy, supervision, and lawful interception of personal data. Figure 1 also
shows privacy dependencies (environment, technology, activity, norms, markets, prefer-
ences, law, rules, needs, and control) and privacy trade-offs. Trade-offs exists with secu-
rity, service quality, cost of protection countermeasures, information-based services, and
usability. All these concepts are discussed more detail in subsections of this chapter.
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5.1 Privacy aspects and dimensions

In reviewed literature, privacy is presented to have different aspects and dimensions. For
example, Beresford and Stajano [1], Karyda et al. [41], and Kumpu [61] present that pri-
vacy can be divided to following dimensions: bodily privacy, territorial privacy, privacy
of communications, and information privacy. In Dritsas et al. [16], privacy is also divided
to bodily, territorial, informational, and communication privacy. However, they also add
location privacy to these dimensions [16]. In addition, Michael and Clarke [71], add pri-
vacy of personal behaviour into these dimensions. Barkhuus [60] uses data privacy and
personal privacy concepts. Data privacy is related to what kind of information can be
shared and is something that is defined by laws and constitutions. Personal privacy is
more fluid concept; however, it means personal privacy around person in a way that per-
son has right and is able to control personal information flow.

Friedewald et al. [24] further expand privacy dimensions and associate them, e.g., to em-
powerment, utility, and dignity. They justify that related to informational dimension of
privacy, privacy can be seen as empowerment, as people should have right to control
whether their personal information is published and distributed. On the other hand, in
utility sense, privacy also is protection from unwanted information and grants people "the
right to be left alone". Privacy also has the dignity dimension because there should be
equality of information between two parties. Friedewald et al. summarize that through
these expanded dimensions, privacy also has capability to act as a regulating agent in
society [24], e.g., in sense that privacy acts as a tool for balancing powers of decision-
making elite.

Lehikoinen et al. [31] mention four aspects of privacy: information receiver, information
sensitivity, information usage, and the context of disclosure. In more practical sense, they
also distinguish four layers related to privacy: regulatory, the type of service, type of
disclosed data, and personal privacy policy [31]. These are important aspects and layers
e.g., for developers and service providers because they are related to fair information
practices and how fair information practices should be considered while designing pri-
vacy intrusive technologies and applications. According to Lehikoinen et al. [31], privacy
can be seen in terms of fair information practices: personal data and identity, data collec-
tion and data usage, storage and access. Related to fair information practices, also Liou-
dakis et al. [26] summarise fundamental privacy principles as follows: purpose specifica-
tion and purpose binding; necessity of data collection and processing; information, noti-
fication and access rights of users; security and accuracy; supervision and sanctions; and
that privacy authority should be able to lawfully intercept personal data, but it should be
somehow ensured that this right is not abused.

Hert et al. [40] discuss the concept of personal information. They ask what all information
should be considered personal. For example, commercial services and governance want
data to provide personal services but also for security reasons. In addition, the study asks,
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how personal information should be distinguished from other information, because even
seemingly insignificant information can reveal much more than expected when analysed
or e.g., combined with information from other sources [40]. This is not an easy question
to be answered, but it is important for privacy, because controlling personal information
is what privacy all about is.

Based on the reviewed literature there are many different dimensions and aspects related
to privacy. To which extent these are relevant in each situation depends on context. How-
ever, when, for example, privacy impacts or effects of some new technologies are as-
sessed, it is important to be aware that privacy can be viewed from many different per-
spectives. It is then up to consideration which of these issues are more important than
others in current situation.

5.2 Privacy dependencies

The reviewed literature also viewed privacy through its dependencies. These dependen-
cies may be somewhat different regarding on what level the privacy is examined, however
they still affect each other. From the reviewed literature, the following privacy levels
regarding dependencies were identified: information/data, user, social, society, and tech-
nical. These are discussed in more detail in chapter 6, where privacy perspectives identi-
fied from the literature are discussed.

Reviewed literature also presented some other dependencies. For example, in individual
level, user’s experience of privacy depends on what kind of personal privacy preferences
the user has [24]. Shaub et al. [91] say that people balance personal privacy needs with
the need for disclosure. Personal context affects to user’s privacy expectations and in
personal context, privacy also depends on activity user is currently doing [24], as user
might prefer to keep the same information private during some activities, but not during
others. Dependency of social context is closely related to this. According to Wright et al.
[34], privacy can also be said to be dependent on rules. Rules are set to resolve situations
and user-specific privacy levels influence them.

According to Friedewald et al. [24], privacy also depends on environment. In different
environments, users expect different kind of privacy. For example, users may have an
exception that they have anonymity when they are in public space. However, intelligent
environment has the potential to identify user, which may be against user assumptions
regarding to environment. In addition, in intelligent environments, technical characteris-
tics of the systems and applications, and their implementation are also related to privacy.
These include issues such as ubiquity, invisibility, sensing, memory amplification, pro-
filing, connectedness, context awareness, intelligent user interaction, dynamic networks,
and large information storage [41]. Privacy of users in the environment depends on the
implementation of these issues in the systems and applications present in the environ-
ment. Thus, privacy is also dependant on enabling technology [24] and architecture [14].
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When privacy is thought in societal level, it has dependencies on law, markets, and norms
[14]. Laws considering privacy form the basis on which also technical applications should
relate, however, in practice, laws often are behind and inadequate in the light of new
technical implementations. This can have negative impact on privacy. Regarding markets,
privacy can depend on them, because if privacy intrusive applications sell and people use
them, applications continue to exist. On the other hand, if buyers demand better privacy,
this can also have influence on applications’ privacy. In addition to this, people can also
sell or trade their privacy to use ‘free’ applications. Privacy depends on norms because
norms contribute to what is acceptable in society. On the other hand, common societal
acceptance can define, for example, what kind of control people expect over their own
privacy. As Karyda et al. [41] state, it can be said that privacy is also control related and
dependent. Friedewald et al. [24] give examples of this control in the context of technical
applications and ambient intelligence. According to them questions regarding control are,
for example, how dependent of application the user is, or who is responsible from the
actions of technical system.

5.3 Privacy trade-offs

Chapters 5.1 and 5.2 show that in intelligent environments, privacy issues are complex.
In addition to different dependencies, implementing privacy sometimes means that some-
thing else, for example usability, is diminished. This chapter discusses this kind of privacy
trade-offs which were identified in the reviewed literature.

1 Privacy - security trade-off

Relation between security and privacy is not one faced. In the reviewed literature, it is
often discussed how appropriate security is necessity for privacy. This is clear, for exam-
ple, in technical level, as information flows and storages must be secure enough to be able
to keep personal data flowing or stored in them safe. From this perspective, there is no
trade-off between privacy and security; instead, security is an enabling factor for privacy.
However, mechanisms can only protect information to a certain point. As Ackerman [6]
states, “security is necessary but not sufficient for privacy”. This means that security alone
cannot safeguard privacy, e.g., against subsequent use, and thus cannot alone reassure
users [6]. Moreover, even though security mechanisms can protect privacy to some ex-
tent, they cannot prevent all malicious incidents such as selling personal data [26].

Though security is necessary to privacy, it can also be a threat to privacy. This depends
on context. For example, efficient monitoring can enhance security but can jeopardize
privacy [26]. Further, when privacy and security are examined at societal level, threats
caused by too much security become visible. Privacy is something that guarantees free-
doms for the people in society, but security in turn represents control. This trade-off and
balance seeking is visible, for example, in public discussion related to how much infor-
mation the authorities should be able to collect, for example, from mobile phone location
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data. How much people can be tracked based on authorities suspecting them being part
of illegal operations? Should the authorities have rights to analyse data to distinguish
potentially dangerous people or groups? This kind of questions were discussed e.g., in
news in Finland, when new civilian intelligence legislation was under review in 2018.

According to reviewed literature, it should be remembered that development of intelligent
environment technologies are enabling collection of massive amounts of data related to
people’s habits, movements, and behaviour. This makes possible to use mass surveillance
to secure societies. Nevertheless, increased security is not without a cost. This cost is
privacy as a fundamental right and possibility for individuals to choose what information
is collected from them. Some studies take this security-privacy trade-off even further and
state that it is about security vs. freedom in societal level [12; 31].

When intelligent environment technologies become natural part of environment, there
will be discussion related to should they guarantee privacy or enable security. Even ex-
istence of these technologies naturally shifts balance between security and privacy to-
wards security due to increasing control and possibilities of control these technologies
offer [7]. In addition, due to different kinds of terrorist attacks before corona crisis, polit-
ical environment seemed to have shifted towards security preference, even in Europe,
where privacy is traditionally seen as a fundamental human right. According to Casal [7],
it seems to be that as the perceived need for security increases, the importance of preserv-
ing privacy decreases. Privacy is sometimes willingly exchanged for better security [15].
However, it should not be forgotten that extreme security is a threat itself, because it gives
a lot of power and responsibility to factions who have access to private information and
who can interpret and use this private information. Thus, there should be balance between
security and privacy, and careful consideration of consequences if and when this balance
is shifted to one way or another.

2 Privacy - usability trade-off

Privacy is very situational and context-dependant in nature, and users can have very dif-
ferent opinions on what is private information and what is not. This makes privacy design
in applications and information systems difficult [13], as options and settings should al-
low users to set their preferences according to their needs. However, this may lead to very
complex settings, which requires users to think and consider, thus meaning extra effort
and inconvenience for the users. This on the other hand is not what users want to do,
because it often is secondary regarding to their main tasks with the application or system.
Some of privacy settings and options may also be unnecessary for some users, or they
may offer good privacy protection, but simultaneously make the application hard to use.
Due to this, an application may have a trade-off between convenience and privacy pro-
tection [82]. Thus, designers need to carefully consider and balance the options they offer
to the users, to balance privacy, privacy risks, and utility in applications and systems [78;
891].
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3 Privacy - information-based services trade-off

According to reviewed literature, there are always trade-offs with privacy present when
personal data is collected [13; 52]. In intelligent systems, information collection, pro-
cessing, and sharing are fundamental features. In a way, these features are by nature in
conflict with privacy [16]. Privacy embraces that only limited amount of information is
collected and shared, and only with the consent of user. However, if user wants to benefit
from intelligent services, they must agree to give some information. If the user refuses,
there cannot be any service. Thus, there is a trade-off between privacy and getting infor-
mation-based services [31]. In addition, there are also other kinds of trade-offs related to
information-based services, for example between anonymity and the need of public in-
formation [70]. Data accuracy and richness may also cause privacy concerns [83], and
the more accurate the personal data is, the less privacy preserving it can be. Thus, the
trade-off is also present between data accuracy and privacy [78].

4 Appropriate privacy protection - cost of countermeasures trade-off

Preserving privacy in applications and systems has its costs because it requires resources.
For example, for defining privacy policies legal experts are needed, and for planning and
implementing new privacy mechanisms developers need to understand users’ privacy
needs and test their new designs [74]. In addition, some existing business models may
need re-designing, if, for example, data dissemination policies are stricter, or data dis-
semination is not allowed. Thus, for companies, developing products that support privacy
is more costly. [74] For example, in location privacy applications, privacy preservation
can be seen as a trade-off between appropriate privacy protection and cost of applying
countermeasures [56]. In service level, there also exists a trade-off between privacy and
its costs [74].

5 Privacy - performance/service quality trade-offs

Implementing privacy in applications and systems can also cause performance issues. If
the performance of the application is slower, e.g., due to encryption process, the service
quality of the users decreases. Thus, there is a balancing requiring trade-off between ser-
vice quality and privacy needs of the users [14]. On the other hand, also efficiency should
be balanced with service quality and privacy [74]. For example, in locationing privacy
solution presented in [79], if more locationing data from many buildings is used, users’
privacy increases, because for attacker, it is harder to identify exactly in which building
the user is. However, locationing using more data is more costly to compute, thus it is not
so efficient to use large amount of data though it increases privacy [79]. Another example
regarding service quality is presented in [88], where trade-off between location privacy
and need of profiling users’ mobility patterns was identified.

The reviewed literature lists numerous examples, where implementing privacy mecha-
nisms has technical restrictions, because these mechanisms cause problems for service
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quality or efficiency. For example, in [74], obfuscation mechanisms have conflicts with
service quality. Also, other anonymization mechanisms need balancing between privacy
and efficiency [57], because they are more costly to compute. In Wi-Fi-locationing sys-
tems, privacy mechanisms may cause problems for communication quality the real-time
locationing needs. For example, in [25], privacy mechanisms cause communication de-
lay, thus lowering service quality. In addition, in [54], privacy mechanisms decrease net-
work throughput time, and in [17], network service is traded for privacy, thus lowering
service quality. On the other hand, efficiency may also decrease because implementing
better privacy mechanisms requires more energy. For example, in privacy approach pre-
sented in [87], greater privacy consumes more energy, because it requires more compu-
tation.

5.4 Location privacy

Some reviewed studies define location privacy. For example, Beresford and Stajano [1],
define location privacy as "the ability to prevent other parties from learning one's current
or past location". According to them, location privacy essentially is controlling access to
location information. Marias et al. [ 19] mention this same definition in their study.

The definition presented by Michael and Clarke in [71] differs from the above definition,
but its contents is similar. They define that location privacy means that person can move
in the public space and assume that their location is not systematically tracked [71]. Ac-
cording to Michael and Clarke, essential part of this is that the person can control the
extend which location privacy is accessible by others. Jiang et al. [25] also discuss privacy
entropy regarding location privacy. This means that the higher the privacy entropy is, the
more unsure the attacker is e.g., about location.
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6. PRIVACY PERSPECTIVES

During analysis, privacy related concepts and factors were identified from the literature.
These were organized into larger categories and simultaneously was noted how reviewed
literature discussed privacy in intelligent environments from many different perspectives.
Several perspectives were identified and categories consisting of concepts and factors
were organized under them. Identified perspectives are functional perspective, data per-
spective, societal perspective, service provider perspective, social perspective, user per-
spective, and technical perspective. These all examine different aspects of privacy issues.
However, some perspectives are overlapping and connected to each other more than oth-
ers, for example, social and user perspectives. Functional perspective also covers issues
with user and social perspectives, and it is also close to privacy definitions.

Upwards, perspectives were further categorized to actor perspectives or role/action per-
spectives. Actor perspectives have some clear actor, such as user, and role/action perspec-
tives present privacy more as action or through some role. Actor perspectives are societal,
service provider and user, and role/action perspectives are functional and social perspec-
tives. Data perspective and technology perspectives are between because they can be both
actors or be presented as action.

Downwards, perspectives consist of categories, which may contain one or several con-
cepts and factors. These are presented in Table 9.

Table 9: Categories consisting of concepts and factors related to privacy perspectives
and their related articles.

Perspec- Categories consisting of con- Article numbers
tive cepts and factors
Functional | Control 6, 10,22, 31, 34, 41, 48, 60, 61, 81, 90

Boundary 31
Appropriate disclosure 37,44
Process 10, 24, 41, 56, 65, 67, 91

Data Physical nature of the data 4
Data detection devices 4
Data granularity 4
Data quantity 7
Data type 10
Data accuracy 7
Data usage 6, 10
Data flow 10, 24
Context 81
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Necessary condition for freedom and de-

7,12,24,31, 41, 45

mocracy
Responsibility 23
Global differences 14, 20
Application distribution 4

Necessary human right

1,6, 12, 14, 26, 40, 41, 42

Regulation and legislation

1,4,12, 14, 45, 60, 63, 80

Information asymmetry 8,12, 85
Privacy management 6,22,37
Trust 61, 65
Users’ privacy needs 31

“Right to be left alone”

1,41, 56, 69, 74

Tradable asset

14, 30, 41, 61

A measure for social regulation 60
Context dependency 16, 30, 65
Protection 6,7,24
Consent 6,19,42

Users’ privacy needs

4,10, 14, 16 21, 22, 30, 31, 38, 47, 55, 60, 63,
78

Users’ privacy concerns 6,47,55, 65

Usability 6, 38,74

Trust 15,22,46, 61, 63, 67, 74

Acceptance 3,12, 18, 20,24,27,33,38,41, 74,78
Access control 67, 69

Mechanisms 31,91

Shapes concept of privacy over time 16, 24, 61, 80

Infrastructure

2,3,9,31,91
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Categorization with all 3 levels is presented in Figure 2. However, this figure does not
show how the concepts are connected and related. Connections are presented in Figure 3
which shows perspectives, their concepts, and relations. Different colours in Figure 3 are
meant to improve readability, as the relational network is complex. Figure 3 tries to cap-
sulize and summarize the content in this chapter, and it shows how tangled privacy con-
cepts are despite of viewing them through different perspectives. Figure 3 also shows
hierarchy from top to bottom between concepts. However, it is possible that all feedback
loops were not found from this literature sample, thus hierarchy is somewhat artificial.
For clarity reasons, Figure 3 also tries to show only main connections and links. Figure 3
is discussed more in conclusions, where its content is linked to Figures 4 and 5. Here it is

presented to help outlining the content of the perspectives presented in this chapter.
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All perspectives and their concepts are discussed in subsections of this chapter. Chapter
starts from functional perspective, due to closeness to definitions presented in chapter 5.
Next perspective considers data because it, and its collection, is a root cause for different
privacy issues. Order of the next perspectives is mainly from wide to more specific and
from non-technical to technical. However, there were some perspectives, such as service
provider perspective, which is difficult to position by these rules because it overlaps with
others.

6.1 Functional perspective

Literature considers privacy’s functions in many ways. Functions discussed in literature
are related to controlling information and information flow, border creating, protecting
information from disclosure, enabling information disclosure, or context dependent pro-
cess nature of privacy. Many of the functions is also close to definition of privacy, thus it
is natural perspective to begin with.

1 Control

Controlling function of privacy means that privacy is seen as individuals’ capability to
control what they consider as personal information in particular social situation [6; 41].
Through control, users can control the use, distribution, and collection of information
[90]. However, privacy is not only limiting the information from the user, it also gives
user the ability to control when, to what extent, and how information flows from the user
[22]. Thus, privacy is an ability to control information flow from oneself towards others
[34].

The control function is fundamental for privacy, and it is often defined by it. Privacy can
be defined through interactions or through information [31], and for interactions, the con-
trol is present. For example, Panagiotopoulos et al. [48] use following definition for pri-
vacy in their article: “the privilege of users to determine themselves when, how, and to
what extent information about them is communicated to others”. Another often used def-
inition originally appears in Westin [110], and is used, for example, in [10; 31; 61]. Wes-
tin defines that "privacy should be understood as the claim of individuals, groups and
institutions to determine for themselves, when, how and what information and to what
extent information about themselves is communicated to others". This has been capsul-
1zed in [34; 81] to “a claim of individual to allow or deny disclosure of private information
to third parties”.

According to “contextual integrity”, a concept discussed in [60], privacy is “an appropri-

’

ate flow of information”, and not only “a static act of sharing”. It means that what is
private is changing according to situation, culture, etc. There are no universal privacy
rules or preferences; instead, privacy is seen as controlling and adjusting process for the

appropriate information in current situation or context [60]. Summarizing, there are quite
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many studies, which state that privacy and control are very closely related. Privacy is
needed to give people the possibility to decide themselves, what others can see regarding
certain person.

2 Boundary

One function privacy has is to act as a boundary or border. In their article, Lehikoinen at
al. [31] use Altman’s [111] definition for privacy as a border as a basis for their analysis
of privacy in ubiquitous environments. According to Lehikoinen et al. [31], Altman un-
derstands privacy as “a boundary control process”’, which regulates interactions with oth-
ers. Using this process, person or group adjusts interactions with others. Privacy can be
seen “forming a border between society and personal affairs”. However, according to
Lehikoinen et al. [31], in ubiquitous environments, user cannot regulate one’s privacy and
control interactions as well as in non-ubiquitous environment. Thus, these environments
need careful analysis of threats and ways for users to better control their privacy.

3 Appropriate disclosure

Naturally, privacy also has a protective function. It protects personal information from
disclosure [44]. Privacy can also be considered as a problem of protecting some infor-
mation from disclosure [37]. On the other hand, privacy is also an enabler for willing
disclosure, because people also want to show certain information to others or self-present
themselves to public in specific manner [37]. In this, the role of control and border creat-
ing process is emphasized. People want to be able to show information which they spe-
cifically have chosen to be appropriate in current situation and for current audience.

4 Process

The process nature is in the heart of the privacy and it is tangled to all other functions
privacy has. According to Schaub et al. [91], privacy can be described as a process model,
which has three phases that are related to each other:

e Awareness: individual becomes aware that for some reason environment has
changed and maintaining desired privacy level might need readjustment

e Decision: individual makes the decision to either reveal or conceal information in
changed situation; decision is affected by e.g., preferences, prior knowledge, cul-
tural or social motivations, but decision is always made based on incomplete in-
formation

e Control: after the decision is made, individual uses the necessary means to achieve
desired privacy level, for example closes door

According to [91], these phases are overlapping and influence each other during social
interactions. As privacy is used in regulating social environment, it has deep context-
dependent nature. Privacy cannot be static, it is a dynamic process, where boundaries are
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constantly changing and redefined [65]. Privacy is time dependent, context dependent,
and a subject for different interpretations [67]. It has social nuances [34]. In addition, it
also depends on situation and cultural aspects [24; 56]. Privacy and the need of its pro-
tection are also person- and culture-dependant [24; 41]. Due to all these dependencies,
privacy is different in different situations and different persons, and what is private in
other context is not private in another [24].

Context dependency is not easy to implement in technical systems. For example, when
privacy is implemented in technical systems, it should cover many trust levels and needs
due to its context dependent nature [10]. According to [91], users must trustworthily de-
tect privacy mechanisms in all three process model parts (awareness, decision, control),
or otherwise dynamic regulation of privacy is not possible.

6.2 Data perspective

In intelligent environments, services and applications are based on data collection. Data
can be, for example, environment related such as temperature or humidity values, or more
personal, such as data related to user locations in the area. Collected data may also contain
personal characteristics and information [7]. However, definition of personal data and
information is somewhat problematic, as personally identifying information is often de-
fined only to consist of those data that are linkable, directly or indirectly, to single indi-
vidual, but it does not include aggregated anonymous data [14]. However, by data analy-
zation techniques, it is sometimes possible to identify persons also from anonymous data
or by combining data from different sources, even though the collected data in these cases
would not be personal.

Detectors collecting data may be active or passive (e.g. sensors) [4], however one big
privacy problem is that intelligent environments necessarily do not have a mechanism to
inform users about data collection [6]. Quantity of collected data may be large, especially
if data is passively collected by sensors. In addition, collected data amount is also con-
stantly increasing [7]. Not all of this collected data is necessarily currently used for any
service, but it is nevertheless collected and stored. In addition, there is also the question
related to which all devices can collect and transmit data and how autonomously. For
example, if user’s devices constantly interact with environment and send user related data
to environment, user quickly loses all control related to this data. Who should make the
final choice of disclosing data, the user or the device? As there are many threats due to
and related to disclosure of information, privacy depends on this information flow [24].

Collected data may also be physical in nature, thus it is possible accidentally get some
private information from collected data, e.g., sounds [4]. This may cause privacy prob-
lems if persons are recognizable. There are also systems designed especially for collecting
people centric data, such as different kinds of context aware systems. To act context aware
manner, these systems need information about their users, which can lead to privacy
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issues [81]. According to Pallapa et al. [81], good privacy approach in these systems
should track context elements and update the system accordingly. In these systems, pri-
vacy preservation in privacy management design can be enhanced by considering loca-
tion, activity, and social interaction patterns between users [8§1]. How much computing
capacity this kind of designs demand is another issue.

In intelligent environments, data collection may also be continuous or discrete, which
affects to how data is possible to use [10]. Some services may require that data is contin-
uous, whereas others may be fine with discrete data. There are also differences in granu-
larity requirements for collected data in different services and applications [4]. Collected
data may be approximations or contain detailed information. This affects to privacy, be-
cause the more accurate and detailed the collected data is, the more privacy intrusive it
is. However, regardless of privacy issues, accuracy of data is significant for many appli-
cations, because detailed data allows e.g. accurate profiling of users [7]. And accurate
profiling enables services, which are more tailored for particular user. This has its pros
and cons because tailored service may better respond to user needs. However, it also cre-
ates risks because there is a possibility for mistakes and even discrimination [7]. Accurate
data and profiling can be used, for example, setting prices according to customer, or set-
ting governmental services according to citizen [7]. Using profiling, it could be possible,
for example, to set the prices individually according to customer, but to what extend this
would be fair?

6.3 Societal perspective

The selected literature contained many studies discussing societal issues and impacts of
privacy, because privacy in intelligent environments creates challenges for the society.
One big issue discussed is the responsibility question: who exactly is responsible of the
privacy issues? Nowadays new laws considering privacy and data protection, such as
GDPR (General Data Protection Regulation), have brought some clearance to this issue
at least in Europe. However, literature examined in this thesis is before 2015, thus GDPR
and some other laws were not in forced yet. Some issues discussed in this chapter are part
of the discussion and debates before GDPR, e.g., some newer articles from 2014-2015
refer to GDPR as “major data protection reform” in EU.

Regarding responsibility, it was not clear whether authorities, service providers or users
should carry the main responsibility of privacy issues, or should the responsibility be
shared and if it should be, how in practice? For example, in their article, De Luca et al.
[23] consider good sides, if authorities were responsible for privacy. According to them,
if privacy would be authorities’ responsibility, for the users this could be good, because
authorities maintaining privacy framework would be trustworthy. In addition, for service
providers, authorities’ responsibility could offer readymade privacy mechanisms, thus
service providers would not have to do the work by themselves. [23] However, on the
other hand, authorities’ responsibility could restrict services and prevent or slow down
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new innovations. On the other hand, if only service providers are responsible, how it is
controlled that privacy actually is taken into account in new services? If there is no con-
trol, privacy could be ignored by the service providers, especially if users do not demand
it.

Users, however, may still expect and suppose that the services they are using are secure
in privacy sense. They may think that somebody else has taken care of the privacy for the
service. Thus, if responsibility is left for the users only, they face an impossible challenge,
because they should be aware and understand all the consequences and privacy threats,
which could happen if some service is used. They should also be able to understand, what
is the effect of multiple services they are using. The task is impossible, because many
service providers are not even providing enough information for the users to make this
kind of decisions. In addition, the information regarding privacy terms is often very dif-
ficult to understand. It is well known that users do not read the privacy terms for example
for the web sites or applications they use. There is no reason to believe that this would be
a different in case of intelligent environment services or applications.

Among responsibility issues, there are also social implications of intelligent environment
applications, which may have societal level effects. According to Jacobs and Abowd [4],
one issue to consider is the distribution of applications, whether they meant for whole
society or to smaller communities. Privacy implications are different depending whether
the application is meant for whole society or for some smaller group. It is also worth
noticing that for different groups in society different privacy norms exist, and some of
those norms are also linked to identity or self-confidence of the persons [80]. These norms
and their link to identity is one reason behind worries of wider implications for the society
if privacy is threatened by intelligent technologies. For example, it is possible that if eve-
rything is recorded, it can affect and alter human behaviour, possibly creating strict dis-
cipline and uniformity among members of the society [12], because it will be more diffi-
cult to diverge from socially expected norms. According to Poullet [45], because privacy,
and being able to control it, is one of individual’s measures of controlling their image in
the eyes of others, the loss or threat of losing privacy can have significant consequences
in human behaviour. Privacy allows people to have different roles and different behaviour
according to situation, but if everything is recorded, there won’t be this freedom anymore.
Poullet [45] argues that without privacy, people may have the pressure to keep up their
“public self” all the time and this in turn leaves very little space to all those feelings and
behaviour which humans now express only in their closest and trusted relationships. Loss
of privacy may generate the fear of being exposed and getting ridiculed, thus it has the
effect of alter behaviour into more uniform direction. Cas [12] points out that one conse-
quence of this kind of uniformity can be that it limits creativity, and thus possibly blocks
or slows renewals in society.

Another issue having societal influence is also that in different parts of the world there is
a difference in emphasis of privacy. For example, in Europe, the focus is more on users
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and in protection of user’s personal data [20]. On the other hand, in USA, national security
issues have traditionally been more important than user's privacy [20]. However, intelli-
gent environments probably will exist all around the world. Question related to this is,
should privacy in these environments in different countries operate the same way, or
should the user be constantly aware of different kinds of privacy regulations and rules in
different parts of the world?

1 Necessary human right

Privacy is unquestionably important for society. It is considered so important that in many
international treaties and agreements of human rights, privacy is a fundamental right [41].
Also in reviewed literature, many studies mention privacy as a human right [1; 6; 12; 14;
26; 42] and that it is ensured by law [1]. In Europe, privacy is protected by directions and
given to persons as a human right [40].

In reviewed literature, some studies also discuss privacy as a critical necessity for demo-
cratic society. Some mention the same by referring to other studies. For example, Poul-
let’s article [45] discusses thoroughly about the relation of privacy and democracy. Ac-
cording to article, democratic society requires that its citizens can act and cooperate, and
privacy ensures that full participation is possible [45]. Friedewald et al. [24] complement
that privacy is needed for plurality of ideas and for critical debate as it creates space for
different ideas and allows different kinds of people express their thoughts freely. Poullet
[45] brings out that privacy also secures that the members of the society have the right to
be left alone and not to participate if they will. He concludes that these rights to participate
or to withdraw enable the full participation in the society for its members. Karyda et al.
[41] say the same, according to them, privacy can be considered as built-in form of free-
dom in society, and one of its roles is to make democracy possible. They conclude that as
privacy is both; the enabler of full participation and a form of freedom, the right to privacy
is critical for democratic society [41].

This privacy’s enabling role for democracy is one of the reasons why privacy invasive
technologies have been seen so threatening for a long time. According to Poullet [45], as
early as in 1983, German constitutional court stated that privacy threatening technologies
may destroy a society’s chance to develop and also have negative impact on common
good, because privacy threatening technologies affect to self-determination of the mem-
bers of the society, possibly handicapping the possibilities to act and cooperate freely.
Privacy, its meaning and how member of society see and value it, is however constantly
changing. For example, privacy legislation is constantly under construction and tends to
raise discussion and debate in societies. New technologies, different kinds of crisis, and
society’s needs for security change how privacy is seen. Privacy means different things,
has different kind of value, and has different role among different groups of people in
different times and contexts, thus privacy and its meaning at societal scale is always
evolving.
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As privacy is fundamental right and constitution of democratic society [12], it needs pro-
tection. This protection of privacy is needed to secure liberty and even democracy at so-
cietal level [45]. Poullet [45] explains why pervasive technologies are so frightening for
privacy. For humans, ‘walls’ between us and others we don’t know allow us to get off
our public self and establish deep connections to our closest ones. As social beings, hu-
mans need close relations to grow into persons they are, and pervasive technologies are
stripping these ‘walls’ away. If technology in environment can make public and disclose
social interactions, it will be difficult to be vulnerable and needy anymore. This makes it
more difficult to establish deep connections with others. [45] There may be many rela-
tionships, but they are superficial. If individuals cannot have experiences of truly being
understood and accepted by others, it will be difficult to understand or accept others.
These kinds of drawbacks are currently discussed e.g., in the context of social media,
where people feel the pressure to present their “best selves” and compare their life to
another’s lives. Eventually this comparison, competitiveness, and inability to accept oth-
ers and their different opinions and lifestyles, can lead to loneliness and detachment. This
kind of development is tragic for the individual, but at societal level, during long time
scales and expanded from social media to all surrounding environment, it may destroy
the foundations of democratic society.

Pervasive technologies also have capability to threaten peoples’ participation to society.
In our daily life, we have the control over the image we are giving to others, and we can
choose what we tell which people. Poullet [45] states that intelligent technologies can
take this control away, and loss of control may strongly affect users’ behaviour, if they
cannot control their own data profile. Need of acceptance from others can make people
act according to generally accepted norms. Outside pressure, whether real or even imag-
ined, may thus influence relationships, affect the independence of thoughts, and also af-
fect how people participate into society [45].

Though being important for society, freedom and privacy on the other hand can be a threat
to the security of the society [7, 12, 31, 45]. Due to privacy, society has no control over
information, and freedom can be used to cause terror and threat to society. This conflict
creates the privacy versus security debates, where it is needed to decide which amount of
freedom can be given away for exchange of better security. When intelligent technologies
develop, they make easier to control and gather information on potentially threatening
behaviours and individuals. However, extreme security may also be a threat to democratic
society itself, thus balance between security and privacy should be carefully considered.

2 Regulation and legislation

According to Jacobs and Abowd [4], privacy definitions in use affect to valid privacy
laws. Privacy definitions vary depending on what information is protected, and as privacy
perspectives and opinions change, laws change [4]. Thus, definition is important for pri-
vacy. Privacy and how it is defined always depends on "the norms of appropriateness",



52

thus definitions closely, but delayed, reflect how privacy is currently concerned in society
[60]. Regulation of what information is public and what private, or what information is
shown, happens according to these norms [60]. For more practical use, there are also
privacy guidelines, such as OECD privacy guidelines [116], which give advice and guid-
ance related to good privacy practices. However, these are only recommendations and not
mandatory to implement in applications or services. For example, pervasive and ubiqui-
tous computing has conflicts with all OECD privacy guidelines [12]. Nowadays, GDPR
is also in force, and when personal information is collected, it must be applied. Reviewed
literature, however, cannot analyse GDPR’s influence in intelligent environment technol-
ogies, as GDPR was not available when articles were written.

Besides privacy definition, there are also other issues laws and regulation consider or
should consider regarding to privacy. These issues are related to, for example, physical
environment, context, individuals versus communities, or region related issues. In addi-
tion, in the society, privacy is a social or political value at itself [80]. Often different
groups have different interests, and some laws and regulations can be more beneficial to
other groups than others. There are also at least has been some court alignments [4], which
do not necessarily apply or are hard to apply in intelligent environments. Or they may
leave too much space for interpretation to be effective. Many of these issues are extremely
hard to solve or define in legal context, thus it is no wonder that privacy regulations and
rules are constantly under debate in public discussion.

For example, according to courts, objects in the private physical area should be more
privacy safe than objects in public areas [4]. But if pervasive computing equipment or
applications are considered, how these environments in practice could be separated, as
the equipment or application can usually be carried from one environment to another.
Blurring between what is private and what is public related to intelligent environments is
one of the hardest issues the law makers must consider.

For the user, privacy regulation is a dynamic process, and in different situations, different
context changes can affect user privacy [63]. Context is affected by user, environment,
and activity [63]. Thus, also legislation should somehow consider that private information
1s not static issue, but instead it changes according to a situation where the user is currently
in. For example, it is impossible for the user to define beforehand which information is
private and which is not, as this is constantly changing.

Another issue is related to individual versus community question. In legislation perspec-
tive, individual rights are usually favoured over community perspective [4]. However, is
this necessarily the right way to approach legal questions related to intelligent environ-
ments, which can have effects on massive amounts of people and even on societal level?
Is it really the best approach to treat privacy in this case as an individual responsibility,
when individuals may even not be aware how their environment is affecting to their pri-
vacy?
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Then there are regional privacy questions. Intelligent environments are global phenome-
non, but laws are regional, meaning that intelligent environments in different parts of the
world have different regulations. If all regions are different, how should the user know
what is going on? Is it at user responsibility to study laws related to intelligent environ-
ments before they travel to different country? For example, there are different laws in
USA and Europe related to privacy [14]. In Europe, data can be used only for one purpose,
but in USA, e.g., addresses acquired by organization can be sold forward. As all regula-
tory regimes are different, user should not be responsible for knowing how the privacy is
regulated in different countries. Intelligent environment services and applications should
automate these issues for the sake of the users. [14]

6.4 Service provider perspective

In intelligent environments, service providers have many stakeholders and their privacy
issues to consider. Users’ privacy needs should be considered, as well as privacy laws
and regulations affecting to services. There may also be other service providers, or issues
regarding infrastructure, which can influence privacy. Depending on technologies and
services used in intelligent environment, privacy management can be complex. For ex-
ample, if the environment is also context-aware it can be very complex, because there are
simultaneous social process going on, not only between users and environment, but also
between users [6]. Privacy protocols, such as P3P, may have difficulties in complex en-
vironments [6]. All these can influence privacy.

1 Information asymmetry

One privacy issue between service provider and user is information asymmetry [12]. Ser-
vice providers need to know a lot of information about users before they can offer ser-
vices. Possibly users don’t want to give this information, but would require the service,
nonetheless. For example, service provider may need location information to authenticate
users and provide service, but users would like to keep control of giving location infor-
mation by themselves [8]. In addition, service providers do not always provide appropri-
ate information to users about how the user information is processed, used, or what hap-
pens to information afterwards. In the context on personal information, GDPR nowadays
forces service providers to do this in Europe. However, users may still not read this in-
formation or does not understand it. Thus, user is often sort of an underdog, providing
information without knowing exactly what happens to it and who uses it. For example,
for many services, service providers need to know who the user is to, e.g., charge users.
Thus, some service, though they may appear as anonymous, possibly are not anonymous.
Anonymity may only mean that the user is untraceable by outsider, but service provider
still knows who the user is [85]. Because users must disclose their information to get
services, it is important for services providers that users are willing to do this. Thus, trust
between service provider and user is important.
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2 Trust

Using services requires trust between service provider and users. Users need to be able to
trust that their information is secure and used only in ways users have approved. Accord-
ing to Zhu et al. [65], users are more willing to reveal information to service provider, if
they have previous experience of the service provider. However, information revealed
should be in relation to issue why service is used. On the other hand, when people trust
the service provider, they tend to reveal more information and behave riskier [65]. Trust
between users and service providers requires that service provider can manage user data
properly and securely [61].

3 Privacy management

Service providers, as well as users, need to know how to manage privacy. Privacy man-
agement requires understanding of which information is communicated and what impli-
cations it has [37]. According to Bunning and Cap [37], in ubiquitous environments, these
implications may be 1) technical, e.g., possible recording or post processing of the infor-
mation by the environment, and/or 2) interpersonal, e.g., others in the environment di-
rectly or indirectly detect information. Another important privacy management issue is
responsibility. There are many actors in pervasive environments, how responsibility
should be disseminated between different groups of interest? For example, service pro-
vider and user have different interests regarding collected user information, service pro-
vider might be interest to use it also unknown future services purposes, but it is not in
user’s interest to allow future use to services users does not know anything about.

Service providers should also have the responsibility to make sure that intelligent envi-
ronment also protect user from unintended privacy leaks [22]. Users should also not carry
the whole responsibility of their privacy in intelligent environments [22], as it demands
too much from the user and may even be impossible task.

4 Users’ privacy needs (in services and applications)

Intelligent environment contains many different interactions and data exchange between
environment, devices, and users, and some of these can happen automatically, without
user knowledge. Taking privacy into account in this kind of environment requires careful
thinking and consideration from the application developers and service providers. It is not
enough to develop an application, use encrypted communication and promote that the
application is privacy preserving. In ubiquitous environment, much more is needed to
guarantee users’ privacy. Lehikoinen at al. [31] emphasize that developers need holistic
view on privacy. For example, actions performed on information and interactions be-
tween different actors in ubiquitous environment could help form a holistic view of ubig-
uitous computing privacy [31]. Privacy in intelligent environment is a sum of multiple
factors, but how exactly these should be considered during development of services and
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applications is a hard question. Environment, its services and technologies may also
change constantly, thus privacy solutions may become outdated.

6.5 Social perspective

Right to privacy is also described as the "right to be left alone" [1; 56; 74]. Privacy gives
a freedom to be separated from others and also remain anonymous and unobserved. It in
a manner creates a sphere around person, where this kind of seclusion is possible [41].
Thus, privacy also means possibility to freedom from interference [41]. Privacy gives a
person possibility to remain in “a state in which a person is not observed or distributed
by others” [69].

1 A measure for social regulation

From social perspective, privacy is also a measure for social regulation. It serves to main-
tain distance in relationships, for example with acquaintances by not bothering them [60].
By keeping some information private and by not telling it to others, people also avoid
burdening relationships with personal problems. On the other hand, privacy is not only
maintaining availability of personal information to others but also maintaining what in-
formation we receive [60]. Usually, people don’t need to and don’t want to know every-
thing about every person they meet. Thus, private information is also a way to regulate
the amount of information that it is necessary to process. Privacy thus has strong relation
to relationships, and people need it to be able to decide and control what type of infor-
mation is shared with whom [60]. Without privacy, people cannot regulate the infor-
mation flow according to persons in context [60], thus lack of it could change way of
socializing with others in fundamental manner.

2 Tradable asset

Privacy is also a merchandise [30] and some studies show that people tend to trade their
privacy for small rewards [14], for example, free usage of some application may require
users to fill a form collecting information about them. In many social media online ser-
vices, such as Facebook, it is possible to get free services by allowing service provider to
collect and use information the user gives to the service. In this kind of services, the right
level of privacy is negotiated by users and companies, as users trade their privacy against
beneficial services [61]. In theory, this kind of privacy negotiating is good, as it could set
the privacy of the services to right level for the service’s users.

However, in practice this is not happening, due to imbalance between service provider
and the user. Users in these services often do not know what the terms of usage are, thus
users do not know how the use of the services affects to their privacy. Thus, they don’t
know whether it is acceptable for them. And even if users are aware of the terms, they do
not have any means of negotiation about the terms they trade their privacy. Only way to
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disagree with the service terms is often not to use the service. However, in today’s world,
not being part of, for example, social media services, often means also being an outsider
or being left out from social activity, and for many people this is not a true option. Thus,
in order to be able to participate, users must trade their privacy, in any terms the service
providers currently have set. This creates an imbalance between service provider and user,
but it also shows, how pervasive technologies also have a potential to create inequality
and discrimination in society. There will always be persons who are unable or unwilling
to participate.

Karyda et al. [41] also present another view on why privacy seen as property that can be
traded away, is a problem. According to them, the root problem is that privacy is also a
form of freedom in the society’s structure. Thus, it is not only something that is owned
by an individual, rather it can be seen as something that is granted by individual’s com-
munity [41]. Thus, it should not be possible for the individual to sell something that it is
granted as right by the society. Buyers of privacy should not be able to take this privacy
away from person, as by doing so, they walk over the community granting that right.

6.6 User perspective

When asked, users care for their privacy and are concerned about it [61, 65]. According
to Zhu et al. [65], however, in practice, these concerns are not always visible, as users
make decisions which decrease their privacy. And even though privacy is important, be-
haviour regarding privacy does not always match to person's privacy expectations and
preference. For example, participants in [65] claimed and thought that they take actions
to protect their privacy, however their actions in lab were not supporting their claimed
behaviour. Users might also trade their privacy for services, sometimes knowingly, but
sometimes without reading or understanding service terms [61]. However, according to
reviewed literature, there are certain information users do not want others to know, for
example their location, purchases, or choices [47; 55]. Users also want to have control
over what is revealed about them to environment [55]. According to [6], users also some-
times express anxiety towards personal data collection when asked.

1 Users’ privacy needs

Different users need and want different kind of privacy [21]. Price at al. [14] discuss
privacy sensitiveness, which is a feature depending on individual preferences. In addition,
what is considered privacy intrusive differs between users, for example, according to age
or culture [38]. Variety in users’ preferences and needs makes implementing privacy pre-
serving systems difficult and complex, however, these issues do not mean that privacy
could be ignored in design. Especially when there are surveys showing that privacy pro-
tection is more important for users than any other benefit intelligent applications offer
[38].
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What users want related to privacy may be different than what they would need, especially
if user has misconceptions about the application and its functions. For example, user may
think that the application has some privacy protection, when in reality it has not. Or user
may not realize all possible privacy threats using the application might cause. These is-
sues make it hard for the users to get the privacy, which is fitting to their needs. It also
makes difficult for the service providers to offer privacy. How to implement proper pri-
vacy protection, if the user does not know what they want or need? Sometimes users do
not even care, even though they are concerned about their privacy if asked.

Users also need privacy for their protection. Privacy protects users e.g. from the service
providers, in a sense that it is not so easy for the service provider to see users only as a
“bunch of consumers”, if it is not possible to profile or sort users into homogenous groups
[24]. According to Friedewald et al. [24], if mass-sorting of users is taken into an extreme
case, it could lead service providers to treat and see their users only as a homogenous
mass who are incapable of making their own decisions. Privacy also protects users against
the risk of dissemination of wrong or erroneous information, which could cause huge
social costs for the individual and sometimes irreparable damage [6; 7].

In smart building or intelligent environments, users should be able to control their privacy
[14][78]. Services in smart buildings are often related to location of the users. Protection
of the location privacy is important from the user perspective, as it can reveal personal
information from the user but also their associates. Analyzation of location information
gives access to users’ habits and daily patterns and also places they visit can reveal mas-
sive amount of personal information. Disclosure of this information could potentially
harm user. Because of the sensitiveness of the location information, individuals should
be able freely decide what location information is disclosed, when, to whom, and how it
1s disclosed [19].

Ackerman [6] writes that to have a sense of control over their privacy, users need to un-
derstand the consequences of releasing data (to whom, to what purpose, what are the
possible consequences and compensations). Users need information about data dissemi-
nation, what data is disseminated and where it is going. What can happen to it and how it
is used? To have the required control over their information, users should be able to give
or not to give their consent about the information usage. [6] These issues have now been
written in to GDPR, thus this information should be available for users, when personal
data is collected. Consent should also be asked.

Consent is a concept related to privacy, and it tangles to multiple privacy perspectives. In
this thesis, it is discussed under user perspective, but it has relations also to service pro-
vider and societal perspectives, especially legal and regulatory issues. For the users, giv-
ing an informed consent regarding data usage is not necessary a simple task. To give their
consent, users need information and they also need to understand it to do the decision.
But sometimes users are not interested to receive this information, they can give their
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consent, just to be able to use the service. In this case it can be asked, have the users given
their informed consent, if they are not aware about the privacy implications related to
service usage?

According to Le Metayer and Montelone [42], many data protection regulations are based
on informed consent. Informed consent means that user should know for what his or her
information is used and intended to use. Le Metayer and Montelone [42] refer to Directive
95/46/EC which states that consent should be:

o freely given (subject, for example user, has a change to make genuine choice and
evaluate consequences of this choice)

e specific (consent cannot be given for general data processing, it must be defined
for what the data is used, but it is possible to give consent for processing catego-
ries, thus it is not mandatory to ask consent before every data processing activity)

e informed and unambiguous (user must opt-in the consent, it cannot be automati-
cally accepted, and user should opt-out if unwanted, user should also be aware of
purposes and organisations using his data)

Principles of freely given, specific, informed, and unambiguous are also written into
GDPR’s consent. However, implementing proper consent is not necessarily easy in tech-
nical systems. There is also room for some interpretation, for example, requirement for
specific can have multiple interpretations, as it says that it should be defined for what data
is used, but it is not mandatory to ask before every data processing activity. Service pro-
vider may interpret this in different ways, for example in situations, where they have
collected some data and users have given consent for its usage, but then service provider
decides to process data differently or offers new service based on it.

Giving consent also requires awareness and understanding from the user. User can mis-
understand, give consent, but later note that data is used against user’s will. Users should
have possibility to opt-out, and service providers must make this possible. According to
[42], consent can be seen as one form of control over own personal data, and it is separated
from another contracts between user and e.g., service provider.

Consent can be one measure to implement control, but there are also other viewpoints for
this. In Lehikoinen et al. [31], Altman’s theory of privacy [111] is discussed related to
how people control their privacy in general. According Altman ([111] in [31]), person
has several control mechanisms for privacy: verbal and non-verbal behaviour, personal
space, and territorial behaviour. Lehikoinen et al. [31] however say that inputs and outputs
in ubiquitous computing systems cause many interactions, for example between user and
other user's personal devices; user and environment; user’s personal device and other us-
er's personal devices; and user’s personal device and environment. For this reason, Lehi-
koinen at al. [31] argue that the privacy control mechanisms presented by Altman are not
enough in intelligent and ubiquitous environments, thus they should be expanded.
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Lehikoinen et al. [31] give examples for such an expanded mechanisms, these include
personal space, territory, verbal and non-verbal behaviour from Altman, and add context
awareness, management of access rights, filtering, management of visibility, and control
mechanisms for digital self.

According to reviewed literature, users themselves want privacy. Barkhuus [60] explains
that by these users mean, for example, that their actions are accountable, they have control
over their personal data, and they have possibility for plausible deniality for their shared
and personal data. Users also require territorial privacy, they need for user-centric view
of privacy instead of information-centric, and users need to be able to preserve their right
to be left alone also in pervasive environments [63]. Other important privacy needs are
contextual ones, and concern, for example, location, time, and user’s role in applications’
context [16]. Some requirements of privacy also emphasize user information needs re-
garding service. For example, Hong and Landay [10], list following requirements for end-
user privacy:

e clear value proposition (what is offered and what information is needed)

e simple and appropriate control and feedback (who can see what information about
the user)

e plausible deniality (social need to avoid embarrassing situations, intrusions, un-
wanted social contact)

e limited retention of data (user concern and requirement of data protection laws)

e decentralized control (users don't like data being stored out of control in central-
ized server)

e special expectations for emergencies (in crisis, safety is more important than pri-
vacy)

According to Chatfield and Hexel [22], in general, information towards user should be
increased but information from user should be limited. They list following issues a user
privacy needs:

e control over information sharing

e greater awareness of the environment owners

e greater awareness of the privacy policies applied to collected information
e collected information to be used only in the environment it was collected

It should also be considered that different information needs different kind of confidenti-
ality, and thus it needs different kinds of protections. For example, privacy can depend
on situation and same information can be more private in some situations than in others.
However, not all privacy preserving systems are able to take this into account, for exam-
ple LooM method presented in [30]. This presents another difficulty for the users, as ser-
vice provider may claim that the service is privacy preserving, but user thinks that it
means different thing than how service provider defines privacy-preserving. Thus,
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regarding privacy, it is not enough information for the user to say that systems is privacy
preserving. Based on this, user cannot yet know whether this claimed privacy-preserva-
tion is what user needs and thinks for privacy. This problem of privacy being extremely
context and person dependent concept makes it very hard to communicate and implement
privacy in technical systems. In addition, the lists above contain many demanding privacy
requirements for intelligent environment systems and it is not realistic to think that they
could all be implemented.

In intelligent environments and intelligent buildings, users also need transparent privacy
policies, which allow users to see what kind of aggregated data the building collects and
to what purposes [78]. It is not necessarily clear to users what kind of privacy issues their
environment may create. Users also may intuitively expect more privacy in some physical
areas than in others [4]. For example, when people walk in streets, they assume that they
are anonymous, and that they are not tracked. Intelligent environment and pervasive tech-
nologies however have the potential to track and identify people in different environ-
ments. Thus, users need information about the environment’s privacy issues, because they
might be different than users intuitively assume. Users should be able to analyse privacy
risks and compare them against benefits, and they need tools for this [14]. Giving users
the necessary information could be one of these tools, as without it, users cannot estimate
the risks and benefits. Too often services and applications present the privacy options for
the users as “on” or “off” [14]. This is still well visible nowadays, when due to GDPR,
websites ask consent for cookie usage. Often options are “accept all” or “deny all” and
only seldom user has the option to choose cookies that are allowed. Thus, applications
and services fail to catch the personal needs of their users and fail to implement nuances
of privacy in technical systems. However, for good user experience, proper privacy con-
trol possibilities in services or applications are essential.

2 Users’ privacy concerns

Several reviewed studies show that users have various concerns related to their privacy
in intelligent environments [6; 47; 55; 65]. In general, users are suspicious towards
data/information collection [65], and they feel, for example, anxiety toward further pro-
cessing of their information [47]. Users also think and worry about who would have their
information, who it is sold to, is it used for marketing, and is information even accurate
[47]. Loss of control is also one of the main concerns for the users [55]. It is related to
users’ feeling of being unable to maintain their privacy [6]. Concerns related to loss of
control and privacy maintaining can be real or perceived [6], however they may be enough
to make users feel uncomfortable using services or applications related to intelligent en-
vironments. Related to control, users are also worried about them ending up being bom-
barded by unwanted messages [55]. For example, users fear that they can lose their pri-
vacy if incoming messages are badly timed [55], e.g., if user has company and system
gives them a voice message concerning some private issue. From user perspective, these
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kinds of situations could make users feel that they lose control of their own life and also
cause irritation and stress for the users [55].

There can also be contradiction between users’ concerns towards privacy and their actions
as discussed earlier regarding Zhu et al. [65] study, where participants thought that they
had taken privacy into account when they had not. Users’ privacy concerns in this study
had also variation, however most concern was related to information collection in general.
Also, information being transferred to others, or information getting hacked or stolen
worried users. Most worrying separate issues were related to location privacy or con-
cerned infiltration of the users’ computers. [65]

In addition to variation and personal differences of users’ privacy concerns, also depth of
the concerns varies. Ackerman [6] refers to Westin’s [112] classification, which says that
there are coarsely three types of users: those who don’t care about their privacy, those
who are extremely concerned and can be described as “privacy fundamentalists”, and the
pragmatic majority, i.e. those who are willing to trade their privacy for some services.
However, some concerns can be eased, if service providers have, e.g., given their privacy
statements in their websites [6]. Even though users often did not read these statements,
they give user the impression that someone has thought about privacy related to the ser-
vice, and that alone eased their concerns [6]. Ackerman’s [6] study is from year 2004,
and it would be interesting to know whether GDPR has influenced this, because now
privacy policies are visible in every service.

3 Usability

Ackerman [6] also discusses usability regarding privacy. For users, it is not necessarily
easy to understand what is going on in data transfer, thus users need help [6]. However,
if service is asking and explaining everything related to privacy for the user, it may be-
come overwhelming burden for the user. Usually, adjusting privacy preferences is not
users’ goal when they try to use some service, they just want to be able to use the service.
In addition, if user is required to setup their privacy preferences, they may do errors. They
may also misunderstand what some options mean. If the service then functions differently
than users assume, it may lead to disappointment and mistrust toward service provider
[6]. These problems are same kind of as they are regarding e.g., usable security.

According Ackerman [6], one of the biggest problems for the usable privacy is that user
should not be interrupted in their social interactions, but simultaneously it should still be
possible to group privacy preferences according to all relations and social situations. In-
tuitively, this seems impossible task. However, it should not prevent developers and ser-
vice providers to offer at least some kind of privacy options and possibilities for their
users. Due to differences between users and situations they use the services, context
should matter in privacy preferences and customizability of privacy is important [38].
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According Ackerman [6], there is a trade-off between user need of simplicity and com-
plexity of privacy preferences and policy terms. Complexity here dues to required com-
plete understanding; users cannot make correct privacy choices if they do not understand
what is asked from them. There are also other kind of understanding barrages, for example
in some privacy protocols, the choices must be made whether to use compact, controllable
language or be more explanatory. The latter is easier for the user but could also possibly
cause misunderstandings and possibly is not legally exact enough if it leaves too much
space for interpretations. [6]

For users, usability of the application often means that users can get help when they use
the application. Help does not have to be a technical support phone line or something
similar, often it is enough that the application is designed and implemented so that it helps
users to understand what they are doing and what is happening. This is extremely im-
portant from privacy perspective, because without understanding, users cannot do deci-
sions related to their privacy. In intelligent environments, privacy issues are often tied on
data transfer and users often need help, because it is not easy to understand what happens
in data transfer [6]. Privacy setup and preference settings should be clear and easy to
understand for the user to avoid errors and misunderstandings.

4 Trust and acceptance

Trust, or lack of trust, has an important role in privacy decisions [61; 63]. Whether decid-
ing what information to give to others in face to face or through applications and services,
it is always matter of trust. Sometimes trust and privacy even compete, as the other wants
to be open, the other wants to hide [46]. User needs to be able to trust both, the person we
are communicating, but also to devices and applications he or she is using. Trust is also
required before users start using services [3; 24; 27], because users often have to give
their personal information. To accept the service, users need to be able to trust that their
information is safe, and the service provider uses it as intended.

For the service provider or application developer, the personal nature of privacy is hard
to implement, but for users, it is significant. It is so important, that privacy is sometimes
stated to be a major social factor in technology deployment and end-user adoption [33].
However, developer difficulties arouse from the fact that boundaries and content of pri-
vacy vary in cultures, eras, and individuals [61]. There is also variation in what is consid-
ered privacy intrusive by the users, but, for example, data intensity and richness influence
it [71]. Thus, privacy has a relation to user-experience: user decides what is private infor-
mation [74]. This user possibility of defining what privacy means for them has a major
role in adoption of privacy sensitive technology [74].

Privacy issues in services and applications are tangled with trust and acceptance. Ac-
ceptance requires that privacy is considered [20]. Especially in Europe, privacy-enhanc-
ing mechanisms for services and applications are important to get users accept them [18].
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In addition, user awareness of privacy implications is critical for user acceptance and trust
in ubiquitous computing in general [38]. Another issue affecting user acceptance and trust
is the information asymmetry between service provider and user [12]. Users need infor-
mation related to service they are using or consider using. For example, in the user test in
[22], users mostly wanted information about how collected information will be used and
what information is collected. Users need this information to make judgement about ser-
vice’s threat to user privacy compared to benefits it offers [22]. This user perception of
risks and benefits may eventually determine whether they are willing to adopt the tech-
nology or not [41].

There are many issues unknown related to user trust. For example, how user’s trust can
be earned or restored [15]. On the other hand, it is not known how user perceives which
services are trustworthy and how this evaluation differs between different user groups
[15]. Answers to this kind of questions would be important for application and service
developers and could help building applications users feel they can trust. However, re-
garding intelligent environments, studies show that users dislike the idea of being moni-
tored and considered it as an invasion of privacy [47; 55]. Thus, properly implemented
security and privacy mechanisms are mandatory for acceptance of, for example, many
smart building services [78]. In [22], users showed distrust toward information collecting,
thus, to make users confident, securing user information and maintaining environment’s
security should be transparent. In addition to trust issues towards the service provider,
users may also feel distrust towards other users, for example due to conflicting interests
[67]. Some user studies also show that service or application not relying on a trusted third
party increases trust [74].

6.7 Technical perspective

In technical systems, privacy is often defined by access control policy deciding who has
access to what information under which context [67]. For example, in [69], privacy is
defined from access control perspective as "the condition being protected by unwanted
access by others -either physical access, personal information, or attention". According
to Imada et al. [30], private information collected in technical systems can be divided in
two groups:

e static private information: consisting user related information which does not
change, e.g., name, gender, but also privacy preferences

e dynamic private information: consisting information collected about user activi-
ties by sensors e.g., location, heart rate, temperature

In real life and in social context, individual privacy behaviour and expectations are dy-
namically adapting, but computer systems easily fail to support dynamism [91]. For ex-
ample, Hill et al. [9] list privacy factors the dynamic context aware smart building
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environment can have: context information, role hierarchies, security policies, building
plans, risk factors, and service dependencies. In this kind of environment, it is difficult to
design systems, which would also consider privacy from other than mere access control
perspective. However, context information could possibly also be used to support privacy
[91]. This would require considering both, technical aspects and understanding of what
privacy is, in system design [31]. In addition, privacy should be considered from theoret-
ical and user point of views, to understand how to best implement it in technical systems
[31].

When relation between privacy and technology is considered, it should also be remem-
bered that new technologies have always been associated with the loss of privacy [16].
Typical example of this is photography, which, when invented, made people worry about
their privacy. In today’s world, photography is seldom considered as a threat, possibly
excluding some celebrities or politicians. Concepts of privacy tend to change along with
technologies [80], at least as time goes by. This kind of development can be seen by
examining how different generations in general relate and use, e.g., social media. It is
generally claimed and expected that younger people are more open and expose their lives
more openly to audience than older people. Thus, it is possible that when intelligent en-
vironment technologies become more general, they will also change the definition of what
is private and what is not [24]. Privacy is linked with technological development, and
balance between privacy and disclosure has been changed as the abilities to see and hear
have changed [61].

1 Infrastructure

Infrastructure is an important factor when technical perspective to privacy is considered.
Network level security affects to privacy due to the risk of compromised security leading
to leaking information [2]. WLAN networks, such as Wi-Fi, are often used in intelligent
environments. In WLAN network, every device has unique MAC address, and every de-
vice location 1s approximately known based on access point location [3]. This has direct
consequences for users privacy, as it is easy to collect MAC address information and to
use it, e.g., to monitor how often certain user’s device visits in certain area. There are
several factors affecting degree of privacy in WLAN networks [3]:

e open vs. closed environment (are the clients changing (open), or pre-registered
(closed))

e frequency of address switches (only one client using address switch is trackable)

e Jlocation resolution (accurate location information may help adversary to identify
client prior and after address switch)

e prior knowledge (e.g., building layout, offices, this kind of information helps to
identify devices)
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Also, ubiquitous computing interfaces are important for privacy. They should comply
with privacy laws and provide enough privacy support for users and their preferences
[14]. There are, however, technical challenges. Amount of data being disseminated, rec-
orded, and processed can significantly high [18], which increases costs as more compu-
ting capacity is required.
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7. PRIVACY PROBLEMS, THREATS, AND CON-
CERNS

This chapter presents privacy problems, threats and concerns identified from the litera-
ture. They contribute to the perspective-based view presented in chapter 6 and help form-
ing more complete holistic view on privacy in intelligent environments. Identified prob-
lems, threats, and concerns could also be used to help e.g., developers to see what kinds
of problems they should pay attention to.

It is not easy to define what “privacy problem” exactly means, because it is relatively
subjective. For example, what is considered as a privacy problem depends on people’s
concerns and how deep those concerns are [6]. In addition, “privacy concern” is another
vague concept. It is sometimes related to unwillingness to share information, but people
may also have some other reasons than privacy concerns for this unwillingness [60].

However, the complexity of information flows in intelligent environment is one of the
reasons for concerns. For example, it might be unclear what information is collected, who
processes it, and what is done with it [45]. This kind of issues are often unclear for users,
but they can be unclear for service providers and developers too, if they are not considered
during development. In any case, unanswered questions regarding information flows eas-
ily create more concerns towards privacy.

Yet another difficulty comes from the definition of “personal data” in intelligent environ-
ments. For example, when the owner is directly or indirectly associated to some device
id, via e.g., RFID or MAC, these ids should be personal data, because owners behaviour
can be tracked based on them [45]. Nowadays, this is written into GDPR and device ids
are personal data, e.g., in locationing service context. Further, because in intelligent en-
vironments devices can interact and exchange data with environment even without
owner’s knowledge, “personal data” should have a wider meaning, covering also possible
personal data these devices contain [48]. In addition, according to Bettini and Riboni [74],
even access to a particular service can be private information. It is unclear for me, whether
GDPR can be interpret defining these latter issues as personal data.

Vagueness and definition problems certainly make privacy problems hard to solve, be-
cause it is difficult to provide a solution for a problem that is unclear. However, there are
also other, more clear reasons for difficulty of solving privacy problems. For example,
according to Ackerman [6], one reason for the hardness of the privacy problems is that
people want to control their privacy in detail, and the need for this detailed control comes
from the fact that privacy is connected to how people represent themselves to the others
[6]. This control is easily lost, when there is no clear understanding of how data is col-
lected and where it is going.
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Table 10 presents problems, threats, and concerns related to privacy perspectives and their

related articles. Social perspective from chapter 6 is left out because there was no prob-

lems, threats, and concerns clearly associated to it. Locationing perspective is added be-

cause there were problems, threats, and concerns associated specially to it.

Table 10: Problems, threats, and concerns related to privacy perspectives and their re-

lated articles.
Perspec- Problem, threat, concern Article numbers
tive
Functional | Privacy violations 24,74, 91
Data Amount of collected data 6,12,13,15,16, 22,24, 26, 36, 40,41, 52, 61,
67,70, 74, 76, 90
Type and quality of the data 12, 13, 59, 61, 89
Data errors 6,24,42,71,74
Ubiquitous access to data 12, 15, 16, 24, 26, 34, 61, 76
Data analyzation capabilities 12,41, 71, 74, 80
Storage capability 12, 16, 31
Re-usage of data or out-of-context data 6,12,28,40,71,74
Data management 26
Transparency 80
Societal Public visibility/blurring boundary be- | 6, 13, 24, 41, 45, 80
tween private and public
Privacy conflicts 6, 18, 31
Privacy principle violations 12, 40, 74
Legislation far behind 18, 40, 41, 44, 51, 71
Economic impacts 7,28
Criminal activity 7,18,24,28,41,44,52,61
Lack of open practices 28, 61
Challenges for privacy policies 29, 46
Lack of research 60, 63, 68, 76
Service Multiple stakeholders 6,91
provider | Privacy in practice 7,23,29
Quality of privacy 13, 23, 29, 35, 52
Low acceptancy 7,10, 18, 28, 46, 86
User Disclosure of personal information 10, 17, 18, 24, 67, 78, 81, 90
Constant monitoring/surveillance/profil- | 6, 11, 12, 13, 15, 16, 18, 24, 28, 38, 40, 42, 45,
ing 51, 61, 67,70,71, 74, 80
Technology/policies does not reflect pri- | 6, 17, 21, 31, 37,42, 46, 60
vacy needs

Lack of awareness

27,28, 30, 42, 43, 63, 65, 68, 76, 80, 91

Lack of control and skill

16, 27, 34, 37, 52, 65

What is private and what to share?

10, 37, 60

Data sharer and data collector/service
provider relationship

14, 15, 26, 30, 31, 40, 41, 42, 45, 61, 90
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Loss of or limitations to freedom to
choose

7,12,24,42

Giving “real” consent

12, 40,41, 45, 48,71

Technical | Invisibility and autonomy 11, 18,42, 48, 91
Access control and anonymity 1,6,12,28,32,59, 74, 89
Problems in architecture and applications | 8, 74
Security and privacy vulnerabilities 5,9,15,26,28, 35,44, 67
Sensor network privacy threats 2,3,11,25, 33, 56, 74, 85

Location- | Tracking 21, 66, 79, 87

ing Disclosure of ‘everything’ 14, 21, 66, 79, 87

Economical loss 79
Safety 3,24,25,44
User’s own action 53,87
Infrastructure 43,179, 87
Service provider 1,3,17,21, 25, 58, 60, 66, 87
External adversaries 19, 25, 68

Wi-Fi networks

3,33, 39, 43, 50, 53, 54, 56, 66, 73, 75,79, 82,
83, 84, 87, 88

Figure 4 shows privacy perspectives with their problems, threats, and concerns. These are

discussed more detail in subsections of this chapter. Figure 4 is discussed more in con-

clusions, where its content is linked to Figures 3 and 5. Here it is presented to help out-

lining the content of the perspectives presented in this chapter.
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7.1 Function related problems
1 Privacy violations

Reviewed literature defines privacy violations in different ways. For example, according
to [74], privacy violation "occurs when the association between an individual's identity
and some personal information is acquired, retained and/or processed by a third party
without the consent by the individual". On the other hand, according to [24] privacy is
violated when any of the borders are crossed. These borders can be natural (meaning
physical borders, e.g., walls, clothing), social (meaning expectations of confidentiality in
social group, e.g., in family, workplace), spatial and temporal (meaning parts of life can
be separated from another, e.g. wild past does not affect to current life), or borders due to
transitory effect (meaning that the information about something can pass away unnoticed
or forgotten). Normally, events and situations, which happened long time ago, are forgot-
ten, but if they are recorded and accurate sensor data is collected, they can be used for
years after. Concerns are that old events can be detached from their original context, or
just interpret differently, which can cause problems for persons involved. Another exam-
ple about border crossing is related to physical borders of observability. This is crossed
when sensors can reveal information, which is hidden without them [24]. For example,
people can hide their true feelings, e.g., smile though they really were angry, but if sensor
collect data related to other bodily indicators, it becomes much harder to hide this kind of
feelings [24].

Schaub et al. [91] also mention the same borders. According to this article, privacy ex-
pectations are formed by borders, e.g., natural (walls, clothes), social (roles), spatial and
temporal (no linking of disjoint events), transitorial (events not recorded), and if any of
these borders are breached it causes privacy violation. In addition, there can be context-
relative explicit, or only implicitly understood, norms and characteristics present. Exam-
ples of these are situation's institutional and social circumstances; actors and their roles;
information being collected, processed or shared; or transmission principles, for example
is transported information encrypted. [91]

Thus, also definition of privacy violation is complex and can be context dependent. In
developer’s perspective, it probably is not possible and cost-effective to design an appli-
cation or system free of possibility for privacy violations. Thus, it is a matter of risk anal-
ysis to identify most probable and harmful issues and focus on mitigating those. The gen-
eral data protection regulation (GDPR) [119] gives principles and guidelines for the col-
lection and processing of personal information from individuals for developers and other
actors. It also defines what to do in case of privacy breach.
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7.2 Data related problems
1 Amount of collected data

The greatest data related problem, threat, and concern is the large amount of data, which
is possible to collect in intelligent environments. The potential scale of data collection is
massive [6; 12; 13; 15; 24; 36; 61]. Intelligent environments collect private information
to produce the services for their users [67]. This data can contain information about indi-
viduals’ everyday movements, actions, and preferences [41], thus intelligent environ-
ments can gather information regarding whole users’ life [22]. According e.g., to Karyda
et al. [41] and Husseini et al. [52], the rapid increase of this kind of information is one
reason behind threats. In addition to data collection capability, there are also other fea-
tures, which contribute to privacy problems. For example, quick data search and devel-
oped data mining techniques combined to massive data amounts increase privacy threats
[16; 24]. It will also be easy to collect information without user even noticing it, because
sensor networks have good data collection capabilities and sensors are small, thus there
possibly is no indication that data is collected in environment [16; 70]. Intelligent envi-
ronments will also enhance the ability to store, access, and share the collected infor-
mation, which can also increase risks for privacy [74]

The fact that environment can collect many kinds of data is also a problem for privacy. It
is possible to combine data from different sources and derive private information from
this kind of data combination. Collected data itself can be “harmless” alone, but when
combined with other sources, it may become a privacy threat [26]. According to Hert et
al. [40], this kind data combining, aggregation, and analyzation also may blur what is
public and what is private. When user data is collected in different contexts, users may
have many different roles in different environments and activities, and this may obscure
private/public division even more [40]. It is possible that all user’s connected devices
collect some sensitive data, such as information related to health, physical location, or
power consumption, for various services [76]. Then by combining this data, it is possible
to gain accurate information about user. Additional privacy risk is combination of sensing
and actuation, as also environmental changes can be used to filter data regarding user
[91].

If intelligent environments collect all possible data in a very unnoticeable manner, it will
not be easy for the users to be aware that data is collected [61]. This is one reason making
understanding of privacy threats hard. According to Bettini and Riboni [74], proper un-
derstanding of threats would also require 1) understanding of which of the released infor-
mation is sensitive to the user, 2) which parts of collected information can be used to
identify or jointly with complementary data identify the user, and 3) which entities have
access to information. Massive information collection may lead to unwanted negative
consequences for the users. If data ends up in malicious hands, it can be used to, for
example identity thefts, discrimination, or stalking. On the other hand, also legitimate
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service providers can use data e.g., to unwanted advertisements. Though most of the pri-
vacy threats and problems mentioned here are already present, the huge increase of col-
lected data when intelligent environment technologies become more common, will also
increase the privacy risks, and make their appearance more probable. [74]

2 Type and quality of the data

Sensor based information collecting can collect new types of information [61]. It also
offers possibility to collect information beyond senses, such as voice trembling or even
blood circulation by infrared sensors [12; 13]. In addition, if data is collected and shared
with high precision or accuracy, privacy risks increase [89]. For example, if user location
is recorded every five minutes, it is possible to track movements with higher accuracy
than if location is recorded once in 15 minutes. Thus, by altering data collection fre-
quency, service providers can affect to privacy risks for the users. On the other hand, data
that is more accurate means better service quality, but it also requires higher processing
capacity from the service provider.

In smart buildings, where sensors measure environmental values, such as humidity or
lightning, the accuracy of the measurements affects the privacy of the users. For example,
it is possible to measure individual energy consumption [59] or lighting usage and from
these make conclusion whether the person is present or not. In addition, automatic func-
tions of the systems in user environment may disturb users and violate privacy [68]. For
example, when lighting goes on and off according to whether there are people in a room
it can save energy, but also tells possible observers whether someone is in a room or not.
This kind of information can be a security problem as outsiders can then try to enter when
no one is around. On the other hand, this can be a privacy problem, because it makes
possible to follow and even predict person’s schedule and presence.

3 Data errors

Whenever large amount of data is collected, there will be erroneous, misleading, or inac-
curate data among it. These errors can increase privacy threats in intelligent environments
[71] , especially if data is automatically transferred from device to another. In this kind
of environment, wrong data may disseminate widely, and it will be hard to correct it.
Especially, if erroneous data is personal, it may be impossible for the user to correct it
after it has spread, because user possibly does not have any knowledge or control over
where information has spread [6].

It is also possible that sensor collected data is altered and falsified on purpose by adver-
saries [24]. Adversaries may also want to destruct, or only monitor data [24]. These kind
of activities towards collected data are security problems, but if they happen, they also
lead to privacy problems, because collected data can be personal, or sensitive information
can be derived from it by using analyzation techniques. Privacy problems may also occur
due to errors in systems and applications, especially if security implementation is not
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appropriate or has errors [74]. This kind of errors may cause unexpected behaviour in the
systems, for example in agent-based systems [42]. For this kind system design errors, the
privacy mechanisms are not helping [74].

4 Ubiquitous access to data

Intelligent environments give ubiquitous access to information [12]. At present, concerns
emphasize more who has access to information than what information is collected [34].
However, both concerns are important, because in intelligent environments, both infor-
mation collection and access to it will be present everywhere [16]. Thus, intelligent envi-
ronments increase accessibility to information [61], and risks, because vast databases are
vulnerable to attacks [15]. The accessibility to information enables creating and offering
new information-based services, but it also has some downsides. For example, if the pur-
pose of data collection is not specified for the users, this makes it hard for the users to
limit the data dissemination to purposes which users do not prefer [12]. In addition, when
personal data is scattered among devices, control regarding personal data decreases [76].
User has no way of knowing where their information has been sent or stored, and users
may have no means of deleting this data. In addition, there will be higher amount of per-
sonal information available and in circulation, because, for example, biometric devices
and access control will increase amounts of sensitive data [24]. For the users, it will be a
risk when service providers possess the collected data, because users cannot prevent its
possible abuse [26]. However, to produce services, in practice, it is often not possible to
do all the data processing at the client’s end [26], though it could be more privacy pre-
serving.

5 Data analyzation capabilities

Increased amount of data and developing analyzation techniques, such as data mining and
machine learning, give possibility to analyse the data in numerous ways [12]. Personal
data can be aggregated and combined [41; 80]. In addition, the capacity of search engines
has been increased [41]. All these issues increase risks, because when data from different
sources 1s combined, it may reveal accurate information related to persons. For example,
combining different kinds of data gives information about who, where, when, what and
how related to users [71]. In addition, for example, when location data is combined with
machine learning techniques, it is even possible to give predictive results related to users’
movement [71; 74]. Location data is very sensitive in privacy sense. It can reveal e.g.,
health problems, affiliations, habits, frequent contacts, etc., and real time or historical data
can even lead to other threats e.g., assault [74]. On the other hand, location data also gives
information about where the person is not, and this can increase e.g. risk of burglary [74].

6 Storage capability

When intelligent environments collect data, they also store it somewhere. These data stor-
ages are capable of remembering data over long periods; thus, it can be said that once
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incident is observed and recorded, it is possibly never forgotten [12; 16]. When environ-
ment is making observations and collecting data, it expands the spatial and temporal as-
pects of information, thus making it harder for the users to control [31]. Users do not
necessarily realize what kind of long-term consequences this kind of massive data storing
may have. For example, if the storage has erroneous data, it may be impossible to correct,
or when some old data is used after a long period, its interpretation might be completely
different. This may put users in situation, where past mistakes are never forgotten and
cause anxiety, because people cannot know what kind of embarrassing data is possible to
dig out from those data storages.

For service providers, storing all possible data may also be a problem. Storing causes
costs, and if the data is not used, it is wasted money. On the other hand, if the service
provider does not know what kind of data it has stored, it may cause problems, especially
if there are sensitive or personal data included. Laws regulate the handling of personal
data, and if large storages unintentionally contain this kind of data, it may break the laws.

7 Re-usage of data or out-of-context data

The possibility to collect data on one purpose and using it to another creates privacy
threats in intelligent environments [28]. Though users would have agreed that their data
can be used on one purpose, they need to be able to trust data collector that data is only
used to this specific purpose. Though it is against law, however, it is always possible that
data collector re-uses data without user consent to some other purpose or in some other
context [6]. Especially location data is sensitive, but on the other hand it is attractive to
organizations, because it can be used to many different purposes and it can also be re-sold
[71], at least in USA. It should also be remembered that GDRP is not in forced globally,
and consent for data collection might not even be asked, or purpose of data collection is
not specified, in these cases users have no way of knowing how their data is used.

As discussed earlier, it is hard for the users to realize what all data can be sensible. Some-
times collected data itself is not sensible, but when it is combined with data from some
other source, it may become sensible and lead to privacy problems [74]. This kind of data
can be, for example, the data collected by environmental sensors, such as humidity [40].
However, to lead to real privacy violations, this kind data also needs a link to a person’s
identity; otherwise, it is just data [74].

Another privacy concern is also out-of-context data. When large amounts of data are col-
lected and stored for long periods, it is possible that they are sometimes used without
enough contextual information related to actual situation where the data was collected.
This can lead to wrong interpretations regarding to events or comments [12].
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8 Data management

Data management can also cause privacy issues in intelligent environments. There will
be many operators and actors using and handling the collected data, thus service provi-
sioning chains can be complex [26]. There will be many questions related to, for example,
responsibility or ownership issues regarding data. The organization and answers to these
issues may directly affect the privacy risks for the users when they use services from
different operators.

9 Transparency

There are privacy concerns related to transparency, especially which information is ex-
posed to whom [80]. Another transparency related concern is regarding which infor-
mation can be drawn from data [80]. Especially for the users it is important to understand
what kind of knowledge can be produced from the data which is collected from them.
Otherwise, it is not possible to give informed consent for the usage of the data.

7.3 Societal problems

In privacy sense, invisible network of data collecting sensors and computers present in
everywhere is a challenge for current social norms and values [24]. When people go out
to public space, they intuitively expect to be anonymous and to blend in the crowd. How-
ever, if data collecting sensor are present, this is no longer a case. Sensor collected data
can be used to provide many useful services, but it also offers surveillance capabilities
[24]. Historically, when surveillance enabling technology has gotten cheaper and more
effective, those technologies have always been used also for abuses in increasing amounts
[82]. Thus, there is a reason to believe that these capabilities will also be used for surveil-
lance and tracking purposes, whether it is wanted or not by common users. In reviewed
literature, threats and concerns towards surveillance were somewhat highlighted, because
there was no structures and standards to implement privacy mechanisms in intelligent
environments [44], and e.g., GDPR was not in force yet. Nowadays, GDPR obligates
service providers to inform users when there is personal data collected [119]. However,
GDPR is in force only in Europe, and e.g., in China situation regarding surveillance is
completely different.

1 Public visibility/blurring boundary between private and public

One of the greatest concerns regarding privacy in intelligent environments is loss of
boundary between what is public and what is private [45]. Boundary is blurring [13],
because private and public separation is not working when there are sensors and intelli-
gent devices present everywhere [80]. In sensor filled society, walls do not hide anymore
[45], and sensors may exist in both, private and public spaces [41]. If some kind of privacy
failures happen, they may be visible publicly, or if privacy is poorly design, others may
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e.g., gain knowledge about services someone uses [6]. As people no longer can be certain
what actions stay in private and what will be exposed to public, there is no longer same
kind of control over one’s public self [45]. This control, however, is the basic reason why
privacy is needed. In normal social interaction, people regulate their behaviour and the
information they give to others according to company and situation they are currently in.
In intelligent environment, there can be e.g., sensors present which can measure bodily
reactions. If this information can be collected and passed forward even without users’
knowledge, it blurs the boundaries even more. This blurring and lost control over privacy
has also risen wider concerns related to society. As discussed in chapter 6.3 it is feared
that giving up privacy may eventually lead to loss of democracy [12, 45].

2 Privacy conflicts

Privacy conflicts are inevitable, as privacy is on the one hand considered as human right
and on the other hand, it can be viewed as “societally illegitimate”, meaning, for example,
that privacy rights and laws protect also people and groups, which can be potential threats
to society [6]. One type of privacy conflicts also occurs between data owners and data
originators [18] or data observers and data sharers [31]. These may be connected to the
roles of service provider and service users, which may have different interest regarding
collected data and its usage.

3 Privacy principle violations

Technologies used in intelligent environments can break or violate data protection prin-
ciples. Data protection principles are listed by OECD [116] as follows:

* the Collection Limitation Principle

* the Data Quality Principle

* the Purpose Specification Principle

* the Use Limitation Principle

* the Security Safeguards Principle

* the Openness Principle

* the Individual Participation Principle
* the Accountability Principle

According to Cas [12], intelligent, pervasive systems violate all data protection principles.
For example, as the systems aim to collect all possible data to unspecified future purposes,
they are in direct contradiction with the Purpose Specification Principle [12]. According
to Hert et al. [40], intelligent environments have conflicts with these principles and direc-
tives, especially regarding to data minimization principle and purpose specification prin-
ciple. In addition, these systems also have problems with asking users consent for data
collection. In Europe, data protection directives contained many principles from OECD
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and nowadays GDPR covers these. However, as noted before, it is unclear how GDPR
and issues in intelligent environments are related.

Thus, intelligent environments have challenges for data protection principles [74]. One
reason for the problem is that the knowledge what can be derived from the data is at least
partially unknown, when the data is collected [40]. Thus, it is difficult to ask for example
for the consent, as it is not known what the data will be used for. Another even greater
difficulty with legislation is that the current data protection law only holds for personal
data [40]. However, it is completely different question what all should be considered as
personal data in the context of intelligent environments [40]?

4 Legislation far behind

Big problem in intelligent environments is that legislation is not up to date [18]. There
are many unsolved issues and even definitions may be unclear. In addition, existing laws
and regulations may be very different in different countries [44], but when intelligent
environments spread, also rules how the data is collected should be same everywhere,
because data in circulation will be spread regardless country borders.

The above was the situation in year 2006, however nowadays in Europe, we have GDPR,
which sets some rules regarding collecting personal data. However, it is unclear how this
affects to intelligent environments. Inspecting this would need new searches for literature
and it will not be done in this thesis

Privacy regulation in reviewed literature’s time could not protect privacy in intelligent
environments (year 2009) [40]. For example, there were no data protection law about
authorities accessing data collected for commercial purposes (year 2010) [51]. In addi-
tion, there were no laws for such situations where a device contains an identifier (without
direct link of owner) but anyway the owner is distinguishable and indirectly identifiable
through the device [40]. There also was no common regulatory basis for example in Eu-
rope for security-related data processing [51]. In addition, legal consequences of privacy
violations were unclear [40]. For example, according to Michael and Clarke [71], some
commercial firms already were collecting location data without people knowing. They
raise the question why some firms can do it, regardless that collection is against human
rights, largely against law, and even law enforcers cannot easily do it. Still, according to
[71], a commercial firm was able to collect and sell the information for profit. This kind
of issues are good examples of why clear laws and rules are needed, though they are not
easily achieved.

One reason for the hardness of creating regulation is that it is not certain, whether privacy
is possible to improve by putting fair privacy practices in law [41]. If privacy laws and
regulations try to maximize user control of information, they simultaneously put the user
responsible for privacy, not society or institutions [41]. This is not necessarily good, be-
cause it is very hard, if not impossible, for the users to control their privacy in intelligent
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environments. There are also other problems, such as vague expressions, while defining
laws and regulations for privacy. For example, by stating "reasonable expectation of pri-
vacy", legislation makes privacy context dependent [40]. This is problem in intelligent
environment where everything is monitored, because "reasonable expectation of privacy"
can be interpreted as "reasonable expectation of being monitored" [40]. In addition, when
boundary between private and public blurs it is even more difficult to keep up that bound-
ary by legislation [40]. In many countries, the laws make clear distinction between public
and private space, but when intelligent devices become part of our homes in addition to
public places, how do we distinguish those? It is clear that due to above reasons, regula-
tion-based legislation has limited impact and effectiveness [41]. However, it should be
remembered that also privacy norms are constantly changing and technology changes
them [60]. Thus, it might be that some of these issues stop being problems, as the people
change their interpretation of privacy along with developing technology.

5 Economic impacts

Privacy issues also causes costs. They can be caused by, e.g., increased protection costs
or losses, if breaches occur. Criminal activities, such as identity thefts or viruses, can also
cause economical losses [7]. Typical for economic impacts is their uncertainty. It may be
difficult to know what exactly to protect to preserve privacy, how to protect it, and how
much it costs [28]. In addition, who should pay for these costs? There are many stake-
holders, such as developers, service providers, users, and authorities, who all have slightly
different interests towards privacy and its costs. Thus, it is not clear at all how the costs
should be divided. Another, wider and even more difficult to evaluate question is what
kind of economic impacts is caused for society when opinion of privacy is changing due
to new technologies, such as intelligent environments [28]. If privacy is not valued and
considered worth protecting, the impacts in the long run may turn out to be more costly
than protection costs would have been. However, this kind of issues are difficult to esti-
mate.

6 Criminal activity

Intelligent environments also offer opportunities to criminals and other malicious activi-
ties. In general, new technologies offer also new possibilities for criminals [7]. For exam-
ple, sensors and actuators are a privacy risk in physical space, because malicious persons,
such as intruders, malicious insiders, or tracking systems, may acquire access to data [52].
There will be large amount of collected personal information in different systems, thus it
also creates pressure for security in these systems [44]. Users will realize that these kinds
of systems are targets for attacks, thus for users to trust their information in them, the
systems must be secure [44]. On the other hand, wider disclosure of personal information
makes identity thefts easier and increases their probability [7; 24]. Reviewed literature
gives following kind of examples of threats related to criminal activity: identity thefts [7;
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18; 24], duplicates [7; 18], breach of confidentiality [61], disclosure [61], blackmailing
[24; 61], theft or manipulation of personal data [41], data distortion [61], or hackers [28].

In addition to threats related directly to criminal activities, there also is a concern that this
kind of criminal activity is taken as something that belongs to business [7]. This could
then lead to situation where no sufficient preventive measures are taken against criminal
activity, because it is accepted that it exists at some level [7]. This would be unfortunate
for users because it is their personal data which is at danger.

7 Lack of open practices

One concern related to intelligent environments is the lack of communication and open-
ness. There are no clear information or rules related to what personal data is collected,
where it is collected, and how it is used [28]. If there is no open communication, also the
motivations behind data collection will get blurred [61]. This may cause more confusion
and distrust in users and affect negatively to acceptance of new technologies.

8 Challenges for privacy policies

There are many challenges when privacy policies are elaborated. Some of these are soci-
etal or political, but there are also technological and economical challenges [46]. There
naturally also is a difference whether a policy is created for one organization or if it is
legislation related and thus concerns whole society. In [29], privacy policy is defined as
a rule specifying who can “get what context information in what quality in what situa-
tion”.

Wright et al. [46] discuss these challenges in their article. For societal challenges they
discuss:

e dealing with different interpretation of privacy and trust

e engaging stakeholders

e developing trust enabling mechanisms

e understanding stakeholder perceptions of trustworthiness

e making trade-offs between privacy and other values of society and knowing when
trade-offs are necessary

e nature of public debate

e exploitation of the privacy of young and disadvantaged

e digital divide issues

As political challenges they discuss:

e coherence in privacy policies in EU members
e privacy between EU and outside world
e how to deal with differences in contexts but still ensure coherence
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e privacy impact assessments
e adequacy of policies
e what to do to data collected for other purpose and used in another
e friction between national security and privacy:
o how much freedom for individual decision making about their personal
data
o avoiding chilling effect, e.g., can people take part in protest if there is a
risk of being identified
o is it possible to deny giving information without being suspicious
e data protection policies and their enforcement
e liability and responsibility issues
e dealing with friction and jurisdictional issues between organizations and govern-
ment

As technological challenges they discuss:

e recognizing impact of new technologies

¢ should the new technologies automatically be opt-in?
e how about standards?

e what are appropriate measures

e problems caused by malware

e [oT and intelligent technologies can make data protection principles invalid
Finally, as economic challenges they discuss:

e information and power asymmetries
e convincing industry that privacy is their interest
e who should implement the technologies?

From this list it is possibly to see that GDPR has answered some of these, however there
are still many valid issues though this list has been published in 2009.

9 Lack of research

There is not enough research related to privacy issues in intelligent technologies. Accord-
ing to Schaub et al. [63], existing research is mainly concentrated on increasing awareness
and controlling information processing, and often assumes static policies or scenarios. On
the other hand, privacy research is often concentrated on information-centric aspects and
e.g., physical privacy is neglected [68], though it is as essential e.g., for location privacy.
There is also lack of connection between user-centric privacy schemas and their imple-
mentation in practice [76]. In intelligent environments, this may, for example, be due to
lack of integration architecture between loT-devices and privacy enabling applications.
Yet another important lack in privacy research is that there should be much more research
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regarding reasons behind people's privacy concerns [60]. If they are not understood, it is
also hard to properly address them.

7.4 Service provider related problems
1 Multiple stakeholders

In intelligent environments can be many different stakeholders. Different organizations
can have different parts of the system in their control, and there can be many different
applications and services available. However, privacy providence and rules should be
similar or at same level in all of these [91]. How is this achieved in practice and who are
the responsible that it is achieved? There are some privacy protocols, e.g., Platform for
Privacy Preferences Project (P3P), which may help achieving same level of privacy, but
it still has questions related to responsibility and its dissemination between different
groups, organizations, and service providers [6]. Nowadays P3P is obsoleted and web
browsers do not support it.

2 Privacy in practice

Multiple stakeholders make defining and implementing privacy more difficult for service
providers’ perspective. In addition, when service providers offer a service, it has some
defined privacy policy. It, however, seems that sometimes service provider’s own prac-
tices may be in contradiction with service’s privacy policy [23]. For example, co-opera-
tion in multiple stakeholder environment may, in some situations, require some infor-
mation exchange, which can exceed the definitions regarding data storage in privacy pol-
icy. There can also be difficulties in sharing context information between different ad-
ministrative domains [29]. In addition, it might be confusing for the users if service pro-
viders providing services in common environment have very different privacy policies.
This problem’s perspective goes further than service providers in one location. For ex-
ample, when people travel, if privacy rules and regulations in intelligent environments
are different in every country, it will be a problem for users. However, currently there is
a lack of international legal and policy framework [7].

3 Quality of privacy

Service providers also have to think about quality of privacy. According to Hesselman et
al. [29] privacy quality indicators are, for example, freshness, probability of correctness
and precision. There often is a trade-off between service quality and privacy quality, be-
cause the more accurate service, the more it needs information, and the more privacy
intruding it is [23]. Thus, preserving users’ privacy while producing reasonable service
quality requires service providers to consider and balance the issue [35]. This, however,
does not always happen. Services may even mention privacy quality but have no defini-
tion or description about its meaning [52]. Sometimes the problem may be that developers
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and service providers either are not interested or consider privacy issues extremely diffi-
cult, and thus privacy development may suffer. There has even been attitudes among de-
velopers that cryptography will deal with privacy, or that privacy is lawmakers’ problem
[13]. If, however, developers have no interest towards privacy, its quality will not be good
in applications and services

4 Low acceptancy

Service providers also need to consider acceptance of their products. As discussed in
chapter 6.6, it has been estimated that privacy issues and concerns may be major obstacle
for success of ubiquitous applications [10, 86] and there has been presented public con-
cerns of abuse of privacy and trust in intelligent environment applications and services
[18]. If users do not want to use services because they fear for their privacy, it is not
profitable for providers to produce such services. Service producers may also be con-
cerned about their decisions toward privacy, e.g., whether they have estimated risks and
their possible costs right. Wrong decisions may turn into negative economic impacts, for
example if the risks are realized and service provider needs to compensate [7].

Despite of privacy’s importance to users, developers and manufacturers can see privacy
as a barrier or nuisance. Implementing privacy mechanisms is complex, and thus they
mean more costs. On the other hand, even defining privacy rules and regulations is com-
plex and sometimes even regulators see them as barrier [46]. Developers may complain
that restrictions to the usage of personal information narrow the possibility of new ser-
vices. On the other hand, users are concerned their privacy. Thus, balancing these issues
is needed. This requires that also developers stop seeing privacy only as a barrier, they
should view it as necessity and justified [28]. Privacy and also trust in developers certainly
have value in users’ eyes, thus also the systems should implement them [46].

7.5 User related problems
1 Disclosure of personal information

Intelligent environments collect and process large amounts of personal information, and
the possible risk of disclosure of this information concerns users [18]. Users have con-
cerns about potential misuses, they worry about lack of control, and would prefer privacy-
sensitive systems [10]. For example, smart buildings use private information to provide
personalized services, and all data building collects is personal [78]. If personal infor-
mation is disclosed to persons who should not have access to it, it may cause problems,
e.g., in social relationships, for the person whose information is disclosed [24]. Problem-
atic for the users also is that data collected to seemingly “harmless” purposes may reveal
unintended information, especially if data is combined with data from other sources. The
consequence of this is that collector may know more than it is supposed [24].



&3

There will be increased number of connected data exchanging devices in intelligent en-
vironments. For users, this increases risk of losing personal information [90]. For exam-
ple, user’s device may send identifiable and locationable broadcasts which jeopardize
user’s privacy [17]. In addition, it will be difficult for users to keep track what information
with whom their devices are sharing. This causes privacy risks, as users no longer have
control over information they disclose, especially regarding other users or third parties
[81].

There also always is possibility that users’ privacy is compromised due to malicious de-
vices or software [67]. Hardware from untrusted parties may leak information or third-
party applications may contain malware [67]. In addition, some applications may collect
and disclosure more data than intended [67]. Due to all these issues, intelligent environ-
ments offer many possibilities for unintentional and unwanted data disclosure, and thus
risking users’ privacy.

2 Constant monitoring/surveillance/profiling

To fully utilize intelligent environment potential, the services need personal and sensitive
information about the users [67]. Thus, intelligent environments perform activities, such
as information collecting, information processing, information dissemination and inva-
sion, which can potentially lead to privacy problems [61]. In intelligent environments
users’ behavior, habits, emotional status, political affinity, preferences, and aversions are
observed and recorded [12] and sensors and storage together can record and store every
aspect of users’ life [16]. In other words, user is constantly under monitoring [18; 28],
user can be recognized and tracked [6; 24], and users’ everyday activities can be collected
[24]. The biggest problem of this is that people have a fundamental assumption of privacy
and anonymity in public spaces meaning that they think they are not tracked [71]. How-
ever, in environments using intelligent technologies, people may be observed and tracked
without their knowledge [11; 13; 16; 61].

Privacy concerns towards intelligent environment capabilities are not just personal [80].
As discussed in chapters 6.3 and 7.2, there has been presented concerns regarding nega-
tive impacts to human rights or societal values, which arise from possibility to monitor
people’s life [74]. For example, collection and analyzation of location data enables pro-
filing of persons [71]. Sensing capabilities with data mining techniques offer excellent
tracking possibilities [16], which additionally can lead to large scale monitoring and pro-
filing [42; 80]. Vast databases among interacting devices can lead to extensive profiling
of people [45], for example for marketing or authorities’ purposes. In addition, eaves-
dropping and traffic analysis may lead to privacy violations in sensor networks [70]. As
monitored behaviour patterns and habits may reveal more information e.g., about lifestyle
or identity than intended [38], it will be very difficult to people to avoid profiling or pre-
serve their privacy. One risk is that by profiling, for example service providers may have
better understanding of their customers/users than persons have themselves [45]. In
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addition, when people lose control of distribution of the data which is collected about
them, they lose one way to establish and maintain their social identity [80]. This may
force people to alter their behaviour and even identity, because they can never be sure
how far beyond original collection scope their data will be disseminated [80]. Regarding
profiling, Wright [15] fears that it is unavoidable if intelligent technologies are used,
however, it is possible to reduce risks related to it.

Intelligent technologies also increase the possibilities of surveillance [40; 71], performed
by authorities [15] or governments [24]. According to literature, the possibility of sur-
veillance has many negative impacts at societal level, because it erodes and limits privacy.
For example, people may feel oppression due to constant monitoring, and experience
pressure to change their behaviour according to what is accepted by majority [40]. By
manipulating social behaviour, privacy influences social values of society [51]. In addi-
tion, knowledge or even suspicion of surveillance may be enough to alter the behaviour
of the people [71]. As unnecessary surveillance decreases privacy, it also can limit free-
dom, for which privacy is an essential prerequisite [51]. According to Wright et al. [51],
through limiting privacy and freedom, surveillance also weakens the constitutional foun-
dations which democracy and good governance has been based on. This kind of conse-
quences are serious and for that reason, privacy consequences of intelligent technologies
should be carefully evaluated and considered to which extend their usage is justified and
needed. Society and government cannot value freedom anymore if its members do not
have right to privacy.

3 Technology/policies does not reflect privacy needs

From user perspective, it is a problem that technology or privacy policies do not always
reflect users’ privacy needs. Users’ interests and concerns are not always considered in
technology and in addition, people can use technology in unforeseen ways which can be
a privacy or security problem [21]. Regarding intelligent technologies, user’s preferred
privacy state may fail, for example, for following reasons: users may get isolated, users
may get too much information, or users’ personal information may leak to other users
[31].

On the other hand, it is understandable that technology has its flaws in fulfilling privacy
needs, because it is difficult to implement every-day social activity of personal infor-
mation handling in technical systems [6]. For users, privacy is a tool to maintain "norms
of appropriateness" and this role is hard to implement in technical systems [60]. In addi-
tion, privacy is culturally and socially defined and context specific, thus each user may
require different privacy in different times and locations [17]. In privacy context, tradi-
tional way to configure set of rules, settings, and preferences to control applications or
devices privacy behaviour does not work well. Main problem is that preconfigured pri-
vacy rules are in contradiction with the way users naturally decide what is private and
what is not [37]. In addition, setting up detailed privacy rules is tiring for the users, and
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it is also very difficult for users to know before each situation what kind of information
they want to hide or share [42]. On the other hand, if the privacy settings are coarser, for
example based on roles, there will be problems if users’ privacy preferences do not match
the roles and users need more fine-grained settings [37].

In wider perspective, setting up privacy policies also have same kind of problems as set-
ting up privacy rules for an individual application. People have varied, situation changing
opinions and actions towards privacy and privacy policies [46]. As these may be contra-
dicting, it is hard to create, for example, privacy policies, which could consider all context
dependency and variation around privacy [46].

4 Lack of awareness

For users, lack of awareness related to intelligent environments is a problem for privacy.
Users do not necessarily know that environment is gathering information about them [30]
and they can be unaware of sensors [63]. As users are unaware, data is also gathered
without their consent [27; 76]. Unawareness of data collection limits users’ possibility to
control their privacy. In addition, if users cannot know what kind of digital traces their
actions create, it is not possible to estimate their influence on users’ privacy [43]. Addi-
tional difficulty for awareness is that privacy threats can possibly affect to persons, whose
data is only indirectly involved, and to persons from whom no data has been collected,
for example, the predictive models built based on some customers’ data and then used to
new customers [80]. However, difficulty of estimating privacy consequences may also
lead to situation, where users unnecessary feel that their privacy is somehow violated or
threatened, though that would not be the case in reality [68].

On the other hand, users may also oversight their own privacy rights [28]. If user does
not consider privacy important, it is also hard to raise awareness. Sometimes also devel-
opers oversight privacy issues, and if users do not care, then privacy of the applications
may be low.

Though it is not good that users are unaware of privacy issues, there has also been asked
whether it would make any difference if users were constantly asked questions and their
preferences related to privacy. Flip side of making users aware could be that users get
overwhelmed. And if users get overwhelmed by privacy warnings or requests, they may
just accept them without thinking, thus giving up their privacy [42].

In addition to lacks in awareness, users also have problems in understanding risks of in-
appropriate privacy. For example, people do not necessary understand risk related to iden-
tity disclosure [65], or they may have difficulties in estimating privacy consequences of
their actions [91].
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5 Lack of control and sKkill

From user perspective, the data spreading in intelligent environments can be uncontrolla-
ble [52]. Devices and objects in intelligent environment can communicate in their own
initiation and can disseminate data out of user control [16]. In addition to lack of control,
users can also lack skill to protect their privacy. Thus, hard to use privacy management
systems, which in addition may not scale well in different situations, are a problem for
users [27]. For example, in Zhu et al.’s [65] study, users were able to protect their private
information better while given advice. However, they did not seem to learn, because when
advice was taken away, they continued exposing more private information than they had
been required [65]. In addition, to protect privacy in different systems and applications,
configuration is often required. However, for users, this is can be a burden [34], because
it may be complex, and users may have no interest towards it. On the other hand, if pri-
vacy is not preconfigured, but is more ad hoc configured, it interrupts users and users
need to think and set privacy in the middle of other tasks [37]. Studies in usable security
contexts show that users can find this kind of messages disturbing and annoying and may
even ignore them completely [117, 118].

6 What is private and what to share?

Privacy does not mean that users only want to hide information. They also have the need
to share information, but in such way that they can control the privacy, for example to
avoid embarrassing situations [ 10]. From user perspective, what is shared, is often equally
important than what is not shared, and users also have different reason for why they do
not want to share [60]. Naturally, one reason for not wanting to share is to keep something
secret, but there are also other reasons. For example, users may not want to burden others
with some things, though those would not exactly be secrets [60].

Another difficult question regarding sharing is that how users could ensure that the infor-
mation from them complies with the intentions the users had [37]. This is difficult to
achieve, because interpretation of the message is also dependent on receiver, not only
sender. In face-to-face contact this is easier to regulate, but in technical systems, even
complex settings and rules cannot guarantee that the message is received as the sender
intended. According to Barkhuus [60], users are not willing to use time and effort for
creating complex privacy settings. Instead, they fit the shared information according to
the group they are sending it. For example, if there is a person in the group that user does
not want to give certain information, user just leaves it out. The consequence is that also
those people who could have been given the particular information also do not get it,
because user has filtered it out according to "greatest common divisor" [60]. According
to Barkhuus [60], this kind of “ad-hoc” decision making in privacy issues is more natural
for the users than thinking beforehand and defining rules about what they want to share
and with whom.
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7 Data sharer and data collector/service provider relationship

There is a conflict in interests between users and service providers/data collectors regard-
ing information collected form users. Users want to control their own information, but
service providers and developers would not want to restrict its usage or, e.g., profiling,
because restrictions limit the possibilities to offer and develop services [15]. In addition,
there is an information asymmetry between data collectors and those from whom the data
is collected [14; 40]. Typically, data collectors know “everything” about users, but users
do not know anything about data collectors, so there is lack of transparency towards users
while users are completely transparent to the service providers [40].

There are also other reasons why users’ position related to service providers is weaker.
For example, privacy policies often do not give enough assurance for the users and user
is required to trust the service provider [26]. Though users define their preferred privacy
level based on their subjective values, there are other factors, such as legal, market, ser-
vice context, service architecture and even general norms, which can constrain the privacy
level the service can offer [31]. Service provider always defines what information the
service needs, and user must accept this if they want to use the service [90]. User has no
means for negotiating, if there is a conflict between privacy requirements of the users and
disclosure policies of the service provider [30]. The only option is not to use the service.
Unfortunately, there are situations where user must use the service, even though it would
not fulfill their privacy requirements or expectations. This gives the service providers the
power to make users accept whatever rules the service providers define [45].

Users have to trust the management of their private data to service providers’ hands, how-
ever there is a risk that this data is accidentally disclosed [30]. There are also other risks.
For example, when all users have digital identities, these identities can be cross-refer-
enced, which increases the power of data collectors over data subjects [45]. Data collector
may also violate users’ privacy by aggregating or identifying users’ data without permis-
sion or users’ knowledge [61]. Users’ data can also be used for secondary purposes, or it
can be used as a tool for excluding certain users from certain activities or services [61].
Nowadays there i1s GDPR to stop this kind of usage, however, user need to trust that
service provider is doing as the law mandates and also that if there are violations, the law
works as intended. Recent Vastaamo data breach case in Finland is an example of how
despite of laws, the damage to users when personal data is leaked, can be devastating,
though several stakeholders have liability for damages.

Another interesting question is who should be responsible for users’ privacy when they
use services? It is possible that service providers leave the responsibility for managing
privacy to the users after they have informed users with privacy statements. However,
managing privacy may be impossible for the users, thus users are in weaker position [41].
On the other hand, if users need or want, for example, agents to do the privacy decisions
for them, users need to trust these decisions, despite of possible errors and mistakes [42].
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Another interesting aspect for the responsible question is that, for example when user is
using some device in intelligent environment, user has only partial control to the device
[45]. For example, if the environment has sensors collecting data used for Wi-fi-location-
ing, the only way for user to control this is to shut down the Wi-fi or the phone. It is not
possible for the user to use some settings and say that information cannot be used for
locationing, because the data used for locationing is collected when the phone searches
for available Wi-fi-networks. Should user be expected to know this and the proper way
to prevent this, if it is unwanted. or should it be service providers responsibility to inform
users how their data can possibly be used?

8 Loss of or limitations to freedom to choose

In today’s world, it is still possible to choose to stay out from, for example, social media,
to protect one’s privacy or whatever reason. In practice, it may not be easy, but it is still
possible. However, in reviewed literature, several studies worry about a world where pub-
lic space has become intelligent. Sensors are present, and data is collected and used re-
gardless of opinions of people using the space, thus choice is not possible [12]. On the
other hand, some researchers seem to think that as users have to choose between privacy
and services, and some users are left out [42]. Service providers or authorities may also
use the collected data for profiling, and this may lead to discrimination, if some users are
left without service based on their profiles [7; 24]. Profiling in its extreme form may even
lead to manipulation of customers, as sellers can limit the choice options from their cus-
tomers based on customer profiles [24]. If customer is always presented a limited selec-
tion of products based on customer profile, how the customer could make his or her own
choice, when he or she does not know all the options? On the other hand, profiling can
help customer by showing him or her the most probably interesting products, but on the
other hand, it limits the customer’s knowledge of all the options and thus limits the choice.

9 Giving “real” consent

Currently, if data is collected, the users should be informed about it and they should be
able to give their consent to this [40]. Consent is necessary for privacy [45], but there may
be little possibilities for consent and choice in intelligent environments [12, 41]. In smart
environments, data is often captured without consent [48]. In addition, intelligent devices
e.g., in homes can collect information without user knowing or realizing [113]. In addi-
tion, especially location services in their current technical implementation are problem-
atic for consent [71].

On the other hand, users should be able to give informed consent, meaning that they
should understand what they are giving their consent to. But in intelligent environment,
data collection is vast and its possible usages so versatile that some researchers ask
whether user actually is able to give informed consent even if information about data
usage is provided [40]. In addition, some solutions for privacy management in intelligent
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environments may cause problems for the consent. For example, if user uses privacy agent
to automatically manage privacy and make privacy decisions for the user, it raises ques-
tion whether consent obtained from privacy agent is actually legal [42].

7.6 Technical problems

Technologies used in intelligent environments cause many privacy problems and threats.
Some of these are due to physical properties of devices, other are due to software and
applications.

1 Invisibility and autonomy

Invisibility is a privacy threat in intelligent environments. Sensors are often small; thus
their presence is not easy to detect. It is also easy to hide the devices [11]. But it is not
only physical devices which are invisible, also the communication between them is not
visible [42]. Devices often communicate without any indication for the user; thus, user
does not necessarily know that their devices are sending and receiving information. In
addition, also the computations in intelligent environment are invisible [48]. Often users
do not know for what their information is used, how it is analysed and combined. Even
less users know and understand about algorithms and applications performing these anal-
ysis and calculations. Thus, the reasoning and inference behind environments decisions
and actions is invisible for the users.

The devices in intelligent environments are also more and more autonomous [18]. They
make decision on behalf of people and they can also make decisions about people [40]. It
may be that users are not even aware of any of these decisions, unless something goes
wrong, and the decisions become visible [40]. The more and more automated these de-
vices become, they raise more and more questions. For example, if devices control their
privacy automatically, can they be trusted to make the correct decisions [42]. In addition,
what kind of sense of situation and context these devices can have? It is possible that
autonomous devices do things, which potentially disturb their user’s privacy [91].

2 Access control and anonymity

Access control is important for security and privacy of the systems. It should ensure that
the system knows who the users are and that persons without privileges cannot access to
system and/or its data. Thus, it protects the system from abuse and prevents information
disclosure to persons who have no right to it. In applications, where users are identified,
it also e.g., possible to bill users or offer them services based on their profiles.

However, authentication methods are often simple, for example, in building automation
products [59]. These systems may not have different roles for different users, thus every-
body having access to system can see all data [59]. This may cause serious risk to users
privacy, especially if the system contains data where users can be identified.
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Though access control and identification of users is often thought to protect the users, it
can also be a privacy risk itself. For example, in intelligent environments, identification
of the users may also decrease or intrude users’ privacy [28]. For example, if system
collects location information and directly connects it to user identity, it is possible to track
user and follow their movements accurately. If this kind of data leaks out, e.g., due to
security breach [6], it may severely violate user’s privacy. Thus, there may be a conflict
of interests between service providers and users also regarding to access control. Service
providers would like to know who their users are, for example, to bill them, but users
would like to stay anonymous, for example, to reduce the damage of possible data disclo-
sures. Some privacy preserving methods developed for intelligent environments do not
consider service providers’ side on this conflict, for example, to preserve users’ privacy,
users have been able to access the services using valid but false identity [32].

For user, the anonymity is not certain, even though the service would use pseudoidenti-
ties. There always exists some data, which links real and pseudoidentity, thus protection
is only partial [12]. For example, pseudonyms may be easy to correlate with where they
spent time [1]. If this location can be connected to real identity, e.g., in whose room or
near whose desk the pseudonym spends time, with some probability the true identity of
pseudonym can be guessed [1]. In addition, if adversary has different background infor-
mation than it is assumed in the anonymization technique, it may be possible to be able
to identify users and compromise information [74].

Thus, there are privacy problems in access control and anonymity in intelligent systems.
However, there has been some proposal of methods, which could offer both, reasonable
access control for service providers but still reasonable anonymity for users [32]. Accord-
ing to Moawad et al. [89], this utility vs. privacy conflict between users and service pro-
viders is hard to deal by using access control or anonymization methods, because they
favour either service providers or users. Instead, they suggest methods based on, for ex-
ample, blurring, as these could give more alternatives to reach the balance [89].

3 Problems in architecture and applications

Architecture on which the services are built on also affects to what kind of privacy prob-
lems the services using the architecture have. For example, in location services, there is
a difference between whether the locationing is implemented using centralized or distrib-
uted architecture. If the architecture is centralized, meaning that location information is
stored on centralized server and distributed from there using user’s privacy preferences,
e.g., He et al. [8] list following privacy problems:

e the location data is not in users own hands
e the system administrators have all the information and final control over it

e the risk of single point failure if servers are compromised
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Thus, building location services over centralized architecture requires users to trust the
service provider and the other hand accept the risk of possible disclosure of all data if
servers are compromised. On the other hand, it should be remembered that privacy in
distributed architectures, where location computations at least partially happen in users
own devices and are sent to service providers only when needed, are not completely safe
regarding user privacy. In this kind of architecture, administrators still have accesses e.g.,
to users’ MAC addresses [8].

There may also be many kinds of privacy problems in applications used in and for intel-
ligent services. For example, applications do not necessarily have privacy policy, data
can be shared with third parties which are not revealed to users, or data may be sent in
plain text between application and service provider [74].

4 Security and privacy vulnerabilities

There are many security related threats and vulnerabilities in intelligent environments.
Many of these are due to technical infrastructure used in, e.g., smart buildings. Technical
solutions in the buildings often consist of components from many different manufacturers
and developers, thus the environment is heterogeneous [9]. In addition, also software and
applications may be from many different developers. Thus, there might be inconsistencies
and conflicts between applications, which also affect to security solutions in these envi-
ronments. Heterogeneous solutions may increase vulnerability of the environment. In ad-
dition, there are often centralized mechanisms in building automation solutions, meaning
that the sensors collect data, which is then gathered to one centralized server, which fur-
ther processes data. However, centralized data processing can seldom provide assurance
of privacy for the users [44]. This is because users need to give up their data for processing
and be able to trust that the data is safe and not used for wrong purposes. In addition,
collected data is often stored to databases, which are vulnerable to attacks [15; 26]. There
is a lot of room for flaws in data security in service provider’s side but also in users’ side
[28]. In addition to infrastructure vulnerabilities, there may also be malicious users pre-
sent in intelligent environments. They may be using or try to use vulnerabilities and weak-
nesses in smart spaces to gather data about other users for their own purposes [67].

Security solutions in intelligent environments have direct effect on privacy. Sometimes it
is the lack of security, which endangers privacy, but it is also possible that mechanisms
and methods used for security can simultaneously be a threat to privacy [5]. For example,
in sensor networks, it is possible to use techniques to find compromised nodes but the
usage of these also allows localization of nodes without their cooperation, which can be
a privacy threat [5]. However, privacy threat still requires that adversary is also able to
connect user identity and sensitive data [35].

In addition to risks related to data breaches or disclosures, there are also other kind of
privacy vulnerabilities. When vast amounts of different kind of data are collected, there
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are many possibilities to combine and link it. There are not many ways for user to avoid
this combining and linking, because it is the base for many services, which intelligent
environments offer. Sometimes anonymization is proposed as a solution to protect users’
privacy. However, according to Riboni et al. [35], even though user identifiers in service
requests would be anonymized, it would still be possible to identify users by using differ-
ent kinds of background data. It is possible to attack against anonymization based on
information obtained from users’ service requests, but attack can also happen based on
data the server sends back and based on user behaviour [35].

5 Sensor network privacy threats

There are some privacy threats, which are typical for sensor networks. Sensor networks
enable data collection and event correlation over long periods of time [11]. Collected data
must be transmitted for further processing and analyzation, and data can be stored to da-
tabases. Sensor networks often use wireless medium for transmitting data, which adds its
own security and privacy risks. Wireless medium is broadcast in nature; thus, it is easy to
follow communication patterns, location of transmissions, and even content of the com-
munication if data is unencrypted [25]. Sensor collected data is also often accessible re-
motely, which increases privacy risks [2]. For example, adversaries may monitor trans-
missions in sensor network, adversaries may eavesdrop, adversaries may make false que-
ries, or they may gain access to data via storage [2; 74]. Attackers on sensor networks
may be silent, and only listen and gather data, or they may be active and cause e.g., service
providers accidentally leaking private data [25]. Due to small size of sensors, it is also
possible to establish a sensor network without people knowing that it is there [11]. It is
possible to then use this kind of secret network to malicious purposes, but it should be
remembered that legitimate networks can be used for malicious purposes too [11].

In sensor networks, finite node resources often restrict security and privacy solutions [85].
Sometimes it is not possible, for example, to encrypt data, because it consumes too many
resources. In addition, though there are mechanisms to encrypt data with less energy
costs, encrypting data in sensor network does not prevent all the malicious activities. For
example, network performance-based analysis are possible regardless whether the data is
encrypted or not [56]. In addition, the encryption may be performed in different transmis-
sion layers and there is a difference what is protected. For example, if the link layer is
encrypted, there can still be malicious access points in the network, or if transport layer
is encrypted, the network addresses are not necessarily hidden [3]. There are, however,
some countermeasures, which can be used against eavesdropping or traffic analysis, such
as secure channels preventing obtaining of requests and avoiding recognizing clients’ net-
works address [74].

Matos et al. [33] list some privacy and security threats in wireless networks:

e protocol headers are not encrypted and can be eavesdropped
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e access points have fixed geographical position, thus network topology is easily
placed in geographical coordinates

e at link layer, attacker can access the packets exchanged in all channels

e MAC address can identify users and thus simplify location tracking, attacker may
track device by mapping MAC address

e if link layer identification is mapped to network layer id, e.g., to IP address, it is
possible to evade pseudonymisation in network layer and device would still be
identifiable

Rios and Lopez [56] also list many sensor network threats. For example, if adversaries
use network traffic or performance analysis, they may find out, for example, used plat-
forms from the frequency range, which in turn allows specialised attacks against those
platforms. In addition, transmission rate may reveal information about the quantity and
nature of events, or communication pattern may reveal network topology. It is also pos-
sible to gather information about location, size of the packets, and information about type
and precision of the collected data based only on performance analysis. Occurrence and
time may also allow predicting of the future events, which may be a privacy problem.
[56]

7.7 Locationing problems

Location information is private, personal information. Knowing location and location his-
tory allows tracking of people, and reveals their habits, interests, contacts, home and work
locations and other private information, which is deducible from the places users visit
[21; 66; 79]. Practically, location tracking can reveal everything about the user [87], be-
cause it is possible to collect timely and accurate location data, and have access to real-
time and historical data [14]. Consequences for the users may be severe and hard to fix,
for example, if disclosure of location information leads to reputation loss [79]. Econom-
ical losses are also possible [79]. For that reason, unnecessary or accidental disclosure of
location information can jeopardize person’s privacy and in extreme cases even endanger
their safety [3; 24; 25; 44] and location information in unauthorized use and in malicious
hands is an unwanted situation [8].

For locationing services, many privacy threat levels were identified from the literature
and grouped as follows:

e threats the user’s own actions cause
e threats the infrastructure in intelligent environment causes
e threats the service provider, who uses or offers locationing, causes

e threats the external adversaries cause
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These can be overlapped, for example, service providers and infrastructure are tangled,
as possible services often depend on infrastructure. Most discussed in the reviewed liter-
ature were infrastructure and service provider level threats.

1 User’s own action

Users may give permission to locationing without realizing its consequences. Users may
be tracked by infrastructure just when they are present in some building and users are not
necessarily aware of this [53] [87].

2 Infrastructure

There is a difference in what kind of locationing the service is using. For example, GPS
based locationing happens in users’ device and it does not send out information without
user knowing [87]. However, many services using locationing rely on indoor positioning
services (IPS). These services use and receive location information, which can be col-
lected without user knowing [87]. User can be located by infrastructure immediately when
his or her device queries available Wi-Fi access points in the building. This happens au-
tomatically if user’s device is on and Wi-Fi is enabled. Wi-Fi locationing techniques are
attractive for service providers because there are no requirements for clients [43]. How-
ever, in privacy sense, it is problematic that basic access points queries leak users’ loca-
tion information [79].

3 Service provider

Location information offers a lot of potential for misuse, for example, users may be
spammed with unwanted location-based ads, or location information can expose medical
condition or personal habits [3]. Infrastructure operator is also able to infer relationships
and communities, and even relationships inside communities [66].

Users may have expectation regarding privacy in public spaces. When intelligent envi-
ronments are developed and services are planned, these privacy expectations should be
considered, for example, users may have expectations regarding their privacy in certain
places or during certain activities [21]. Users may also worry that their location infor-
mation leaks from one application to another and starts spreading in uncontrollable man-
ner [1]. If environment invisibly tracks location and collects data, it can break privacy
expectations, and users may feel that their privacy is violated [21]. Users may also want
to choose different actions or behave differently, if they know that their location is
tracked. They may even choose not to go to places where their location is tracked. Thus,
users should know when their location information is collected, because otherwise they
cannot choose to hide, which should also be an option if the users can really keep their
privacy [60].
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Protection of the users’ location privacy should be user-centric [17]. The need for location
privacy varies with context and there is also a lot of granularity, for example, in accuracy
for which the information is collected [60]. This granularity and context dependency cre-
ates special challenges for service providers, but also for researchers, because it is not
always possible to compare every location study directly to others [60]. For example, the
accuracy of collected data directly affects privacy risks. If data accuracy is at level “device
x visited location y at 25.9.” it is not so privacy intrusive compared to “device x visited
location 1 in location y at 25.9. at 7:00, device x visited location 2 in location y at 25.9.
at 7:30, device x visited location 1 in location z at 25.9. at 8:30”. However, it should be
remembered that even when inaccurate location information is combined with other in-
formation from other sources, it may also be possible to increase the accuracy of loca-
tioning [17].

There are also some trust related issues regarding infrastructure and service providers.
For example, should the user to be able to trust the locationing application, or should the
user to be able to trust the locationing infrastructure (i.e., sensors) [1]? Based on reviewed
literature, it seems that indoor positioning services are not very trustworthy. For example,
Konstantinidis et al. [87] list the following reasons:

¢ indoor positioning services are capable of tracking with fine granularity over a
long period of time

e indoor positioning services are often provided by private organization that can use
the data to their own purposes, combine it with other data, or even sell it

e it is not always clear for the user where indoor positioning service provider oper-
ates and what legislation is used

e indoor positioning service providers are also attractive target for hackers due to
the value of the data they collect.

All the issues listed above affect to how trustworthy the service provider is for the user.
According to Wang and Yang [58], the level of privacy threat the service causes depends
on how the service implements the locationing. For example, if the locationing is done in
user’s device itself, the privacy threat is lowest. Medium threat occurs if infrastructure
requires mobile device to cooperate, but the user can decide whether to cooperate or not.
Highest threat is in environments, where persons and companies have access to Wi-Fi
access point data, and which do locationing passively, without user or even device know-
ing. [58]

From the user perspective, it would be good if services offered users possibilities for
choice. For example, there are some wireless billing and authorization mechanisms avail-
able that require user location, but these services could also be implemented in such a
way that user could choose for which services he or she wants to give his or her location
[25].
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4 External adversaries

It is possible to eavesdrop location related data in wireless networks, and even if location
data is not directly available, it can be derived from different layers of network stack [19].
Thus, by listening broadcasts in wireless network, also outside adversaries can collect and
mine historical location data [19]. Adversaries can use private, disclosed location infor-
mation for blackmailing, stalking or other privacy violations [25].Threat of external ad-
visory is also users’ concern. Users may be concerned that their location data in the loca-
tion service provider’s servers is compromised, which could lead to privacy attacks [68].

5 Locationing threats and problems in Wi-Fi networks

Especially in wireless networks, location privacy is challenging. In technical sense, there
is limited computational power, limited communication range, and limited energy supply
available for security and privacy mechanisms [56]. When wireless communication is
used there is no way for the user to prevent collection of locationing data, because when
devices connect to network access points, the information exchanged in connection can
be used for locationing [43]. In 802.11 standard, when packets are sent, the frame is en-
crypted, but the frame header is not, and frame header includes sender and receiver MAC
addresses [54]. This static MAC address allows identification of devices, allowing pattern
tracking related to users’ movements [3]. In addition, data from different access points
can easily be combined for even greater accuracy [3]. Unfortunately, also adversaries can
obtain these MAC addresses and then calculate the location information [75].

Thus, each device and sensor in Wi-fi or WLAN network is trackable through their MAC
addresses, and through this address user location is accessible [53; 54]. Though MAC
address relates only to a device, it is assumed that the device is personal and carried by
person, the information regarding device identifier (MAC address) can be interpreted as
a personal information [83]. According to Perttunen et al. [83], collecting information
about someone’s movements, especially many databases, is a privacy breach and breaks
many privacy aspects, such as informational privacy, relational privacy (with whom per-
son was), and spatial privacy (where person was). Nowadays, GDPR also defines MAC
addresses as personal information [119, recital 30] because the address is linkable to per-
son owning the device. Thus, depending on the locationing infrastructure and software
setup and usage, service provider or the owner of the infrastructure is data controller and
must act as GDPR requires regarding personal data.

Location privacy in wireless networks is a problem for both, the source and receiver [56].
Both can be tracked based on traffic they transmit. In addition, Gruteser and Grunwald
[3] list problems, such as:

e untrusted network operators
¢ high density of access points, wide area coverage
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e accurate positioning

e static MAC addresses

e it is easy to obtain equipment needed for eavesdropping compared e.g., to cellular
networks

In wireless networks, it is easy to listen traffic in access points [3]. The problem is that,
due to broadcast nature of wireless networks, users’ devices can be tracked through access
points though user is not directly connect to these [54]. If device sends any message, all
access points in the area hear it, thus, locationing in wireless network does not require
that user is using access point [3].

In wireless networks, there may also be a problem of malicious access points. These are
access points deployed to environment by some adversary. By impersonating Wi-Fi sta-
tion, attacker can access users’ location and location history [82]. In its simplest form,
this does not even require complex calculations, as user’s location can be roughly esti-
mated at 100 m accuracy just by measuring RSS (Received Signal Strength) information
obtained from access point [54]. According to Gruteser and Grunwald [3], device is
around 50-100 m of access point. If triangulation (data from 3 access points) is used, it is
possible to calculate device’s location at 1 m accuracy [3]. On the other hand, even RSS
information is not needed for user locationing. According to Fu et al. [39], user location
can be disclosed only by using antenna and collecting interaction data between access
point and device. This data can then be used to calculate access point locations and based
on them, the device locations. When access point location is known, it can be used directly
to locate the device. According to Fu et al. [39], this kind of attack is hard to counter,
because even if MAC addresses would be pseudonyms, they could still be tracked by
using e.g., network names in help. For this reason, Fu et al. suggests that camouflage
protocols should be developed against this kind of attacks [39].

Attackers in wireless networks can be external or malicious service providers. Location
privacy in wireless networks can be compromised, for example, by physical layer attacks,
such as RSS triangulation, by time of arrival fingerprinting, or by listening interaction
between access point and the device [3; 33; 39]. If the client (users’ device) is attacked
directly, it can be done, for example, by obtaining the location query directly, or getting
RSS data when device is transmitting, and deriving location based on that [79]. On the
other hand, attacks towards service providers can be done, for example, by obtaining Wi-
Fi fingerprint database or another similar database from server [79]. There are also attacks
that can be used to counter, for example, attempts to anonymize collected data. For ex-
ample, homogeneity attack can be used to reveal information if k-anonymized data is not
diversified enough [87]. It is also possible for attacker to use linking attack, in other
words, link non-sensitive data together and thus identify devices or persons [87]. There
are even more exotic attacks, which can be executed in wireless network environments.
For example, In Banerjee et al. [73] study, Wi-Fi access points were used to detect human
movement and direction inside the buildings. This detection was possible only by
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listening signals. Altering signal was not enough for countering this attack, as attacker
can listen several applications and compensate the artificial changes. By using this attack,
it is possible for adversaries to locate and “see” humans through walls. [73]

Some countermeasures have been proposed against location revealing attacks in wireless
networks; however, these are not perfect. For example, changing identifiers, sending fake
identities, using pseudonyms, using changing MAC address, or chancing RSSI (Received
Signal Strength Indicator) values could make location calculation more difficult for ad-
versaries [66]. These measures cannot prevent all kinds of attacks, for example, anony-
mization of MAC address is not sufficient against conditional random field attack [50].
In this attack, adversary observes access point activity and can infer correct identity from
dataset [50]. In addition, hash-based anonymization is not sufficient to prevent location
tracking, as it is possible to distinguish user movement patterns from the data and identify,
e.g., when they are at home or at work [84]. Big problem for location privacy is the pos-
sibility to combine location data from different sourced, even in citywide scale [83]. Ac-
cording to Perttunen et al. [83], it might be possible to achieve some obfuscation by ma-
nipulating temporal scale, for example, it would be possible to combine only daily or
weekly data but no longer periods [83]. Another big problem regarding location privacy
is accuracy of the location data. According to Lin et al. [88], it might be possible to im-
prove privacy by using anonymous location data and statistical methods, because the per-
sons could be identified based on mobility pattern and not by using exact location data.
However, this kind of identification is a problem for privacy too.
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8. PRIVACY SAFEGUARDS AND SOLUTIONS

This chapter presents privacy safeguards and solutions discussed in the literature. They
complement the perspective-based view presented in chapters 6 and 7. This chapter sum-
marizes what kind of technical and other solutions for privacy preserving or privacy prob-
lems has been proposed in the literature. Structure of the chapter uses same perspectives
as earlier when applicable.

In environments containing and using intelligent technologies, privacy and identity of the
users should be protected. There are many reasons for this, for example laws and regula-
tions, which developers and service providers must follow. On other hand, there are user
concerns and the possibility of not accepting technologies without proper protections.
And underlying there are deep societal level principles, such as freedom and democracy,
which can be safeguarded by protecting privacy. For all these reasons, security and trust
should be enhanced in intelligent technologies [15].

In addition, according to Lioudakis et al. [26], it is likely that when intelligent technolo-
gies spread and are integrated to users’ everyday life, the awareness related to privacy
increases. Technology can offer users great and useful services, but it needs information
to provide those. Users will be concerned, and they may not be willing to give their in-
formation to just any service. Users should have the right to say no, but to do that, they
need information and understanding. There should be clear rules, based on which the
privacy issues are taken care of. These should be transparent and clearly understandable
to users. Nowadays, though the situation has improved along GDPR, privacy statements
can be vague, unclear, and hard to understand. They are also different in different ser-
vices. Theoharidou et al. [20] state that common privacy culture should be developed.
Privacy issues should not be left for users’ responsibility only.

Table 11 presents safeguards and solutions related to privacy perspectives and their re-
lated articles. Technical perspective on solutions has been divided to mechanisms, solu-
tions, sensor networks, and locationing systems. Most of the technical literature presented
privacy solutions or mechanisms, note that solutions often are built on some mechanisms.
Sensor networks and locationing systems are presented in their own sections.

Table 11: Safeguards and solutions related to privacy perspectives and their related
articles.

Perspec- Safeguard, solution Article numbers
tive
Data Basic information security protection 4,7,24
Stakeholder cooperation 18, 51
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Combination of technology and regula-
tions

11, 12, 16, 20, 36, 41

Wide assessment of impacts

15, 20, 36, 41, 51

Up-to-date efficient laws

6, 12, 20, 26, 45, 71

Reasonable laws for business opportuni- | 74

ties

Opacity and transparency 40
Regulatory means 7

Data protection laws 6,12,48
Privacy policies 28,57
Organizational practices 44

Privacy in design 10, 12, 13, 16, 18, 31, 49
Design principles 31, 38, 40,41, 74,91
Guidelines 12, 18
Transparency 11,41, 44
Awareness 6,11, 18,74
Control 7,16, 40
Mechanisms
Encryption 6,9,11,79
Authentication 7,52
Anonymization 6,7,9,12,16, 18, 28, 31, 44, 67
Obfuscation 25,74
Unlinkability and unobservabil- | 28
ity
Solutions
Awareness systems 16, 69, 91
Identity management systems 16, 76, 86
Access control 44, 57, 59, 64, 67
Data restriction based systems 10, 57, 58
Middleware 1,9,23,26
Protocols 6

User privacy preferences based
systems

Anonymization, obfuscation and
pseudonomization based sys-
tems

Personal privacy assistants or
agents

Avoiding the use of centralized
services

Using trusted third parties
Ontologies for modeling privacy
legislation

14, 34, 48, 78, 81

1,22,25,74

12,29, 42,90

72

10
23

Sensor networks

2,3,10,27, 56,74, 89
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Locationing systems

Location protection 7,17,19, 44,53, 56, 62,67, 68, 75, 87
MAC address protection 3,8,49, 54

Figure 5 shows privacy perspectives with their safeguards and solutions. These are dis-
cussed more detail in subsections of this chapter. Figure 5 is discussed more in conclu-
sions, where its content is linked to Figures 3 and 4. Here it is presented to help outlining
the content of the perspectives presented in this chapter.
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8.1 Data safeguards
Technical data safeguards are discussed in chapter 8.5 Technical safeguards.
1 Basic information security protection

Privacy is a security and safety issue. Technologies and technical systems containing per-
sons’ private information can be attractive targets for criminals. Repositories may contain
data that allows criminals to blackmail, or even plan direct attacks towards their targets
[4; 24]. Thus, protection of the privacy sensitive data is important. Data can be protected
by taking care that basic information security protection, such as firewalls, virus scanners,
identification and monitoring tools, collection of digital evidence, and by making sure
systems in use are up to date [7]. Other examples of countermeasures against privacy and
security attacks include, for example [70]:

1. different kinds of anonymity mechanisms, such as decentralized sensitive data,
secure communication channel, changing data traffic to protect against traffic
analysis, node mobility making sensor movable against e.g., location privacy vi-
olation
policy-based approaches

3. information flooding

2 Stakeholder cooperation

However, these actions are not necessarily enough to protect privacy and users’ data in
intelligent environments. Proper protections also require careful planning and cooperation
between stakeholders. Intelligent environment can have e.g., many service providers, and
privacy should be at same level in all of them, otherwise user is put to difficult situation.
There should also be possibility for audits and impact analysis related to privacy, but
these also require that services and applications have features that allow audits [18].

3 Combination of technology and regulations

According to reviewed literature, merely technical perspective for privacy safeguarding
in intelligent environments is not sufficient [11; 12; 16; 20; 36]. According to Karyda et
al. [41], basic manner to protect privacy is to include regulatory and technological means
and their combination. However, many studies expand this perspective and attach other
aspects to proper privacy protection. For example, according to Perrig et al. [11], privacy
protection should rather be a mix of societal norms, laws, and technologies. Dritsas et al.
[16] add that social and physical aspects should also be considered. Another important
approach is the usage of privacy policies to protect privacy [20]. Some researchers even
suggest that to preserve privacy, also restrictions to technologies and their usage are
needed [12]. All this requires holistic understanding of privacy issues and their assess-
ment.
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4 Wide assessment of impacts

Wright et al. [51] suggest that privacy impacts should be assessed before starting to use
technologies that allow surveillance. According to them, privacy assessment should con-
sider privacy of personal information, privacy of the person, privacy of personal behav-
iour, and privacy of personal communications [51].

In any case, safeguards cannot be technological only, instead they should consist of tech-
nological, socioeconomic, legal, regulatory, cultural, and privacy impact assessment
means [36]. Some studies list examples of this kind of safeguards which go beyond tech-
nical solutions. For example, Wright [15] lists privacy enhancing technologies, identity
management protocols, procedural safeguards, privacy policy standards, legal and regu-
latory safeguards, licensing, guidelines, trust marks, liability and insurance, media atten-
tion, organisational measures, and consumer awareness. Theoharidou et al. [20] mention
flexible and configurable privacy policies, techniques to implement consent, legal re-
quirements, and anonymity mechanisms through identity management. And Karyda et al.
[41] say that a combination of self-regulation by the industry, the institutionalization of
user initiatives, and adaptation of relevant legal and regulation framework can bring some
protection.

8.2 Societal safeguards
1 Up-to-date efficient laws

Safeguarding privacy in intelligent environments needs regulatory rules [12] and requires
establishing legal framework [20]. It also seems that only market-based regulation is not
working [7]. Users do not seem to demand privacy in such a way that it would force
developers and service providers to protect it properly. Thus, legislation should be up-
graded and kept up to technologies to protect privacy [45]. According to Poullet [45], it
is necessary that there are laws respecting personal privacy when technology and social-
political changes shape society. However, according to him, it is important that effects of
technologies are not considered only legally, their social impacts should also be under
review [45].

In reviewed literature, a concern towards privacy laws and regulations was notable, as it
was considered that laws were not able to do their job properly. There were e.g., concerns
on how privacy of the users had been endangered by developers’ or service providers’
negligence regarding privacy. Michael and Clarke [71] demand in their study that sensi-
tive data should at least be protected by laws which are capable for protection. There are
views, according to which privacy laws, requirements and regulations need to be enforced
[26]. They should be combined with technology to keep them better up to date [6]. In
addition, there was presented examples where privacy had been violated despite laws,
thus privacy legislation and regulations should be built-in to technology [26].
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2 Reasonable laws for business opportunities

Though there is great concern, for example Bettini and Riboni [74] remind that there still
is the need to design regulation system in such a way that it protects the privacy but does
not prevent new business opportunities. This kind of, at least partially conflicting and
contradicting, needs for privacy regulation and laws are one of the reasons why it is so
hard and slow to make those laws. Compromises do not necessarily achieve enough, but
in conflict situation, it is hard to decide, who should the laws listen more. Which views
are those that laws should emphasize, as the desired outcome depends on perspective?

3 Opacity and transparency

According to Hert et al. [40], privacy law protects the opacity of the individual. Data
protection laws, however, protect transparency, that is how easy it is for the users to see
how the system works, or how his or her data is used and processed in the system. Ac-
cording to Hert et al. [40], laws and regulations protecting transparency are especially
those that are needed in case of intelligent environments, however, there also is a need
for laws protecting individual opacity. Thus, combination of both approaches is needed
for the proper privacy protection. [40]

4 Regulatory means

Some studies list some regulatory means for privacy protection. According to Casal [7],
regulatory means could be:

e more education

e users should not be forced to trade their privacy for services

e database maintenance regulation harmonization

e tax incentives for encouraging usage of security or privacy protection technolo-
gies

e service providers should mandatorily report identity thefts to authorities

o digital evidence should be legally accepted in court

5 Data protection laws

According to Panagiotopoulos et al. [48], privacy safeguarding should be guided by basic
data protection principles derived from international organizations, such as purpose spec-
ification, anonymity, security, individual participation, and accountability. In extreme
case, privacy protection could also be based on limitation. If the application of intelligent
systems in certain context s is forbidden, they also will not cause privacy problems in that
context [12]. There could also be laws which forbid data transfer if user is identifiable or
make subsequent data usage illegal [6]. The obvious problem with all these approaches
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is that they would reduce the usage and development of the new applications because they
limit the possibility to apply the intelligent technologies [6].

6 Privacy policies

In regulatory context, also privacy policies should be mentioned. According to Hesselman
et al. [29], privacy policy decisions use different kinds of inputs. To decide a privacy
policy, information regarding 1) the identity of the information requester, 2) identity of
the entity whose information is requested, and 3) type of requested information (e.g., ac-
tivity) is needed [29]. Usage of privacy policies in intelligent environments has also a
difficulty regarding multiple stakeholders, which may all have their own privacy policies.
There may be contradictions or overlaps in these policies. Thus, if the goal is to automate
or make privacy processes easier for the users, these different policies must be considered
and merged [57]. In addition, also laws need to be considered to automate privacy process
[57].

8.3 Service provider safeguards
1 Organizational practices

Organizations using and developing intelligent technologies also need policies for man-
aging privacy. However, the reviewed literature did not consider much of organizational
perspective regarding privacy safeguarding. According to Malik and Tomlinson [44], or-
ganizations should have enterprise privacy architecture model for managing privacy. It
should define strategy (i.e., policies and protection requirements), controls (i.e., process
to enforce policies) and practice (i.e., how policy is incorporated in processes). This kind
of model also requires that it is enforced through organization, and can manage personal
information and e.g., user consent and preferences enterprise wide. [44]

2 Privacy in design

To ensure that privacy is properly safeguarded, it should already be considered during
design of the product or service. Maghiros et al. [18] divide tools to create privacy to
opacity tools, which protect users’ right to privacy, and to transparency tools, which en-
sure that users get information related to system which is collecting their data (data pro-
tection laws).

Privacy should be built-in design and privacy enhancing technologies should be used
[12]. It is hard, if not impossible, to add privacy enhancing features afterwards. In addi-
tion, developers should consider that privacy is wider issue than just encrypting data. It
cannot be solved only by considering technical means. Based on the work of Bellotti and
Sellen [114], for example Lehikoinen at al. [31] discuss how two essential factors for
designing privacy are control and feedback, meaning what information is collected, how
information is processed, what is information used for, and who gets access. However,
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according to Picone et al. [49], unfortunately, developers do not always consider privacy
as any issue in the system they are developing.

According to Lahlou et al. [13], guidelines for privacy are needed. In addition, there are
some general privacy rules, which developers should consider. They concern, for exam-
ple, noticing users, user choice and consent, proximity and locality, anonymity and pseu-
donomity, security, access, and resources [16]. In addition, according to Hong and
Landay [10], application developers should make sure that applications fulfil following
requirements in privacy:

e Support for optimistic, pessimistic, and mixed initiative. By this they mean giving
users the opportunity to choose the privacy interactions in a format they mostly
prefer. Optimistic initiative allows greater access to data but eases the detection
of abuses by logs and notifications. Pessimistic initiative allows users to setup
their privacy preferences beforehand. Mixed initiative prompts and asks whether
user wants to share the information.

e Tagging of personal information, i.e., how long to preserve the information and
should it be forwarded.

e Mechanism to control the access, flow, and retention of personal information, i.e.,
quantity of disclosed personal information in applications use.

e Mechanism to control the precision of disclosed personal information i.e., quality.

e Logging, i.e., that users can see who has accessed the information, and for service
providers for auditing.

The above list is quite comprehensive, and it might be that actual applications can never
fulfil such a list.

3 Design principles

Reviewed studies present design principles, which should be considered while developing
intelligent technologies. They are collected below:

e Minimal amount of data. Minimal amount of information to achieve the user
goal should be collected [38]. In addition, only data that is needed should be col-
lected [74].

e Opacity measures. For example, it should be prohibited to collect data in certain
situations (e.g., bathroom), and data that is not meant to be collected should not
be collected [40].

e Minimum asymmetry. Design should intent to decrease information asymmetry
between data owners, data collectors, and data users [31]. This is related to trans-
parency.

e Transparency. Design should enable user awareness, i.e., users should know
when sensors are active, what is collected, who is using the data and how [74].
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Data collector should always specify how it is analysing and using data and tell if
data is distributed to third parties [74].

o Preference specification. As personal data sensitivity depends on person and
context, also preferences should be specific and allow customization [74].

e Protection. Communications of sensitive data should be protected with encryp-
tion [74].

¢ Regulations. Developers should adopt privacy protecting principles, such as "pri-
vacy by default", "right to be forgotten", "right to transfer personal data”, and
"privacy by design", however adoption of these principles may require aid from

regulations [74].

Karyda et al. [41], also list basic principles for respecting individual’s privacy. These are
essentially the same as principles presented above.

e Necessity, identification of purposes and benefits for using personal information.

¢ Finality, the collection and use of personal information for specific, explicit, and
legitimate purposes.

e Transparency, individual’s awareness of the purposes and means for collection of
their information (including consent).

e Proportionality, collected data, its type, and extend, is appropriate for the objec-
tive.

According to Schaub et al. [91], the system’s design should support dynamic privacy
regulation. That is, privacy control mechanisms should not just prevent interaction, it
should allow users to create "spheres" in which the privacy is different [91]. In addition,
if the system’s design uses physical metaphors and they function as their physical coun-
terparts, this can be helpful for users when they try to regulate their privacy [91].

4 Guidelines

Reviewed literature also mentions some guidelines for privacy, such as OECD privacy
guidelines [12] or ISO standards [18]. OECD guidelines are listed in chapter 6.2. Essen-
tially, they list same kind of principles that are already presented above lists. GDPR was
not in force when literature was collected, thus it is not mentioned here.

8.4 User safeguards

From the reviewed literature, three different user-affecting aspects of privacy safeguard-
ing was found. These are transparency, awareness, and control.

1 Transparency

Users need transparency to be able to secure their privacy. Fair information process
should be used as a guideline [11]. According to Karyda et al. [41], personal information
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collection should be fair. This means that users should be noticed that their information
is collected, users should have choice over how their information is used, users should
have right to access their collected information, there should be reasonable security of
information, and information collecting system should have accountability of the collec-
tor’s side [41]. Transparency is very important, if it is intended that users can give their
informed consent regarding the usage of their information. The implementation of privacy
in the system needs to be transparent for the user so users can give their informed consent
[44].

2 Awareness

Another important issue for users is awareness. Users should be aware that their infor-
mation is collected. For example, system should provide its users the information that
there are sensors present in the area and data is collected [11]. Systems and services
should also inform users about what kind of data system or service needs from user to
provide service [6]. It would be useful for users, if this information could also give users
an idea of possible consequences of the usage of the service and then let users decide
whether they want to use the system or service [6]. It would be beneficial for the user if
applications and services could inform users about possible privacy consequences and
thus mitigate the privacy violation risks users encounter [ 74]. Important means to improve
user and public awareness regarding information collection and privacy risks could be
media attention and education [18].

3 Control

The third important aspect for users is the control of the data. Controlling data means that
users have right to access data and possibility to choose how it is used. It should be pos-
sible for users to define who gets their data [7]. Especially regarding location data, users
would like to have the control and responsibility of sharing the data [7]. In addition, there
should be features in the applications and services, which let users choose different kinds
of privacy approaches in different situations, for example regarding to how they want to
be noticed, what kind of choices expect, and do they give consent or not [16]. However,
Hert et al. [40] ask that should not users whose data is collected, also have access to, for
example, profiles defined based on the data? From user perspective, this would be very
beneficial, because it could help against information asymmetry, which users have re-
garding service providers. However, Hert et al. [40] also point out that there are obvious
problems in this approach, for example, profile information can be trade secrets and ser-
vice providers can have intellectual property rights to the profiles. Nevertheless, if users
had access to these profiles, it could also help them to understand how intelligent services
make decisions and suggestions based on the data collected from the users. [40]
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8.5 Technical safeguards

Intelligent environments can contain both, privacy preserving and privacy threatening
technologies [41]. It is important to remember that though technology is a source for many
privacy problems in intelligent environments, it can also offer solutions for these prob-
lems [45]. This is possible if technology is developed to serve humans and not the other
way round [12]. On the other hand, technology-based solutions for privacy are never per-
fect. There are multiple perspectives towards privacy, which is likely to cause conflicts
[4]. There are also requirements, which seem hard to develop. For example, privacy pre-
serving technologies need to be flexible and context-dependent [41]. There are also pri-
vacy principles to be considered, such as making sure that technology is transparent and
collects only the needed data i.e., fulfils proportionality [45]. In addition, according to
Karyda et al. [41], to be safeguards, the systems need, e.g., notice, choice and consent,
anonymity and pseudonymity where applicable, and security. Chatfield and Hexel [22]
mention that from infrastructure perspective, privacy safeguarding should allow anony-
mous interaction, prevent tracking, and prevent exposure of personal information.

The reviewed literature also presents some categorization for privacy preserving ap-
proaches. For example, Bettini and Riboni [74], classify privacy preserving approaches
according to access control, obfuscation, anonymity, cryptography, and privacy-preserv-
ing data mining. In addition, it should be considered that privacy model used behind tech-
nical solution affects to it. For example, Schaub et al. [63], model privacy as follows: user
(containing information sources and disturbance), environment (consisting type and enti-
ties, which also have type and capabilities), channels (how user and his/her data can be
observed or disturbed), and activity (consisting of type and actions). This kind of models
used in development effect on how privacy is seen in the system and what kind of threats
are potential risks. Naturally, this affects the provided solution. If the model is inappro-
priate or inadequate, also the solution may be insufficient.

The following sub-sections discuss the technology-based safeguards presented in re-
viewed literature. Safeguards are categorized to 1) Mechanisms, 2) Solutions, 3) Sensor
networks, and 4) Locationing. Each of these sub-sections shortly present different mech-
anisms or solution system types found in the reviewed literature.

8.5.1 Mechanisms

Privacy preserving mechanisms protect users and their data, e.g., from unintentional dis-
closure. They seldom are enough as only privacy solution or safeguard, but they often are
used as a part of them. In addition, one important purpose for privacy preserving mecha-
nisms is to give users the control of privacy, and simultaneously enable the development
and usage of intelligent services [20].
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1 Encryption

Encryption of data or encryption of communications is one important tool for protecting
privacy [9]. Cryptography or encryption as a protection mechanism is mentioned in [6]
and [11]; however, in many articles it seems to be assumed that for privacy reasons, data
in storage or in communications should always be encrypted. However, in sensor net-
works, this is not necessarily possible, because sensor properties limit the possibilities for
encryption. Encryption of the data requires resources, such as energy, processing capa-
bilities, and time, and these are not granted in sensor networks. However, there has also
been propositions related to encryption mechanisms, which are not that costly computa-
tionally, and which could possibly offer solutions. For example, Li et al. [79], present a
privacy mechanism, which is based on homomorphic encryption.

2 Authentication

Authentication mechanisms are important for services providers’ perspective because
they allow service providers to charge for their services, or profile their users. It can be
important also for users, to make sure that only user is able to access information consid-
ering them. On the other hand, anonymity in, for example, locationing system means bet-
ter privacy for the user, thus authentication may also be against users’ interests. In some
studies, authentication is seen as a security issue [7], rather than its potential of being also
a privacy problem. Thus, there is a need of balance between privacy and collection of
sensitive data for authentication purposes in intelligent environments [52].

In reviewed literature, there has been a proposition regarding to trust-based authentication
[52]. El Husseini et al. [52] present a trust model, which is associated to Elliptic Curve-
based Secure Authenticated Key Agreement (EC-SAKA) authentication protocol. Their
model first establishes a level of trust between entities and then authenticates if the trust
level is high enough. Trust evaluation in the model does not have to use sensitive infor-
mation, thus it protects user’s privacy. In addition, it is more flexible for users’ needs than
strict security policies would be. [52] This is good for the user because privacy issues
often change according to context, thus pre-made rules may not respond to users’ needs.

3 Anonymization

Anonymity mechanisms and pseudonyms are considered or mentioned as privacy pre-
serving mechanism in many of the reviewed literature, e.g. in [6; 7; 16; 28]. Hill et al. [9]
see anonymization as another tool for protecting privacy, and note that e.g., both, location
and identity, can be anonymized. It is also possible to use anonymization for data hiding
purposes. For example, in Hill et al.’s [9] solution, service data locations are hidden by
anonymizing them, thus even though data is accessible via service, adversary cannot
breach into it, because it is not known where it can be accessed. Thus, anonymity can be
a powerful tool in protection privacy. Lehikoinen at al. [31] even say that anonymity
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could be main enabler in maintaining privacy in ubiquitous computing and its applica-
tions.

However, there are also restrictions related to anonymity and pseudonyms, and their use-
fulness as a privacy protection mechanism. For example, they will only work if also no
biometric, location, audio, or video data is collected simultaneously, because otherwise it
is possibly to derive links between anonymized persons and their true identities [12].
There are also other issues related to easiness of breaking the anonymity. For example, in
Chau’s and Little’s study [67], in case of k-anonymity, even though data is less precise,
anonymizer should still know what parameters are those appearing also in other datasets.
This is not always certain especially in intelligent environment with many services and
devices, and it might be possible to break the anonymity by combining enough data. In
addition, according to them, historical data in intelligent environments may also be a
problem, because more "intersections" of data may appear. These narrow the dataset and
make it easier for adversary to identify the user. Additionally, cross sections of separate
queries in same dataset can also cause this problem. According to Chau and Little [67],
differential privacy (DP) can combine data from different sources better than k-anonym-
ity. It aims to keep probability of any result as the same regardless the individual prefer-
ences, which is good for privacy. However, it limits the utility, because user will not get
his real preference over the probability limit. In addition, the interactions between people
in the smart space can make the DP insufficient in privacy sense, because interactions can
be trackable or make the dataset unusable. [67]

Another difficulty is difference in interests between data owner (who controls data col-
lection) and users (who would like to be in control) [18]. In order to offer services and
e.g., profile users, data owner needs to know who the users are. Anonymity, pseudonym-
ity, unlinkability, and unobservability make this harder (if not impossible) for the service
provider [18]. Completely hidden users would also make developing new services possi-
bly pointless and possibly impossible, which is not necessarily an ideal situation. Malik
and Thomson [44], also raise an interesting question related to consent and privacy laws
in case of unlinkable anonymity. They state that some privacy laws may not be applicable
if the user is unknown and using pseudonyms.

4 Obfuscation

Obfuscation is based on idea that when information is less accurate, it is also less sensitive
[74]. In general, this can be achieved by generalizing collected information or mixing it
with fake information [74]. For example, in case of location privacy in wireless networks,
Jiang et al. [25] list that privacy sensitive information, which could be obfuscated, in-
cludes time, location, sender and receiver id (MAC), and content.
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5 Unlinkability and unobservability

Wright et al. [28] mention unlinkability and unobservatibility as privacy mechanisms. If
it is not possible to combine collected information or data with some other information,
privacy is possible better preserved than in case of linkable data. In addition, if some
information or data is not observed at all, it may stay private more probably. However,
by linking and combining other data and information, it may also be possible indirectly
disclose information, which is not directly observed.

8.5.2 Solutions

Reviewed literature presented many different solutions for various privacy problems and
issues in intelligent environments. This section roughly categorizes solutions into 12 dif-
ferent groups according to their type and presents their main characteristics. Categories
are: 1 awareness systems, 2 identity management systems, 3 access control, 4 data re-
striction-based systems, 5 middleware, 6 protocols, 7 user privacy preferences-based sys-
tems, 8 anonymization, obfuscation and pseudonymization based systems, 9 personal pri-
vacy assistants or agents, 10 avoiding the use of centralized services or third parties, 11
using trusted third parties, and 12 ontologies for modelling privacy legislation.

1 Awareness systems

Awareness systems try to increase users’ awareness of privacy issues. Their idea is to
present privacy information related to some area directly in users’ devices and possibly
allow users to make meaningful choices based on this information. For example, when
user enters building, user’s phone could show a notification to user that this current build-
ing is collecting location information. User could then be instructed, e.g., to turn the Wi-
Fi off, if user does not want to be tracked. In addition, if awareness system has context-
adaptive privacy mechanisms, it can help users to understand how their decisions affect
to their privacy [91]. This kind of systems can alert users, provide advice, or automate
privacy adaptations [91].

This kind of awareness systems are analysed regarding to their anonymity in Dritsas et
al. [16], however, this study does not present a solution of its own. Konings et al. [69]
propose prifi beacons, which would broadcast privacy information to all devices in area.
Their solution uses information frames in normal Wi-Fi beacon frame format (IEEE
802.11 standard) to carry privacy information. In user’s device, privacy client would then
present this information to user in privacy awareness interface [69]. In later study, same
authors (in different order, Schaub et al. [91]), analyse context-adaptive privacy in prac-
tice. Their solution uses privacy beacons in devices (which are essentially based on same
idea as prifi beacons), which could send out information about privacy implications of
the device. These beacons would be like privacy notice of the device. The study parallels
this approach to web-site privacy policies [91].
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2 Identity management systems

Identity management systems try to solve the conflict between service provider’s need of
identifying users and user’s need for anonymity. In addition, identity management sys-
tems should allow users to preserve their privacy by allowing user to configure how the
system presents subsets of user identities [16]. Important for this kind of systems is that
they provide only the necessary subset of certificate to the service, thus the system must
be able to determine which parts of the certificated are needed in which context [76]. In
addition, the system should have an anonymous credential system, which is able to send
proofs that user has certain attributes but not reveal their exact value [76]. According to
Dritsas et al. [16], identity management systems should have context sensing, determina-
tion of situation, choice of appropriate identity, and setting of authentication and services.

As an example of this kind of system, in [86], Hernandez-Ramoz et al. propose an [oT-
security framework and apply it to smart building environment. Their system contains an
identity manager, which handles the privacy issues. It uses pseudonyms for anonymity
and proof of credentials to achieve minimum data disclosure. In addition, the system con-
tains another component, called a group manager, which enables secure data sharing be-
tween entities. The system gives entities full control over how their data is shared and
involves trust calculation of other entities [86].

3 Access control

Access control is important for protection of privacy and personal information [44]. How-
ever, access control alone does not provide protection against information leaks to trusted
or partially trusted parties [67]. Thus, access control mechanisms should provide ano-
nymity against inside and outside parties and enable accountability [64]. There are also
some limitations following from access control. For example, because policies are de-
fined beforehand, it is hard to react unexpected situations [67]. There may also be possi-
bilities to gain information in a way, which was not considered in access policy [67]. In
addition, too strict access policies can lead to restrictions in services and can be a limita-
tion to useful services [67]. As an example of a system using access control for privacy
preserving mechanism, Vagts et al. [57] present a system using object-oriented world
model (OOWM) as a central component, where sensors provide data in intelligent envi-
ronment. In their system, privacy is enforced to centralized system through access control
and it is capable to also combine privacy policies from different stakeholders, such as
user, service provider, and privacy laws [57]. In Wendzel et al. [59] proposition for build-
ing automation architecture, role-based access control is main responsible for privacy.

4 Data restriction based systems

Reviewed literature had some propositions, where privacy preservation was based on data
restrictions. For example, in Vagts et al.’s [57] OOWM-based system, if person is tracked,
the system collects only information of that particular person and only as long as the goal



115

of the tracking is achieved. This is called task-oriented data collection, and it helps pre-
serving privacy as well as restricts the amount of information the system needs to collect
[57]. In [10], Hong and Landay present Confab, a framework for privacy-sensitive ubig-
uitous computing applications. In their framework, data is stored in infospaces in users’
own computers, and data flows between these infospaces. Confab has its own extensions,
for example, for providing location privacy. In Confab, the user has the power to restrict
information in the system, in addition, user also decides what information is disclosed
and to whom [10]. On the other hand, there are also systems, which use other device to
restrict the information, which is possible to collect from some other device. For example,
in Wang and Yang [58], device’s radiation pattern is altered by using linear smart antenna
array to prevent locationing of the device.

5 Middleware

Some privacy and security solutions in intelligent environments are based on middleware,
which adds a layer between different kinds of devices and systems in the environment.
Middleware can, for example, convey data and information between different systems or
devices, and offer services, such as privacy or security related services or data combining,
filtering or analyzation services to environment. For example, Beresford and Stajano [1]
present mix-zone, which is a technique for preserving location privacy in intelligent envi-
ronments. In their proposition, a trusted middleware helps users to hide their identity, and
it is used as an anonymization proxy between users and applications [1]. In [9], Hill et al.
present HESTIA-middleware, for e.g., smart buildings. It is designed to provide different
kinds of security and privacy mechanisms, such as access control, intrusion detection, and
anonymity, for the environment. In addition, it helps to solve the problem related to het-
erogeneous components used in large-scale intelligent environments [9].

It has also been proposed that middleware could be used to force privacy regulations and
legislations to services [23]. Service provides would not have any control to middleware,
and in the middleware, services could be elaborated with minimum amount of infor-
mation, and thus, data disclosure is prevented [23]. Based on this kind of ideas, Lioudakis
et al. [26], present a privacy middleware, which is designed to act between users, service
providers, and the law. In their solution, middleware has a "discreet box", which is a
proxy within service provider but controlled by privacy authority. All client data pro-
cessing happens in this box. Thus, it is not possible that service provider could abuse
users’ data, because it is not controlled by service provider [26].

6 Protocols

Reviewed literature contained one proposition regarding protocols, which could help pre-
serving privacy in intelligent environments. Ackerman [6] discusses P3P (Platform for
Privacy Preferences) labelling protocol. In intelligent environments, P3P could be used,
for example, to help user to give their informed consent to services regarding privacy.
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P3P could also help users by comparing services against user’s privacy preference, or by
informing changes in service policies, saving user the trouble of reading privacy policies

[6].
7 User privacy preferences based systems

Many privacy protection propositions in the reviewed literature were based on the idea of
giving user the possibility to define his or her privacy preferences. Price et al. [14] pro-
pose a model for user to control privacy. In their model, a proxy acting on behalf of the
user keeps track of appropriate regulations. It also tries to help users to compare possible
privacy consequences, to achieve this, the solution uses organizational trust databases
[14]. In a privacy scheme presented by Pallapa et al. [34], the user can set privacy level.
In addition, the scheme uses context-based weighs in adjusting privacy. These weights
are derived from survey of privacy preferences, which is made to users [34]. In [48],
Panagiotopoulos et al. discuss their model consisting activity spheres, in which in and out
going information flow could be limited. Users could define and apply their preferred
privacy policies to each sphere and thus control their privacy.

Two studies also considered privacy in building automation systems. In [78], user can set
policies for sensor data concerning them, thus it is possible, e.g., that building managers
can access only aggregated data regarding users, and not individual. In [81], Pallapa et al.
discuss how different numerical privacy values could be attached to information collected
by smart environments, and based on them determine, whether the information can be
used or not. However, they note, that this approach would require many user interactions,
as users should define how they value the privacy of all different information. Thus, the
approach is not very feasible in smart environments. In [81], the researchers propose
adaptive systems for privacy preservation. Their system limits the user interactions and
takes into account user behaviour and interactions between different user and environ-
ment.

Though in principle it is a good idea to let the user decide the level of appropriate privacy,
it has also been criticized for transferring the responsibility of privacy entirely to the us-
ers. The task of preserving privacy in intelligent environment is impossible for the user
because it is not fair to assume that user could be aware of all the issues related to pre-
serving privacy. Thus, the system designers and service providers should have their re-
sponsibility too. User should be able to decide their privacy preferences, but the system
should make this possible and understandable for the user. There should also exist clear
rules for the cases when something goes wrong. These kind of issues on their behalf be-
long more for the legislators.

8 Anonymization, obfuscation and pseudonymization based systems

The reviewed literature contained some propositions for anonymization, obfuscation, and
pseudonymization based privacy preservation techniques. Some of the propositions also
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combine all these. In addition, these methods can also support each other. For example,
if user wants to give more obfuscate information for the service but service cannot accept
it, user anonymization could be one solution [74].

In [1], Beresford and Stajano present mix-zones to help preserve user privacy. In their
proposition, users use pseudonyms as their id. When user enters mix-zone, the pseudonym
changes. For this reason, user is not trackable when he or she comes out mix-zone. How-
ever, Beresford and Stajano mention that mix-zone has similar problems as other pseudo-
nym-based systems. That is, adversary with historical information can calculate probabil-
ities and link pseudonyms, even if users change them and the mix-zone is large [1].

Chatfield and Hexel [22] discuss privacy related to intelligent environment services in
their article. According to them, if it is intended to avoid excessive information collection
in intelligent environments, environments, user management and service delivery should
be separated. They discuss the Scalable Privacy Aware Communication Environment
(SPACE) architecture, which gives users secure methods for select what information user
discloses, enables anonymous interactions, and uses third party identity management for
identity management. The usage of third-party identity management is for preventing
traffic analysis-based identification of the user. In their system, user information requests
go through third party anonymizer to user-controlled proxy. User can use templates to
provide only user selected information for the services, templates are digitally signed, and
service evaluates their trustworthiness before allowing user to use the service. In addition,
user can use services anonymously. When personal information is needed, Kerberos iden-
tity broker is used for key exchange and managing access to restricted services. [22]

In their location privacy related solution, Jiang et al. [25] obfuscate the location infor-
mation by anonymizing user node identity by changing pseudonyms. In addition, their
method uses silent period between pseudonym changes and decreases the precision of
location algorithms to make tracking of user location even harder.

9 Personal privacy assistants or agents

"A privacy agent" is a software, which will automatically take care of user's personal data,
considering user context and situation [42]. It allows user to define privacy policy and
has data manager to manage disclosure of personal data [42]. Agent will automatically
apply user’s privacy preferences and limit services accordingly [12]. In addition, it may
also prevent services, which conflict with user preferences [12]. Thus, agents can be con-
sidered as privacy controller components because they are responsible for knowing users’
policies and service providers’ policies and can match suitable users and services [90].
This kind of privacy agents can also be a single point access to user information, so they
can offer some kind privacy protection to user as well [29]. However, agents alone are
not sufficient for privacy protection, nor they can completely automatize user’s privacy
management [12].
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10 Avoiding the use of centralized services or third parties

Paz-Lopez et al. [72] propose a service architecture, where users directly control and mi-
grate the components of their selected services to any platform. Due this direct user con-
trol without any external parties or centralized services, privacy is better. However, this
kind of system also can have security and privacy problems, depending on how this mi-
gration of information is implemented [72].

11 Using trusted third parties

Though [72] considered using third parties as a privacy risk, Hong and Landay [10] dis-
cussed the possibility to use trusted third parties to save sensitive information. From ser-
vice provider’s perspective, this could possibly ease the handling of sensitive information,
when the responsibility is on third party. However, there are many questions, such as how
to make sure the third party is trustworthy and how the responsibilities are shared between
parties.

12 Ontologies for modelling privacy legislation

One difficult problem for service providers is how to implement privacy in such a way
that it considers privacy legislation. One solution for this is ontology-based systems. For
example, in [23], the system uses privacy ontology for forming and describing personal
and service data types, and their privacy related relations. However, ontology should be
as detailed as possible to cover all possible situations [23]. This coverage, however, is a
problem for ontology-based privacy management. It is very difficult to cover all the pos-
sibly situations, because of the dynamic and changing nature of the intelligent environ-
ments.

8.5.3 Sensor networks

According to Rios and Lopez [56], in sensor networks there are two approaches for pri-
vacy protection, privacy-by-design, and privacy-by-policy. Privacy-by-design means that
privacy is built in technologies, systems, and services, and that technical solutions and
mechanisms protect the users’ privacy. Privacy-by-policy means that this protection is
acquired by policy means, rather than technical.

There are many privacy threats typical to wireless sensor networks. The network can re-
veal information of itself, but also events in network can be monitored, which can reveal
information about network’s users [56]. Threats may be from outside or inside source,
however the adversaries threatening network privacy often come from outside sources
[56]. On the other hand, adversaries coming from inside may threaten the social privacy
of network’s users. This means that e.g., owners of the network could analyse and collect
data related to users without user consent. [56]
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Reviewed articles present the countermeasures against threats and measures for protect-
ing privacy in wireless networks. Network level countermeasures include hiding the lo-
cation of access points [3], making devices unidentifiable in the network [3], usage of
secure channels to prevent obtaining of requests and avoiding recognizing client’s net-
works address [74], encryption of communication between nodes [2], access control [2],
restrictions to sensitive and detailed information collection in the network [2], and dis-
tributed queries in such a way that no single node has access to whole message [2].

Some studies also propose sensor level privacy solutions. For example, in Hong’s and
Landay’s [10] study, privacy protection is provided in decentralized way using Confab-
toolkit. Ortmann et al. [27] propose virtual sensors for privacy protection, because one
sensor can split up to several and offer different privacy for different users. In addition,
the solution proposed in [27] tries to prevent the recording of sensitive data at all without
user consent. In [89], the solution aims to allow users control and limit the privacy risk
when sharing sensor collected data. This is achieved by using blurred controlled data
flows between services and users to allow partially access to data.

However, many of these solutions may also have restrictions, for example, encryption is
not always possible due to resources (computing capacity and energy) [2]. When protec-
tion mechanisms for the wireless networks are planned, they should also consider adver-
sary models, for example, is the threat internal, local, or global [56], because needed pri-
vacy mechanisms also depend on adversary model [74]. In addition, holistic privacy pro-
tection in wireless network also requires that other levels, such as application level among
network and sensor level are considered [56]. However, application level privacy was not
further considered in reviewed literature.

8.5.4 Locationing systems
1 Location protection

For protecting location privacy, many articles mention several measures for achieving
this. Rios and Lopez [56], present a taxonomy for location privacy preservation in which
protection of location privacy has been done by node anonymity or by traffic pattern pro-
tection. Both cover different approaches and techniques for protection. In addition, some
other articles list measures and mechanisms for protecting location privacy. For example,
privacy preservation in location services may be based on sanitized locations, spatial
cloaking, space transformations, k-anonymity [87]; or masking, e.g. using k-anonymity,
pseudonymity, or location spheres [44]. There are also different kind of approaches, for
example, Casal [7] presents that trusted third party could maintain location information
instead of service providers.

There were two studies presenting obfuscation or anonymization-based location privacy
protection. According to Li at al. [17], privacy is protected by mitigating the tracking of
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nodes. This is achieved by anonymization and by allowing nodes to do the identified
update at the times they change velocity. In Chan’s and Abbas’s [68] study, location in-
formation is obfuscated by altering RSSI values in such way that location calculation is
harder. However, this solution can only protect location information to some extent.

Reviewed literature also presents new approaches for location privacy. For example,
Gschwandtner and Schindhelm [53] base their solution to WLAN beacons. The idea is
that for privacy friendly locationing, infrastructure should offer information to users to
locate themselves without exposing location to infrastructure. This requires that infra-
structure sends information to device without device exposing itself to infrastructure. In
the article, beacons send information to devices, and devices then calculate positions and
user can then decide for who to give location information. [53] Laoudias et al. [62] also
base their solution on computing location in user device. In this solution, locationing is
done by transferring radio map on user’s device, thus avoiding the need of centralized
service for locationing.

Location based authentication solution, where user does not have to send any location
data to service provider, is presented by Chen et al. [75]. This solution uses carrier fre-
quency offset (CFO) to encrypt user’s device’s address header. CFO is only known by
the intended service provider thus no adversary can decrypt the header. In this solution,
the service provider authenticates the user roughly using multipath profiles. User location
is set to certain area and is sufficient for this kind of authentication. [75]

Konstantinidis et al. [87] present a solution, which allows user to locate through indoor
positioning service, but using user defined probability of location information, thus user
decides the location probability the service provider can get. However, this approach only
preserves privacy in certain conditions, for example, it assumes that the attacker 1s passive
and does not have background information to combine the data with [87].

Marias et al. [19] present approach based on distributed location information. In this ap-
proach, location information is divided to the different independent servers where service
providers get the information pieces and combine it if the users have given permission.
This improves privacy because only user permitted service providers have access to all
location information. [19]

Though there are many solutions for preserving location privacy, they are not perfect.
Regardless of solution, it should be remembered that solutions for privacy problems in
intelligent environments are complex and solving only location privacy is not enough,
because environment can contain variety of different kind of services [67]. Thus, success-
fully protecting users’ location privacy is not enough, because if there are flaws in other
services, it is possible that also user’s location is possible to track through information in
other services.
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2 MAC address protection

In many locationing systems, privacy protection is focused around protecting MAC ad-
dress. This is important, because based on this address user device is identifiable. Devices
broadcast their MAC address constantly when they are searching for available wireless
networks. Access points collect these addresses along signal strength. Based on this, dis-
tance to device can be calculated and by using several access point data, it is possible to
triangulate the device’s position. In addition, even triangulation is not necessary for
coarse locationing. Thus, to prevent locationing, it is important to protect MAC address.

In Gruteser’s and Grunwald’s [3] study, disposable, short-living MAC addresses are pro-
posed for privacy protection. These addresses should be implemented so that they are
unlinkable and cause minimal amount of network disruption. In addition, it would be
good if the implementation does not require additional devices or antennas. There are,
however, some problems in this solution. Randomly selected MAC addresses may cause
collision problems in the network. In addition, it could still be possible to link address
and device for example by using statistical methods. [3] The unlinkable, changing MAC
addresses are also proposed by Horng et al. [54]. The solution uses silent period in gen-
erating MAC addresses to overcome some privacy problems. The solution gives user the
ability to control privacy disclosure, so that user can choose to give no information to
untrusted parties, but on the other hand, have granularity in privacy for trusted parties.

In He’s et al.’s [8] study, the usage of authorized anonymous ID to replace MAC address
is proposed. In this solution, service provider knows only that the user has right to use the
service but is unable to identify the user. The Id used in solution is generated by using
cryptographic blind signature [8].

However, there are also locationing propositions in literature which do not see any pri-
vacy problems in the usage of MAC addresses. For example, Picone et al. [49] claim that
locationing approach presented in it has no privacy problems in system level, because it
1s not storing any identification or MAC address. However, there might still be some
privacy problems in application level and using, for example, statistical methods, it is
possible to combine MAC address and device.
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9. CONCLUSIONS

In this thesis, privacy in intelligent environments was studied. The study was conducted
as a systematic literature review. Collected data was analysed by identifying concepts and
factors affecting privacy in intelligent environments. The identified concepts and factors
were categorized under different perspectives. Connections and relations of the identified
perspectives, concepts, and factors were also modelled.

The study forms a holistic view of privacy in intelligent environments. It identifies 7 main
perspectives: functional, data, societal, social, service provider, user, and technical. Con-
cepts and factors related to these are studied, and in addition, privacy threats and safe-
guards identified in literature are considered through these perspectives.

Main result

Figures 1-5 present the main findings of the thesis and to remind the reader, figures 1, 3,
4 and 5 are again presented in this chapter using same numbering. All research questions
were answered and the aim of the thesis, forming holistic view of privacy in intelligent
environments, was fulfilled. Summarizing, privacy in intelligent environments is com-
plex, and safeguarding it requires considering multiple perspectives simultaneously. Con-
sidering application and new technology developers, privacy is an issue which should be
considered carefully, as consequences for losing it can shape entire societies towards un-
known directions. This is not always understood, if privacy protection is diminished and
simplified e.g., to data encryption. Instead, all relevant privacy dimensions and aspects
should be considered.
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Figure 1: Privacy concepts and their relations in the context of intelligent environ-

ments.

Figure 1 shows different dimensions and aspects related to privacy. To which extent these
are relevant in different situations depends on context. However, when, for example, pri-
vacy impacts or effects of some new technologies are assessed, it is important to be aware
that privacy can be viewed from many different perspectives. It is then up to consideration
which of these issues are more important than others in current situation.

Privacy has also many dependencies and trade-offs. As privacy dependencies cover and
overlap several levels, e.g., societal, user, service provider, data and technical, privacy
issues in intelligent environments will have to be managed. According to Hong and
Landay [10], this can happen e.g., through technology, legislation, corporate policy, and
social norms. These overlapping, multilevel privacy dependencies, aspects, and dimen-
sions are one cause for the difficulties in privacy design and even its definition in intelli-
gent environments. Even simple applications of intelligent environment technologies may
have complex, unexpected effects on privacy, and even though they could be solved eas-
ily, e.g., on technical level, the solution may still not provide enough privacy protection
in other privacy levels. Due to this complex dependency-dimension-relation “network™
it may even be difficult to understand and realize what all possible privacy issues the

developed system may potentially have.

One location privacy related example of this kind of unexpected privacy effect and a
demonstration of complexity in assessing privacy impacts was discussed in news article
published January 2018 in Tivi [115]. According to article, activity wrist bands had un-
intentionally exposed locations of some US military bases. Personnel had used activity
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wrist bands while, for example, jogging or cycling. The problem occurred when the map
regarding user activity had been published in the internet by the wrist band manufacturer.
From the map, it was possible to see and guess the US military base locations in Middle
East area, though these locations were not visible in ordinary maps. [115]

This is a good example how surprising privacy problems can occur especially with loca-
tioning applications. In this case, according to manufacturer, it was possible to use privacy
options to inactivate the location sharing [115]. The question however is, were the users
aware of this and was the sharing on by default. These kinds of things are issues that
should be considered while defining privacy impacts and designing privacy implementa-
tion in the products. This kind of impact analysis requires holistic understanding of pri-
vacy issues, which are relevant in the specific context. This thesis with its holistic view
aims to help in this.

Figure 3: Perspectives, their concepts, and relations.

One part of the holistic view on privacy is presented in Figure 3. In it, privacy perspectives
and their categories consisting of concepts and factors are presented, as well as main con-
nections and relations between them. When privacy is viewed through perspectives (func-
tional, data, societal, social, service provider, user, technical), this kind of connections
exist between perspectives. These also summarize key issues from chapter 5.

In Figure 3, functional and social perspectives mainly present what privacy is. Privacy’s
functional perspective consists of cross-dependent concepts of control, boundary, appro-
priate disclosure, and process. Privacy is also often defined using them.

User applies or uses privacy through functional and social perspectives. Control has an
essential part in this. Control is something that can enable or disable privacy, depending
on who has the control. If privacy, and among it this ability to control, is taken away from
individual, in its core, this threatens the autonomy and freedom of this individual. This
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should always be remembered when the decisions regarding privacy are made. For the
user, privacy can also be e.g., a tradable asset or a measure for social regulation

User needs privacy as a boundary and as an enabler of information disclosure, which fits
to context and situation where user is currently. This is often a problem in intelligent
environments, because to make correct decisions, users need information about the envi-
ronment’s privacy issues, which can be different than users intuitively assume. Another
problem is that applications and services often fail to catch the personal needs of their
users and fail to implement nuances of privacy in technical systems. However, for good
user experience, proper privacy control possibilities in services or applications are essen-
tial.

It can be seen in Figure 3 that user has data, and from data perspective, there can be
identified different factors affecting privacy. These factors are physical nature of the data,
data detection devices, data granularity, data quantity, data type, data accuracy, data us-
age, data flow, and context. Data needs protection because it can be sensitive, and data is
“the essence”, which privacy protects. Service provider is collecting this data and when
assessing privacy impacts of new intelligent environment service or application, all data
factors and their possible effects on privacy should be considered. These are also neces-
sary to consider, if the goal of the service or application is to provide best possible service
with lowest possible privacy intrusion.

As Figure 3 shows, service provider and user in the context of intelligent environments
have many connections. Service provider is using and/or developing technology to give
services. User has privacy needs, which service provider should consider to gain trust and
acceptance from users. Between user and service provider is information asymmetry, as
user is the one who gives information, and service provider the one who receives it. To
give information, user needs to accept the service and trust it. Service provider cannot
provide service without these two, because if user does not give data, there is no service.

Figure 3 shows that user needs protection and is protected by laws and regulations pre-
scribed by society. Privacy also protects user. Service provider must comply with laws
and regulations. However, despite that user is protected, there is often imbalance between
service provider and the user. Users of the service may not know what the terms of usage
are, or what information is collected and where it is going, thus users do not understand
how the use of the service affects to their privacy. Users can be in a situation, where they
cannot make informed decisions, though nowadays e.g., GDPR tries to help users in this
by obligating service providers to give information and asking users’ consent. Users also
do not always have means of negotiation about the terms they trade their privacy as some-
times user has to use some service and accept its terms.

Finally, figure 3 shows, how society sets laws and regulations, which limit or empower
technical perspective. Technology can be protector or violator; it has the power to enable
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or threat all privacy’s functional and social properties. Technology is also a shaper; it
changes how privacy is understood and what information is private.

In Figure 3 societal perspective is also affecting to some privacy properties, such as free-
dom and democracy. Privacy and how society sees it and values it, is constantly chang-
ing. For example, privacy legislation is changing because new technologies, different
kinds of crisis, and society’s needs for security undergo changes when time passes. Pri-
vacy is not static, it means different things, has different kind of value, and has different
role among different groups of people in different times and contexts, thus privacy and
its meaning at societal scale is always evolving. However, privacy has long been basis
for democratic societies, and intelligent environments can threat this, if consequences of
the usage of these technologies is not widely considered and understood. This is one of
the reasons why holistic analysis regarding privacy is needed to enable wider understand-
ing of these issues. Developers of new technologies should not consider privacy as some-
thing that is secured simply by encrypting data. They should at least understand that there
are risks involved if privacy is not considered thoroughly.

In this thesis, this holistic, perspective-based view of privacy is complemented by also
examining privacy threats and problems. Figure 4 presents these. They are organized us-
ing same perspectives when applicable.
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Figure 4: Privacy perspectives with their problems, threats, and concerns.

In Figure 4, from functional perspective, privacy threats are privacy violations. In re-
viewed literature, these were mostly concerning different kinds of border crossings, e.g.,
person’s borders regarding personal data disclosure were violated.

Figure 4 shows that data perspective related privacy problems and threats are amount of
collected data, type and quality of the data, data errors, ubiquitous access to data,
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analyzation capabilities, storage capability, re-usage of data or out-of-context data, man-
agement of data and data transparency. These threats and problems can focus on users or
service providers and if they spread further and cause large-scale problems, entire com-
munity or society can suffer from them.

In Figure 4 can be seen that service provider related problems are multiple stakeholders,
low acceptancy, quality of privacy, and privacy in practice. Service provider needs to
offer acceptable products to sell them, thus service provider problems are close relation
with user perspective problems and threats. Multiple stakeholders in service environment
can make achieving this more difficult, as user experienced privacy in intelligent envi-
ronment can depends on multiple service providers. It is not necessarily easy to coordinate
privacy issues between all stakeholders, because there can be different interests.

User perspective in intelligent environments has following problems and threats: disclo-
sure of personal information, constant monitoring or surveillance or profiling, technology
and/or policies does not reflect privacy needs, users’ lack of awareness, control, and skill,
distinguishing what is private and what to share, data sharer and data collector/service
provider relationship, loss of or limitations to freedom to choose, and giving “real” con-
sent. Many of these are also service providers’ problems, as they need to develop services,
which users can accept, and all these problems have the potential to lower the acceptance.
For the user, greatest challenge is to understand consequences of giving consent of the
usage of some personal data. Depending on the user, the task may be impossible in intel-
ligent environments. Though all the data flows and usages would be explained to user, it
may still be difficult to realize all possible effects and risks. Even the service provider
would have done everything as laws obligate, and carefully implemented the service,
there 1s always possibility of a human error, which can give adversaries the opportunity
to steal the data.

Data sharer (user) and data collector/service provider relationship is tangled when it is
viewed through perspectives, and same is applicable also here with problems and threats.
One recent example of this was a news article related to robotic vacuum cleaners, which
had collected location information about furniture in users’ homes [113]. Now the data
collector wanted to sell the collected data to other service providers, such as Google etc.
Though the vacuum cleaner company stated that they are going to ask the users whether
they allow the selling of their information, this is a good example how easily personal
data can run out of user control. If users allow the selling of the data, they don’t have any
control over data afterwards. In addition, though users are asked consent, it is still unclear
whether they can realize consequences. In here, vacuum cleaner company has the interest
of selling data further, but they have the problem of getting user acceptance. Users have
the problem of understanding consequences if they give consent. If they don’t give it,
they need to trust that the company is not using their data wrong. Some users may reject
the vacuum cleaner due to lack of this trust. Thus, as data collecting abilities are
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implemented in environment or in devices, service providers should also carefully con-
sider possible impacts to their customer relationships.

General technical perspective threats are invisibility and autonomy of devices in intelli-
gent environments, problems in architecture and applications, security and privacy vul-
nerabilities, and privacy threats concerning sensor networks. Many of these are visible
e.g., in locationing services or applications, where threats and problems include user’s
own actions, infrastructure, service provider, external adversaries, Wi-fi networks, track-
ing, disclosure of everything, economical losses, and safety. It’s worth noticing that loca-
tioning problems and threats have links to other perspectives, e.g., some of the threats
concern user, such as safety, user’s own actions, tracking, service provider, and disclosure
of everything. Wide scale tracking can also have societal impacts. Some are more service
provider related, such as infrastructure and Wi-fi networks. External adversaries and eco-
nomical losses can concern both, user, and service provider, and have societal impacts
too.

In figure 4, societal perspective threats are blurring between private and public, privacy
conflicts, violations towards privacy principles, legislation that is not updated fast
enough, economic impacts of privacy breaches, criminal activity, challenges of negotiat-
ing privacy policies, lack of open practices, and lack of research considering privacy im-
pacts. Many of these threats and problems directly impact to other perspectives, e.g., be-
fore GDPR, it was possible to collect MAC addresses from access points and analyse
location patterns from them without informing persons whose MAC addresses were col-
lected. Now this data is personal information and sets data collector to the position of
GDPR’s collector and thus under obligations of GDPR. Without laws constraining what
data can be collected and how, users are in very weak position. However, laws and regu-
lations have the fundamental problem of always being behind technology. Legislation
process is slow, as it has multiple stakeholders and often conflicting interests. There is no
silver bullet for these problems, however, legislation and regulation of technology is nec-
essary, at least when privacy is considered. Technology can obliterate privacy, as well as
protect it. However, laws and regulations set, to which balance is tilted.

Figure 5 shows privacy safeguards and solutions. For preserving privacy in intelligent
environment, protecting data is the key, and measures for protecting data practically cover
all other perspectives. To be protected, data in intelligent environments should first be
protected by the basic information security protection. However, to also protect privacy,
more is needed. First issue is to engage all stakeholders in environment to cooperate,
because privacy in intelligent environment does not stop at the border of the service pro-
vider’s own service. Devices can exchange data and sensors measure beyond these bor-
ders. Next, combination of technical and regulations is needed. As it has been shown in
this thesis, holistic view on privacy clearly shows, that privacy protection in intelligent
environments is not achieved by using technical solutions only, and in addition, providers
of technical solution sometimes must be forced to build privacy into their applications.
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For this, regulations and laws are needed. Last step is holistic assessment of impacts the
technology causes. For this, again understanding of the holistic view is needed, otherwise
important impacts may get overlooked.
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Figure 5: Safeguards and solutions with their privacy perspectives.

As part of this holistic protection, Figure 5 shows measures which can be consider in
different levels. Societal perspective safeguards are up-to-date efficient laws, data protec-
tion laws, regulatory means, privacy policies, opacity and transparency. However, laws
and regulations should still try to ensure that there are still reasonable opportunities for
new business and technologies. This is not an easy task, and discussion and demarcation
regarding privacy laws and technology is continuously ongoing, as seen also in this thesis.

To ensure privacy in intelligent environments, service providers and application develop-
ers should make their part by making sure that practises in their organisation enable pri-
vacy. They should also take care that privacy is built in the design of the products, and
design principles and guidelines are used to ensure this. Users using services should have
awareness regarding privacy issues, they should have enough control regarding their data
and their privacy, and they should require transparency regarding privacy issues, e.g.,
privacy functionality and policies that users can understand, if service or application does
not provide it.

Figure 5 also shows technical solutions and mechanisms for preserving privacy. Mecha-
nisms include encryption, authentication, anonymization, obfuscation, unlinkability and
unobservability. Solutions often build onto these mechanisms or their combinations. It is
worth noting that usability of the mechanism might be perspective-dependent, e.g., anon-
ymization can help users to keep their privacy, but it may make billing of the service
impossible, which is not desired by service provider. Thus, there might be situations,
where most privacy preserving mechanisms are not used, because it would be against
other stakeholders’ interests.

Solutions include awareness systems, identity management systems, access control, data
re-striction-based systems, middleware, protocols, user privacy preferences-based
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systems, anonymization, obfuscation and pseudonymization based systems, personal pri-
vacy assistants or agents, avoiding the use of centralized services or third parties, using
trusted third parties, and ontologies for modelling privacy legislation. Regarding these, it
is worth noticing that used literature is old, and this part is probably the most outdated.
However, categorization used here is probably still usable, though solutions inside have
advanced. It’s good to note that some of the solutions are also contradicting, e.g., regard-
ing usage of third-party services. It depends on impact assessment, situation and stake-
holders’ interests, what kind of privacy solution should be implemented.

Summarising, the above is the holistic view on intelligent environments and the main
result of this thesis. It is the answer to the main research question What concepts and
factors are part of or influence on privacy in intelligent environments and how these
concepts and factors are connected? Details of the above are presented in the thesis’s
text, this summary covers “the core”. However, there are lot of important details in the
thesis’s text, which are not brought out in this summary to keep this summary compact.

It was interesting to note that functional and social perspectives, which form a “core” of
privacy, are not much visible in technical literature proposing e.g., solutions to privacy
problems. Technical literature discusses privacy more “practically” through e.g., data and
user perspectives, fortunately, user perspective can cover e.g., control and appropriate
disclosure issues. However, it seems that complex issues, such as how technical systems
could preserve privacy’s role e.g., as a measure of social regulation, or implement pri-
vacy’s context dependent process nature, are not discussed so much in technical literature.
This is understandable, as the issues regarding these are complex and hard to solve. How-
ever, it could be asked whether privacy should be considered in more depth when tech-
nical solutions are developed? Would it lead to more comprehensive solutions, if also
functional and social perspectives were considered more? This same “lack™ regarding
technical articles was also visible through quality assessment of the articles, where it was
noted, that technical articles seldom defined privacy.

Privacy, technology, societal norms, and laws all affect to each other and change each
other. Passing of time and changes in society, e.g., crisis, change how privacy is seen and
understood. It is an ongoing discussion as we today see e.g., regarding corona crisis.
Though health information is considered sensitive personal information, many European
countries now use or discuss using corona-passports to enable different services more
securely. The crisis has also made visible that there exists privacy preserving technolo-
gies, which can be used e.g., in applications giving warnings regarding possible corona
exposures. In these, privacy of the users is protected by using random codes, showing that
with careful consideration of privacy impacts, also sensitive health information can be
used in applications, and simultaneously, privacy can be preserved. However, these pri-
vacy-considering applications have been enabled by GDPR, which was not in forced dur-
ing the data collection of this thesis. Based on the legislative situation before GDPR
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discussed in literature reviewed here, fortunately functioning privacy legislation was in
forced before corona crisis hit.

The results of this thesis could be used e.g., to help assessing privacy impacts in intelligent
environments. They could help seeing if there are some issues or effects missing from the
assessment. On the other hand, holistic view could help in developing better privacy so-
lutions or help outlining the limits of the solution. Research could be continued by updat-
ing the literature and comparing the results to what is presented here. This might give an
interesting history review to development of privacy as a concept and privacy technolo-
gies in intelligent environments. It would also be interesting to know, whether emphasis
in technical literature has been shifted after the literature was collected. Are there still
caps in technical literature in defining privacy before solving a problem regarding it? And
are privacy technologies nowadays considering more context dependency or social regu-
lation? It could be that as GDPR was in forced, it has also forced developers to think more
thoroughly these aspects. However, only updated research could reveal if there has been
that kind of changes.

Evaluation and error sources

Obvious lack of the results in this thesis is that there is no up-to-date literature used. Thus,
the view of the privacy is somewhat outdated, main deficiencies being that new privacy
laws are only shortly considered and only by my own remarks, and they are not analysed
through peer-reviewed literature. Also presented safeguarding technologies are old, and
there can be new solutions and safeguards for privacy threats. On the other hand, pri-
vacy’s basic concepts and their relations withstands time better, and they probably are
relevant still today.

Even though there is a protocol for conducting the study, there still is a lot of room for
interpretation and errors in the process. For example, the selection criteria, data collection
and categorization of the articles are based only on writer’s judgement, and if systematic
reviewed is used in scientific research, it is recommended that there are at least two per-
sons conducting the review. This is a very good recommendation, as descriptions of im-
plementing the protocol in this thesis show, these decisions are sometimes quite hard to
make, especially when trying to ensure that there is enough but not too much material
selected.

Because the number of articles after initial database selection was still high, it was first
difficult to get overview of the material. It was obvious that among the initial selected
articles were many, which were not relevant at all. However, the missing “big picture” of
the material hardened the selection process and raised worries about the consistency of
the selection criteria throughout the material. This part of the process would also have
benefited if there would have been second opinion available.
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Another difficulty was that at first, the selection criteria were not fully ready. They
evolved during the process while the “big picture” was slowly forming. For these reasons,
the selection process was done in several iterations, which made it possible to better en-
sure the consisting selection criteria throughout the material. Without preceding experi-
ence on conducting systematic review, the first criteria were not defined exact enough,
leaving too much room for interpretation, which in practice led to inconsistent applying
the criteria. It took couple of rounds to be able to define the criteria in such a way that it
was possible to keep the selection consistent at least some level through all the articles.
With so many articles, this path of trial and error took a lot more time than initially was
reserved for it, but on the other hand, it taught a lot.

However, despite the defined selection and evaluation criteria, there is always room for
interpretation in the results. And it also became apparent that consistent interpretation of
the criteria is very difficult to maintain when there are over 300 articles to consider. Thus
it is very justified, that guidelines for systematic reviews recommend using at least two
researchers in all stages of the protocol.

The greatest benefit of using the systematic protocol as a research method comes from
the fact that it really forces to think the reasoning behind the selections throughout the
whole review process. In the analysis phase, it makes clear, what is the thought process
behind categorization. It also helps finding new links between concepts. Separated con-
cepts from literature are like pieces of a puzzle and systematic analysis gives rough out-
line of the image the puzzle presents. When the analysis is ready, the image in the puzzle
is both understandable and it should be reconstructable. However, different puzzle makers
can interpret things differently, thus systematic review benefits if there are several re-
searchers making these interpretations. This thesis has only one writer and this inevitably
affects the results.
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APPENDIX A: DEVELOPMENT AND TESTING OF THE PROTO-
COL USING SCOPUS DATABASE

The context of the research question intersects many research fields. Table A12 lists the
initial keywords based on these. Words ubiquitous and pervasive are included since they
are closely related to intelligent environments and intelligent environments related arti-
cles are also found based on those words. However, they also contain many papers which
are not related to the context of this thesis. Also, the location keywords are “hard”, since
they produce a lot of out of context papers.

Table A12: Keywords based on research fields and context.

Keyword Alternatives or synonyms

ambient intelligence ambient intelligent environment, Aml, AmIE, smart environ-
ment(s), intelligent environment(s), ambient environment(s)
ubiquitous, pervasive

Internet of Things loT

sensor network wireless sensor networks, WSN

smart building intelligent building

indoor location(ing) indoor position(ing), location-based

shopping mall shopping center, public environment, public space
privacy

The search strategy is to search all related fields separately for privacy related papers.
This also produces some number of duplicate articles, since research field keywords are
sometimes used overlapping manner in papers. However, the duplicates are possible to
separate by using duplicate tool in RefWorks.

Test searches were conducted in Scopus database to find out how many possible refer-
ences the search produces. The search strings presented in Table A13 were used with
Scopus (Scopus automatically also searches the plural forms of the single words and
phrases marked with “-marks). The table shows the number of found articles in English
and refined only to journal articles.

Table A13: Test search strings in Scopus.

Number of hits

Search string (English)

1 TITLE-ABS-KEY ( privacy ) AND TITLE-ABS-KEY ( "ambient intelli- | 71
gence" OR "ambient intellig® environments" OR "smart environ-
ment*™ OR 'intellig® environment*™ OR "ambient environ-
ment*" OR ami OR amie)

2 TITLE-ABS-KEY ( privacy ) AND TITLE-ABS-KEY ( ubiqui- | 673
tous OR pervasive)
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3 TITLE-ABS-KEY ( privacy ) AND TITLE-ABS-KEY ( "internet of things" | 100
OR iot)

4 TITLE-ABS-KEY ( privacy ) AND TITLE-ABS-KEY ( "sensor network*" | 381
OR "wireless sensor network™ OR wsn)

5 | TITLE-ABS-KEY (privacy) AND TITLE-ABS-KEY ( "smart build- | 26
ing™ OR "intelligent building™)

6 TITLE-ABS-KEY ( privacy ) AND TITLE-ABS-KEY ( locat* OR "indoor | 1369
posit™ )

7 TITLE-ABS-KEY ( privacy ) AND TITLE-ABS-KEY ( shop- | 231
ping OR “public environment*” OR “public space*” )

The total number of candidate journal papers before any selection despite language in
Scopus is 2851. However, there is still plenty or irrelevant articles among these results
(especially in ubiquitous and location search results) and probably the number of dupli-
cates is high. Near and over thousand hits in a research field is quite a lot and makes the
initial selection quite time consuming in practice. The high number of possible relevant
papers also suggests that the selection criteria should be clear to be able to select the most
relevant articles. But the question also is, has this search result enough coverage over all
the related research fields? Thus, on the other hand, the first selection criteria should not
be too strict, but this in turn could lead to huge number of papers.

Test searches using same strings in some other databases show that the numbers of papers
in those are not as high as with Scopus, for example, in IEEE Xplore the total number of
hits is 679 when all string results are summarized, in ScienceDirect the total is 444 hits,
in ACM 1426 and in Web of Science 2149. These results also seemed to contain at least
some articles already found with Scopus. However, the main problem is that this search
is limited only to journal papers. Conference proceedings are the main publication chan-
nel for many relevant studies, and they may never end up in journals. Thus, also the pro-
ceeding should be included, but then the amounts of candidates rise extremely high.

Testing the inclusion/exclusion criteria and selection process with Scopus data

The selection process test was performed to the first Scopus search sample in Table A13.
The number of journal references in English was 71 in this sample. The initial selection
was performed by reading the titles and abstracts if needed and considering whether the
article might be relevant to the ‘ambient intelligence shopping mall’ -context. For exam-
ple, articles considering RFID or smart grids were initially excluded. After the initial se-
lection, the number of articles was 40 and after duplicates were removed it was still 40.

The selection process was done for these 40 articles. First, the full text version of the
article was obtained in pdf-form. If it was not available, the article was excluded. In this
sample, 8 articles were not available. Next, the remaining 32 articles were quickly read
highlighting all the information, which felt relevant for the thesis in this phase. If none
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was found, the article was excluded. Three articles were not enough in context, so they
were excluded. Thus, there were 29 articles left in the first sample.

After the first 32 articles were quickly glanced, it was possible to initially roughly cate-
gorize the articles. This sample was first divided to two parts, other contained the articles
in which privacy was main focus (19 articles), the other contained the articles in which
privacy was complimentary (10 articles), but not the main focus. These two groups were
then roughly categorized by the closest research field the article represents or by the con-
tents of the article.

Quality evaluation, data collection and analysis can be done simultaneously, but not thor-
oughly, with the selection process. While conducting the selection it was possible to do
some data collecting and article categorizing, however it was clear that all the relevant
data is not possible to collect based on one quick reading. This is because after reading
the second article, it was already noticed that the attention should have also paid to some
ignored parts in the first article. Thus, the process is probably very iterative and includes
going back and forward between articles. Also, many of the articles clearly belong to
many categories, but at initial phase, only the most noticeable was picked. This initial
categorizing helps roughly to outline what kind of issues the articles have considered.

However, the tests show that data collecting part of the protocol will be time consuming
due to its iterative nature. This in turn suggests that it is not possible to go through hun-
dreds of articles in reasonable time. Thus, the selection criteria needs changes, but also
the search process must be altered in order to avoid collecting too many articles. The final
search process and selection criteria were designed with the help of these test results. The
papers found and selected in this test phase were not used in the thesis, unless they were
found again in the actual search process.
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APPENDIX B: DATABASE SEARCH STRINGS AND RAW RE-

SULTS

In general form:

(((privacy AND ( "intelligent environment' OR "ambient intelligence" OR "smart

environments'" OR ami OR "smart buildings'" OR "intelligent buildings''))))

privacy AND (WiFi OR WLAN) AND (locat* OR "indoor position" OR “indoor posi-

tioning”)

Emerald | Search string Number

Insights of results

Phase 1 privacy AND ("intelligent environment” OR "intelligent environments" | 104
OR "ambient intelligence" OR "smart environments" OR "smart envi-
ronment" OR ami OR "smart buildings" OR "smart building" OR "in-
telligent buildings" OR "intelligent building")
privacy AND (WiFi OR WLAN) AND (locat* OR "indoor position" OR | 86
“indoor positioning”)

Phase 2 | privacy AND (ubiquitous OR pervasive) 20
privacy AND ("internet of things" OR iot) 2
privacy AND ("sensor network" OR "sensor networks" OR "wireless | 1
sensor network” OR "wireless sensor networks" OR wsn )
privacy AND (locat* OR "indoor position" OR “indoor positioning”) 29
privacy AND ("public environment" OR "public environments" OR | 25
"public space" OR shopping)

267

Science- | Search string Number

Direct of results

Phase 1 tak(privacy) AND tak("intelligent environment" OR "intelligent envi- | 29
ronments" OR "ambient intelligence" OR "smart environments" OR
"smart envi-ronment" OR ami OR "smart buildings" OR "smart build-
ing" OR "intel-ligent buildings" OR "intelligent building")
tak(privacy) AND tak(WiFi OR WLAN) AND (locat* OR "indoor posi- | 21
tion" OR “indoor positioning”)

Phase 2 | tak(privacy) AND tak(ubiquitous OR pervasive) 118
tak(privacy) AND tak("internet of things" OR iot) 25
tak(privacy) AND tak("sensor network" OR "sensor networks" OR | 47
"wireless sensor network" OR "wireless sensor networks" OR wsn
)
tak(privacy) AND tak(locat* OR "indoor position" OR “indoor position- | 19
ing”)
tak(privacy) AND tak("public environment" OR "public environments" | 53
OR "public space" OR shopping)

312
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IEEE Search string Number

Xplore of results

Phase 1 (privacy AND ("intelligent environment" OR "intelligent environments" | 158
OR "ambient intelligence" OR "smart environments" OR "smart envi-
ronment" OR ami OR "smart buildings" OR "smart building" OR "in-
telligent buildings" OR "intelligent building"))
privacy AND (WiFi OR WLAN) AND (locat* OR "indoor position" OR | 46
“indoor positioning”)

Phase 2 | (privacy) AND (ubiquitous OR pervasive) 257
(privacy) AND ("internet of things" OR iot) 47
(privacy) AND ("sensor network" OR "sensor networks" OR "wireless | 138
sensor network” OR "wireless sensor networks" OR wsn )
(privacy) AND (locat* OR "indoor position" OR “indoor positioning”) 274
(privacy) AND ("public environment" OR "public environments" OR | 21
"public space" OR shopping)

941
ACM Search string Number
of results

Phase 1 (privacy) and ("intelligent environment” or "ambient intelligence" or | 900
"smart environments" or ami or "smart buildings" or "intelligent build-
ings")
(privacy and (WiFi or WLAN) and (locat* or "indoor position" or "indoor | 551
positioning") )

Phase 2 | (privacy) and (ubiquitous or pervasive) and (PublishedAs:journal OR | 1002
PublishedAs:magazine)
(privacy) and ("internet of things" or iot) and (PublishedAs:journal OR | 55
PublishedAs:magazine)
(privacy) and ("sensor network" or "sensor networks" or "wireless | 175
sensor network" or "wireless sensor networks" or wsn) and (Pub-
lishedAs:journal OR PublishedAs:magazine)
(privacy) AND (privacy) and (locat* or "indoor position" or "indoor po- | 178
sitioning") and (PublishedAs:journal OR PublishedAs:magazine)
(privacy) and ("public environment" or "public environments" or "pub- | 348
lic space" or shopping) and (PublishedAs:journal OR Pub-
lishedAs:magazine)

3209

* due to database restrictions, search was conducted in several pieces

In ACM phase 2 search, keyword search was also used, if results exceeded 1000 articles.

Keyword was “privacy”, the aim was to limit results to articles discussing privacy.



