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ABSTRACT | Manufacturing execution systems play an impor-
tant role of bridging high-level enterprise functions and pro-
duction or manufacturing operations. The embedded systems
are usually in charge of controlling execution of the opera-
tions. Modern embedded systems have become capable of si-
multaneous and deterministic execution of control algorithms
and IP-based communication, making it possible to create
complex cyber-physical systems (CPSs), where the computa-
tional and communication resources of a device can be used
directly for various control, supervisory, or monitoring func-
tions. The complexity for defining open-knowledge-driven
manufacturing execution system (OKD-MES) is in maintaining
awareness of overall system state to avoid disruptive actions
as various functions may be requested from a system. The
problem is that obtaining such information on system state
may necessitate collecting data from a number of devices, as
there may not be a single data point for state information.
This paper describes and illustrates an approach for design-
ing OKD-MES on top of CPSs that controls robot workstations
and conveyor-based transportation system of a pallet-based
production system.
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I. INTRODUCTION

Contemporary manufacturing enterprises both big and
small require new generation information systems to en-
able efficient operation of factories by reducing the time
and costs of building and extending manufacturing sys-
tem functionality, being aware of the current state and
therefore being able to make better decisions. The de-
sired efficiency can be achieved through the deployment
of affordable manufacturing execution systems (MESs)
that are easy to integrate with heterogeneous cyber—
physical systems (CPSs) [1] operating at different levels
of an enterprise. In order to improve the integration ca-
pabilities, various standards and methodologies have to
be used for building such distributed networked systems.
In addition, it could be beneficial to have system infor-
mation represented in a common format at all the levels,
so that the same language is used to describe heteroge-
neous components, which in its turn may reduce the
time for system components integration.

The next section provides background in the areas of
MESs, CPSs, distributed systems, and knowledge-driven
approach, which are required to illustrate the approach
and case study presented, respectively, in Sections III
and IV. These sections demonstrate how the conjunction
of the mentioned areas could improve the development
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Table 1 Functions of MES systems

MESA ISA-95 VDI
Operations / detail scheduling Detailed Production Detailed planning and detailed
Resource allocation and status Scheduling scheduling control

Document control Production data collection .
= - - = Operating resources management
Dispatching production units Production resource
Performance analysis management Material management

Labor management Product definition Management Personnel management
Maintenance management Product tracking Data acquisition and processing
Process management Production dispatching Interface management
Quality management Production execution Performance analysis

Data collection and acquisition

Product tracking and genealogy

Production performance analysis

Quality management Information

management

and exploitation of CPS in manufacturing. The main im-
provements and challenges related to the proposed ap-
proach are given in Section V. Section VI presents the
conclusions and proposals for future work.

IT. BACKGROUND

A. Manufacturing Execution Systems

The information systems applied in manufacturing
enterprises are complex systems which should provide
various functionalities and be adjusted to the needs of
particular enterprise. The more complex the manufactur-
ing process becomes the more challenging is the problem
of efficient management of the enterprise. Addressing a
problem of complexity, it is usually beneficial to apply a
divide and conquer approach defining the independent
problem parts and resolving them separately. The efforts
to determine which functions the information system
components have to provide have been duly applied and
resulted in several standards, the most prominent of
which are Purdue Enterprise Reference Architecture
(PERA)' and ANSI/ISA-95.2

ANSI/ISA-95 defines a hierarchy of control between
the enterprise resource planning (ERP) systems and con-
trol systems. In this hierarchy, the MESs assume the role
of connecting the office ERPs with the shop-floor equip-
ment implementing manufacturing operational manage-
ment (MOM) functions in the enterprise. In [2], the
following definition of MES is proposed: “A manufacturing
execution system . . . is an online integrated computerized
system that is the accumulation of methods and tools to ac-
complish production,” where “online” is used as con-
nected. Another important organization Manufacturing
Execution Systems Association (MESA) [3] generally as-
signs MESs the same role. Moreover, as Table 1 shows,

"http://www.pera.net/.
*https://www.isa.org/isad5/.

ISA-95, MESA, and Verein Deutsche Ingenieure (VDI)3
propose that almost identical sets of functions be provided
on MOM level.

For this study, MES function’s classification by MESA
model [3] was selected. In the model, “resources allocation
and status” functions provide access to all resources in
MESs and manage the needs for material from suppliers.
“Operations/detail scheduling” functions translate orders
to shop-floor schedules and may provide the estimated
time for product delivery. Decomposition of an order to a
task for the shop floor and updates of the order during exe-
cution are implemented within “dispatching production
unit” functions. “Document control” functions facilitate
document generation and flow in the manufacturing sys-
tem. “Data collection/acquisition” functions accumulate all
data in the manufacturing system, especially from shop-
floor hardware and provide these data to other functions.
Management of shift schedules for workers belongs to the
scope of “labor management” functions. “Quality manage-
ment” functions facilitate the quality assurance in the
manufacturing system in general. “Process management”
function takes control to ensure the correct process on the
shop floor and issues instantaneous alarms to anticipate
and mitigate faults early. “Maintenance management”
function provides maintenance schedules for shop floor by
alarm management or by periodic maintenance. “Product
tracking and genealogy” functions record production infor-
mation for each product in order to apply performance
analysis or for faults recall. “Performance analysis” func-
tion analyzes the performance of the facility (production
rate, energy consumption, and order manipulation) with
the support of graphs.

Commercially available MES solutions are mostly
centralized systems, tightly coupled horizontally (be-
tween MES functions) and vertically (with ERP and shop
floor). Such systems are usually developed by business

3https://vavv.vdi.de/.
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intelligence or industrial automation companies (e.g.,
SAP and Siemens, respectively). This leads to a strong
connection between such MES solutions and the ecosys-
tem of other software provided by the company and ar-
guably reduces the openness for integration with third
party components. A tightly coupled approach increases
the challenge of customization for enterprise needs, and
consequently the introduction of an MES solution usu-
ally entails a tradeoff between the modifications of soft-
ware solution and business process.

Currently, MESs are mostly used by large enterprises
following a mass production paradigm. For such enter-
prises the production volumes are significant, while the
variation in the products is limited [4]. Nevertheless, the
trends in industry are heading toward increasing customi-
zation [5] and an increasing role of SME in economy [6].

The adaptation of conventional MES solutions may be
possible, but the authors discuss a more efficient concept
for MES system. The requirement of modularization for
MES:s is suggested by Kletti in 2007 [7]. In more detail,
the concept of modularized MESs is proposed in [8].
Bratukhin and Sauter in 2011 suggest the concepts for
distributed MESs. The eScop* solution—open-knowledge-
driven MES (OKD-MES)—proposes combining the modu-
larity of the system with the knowledge-driven approach.

The core concepts on which the architecture of OKD-
MES is based are CPSs, service orientation, and knowledge-
driven approach. Contemporary ERP solutions commonly
provide web service interfaces for integration. Given the
service-oriented nature of OKD-MES, the challenge of inte-
gration with ERP could and should be addressed through
the shared knowledge about the services available in MESs
and ERP. Integration with the factory shop floor in turn is
more challenging, as in addition to the shared knowledge it
is mandatory to enable web services on the constrained
equipment of the factory shop floor. More details on OKD-
MES concepts in relation to CPSs will be provided in
Section III, while later in this section the background on
the named core concepts will be provided.

B. Cyber—Physical Systems

As the computational power of embedded systems has
increased and information and communication technologies
(ICT) standards have been refined to support the develop-
ment and integration of large-scale networked systems, it
has become possible to design, implement, and distribute
networked embedded systems currently known as CPSs.

Rajkumar et al. [9], [10] outlined the profound effects
that development of CPSs may have on society. These in-
clude improvements in the energy sector, which could start
using smart power grids [11]. CPS also tends to affect the
automotive industry and transportation systems in general,
the first successful experiments having already been carried
out [12] with autonomous vehicles. In agriculture, deploy-

4http: /lescop-project.eu/.
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ment of CPS may increase yields due to better monitoring
of the condition of crop fields as well as the utilization of
autonomous machines. CPS requires new approaches to
create real-time embedded software [13].

The development of CPS requires multidisciplinary
knowledge. Besides knowledge of the domain in which
the system and its components physically operate, knowl-
edge of software, communication, control theories,
methods, and tools is required. Therefore, the manage-
ment of interdisciplinary knowledge in order to build a
CPS demands good engineering methodologies. In order
to address issues arising in the implementation of gener-
ally loosely coupled CPS [14], a cyber-application frame-
work is proposed. The framework advocates the use of a
number of patterns to handle partially ordered knowl-
edge for building pervasive applications.

New standards and new methodologies make it possible
to seamlessly integrate information available on different
levels into a single CPS. The decisions in such a system can
be made autonomously based on the most recent situation
observed at the “physical end”—the process, and through-
out the “cybernetics” part of the system—the control func-
tions which can be integrated at all the levels. Also, the
manufacturing domain starts to benefit from recent
approaches such as cloud computing [15] that provides
tools, methods, and techniques to enlist additional compu-
tational resources on demand to support the enterprise.

OKD-MES can be positioned at level 3 according to
ISA-95, between the factory shop floor and ERP compo-
nents. MES, as an intermediate element in this perspective,
should contain all the necessary functionality not only for
covering traditional MES functions, but also to seamlessly
link factory floor and enterprise business functionality.

C. Distributed Systems

Distributed systems are formed by components resid-
ing in networked computers, which coordinate their ac-
tions through the exchange of messages. One of the most
valuable benefits and the main motivation for using dis-
tributed systems is the option to utilize resources that do
not belong to the entity. The definitions and principles
of distributed systems are described in [16].

In recent decades, aside from the utilization of PLCs
for distributed process control, the factory automation
domain has also introduced new types of embedded de-
vices that permit the implementation of CPS in modern
production lines. In the last few years, one approach that
has been intensively researched and tested is the imple-
mentation of the service-oriented architecture (SOA)
paradigm, which permits encapsulating the functionality
of system components and exposing it as web services
(WS) [17], [18]. WS may be deployed in industrial de-
vices employing different approaches such as WS-* from
OASIS, OPC-UA model, or following RESTful architec-
tural style. For WS-* one of the most important imple-
mentations is a device profile for web services (DPWS),
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which is a modified WS specification stack based on
SOAP protocol that can be implemented in resource-
constrained embedded devices. In this manner, SOA can
be handled by networked devices located at different levels
of an enterprise for controlling and monitoring control
processes [19], [20]. These processes are physically exe-
cuted on shop floors. Being based on the previous OPC
standards, OPC-UA is widely accepted in industry and also
provides SOAP web services. OPC-UA defines a complex
data model which introduces the limits of the application,
as it may bring unnecessary complexity to the business
applications.

DPWS and OPC-UA are both based on SOAP-based
web services rivalled significantly in recent years by the
newer representation states transfer (REST) web ser-
vices. The architectural constraints of REST have been
developed to utilize the nature of the web, allowing
more scalability and requiring simpler infrastructure to
support the applications. The community using REST for
general applications exceeded that of SOAP® at the be-
ginning of the 2010s and as a result the share of open
RESTful APIs is currently over 70%.° Constrained appli-
cation protocol (CoAP) in turn is commonly employed in
the Internet of Things domain, implementing simple rep-
resentational state transfer (RESTful) architecture which
enables simple mapping to generic HTTP RESTful ser-
vices. Basic HTTP RESTful service may also find its
niche in the industrial applications domain, mainly for
monitoring and non-time-critical tasks.

The embedded devices enabling web services can serve
as gateways permitting cross-layer integration between
physical equipment and cybersystems, managed and coor-
dinated within the distribution of information and referred
to as remote terminal units (RTUs). As a commercial ex-
ample, S1000 (by Inico Technologies)’ is a WS-enabled
controller that has been used in several research works for
controlling the operations of modern production lines.
Each device exposes the equipment functionality as service
operations which can be invoked. Moreover, information
messages are distributed among all the networked devices
that participate on the process control, which allows the
coordination of each device operation. Some studies using
these devices for distributing data and controlling pro-
cesses are described in [21] and [22].

D. Knowledge-Driven Approach

The preceding sections described the application of
CPSs in the industrial domain and presented tools and
technologies enabling it in modern manufacturing enter-
prises. Today, one of the biggest problems that engineers
confront is managing the large volumes of information,
which flow between the different layers of enterprises.

Shttp://Www.google.com/trends/explore#q:%2Fm%2F077cln%2C
%20%2Fm%2F03nsxd&cmpt=q&tz=Etc%2FGMT-2.
®http:// bleweb.com/search
p://www.programmableweb.com/search.
7http://WWW.inicotech.com/.

In fact, the issue is not only to handle it but also to ex-
tract valuable data that permit the analysis, tracking,
evaluation, and understanding of ongoing processes in
production lines. This need is crucial in a time when
each decision on manufacturing processes directly affects
the economies of organizations.

Knowledge representation (KR) and reasoning are a
part of the artificial intelligence field that is concerned
with describing world information in certain formalisms
that can be interpreted and used by computer systems for
accomplishing complex tasks. Main concepts and several
formalisms (e.g., frames and ontologies) are described in
[23]. In the industrial automation domain, the main bene-
fit of KR is the creation of a system model which incorpo-
rates all the required information that is generated and
consumed by manufacturing systems in both human and
machine readable form. Recent works in the field describe
how the utilization of KR and its combination with SOA
implementation facilitate the management of manufactur-
ing system information [24], [25]. In fact, the scenarios
presented in these works envision requirements for imple-
mentation of the CPS integration.

Recently, the knowledge-driven approach and main
concepts for manufacturing systems have been presented
in [26] as the solution for achieving the eScop project
objectives. Garetti et al. present a multilayer architecture
for organizing the entire manufacturing system that man-
ages the orchestration of service operations execution by
consulting a central system model, which is updated on
runtime with the actual status of the system.

This knowledge-driven approach proposes the use of
ontologies as a technology that in recent years has been
utilized in the industrial automation domain. Among
other benefits, ontologies offer a hierarchical and well-
organized framework for the description of the system
model. Additionally, ontologies enable reasoning—the
process of the generation of new facts in the model
based on available facts and predefined sets or axioms
and rules. The reasoning automates runtime update and
consistency check for the model. Applying semantic rules
in ontologies it is also possible to implement data map-
ping and classification.

There are many languages for implementing ontol-
ogies [27] but the most used ones are the resource defi-
nition framework (RDF)-based ones [28]. Following the
semantic web stack presented in [29], RDF is built on
the top of the XML syntax, which does not include any
semantic constraint, into the structured documents.
Then, RDF Schema is used for defining the taxonomy of
document resources, which means semantic constraints
(attributes and types) that allow the interrelation of RDF
resources in XML-based documents. Ontology models
implemented within RDF are RDF graphs that are a set
of RDF statements, or RDF triples. Such RDF triples
consist of a concrete relation: subject—predicate—object.
Ontology web language (OWL) [30] is an extension of
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RDF language that permits richer knowledge descriptions
because it adds more vocabulary for describing types
(e.g., disjoint and cardinality constraints) and attributes
(e.g., symmetry). It should be noted that OWL is classified
into distinct sublanguages that offer different description
capabilities: OWL-Lite, OWL-DL, and OWL-Full.

Since the decision by manufacturing system compo-
nents depends on the status of the system, model infor-
mation can be consulted within queries. Queries can be
formulated within different languages but for querying
RDF-based models, SPARQL protocol and RDF query
language (SPARQL) [31] are the most used. On the other
hand, RDF-based graphs can be updated within SPARQL
update (SPARUL) [32], which is an extension of
SPARQL. Briefly put, SPARUL is a language used for
adding, removing, or modifying RDF triples. In fact,
RDF graphs can be totally populated with instances
through SPARUL queries. Recent studies showing some
of the functionality of SPARQL and SPARUL languages
in the industrial automation domain are described in
[33]-[36].

ITI. APPROACH

This section presents a description of the approach for
the creation of an open-knowledge-driven manufacturing
execution system. As mentioned in the background, the
MES operates on the level between ERP and shop floor
and should connect them. From the bottom-up perspec-
tive ERPs are centralized cybernetic solutions (although
technically ERP may be implemented in several compo-
nents), while the control equipment on the shop floor is
distributed and resource constrained. This means that
the OKD-MES needs to interconnect two systems of dif-
ferent natures.

The basic set of requirements for an MES solution
has been summarized in [7] by Kletti and includes ERP
production system requirements mapping, modular and
expandable nature, adaptability to process and functional
needs, and standardized interfaces on all levels.

RTUs are commonly used as a gateway between phys-
ical shop-floor devices and systems on higher levels of
the automation hierarchy. Considering the increasing
computation and communication capabilities of such
RTUs, the devices may provide their functions in
the form of services, data, and descriptions from their
physical components. Such capabilities reduce the re-
quired depth of coordination during the development of
the system components. Although the recent develop-
ments in the field of embedded systems enable more
functionality and data on the factory shop-floor level,
such functions and data have limited scope and are
machine centric (e.g., manufacturing operations, or device-
specific data).

The MES solution should handle the shop-floor CPS
and provide the functionalities of higher levels of
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abstraction and complexity. Moreover, a contemporary
MES solution should be able to use data and descriptions
hosted by the shop-floor device. This information pro-
vided by this device can be processed in order to obtain
higher level knowledge of the manufacturing system.
Such knowledge may be used to make the MES solution
more flexible and loosely connected to the underlying
shop floor.

Besides providing flexibility on the factory shop-floor
level, a contemporary MES must itself be flexible. Such
consideration transforms to a design requirement for
modularity of MES architecture. The modular architec-
ture should allow the selection of the optimal solution
for MES functionality. Such an approach provides great
benefit to the domain and is constantly requested by con-
sumers. The concept for OKD-MES is being developed
taking the aforementioned points into consideration. In
the following sections the architecture of OKD-MES will
be described.

The methodology to implement modular OKD-MES is
based on SOA. Service orientation should allow the re-
quired level of loosely coupled integration to keep the
parts interchangeable while maintaining the capability
for the interaction of the system. A particular approach
for the system architecture REST is selected in this ap-
proach for several reasons. First, REST RESTful-WS ex-
ploits the web-based nature of the system and uses
ubiquitous Internet standards, thus providing an accessi-
ble toolkit for interactions with other systems and users.
Finally, the application of RESTful services provides easy
integration with the tools to place the orders in the sys-
tem, whether through a third-party ERP system or di-
rectly from the system user.

The components of the OKD-MES may be grouped
into two sets—those that provide core functionalities to
the system and those introducing the additional MES
functions exploiting the underlying core. The core func-
tionalities should:

+ define and handle configuration of the MES with

relation to internal and external components;

+ facilitate interactions with shop-floor equipment;

« facilitate interactions with MES users;

+ facilitate interactions between the internal com-

ponents of MES and external systems.

Following the needs for named core functionalities
four main layers of OKD-MES core were defined: physi-
cal layer (PHL), representation layer (RPL), orchestra-
tion layer (ORL), and visualization layer (VIS).

PHL in OKD-MES is embodied in service-enabled
RTUs which expose the descriptions of controlled
devices as well as available services and data. PHL imple-
ments discovery protocols based on multicasting of
Hello/Bye messages and on listening for discovery
probing/heartbeat requests. Discovery functionality allows
synchronization representation of the factory shop floor
in RPL with real-world in-system runtime.
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Fig. 1. Structure for OKD-MES.

RPL serves to maintain the KR of the MES and re-
lated components. The knowledge about MES is repre-
sented in the manufacturing system ontology (MSO)
[24]. Exploiting OWL as a language to describe the
manufacturing system enables reasoning and querying
for the required information when required in the sys-
tem. RPL contains the system configuration, such as
knowledge about component functionality and relations.
Employing discovery protocols the system representation
is being synchronized with the real world.

ORL enables the execution of sequences of operations
provided by the system components according to defined
processes. Considering that for the execution of most
simple RESTful operations only URL is required, ORL is
capable of requesting the next operations from other sys-
tem components and of dynamically executing them in
the system while maintaining the closed loop in the
system.

Finally, the visualization layer exposes the user inter-
faces to interact with system components. This layer is
developed to dynamically adjust the user interfaces based
on the system configuration available in the ontology.
Such an approach reduces the burden on the system re-
configuration related to the development of the user in-
terfaces. Fig. 1 presents the structure for OKD-MES
including core layers and complimentary MES functions
defined by MESA.

The system status is primarily defined by the status
of factory shop-floor equipment. Efficiency of dispatching
is based on how precise the representation of the system
status is at the moment of dispatching decisions and the
possibility to predict the status of the system when the
dispatched operation is executed. In case of an integrated

Cyber-Physical Systems for Open-Knowledge-Driven Manufacturing Execution Systems

OKD-MES solution the decision about dispatch may be
made close to the moment of execution of the required
operation, thereby reducing the possibility of an errone-
ous prediction of system status. Moreover, as the status
of the equipment is provided by the equipment itself,
possible distortions in the precision of system status rep-
resentation can be improved. The improvement is possi-
ble because each piece of equipment starts to assess its
status locally instead of reporting often-limited set of
data to some central diagnostic application, which may
become difficult to change or extend to support the ex-
tension of a production line. In mission-critical applica-
tions, where also the situation of wrong status reporting
by a machine should be avoided or mitigated, the role of
“external” observers for particular equipment can be
taken by its neighbor machines. It becomes more compu-
tationally expensive in comparison to the use of a single
supervisor, but can be paid back by simplified dynamic
reconfigurability available at system runtime.

IV. CASE STUDY

To demonstrate the capabilities of the OKD-MES the
sample MES function implementation will be described.
This section presents selected MES function, its design
and implementation, and the application case.

The case study for a proposed solution is based on
dispatching production unit (DPU) MES function. The
DPU function should analyze the production order and
dispatch it on the manufacturing equipment in the pro-
duction line. This demonstrates vertical and horizontal
integration for visual and understandable process. As
well in OKD-MES DPU has to interact with all layers
and may interact with other MES function implementa-
tions. Concluding, the DPU function implementation
provides a comprehensive example of MES functionality,
and consequently was chosen to be used as for current
case study.

A. FASTory Line

As a testbed for the implementation of the DPU the
FASTory production line (see Fig. 2) was selected. The
line is used to simulate the process of mobile phone as-
sembly. The real operations of mobile phone assembly
are imitated by drawing the components on the pallet.
Considering the nature of the robotic operations required
for the real assembly process, scribed simulation is a rel-
atively close approximation. The imitation process in-
cludes drawing the three main parts of mobile phone
(frame, screen, and keyboard) in different colors and
shapes, these variations provide 729 different products.

The FASTory line contains ten identical workstations
which can draw the phone parts on paper, one buffer sta-
tion for loading/storing empty pallets and one station for
loading new paper onto the pallet and unloading the
ready papers. In this sense, the paper represents the
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Fig. 2. FASTory line.

product while the colored shapes represent the compo-
nents of the mobile phone.

Fig. 3 presents the physical structure of FASTory
workstations (to be referred to as W#). The pallet buffer
station is labeled W7, paper loading station is labeled
W1, and finally, the ten processing workstations are la-
beled W2-W6 and W8-W12. Each processing worksta-
tion contains two conveyors paths: a main conveyor to
deliver a pallet to the robot and a bypass conveyor mov-
ing the pallet to the next station once the workstation is
busy. The production line arranged in the closed loop.
Such typology provides a continuous path for pallets,
thereby increasing the productivity/space ratio [21].

All conveyors are divided into different zones (to be
referred to as Z#) as marked in Fig. 3. The inlets and
outlets of the workstations are located at Z1 and Z5, re-
spectively, in all stations but W7, where the inlet is in
Z2. The possible positions of the pallets in main and by-
path routes are marked as Z2, Z3, and Z4. The process-
ing point of each station is in Z3.

With this structure, FASTory is considered to be a
flexible assembly line as a pallet can reach any

workstation from any position. For each zone, there is a
sensor to detect the pallet and a stopper to precisely stop
the pallet. Z1 of each station also contains an RFID
reader to read the pallet ID.

The FASTory line is equipped with S1000, WS-
enabled controllers, managing the shop floor hardware.
In addition to the generic controller functionality S1000
is capable of exposing the procedures and data from the
line equipment in the form of RESTful services. Among
such service the event subscription mechanism is devel-
oped. Such mechanism enables event-driven behavior in
the system. The component based on its internal logic
may send the predefined events to the dynamic list of
subscribers. For example, if orchestrator should trigger
some process in response to the appearance of the pallet
in Z1 of certain station, it may subscribe to correspond-
ing event—Z1_Changed—provided by the controller in
the line. For subscription, the client should provide the
event sink to which the notification should be sent when
status of Z1 changes.

Following the service-oriented constrains on develop-
ment of control logic it is possible to encapsulate the un-
derlying complexity and expose of
abstraction to shop-floor service consumers. Additionally

relevant level
such approach enables exploitation of the web simula-
tors. The simulator for the FASTory line is described
below.

B. FASTory Simulator

FASTory simulator was developed as a platform-
independent solution. The web application is considered
the strongest candidate among other solutions [35]. The
FASTory simulator is a web server which hosts RESTful
services and web pages that can be accessed via internet
browser. The services are virtualizing the shop-floor
functionalities, while the set of web pages provides basic
information about simulator as well user interface in-
cluding the visual representation of the status of simu-
lated system.

Simulator significantly accelerates the development
process and reduces the potential risks and cost of

ws8 Ws9 WS10

WS11 WS12

®

i
s

Fig. 3. FASTory line typology.
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running a real system. Being online, web-based solution,
the simulator provides realistic development environ-
ment open for general public. It simulates the real line
in terms of interface and functionality.

In the scope of development of OKD-MES the simu-
lator is used for development of ORL, RPL, and MES
functions. The solutions developed and tested in the sim-
ulated environment are then deployed to real system. If
the constrains of simulator were properly addressed in
the development, migration from the virtual to real line
is a seamless process. In the OKD-MES exploiting the
capabilities of RPL and PHL the migration process is
reduced to basic connection to the proper networks.

FASTory simulator is accessible online.?

C. DPU Implementation

The implementation of the DPU function in OKD-
MES requires interaction with PHL, RPL, ORL, and
other MES functions. DPU function should provide a ser-
vice to deploy assign the operation to shop-floor equip-
ment based on the order and status of the system. To
facilitate the information about the status DPU should
interact with RPL, requesting the information about the
available and required functionalities. In order to enforce
the decision execution the ORL can be used to manage
the complexity of direct interactions with the PHL.
Finally some other services such as implementation of
operation/detail scheduling (ODS) or resource allocation
and status (RAS) functions may be used in dispatcher for
decision.

An example of the DPU configuration for FASTory
line is provided below. The assumption is made that a
certain number of pallets are constantly available to be
introduced to the system. In such a case the appearance
of the pallet on the inlet of any workstation is the event
(Z1_Changed) which should trigger the ORL to request
the displacement function for particular order in particu-
lar station. ORL analyzes the notification to retrieve pal-
let ID and workstation ID. These are the parameters for
which ORL requests DPU to provide the list of produc-
tion tasks to be dispatched.

Fig. 4 shows the sequence diagram for the scenario.
In this representation, ORL focuses only on the request
and execution of the task list. RPL provides information
once it is required and dispatcher is the part which
makes decisions for the production sequence.

The particular decision in the scenario depends on
the circumstances in which the DPU was called. If a pal-
let enters a zone of a workstation, DPU should analyze if
the current or any of the following zones of the worksta-
tion may provide the services required for the current
product. If there are no services to be provided for a
product, the pallet is moved from the workstation in a
predefined optimal path. If the operations provided by

®http://escop.rd.tut.fi:3000/.

FASTory Simulator

: 1: ZoneChanged Event I

T

|

<______2:_(£( _______ 1.1: GetOplList g :
1.1.1: GetWSServices !

‘ ORL | ‘ Dispatching Function ‘ | RPL ‘
T T

1.1.2: WSServices

.1.3: GetPalletRecipe

1.1.4: PalletRecipe

1.2: OpList

3: ServePallet

Fig. 4. Sequence diagram for the dispatching scenario

the workstation are required for a product and achiev-
able by the pallet, the pallet has to be moved to the re-
quired zone and possible operations are to be executed.
In the case of complex and interdependent operations in
the product recipe, an additional request for dispatching
may be issued after the execution of the manufacturing
operations are complete, as new operations may become
enabled for the product or in the equipment.

Such a decision-making process requires certain
models for the representation of the required knowledge
in RPL. The part of eScop MSO used in the FASTory
DPU use case is depicted in Fig. 5. Conveyor may have
event emitted when the pallet appears in one of its
zones. Description of event is defined as a triggering
event for the DPU, so ORL can subscribe to it. Such an
event includes information about the location and ID of
the pallet. The pallet belongs to the container concept in
MSO and is related to a product from the production or-
der. Product in turn has a production routing or routing,
which is a sequence of operations which have to be per-
formed in order to manufacture the product. The opera-
tions may match the description of services from the
processor in a workstation. In addition to the semantic
description, the service may have a technical description
required for the invocation of the operation. In the
FASTory scenario, the complete technical details are
embedded in the URL of the service. Employing such a
representation DPU by the set of interactions with the
PHL and RPL may retrieve a set of executable URLs
which invokes real operations in the manufacturing
system based only on information about the location and
ID of the pallet.

V. DISCUSSION

Manufacturing systems would generally appear to be do-
ing the same or similar things as before. Just as the ap-
pearance of an autonomous vehicle on the road [12] will
not generally change its main function, which is to
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Fig. 5. Excerpt from eScop MSO required for DPU service.
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transport people and/or goods from some arbitrary point A
to another point B, manufacturing systems equipped
with OKD-MES will continue to deliver their main
functionality—manufacturing of corresponding products.
The adoption of new technologies, methodologies, and
standards changes rather the nonfunctional requirements
or qualities of a manufacturing system. It is possible to
list the four most appealing improvements.

The first one is “time and cost reduction” for the de-
velopment of MES. The use of common web standards
and technologies developed and matured in the field of
general ICT reduces development time and costs due to
widely available and advanced tools in addition to avail-
able expertise and APIs for application development. For
instance, it takes just several days for an engineer to de-
velop a fully functioning online simulator of the produc-
tion system presented in the previous section. It enables
fast prototyping evaluating different ideas. Furthermore,
the only tool needed to operate the simulator and the ac-
tual production line is a basic web browser.

The web browser can be used to visualize information
on the line and to interact with it by invoking services
on the controllers. For instance, among other tools Ad-
vanced REST Client by Google can be mentioned,” which
is accessible via a web browser. The tool can be directly
used as an engineering tool, for example, to test the op-
erations of line controllers. On the other hand, sales and
marketing personnel get new opportunities to present so-
lutions to their potential customers as the majority of

9Advanced REST client, https://chrome.google.com/webstore/
detail/advanced-rest-client/hgmloofddffdnphfgcellkdfbfbjeloo.
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people are familiar with handling a web browser. In
comparison to commercially available products, such as,
for example, totally integrated automation'® by Siemens,
presented approach is open for different service-enabled
controllers. In fact, the approach is meant for service-
oriented systems. Although major PLC vendors did not
pick up the approach yet, the general IT sector moves
and evolves around the web standards. The authors pre-
dict that similarly to the Ethernet, which was adapted to
various industrial Ethernet protocols in industry, the
adaptation of software engineering paradigms will follow.
The authors also understand that major vendors may still
want to bind their customers to their solutions by provid-
ing virtuous kinds of “integrated” solutions. As good as
such solutions can be they will cause a vendor lockup
problem. OKD-MES approach can be followed by those,
who may also want to avoid being locked up to the par-
ticular vendor.

Second, system “extendibility” is increased. New
functions can be relatively easily added using web service
standards, thus extending the overall system functional-
ity. In general, since web standards and IP-based net-
works are used on the factory floor, the CPS can be
integrated into a global network if necessary. In the ex-
ample of dispatch function outlined in the previous sec-
tions, the set of services required to address particular
product needs may be extended or changed over time,
but without requiring reprogramming of MES functions.
This is possible due to late binding in the loosely coupled

http://www.industry.siemens.com/topics/global/en/tia/pages/
default.aspx.
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OKD-MES based on the domain knowledge. Conse-
quently to introduce new manufacturing system entities
in most cases it should suffice to use the same concept
vocabulary or to map the domain vocabularies of the ap-
plication. In the case of more complex modifications, a
change of OWL (knowledge) models may be required to
facilitate the representation of additional concepts. Yet
even in this case, an engineer can already use online
tools'! (requiring just a web browser). The complete
eScop MSO ontology can be accessed using the afore-
mentioned online tools.

Third, systems can be characterized by “adaptability”
with respect to new conditions, which may be due to
changes in production processes or in production equip-
ment. The change is noted in the knowledge model and
the model can be directly updated via a SPARUL query
sent to RPL by a device integrated into the physical envi-
ronment. The word “query” should not be confused here.
The “update query” is sent to make a change in the
knowledge model rather than to retrieve some informa-
tion. Thus, an engineer should develop and test valid
queries when deploying devices. The same online tools
mentioned for “extendibility” can be used for developing
and testing the queries.

Finally, system “availability” is improved due to bet-
ter awareness of system resources and their status. Intro-
duction or removal of the hardware which follows
certain constraints can be reflected in the system model
within seconds. Given the event-driven and service-
oriented nature of the proposed system, the status of
system resources can also be updated. For more elabo-
rated resource representation, additional MES services
(such as resource status and allocation) may be devel-
oped. The awareness of configuration and status of the
components contributes to improved decision making
and failure handling.

In addition to qualitative improvements, there are
certain risks or challenges associated with the use of CPS
for OKD-MES. The three most relevant of these can be
described as follows.

“Security” is a general demand for any networked sys-
tem. Since it is now easy to access CPS on the factory
floor, as even a basic tool such as a web browser can be
used not only to obtain information on the status of a de-
vice or the process it controls, but also to invoke an op-
eration on the device, therefore security measures should
be carefully implemented. Again, general IT policies and
standards developed for global networks can be applied
here. As soon as public networks are used for data trans-
mission, the data can be encrypted decreasing the
chances of security breaches. The factory floor should be
isolated behind network firewalls, with analytical tools
and procedures in place for detecting possible attacks.

11eScop online tools, http://www.escop-project.eu/tools.

“Observability” can be seen as a more important chal-
lenge specifically for manufacturing. Observability is an
ability to know the system state, as and when it is
needed. As decision making is pushed to the lower levels
to increase system responsiveness and adaptability, it be-
comes more challenging to observe the overall system
state. In manufacturing, many products may be handled
in parallel, competing for the same resources of the
manufacturing system, and the system must provide
mechanisms for handling conflict resolution. Orchestra-
tors that do service composition for making a product
should be aware of other production workflows and their
statuses.

Another issue for implementing CPS is fast changing
standards. For example, there are different versions of
simple object access protocol (SOAP)™ that can be used
for invoking web services. There are different versions of
device profile for web services (DPWS)" that can be
used to build service-enabled CPS. There are a number
of versions for business process execution language
(BPEL)" that can be used for service composition. There
are different versions of HTML, and so on. A CPS fol-
lowing web standards needs to use several standards and
protocols at the same time. Aiming a functional integra-
tion of such standards and protocols, the implementation
of OKD-MES is developed within open standards, which
are mature enough to perform required features. Al-
though web standards evolve, they are often compatible
extensions of their predecessors, providing more com-
plex, richer or, simply, new features (e.g., RDF and
OWL or SPARQL and SPARUL). On the other hand,
APIs developed for one version of the standard may not
have forward compatibility, thus solutions developed ear-
lier may not be directly integrated with newer applica-
tions. In order to mitigate this risk, a web browser can
be used as a benchmarking tool. That is, if the technol-
ogy and/or protocol is supported by a web browser, then
it is more likely to be around for a longer time. Due to
the application scale of Internet technologies, those
which are supported by the majority of the web browsers
would tend to have the most mature and highly devel-
oped APIs. Then, applications developed within web
standards, which are directly supported in different web
browsers, will be compatible with future technologies.

The presence of MES solutions in SMEs is limited
due to the complexity, inflexibility, and high implemen-
tation and customization costs of an existing solution.
OKD-MES is being developed to address this niche. In
order to address the MES system migration for enter-
prises already having an MES solution, the migration ap-
proach is required. Such an approach might be based on
the advantage of the open and knowledge-driven nature

12http://www.w3.org/TR/soap/.

Phttp://docs.oasis-open.org/ws-dd/ns/dpws/2009/01.

“https://www.oasis-open.org/committees/tc_home.php?wg
_abbrev=wsbpel.
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of the system. Openness makes it possible to develop the
solution to bridge the gap once and share it with the
community, while knowledge-driven nature supports
the reusability of a developed block providing a shared
but flexible model of required knowledge.

The challenge of “performance” is often an obstacle
to the widespread application of knowledge-driven solu-
tions. In light of the dependence of the performance of
the interactions with the knowledge base on the com-
plexity of queries and the size of the knowledge base,
the surest approach to verify the required performance
may be achieved only through extensive testing and
benchmarking. The prototype implementation of OKD-
MES solution was capable to process tens of mixed
queries per second in persistent mode and hundreds in
nonpersistent mode. Regarding the application of the
prototype in several medium-sized pilot cases (e.g.,
FASTory line) it was estimated that it is realistic to
maintain the representation of system configuration in
the knowledge base and use it for decision making in
MES functions. Additional research and optimization
may enable better performance and as a result should be
capable of managing larger systems.

Having discussed four qualities and challenges of CPS
for manufacturing, it is also important to stress that the
manufacturing of devices that can be used for controlling
industrial equipment is currently in the hands of only a
few rather small companies. As APIs, standards, and
tools reach maturity, the use of CPSs in conjunction with
knowledge-driven approaches in domain of manufactur-
ing will become common. Meanwhile, the adaptation of
the approach to the legacy systems can be carried out in
two basic ways.

The first approach is servitization of high-level super-
visory and monitoring applications providing service in-
terfaces for other high-level enterprise applications. The
supervisors or monitors can continue to use traditional
fieldbuses to communicate with the equipment wrapping
and translating information between the equipment and
enterprise functions.

The second approach is servitization of controller de-
vices by installation of gateway devices at the factory
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