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Malicious operators in the shared spectral resources may threaten the security of legitimate
users. Their illegal operations can take the form of trespassing drones or the eavesdropping of
communications that can lead to hijacking of systems or spoofing of legitimate devices, such as
Internet access points. More defence mechanisms against such usage need to be created. One
method to defend against malicious acts in the physical layer is to counter-attack them by utilizing
jamming that prevents other devices, such as radio-controlled drones, from using a frequency
band in a geographic area. This traditionally also affects the device sending the jamming signal.
A device operating with full-duplex capability could be utilized to enable the jamming device to
perform data reception, spectrum sensing, radar functions or positioning operations. Full-duplex
means simultaneous transmission and reception utilizing the same spectral resources. Tradition-
ally such operation has been deemed impossible due to the high-powered transmit signal being
received as self-interference, but recent research into its cancellation has shown that full-duplex
operation is indeed plausible. We call a device that transmits protective jamming while simultane-
ously receiving on the same frequencies a radio shield.

In this thesis, a novel full-duplex radio shield device inspired by the frequency-modulated
continuous-wave radar is proposed. The transmitted frequency-sweeping jamming signal is used
in the downmixing operation of the received signal, which enables the self-interference signal to
be attenuated simply-but-effectively by a DC block. Unfortunately, such operation also causes
sweeping attenuation of some subcarriers in the signal-of-interest. Through theoretical analysis
and practical measurements, the effects of different jamming signal parameters on the signal-
to-interference-plus-noise ratio of a received WLAN signal-of-interest are investigated. In the
measurement system, the DC block is emulated digitally to study the effects of different stopband
widths in the absence of an electronic variable DC block, and the transmission and reception
electronics are connected with a coaxial cable.

The system is shown to provide a maximum self-interference cancelation of 47 decibels. This
value is measured without a signal-of-interest. From the experiments, the following three observa-
tions are made: (1) The DC block is found to be unable to mitigate all of the distortions created by
transmission and reception electronics operating non-linearly when the transmit power is set too
high, and increasing the DC block stopband width improves the situation; (2) The WLAN signal
is found to be robust enough to withstand some symbol errors caused by the DC block without
erroneously interpreted bits, and increasing the DC block stopband width deteriorates this perfor-
mance; (3) The jamming signal parameters, namely sweep frequency and sweep bandwidth, are
shown to cause a small effect on the signal-of-interest reception performance, while increasing
these parameters necessitates the increase of the DC block stopband width for the system to stay
robust against reflections from the radio channel. In addition, an equation to determine theoretical
minimum DC block stopband width for a certain jamming signal and deployment environment is
derived for the design of radio shield devices. The analog-domain cancelation performance of
the proposed system is found to be close to the reported state-of-the-art in research literature.
Additionally, full-duplex WLAN reception is shown to be possible with the system. These results
prove that the proposed system is a viable candidate for a radio shield device.

Keywords: Full-duplex, SF-STAR, FMCW radar, DC block, analog self-interference cancellation
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Pahansuovat toimijat vaarantavat virallisten kayttdjien turvallisuuden jaetuilla radiokaistoilla.
Esimerkkeja ndistd pahantahtoisista toimista ovat tunkeilevat dronet tai tiedonsiirron salakuunte-
lu. Salakuuntelu saattaa johtaa jarjestelmien kaappaukseen tai virallisten laitteiden, kuten inter-
netin tukiasemien, vaarentdmiseen. Uusia puolustusjarjestelmia téllaista toimintaa vastaan tulee
kehittda. Yksi metodi puolustautua naité toimijoita vastaan fyysisella kerroksella on vastahykata
I&hettdmalla elektronista hairintdd. Hairinnan lahetys estaa laitteita, kuten radio-ohjattuja drone-
ja, kayttdmasta radiokaistaa tietylla maantieteelliselld alueella. Perinteisesti tdma koskee myds
héairintaa lahettavaa laitetta. Full-duplex periaattella toimivaa laitetta voitaisiin kayttaa siten, etta
héairintaa lahettava laite pystyisi samanaikaisesti suorittamaan datan vastaanottoa, spektrin kuun-
telua, tutkatoimintoja tai paikannustoimenpiteita. Full-duplexilla tarkoitetaan yhtaaikaista lahetysta
ja vastaanottoa samoilla spektriresursseilla. Perinteisesti tallaista operaatiota on pidetty mahdot-
tomana, koska korkeatehoinen lahetyssignaali vastaanotetaan itsehairiéna, mutta viimeaikainen
sen poistoon liittyva tutkimus on osoittanut, ettéa full-duplex toiminta on tosiaan mahdollista. Me
kutsumme laitetta, joka samanaikaisesti l[ahettda puolustavaa hairintda ja vastaanottaa samoilla
taajuuksilla, radiokilveksi.

Tassa tybssé esitelldan uusi full-duplex radiokilpilaite, jonka inspiraationa toimi taajusmoduloi-
tu jatkuva-aalto tutka. Léhetettya taajuudessa pyyhkivaa signaalia kdytetdan vastaanotetun sig-
naalin alassekoitusoperaatiossa, mikd mahdollistaa, etta itsehairié voidaan vaimentaa hyddynta-
malla DC-erotinta. Valitettavasti samalla myds hyétysignaali kokee pyyhkivaa vaimennusta. Mit-
tausten kautta tutkitaan hairintésignaalin eri parametrien vaikutusta signaali-hdirié-plus-kohina-
suhteeseen WLAN hyétysignaalista. Esitetyssa jarjestelmédssa DC-erotin on emuloitu digitaali-
sesti, jotta eri estokaistan leveyksien vaikutuksia pystytdan tutkimaan muunneltavan DC-erottimen
puuttuessa. Lahetin- ja vastaanottoelektroniikka on yhdistetty koaksiaalikaapelilla.

Jéarjestelméan osoitetaan tarjoavan 47 desibelin maksimi itsehéirién poiston. Tama arvo mitat-
tiin ilman hydtysignaalia. Mittausten aikana tehtiin seuraavat 3 havaintoa: (1) Lahetystehon olles-
sa liian korkea, DC-erotin ei kykene vaimentamaan kaikkia ldhetys- ja vastaanottoelekroniikassa
syntyvia vaaristymia ja tilanne paranee, jos DC-erottimen estokaistan leveytta kasvatetaan; (2)
WLAN signaali havaitaan tarpeeksi robustiksi kestdmaan joitakin symbolivirheitd, joita DC-erotin
aiheuttaa ilman, etta naista seuraisi virheellisesti havaittuja bitteja samalla, kun DC-erottimen es-
tokaistan leveyden kasvatus heikentaa tilannetta; (3) Hairiésignaalin parametrit, tarkalleen pyyh-
kaisytaajuus seka -kaista, osoitetaan vaikuttavan hieman hyétysignaalin vastaanottokykyyn ja nai-
den parametrien kasvatus vaatii, ettd myés DC-erottimen estokaistan leveytta kasvatetaan. Tyds-
sd johdetaan kaava, jolla voidaan laskea minimi DC-erottimen estokaistan leveys tietyilla hairio-
signaalin parametreilld ja tietyssa sijoitusympéristéssé. Kaavaa voidaan kayttaa radiokilpilaitteen
suunnittelussa. Esitetyn jarjestelman analogisen kerroksen poistokyvyn havaitaan olevan lahella
tutkimuskirjallisuudessa raportoitua huipputasoa. Lisédksi WLAN signaalin vastaanoton osoitetaan
olevan mahdollista jarjestelmalld. Nama tulokset todistavat jarjestelman olevan mahdollinen kan-
didaatti radiokilpilaitteeksi.

Avainsanat: Full-duplex, SF-STAR, FMCW-tutka, tasavirtaerotin, analoginen itsehairién poisto
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1 INTRODUCTION

The development of wireless systems has produced incredible technologies in the past
decades. Unfortunately, as is the case with all widespread systems, some people want
to exploit them for their own benefit. The development of defence systems against ma-
licious operators has gained great interest from academia and industry. Naturally, as
defence systems become more advanced and complex, the malicious operators conduct
new ways to circumvent them. Unfortunately, it seems the defenders are often forced to
react to newly found exploits after some damage has already been done. One example
of impressive technologies made possible by today’s efficient wireless systems is drone
technology, which has seen wide commercial success in recent years. This has raised
concerns among civilian governments and organizations as to how to restrict the flying
areas of unidentified drones. One method for achieving this is to send an intentional inter-
ference, or jamming, signal to prevent the drones from receiving their control signals [1].

In particular, jamming is an operation where a transmitter sends a strong signal to prevent
other devices within a set radius from receiving anything other than the jamming signal
in its frequency band. This operation has mostly been used in military applications and
it can be used to prevent sensing, positioning or data transmission of other devices.
In a civilian context, jamming is currently illegal in most countries, but seeing it as a
counter-attack to malicious spectrum users is making it acceptable in general public and
legislation may change over time. A problem with jamming is that authorized devices,
including the jammer, are also unable to receive within the same area.

A radio shield capable device is able to protect a spatial area against other devices from
receiving or listening on the frequency spectrum, while still being able to perform these
operations itself [2]. This is possible with a full-duplex device that sends a jamming signal
while receiving. A full-duplex transceiver is a device that sends and receives using the
same time-frequency resources. Because of this, the sent signal is received with a large
power level in the reception side. Unless this self-interference is sufficiently attenuated
from the received signal, the reception of the signal-of-interest fails. In research litera-
ture, self-interference is typically mitigated by increasing the physical isolation between
transmission and reception, by performing subtractive cancelation in receiver electronics
and by digital signal processing.

In this thesis, the possibility of using a DC block to perform analog cancelation in a ra-
dio shield device is investigated. To accomplish this, a novel architecture inspired by
frequency-modulated continuous-wave radar is proposed. Normally, in a full-duplex de-



vice, the upmixing and the downmixing are done with a local oscillator tone signal at the
carrier frequency. In the considered system, the downmixing signal is equal to the jam-
ming signal in radio frequency. Because the chosen transmitted signal is a copy of the
downconversion carrier, it is converted into a low frequency stationary tone after down-
mixing. This signal is then easily attenuated with a DC block. In the experiments, the
received signal-of-interest is a WLAN signal. After downmixing, it is sweeping the spec-
trum according to the original transmitted jamming signal. The DC block attenuates some
of the subcarriers of the signal-of-interest, and the sweeping signal can be returned back
to baseband in digital-domain. Unless the DC block stopband width is too wide, the re-
ceiver is found to be able to correct all of the erroneously interpreted bits with channel
coding.

The system performance is evaluated with the signal-to-interference-plus-noise ratio of
the received WLAN signal by varying several self-interference and signal-of-interest pa-
rameters. To accommodate for the lack of a variable electronic DC block, this was em-
ulated in digital domain. There is no additional digital self-interference cancelation per-
formed in this system. The radio path was replaced with a wired connection, to better
control the different system parameters. Finally, the jamming performance of the system
against the WLAN signal used as signal-of-interest was investigated.

After presenting a literature survey of full-duplex radio systems and the existing solutions
to the self-interference problem in research literature, the following main contributions are
made in this thesis:

e A mathematical signal model for the considered system is developed. This includes
the effect of the downmixing operation on the self-interference signal and the signal-
of-interest. In addition, the signal models of the non-linearities created by the differ-
ent transmission and reception electronics are considered as well.

e The mathematical models for the power levels of the different non-linearities, self-
interference and noises are given. These are numerically analyzed for the mea-
sured system.

e The mathematical equations to design the DC block stopband width are provided.
These are analyzed numerically.

e An experimental radio shield device based on the frequency-modulated continuous-
wave radar architecture is built and tested.

e The effect of different system parameters, such as signal powers, sweep frequency
and bandwidth, are measured and analyzed. These show the performance of the
considered system compared to a traditional WLAN receiver as well as the self-
interference cancelation performance of the system.

The work for this thesis is a part of a larger research effort that has resulted in two
conference manuscripts [3, 4], and the results presented in this thesis are currently being
extended for publication in two journal articles.



The rest of this thesis is organized as follows. First, Chapter 2 will give a general overview
of full-duplex device operation and survey some of the state-of-the-art research con-
ducted in the field. Next, Chapter 3 will focus on the self-interference, which is the main
prevailing issue with full-duplex systems. This chapter will also present signal models
of conventional full-duplex systems and the system considered in this thesis. The con-
sidered system is further analyzed mathematically to explain the phenomena observed
during testing and presented later in Chapter 4, where the measurement signals and
equipment are also reported. Chapter 5 presents the measurement results extracted
from the experimental system. Finally, Chapter 6 wraps up this thesis by collecting the
results and issues of the designed system and proposing possible future research direc-
tions.



2 FULL-DUPLEX RADIO SYSTEMS

Full-duplex (FD) operation means using identical frequency resource at the same time
to transmit and receive a signal in a transceiver (TRX). This effectively has the potential
to double the spectral efficiency when compared to half-duplex (HD) operation. Tradi-
tionally, most of the wireless data transmission equipment in use have been operating
in HD, which means sending data at different time instants through time-division duplex-
ing (TDD), different frequencies through frequency-division duplexing (FDD), or through
different physical media. The main reason why FD operation has not been used earlier
is due to the reception being saturated with the self-interference (Sl) signal power com-
ing from the transmission of the same system, which can be in excess of a billion times
stronger than the signal-of-interest (SOI). The mitigation of said SI has been deemed
too difficult or too computationally demanding to be worthwhile in the past. However,
with the recent progress in cheap computer electronics and the ever increasing demands
for spectral efficiency, researchers have started to look into the possibility of utilizing FD
operation with data communication over the recent years.

In addition to its prospective uses in data communication, FD operation has been a re-
search topic in other scenarios as well. Radar and jamming devices could certainly ben-
efit from simultaneous transmit and receive operation [2, 5, 6]. With pulsed radars, FD
operation could be utilized to allow for normal base stations to act as radars while still si-
multaneously fulfilling their primary purpose of being access gateways to the internet [7].
With jamming, FD operation could allow the jammers to monitor the jammed bandwidth,
something that requires the jammer to be periodically turned off with traditional systems.
In the context of radars and jammers, it is often more common to see the term same-
frequency simultaneous transmit and receive (SF-STAR) used [8].

Continuous-wave (CW) radars have been working on the principle of FD operation for
many decades now. There, the transmitted sensing waveform is reflected from the obsta-
cles in the radio channel and received in the TRX. The transmit signal is sent continuously
and the radial velocity of the reflecting object is deduced from the Doppler shift experi-
enced by the reflection. Frequency-modulated continuous-wave (FMCW) radar is a CW
system, where the instantaneous frequency of the transmitted waveform is modulated to
allow for unambiguous range detection.

Current jamming systems need to stop transmitting interference while they inspect the fre-
guencies they are jamming. With SF-STAR operation, the jammer could gain significant
advantages compared to conventional systems. Especially in the use case considering



the jamming of drones, the abilities to detect the presence of drone control signals [9]
and identify them can improve the jamming performance through its adaptation. Further-
more, receiving jamming signal reflections from the small drone can help in locating or
even identifying the drone flying in a restricted area.

The objective of this chapter is to give background information to the reader about FD op-
eration and FMCW radars, while demonstrating the similarity between the two to show the
motivation behind the design of the system considered in this thesis. The state-of-the-art
in Sl cancelation is used to show the feasibility of FD operation and to set goalposts for the
requirements of the considered system. Finally, the different applications are discussed
to show the usefulness of FD operation to existing systems, while also showcasing the
exact use case considered for the system proposed in this thesis.

The rest of this chapter is divided into three sections. First, Section 2.1 will present the
general architectures of a FD TRX and a FMCW radar, which is also the architecture
used in the system considered in this thesis. Section 2.2 will highlight the state-of-the-
art performance of FD devices reported in research literature. Finally, in Section 2.3,
diverse use cases for FD operation in different communication and sensing systems will
be discussed.

2.1 Transceiver architectures

Figure 2.1 shows the high-level concept of a full-duplex device architecture. The digital-
to-analog converter (DAC) transforms the digital signal at the transmitter into an analog
signal, while the analog-to-digital converter (ADC) samples the analog signal into a digital
signal at the receiver. The local oscillator (LO) is used to generate the carrier frequency
used in the up- and down-conversion operations. The 1/Q mixers are used to convert
the signal between the two-branch baseband signal and the radio frequency signal. The
power amplifier (PA) is used to raise the power of the signal to the desired level to be
transmitted from the antenna. Correspondingly, a low noise amplifier (LNA) is used to
increase the power of the received signal to improve the sampling at the ADC. This ampli-
fier can not improve signal-to-interference-plus-noise ratio (SINR) of the received signal,
since the noise and the interference components will be equally amplified.

Figure 2.2 shows an architecture of a frequency-modulated continuous-wave radar. The
FMCW radars typically have a rather similar architecture to the one given for a FD device
with an analog S| cancelation stage before the receiver components [10]. The main differ-
ence is that the transmitted signal itself is used in the downmixing of the received signal
instead of a separate LO signal. In radar operation, the SOl comprises the reflections
of the transmitted signal returning from the radio channel. When the received reflections
are downmixed with the transmitted signal, these signals will devolve into a tone signal at
a frequency defined by the distance of the object causing the reflection. This phenomena
is later explained mathematically in Chapter 3. The DC block shown in Figure 2.2 is not
necessarily used, if an analog mitigation stage is implemented.
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The system considered in this thesis is very similar to the one presented in Figure 2.2.
However, the analog mitigation block is not considered, since the DC block is expected
to provide enough analog cancelation. This is possible thanks to what happens in the
receiver 1/Q mixer when the transmitted signal is downmixed with itself. The Sl leaking
from the TX to the RX, as well as close-by reflections, will devolve into tone signals at
very low frequencies. These are then efficiently attenuated by the DC block. This thesis
investigates whether the radar-inspired FD transceiver can be utilized for simultaneous
data reception and jamming transmission. The observed results and effects found in this
work will be discussed in Chapters 4 and 5.

Both full-duplex radios and frequency-modulated continuous-wave radars suffer from the
strong self-interference signal leaking to the reception side from their transmitters. This
needs to be attenuated or otherwise the SOI can not be interpreted correctly. In general,
the received signal can be mathematically expressed as

y(t) = h(t) * x(t) + s(t) + z(V); (2.1)

where y(t) is the signal at the receiver antenna, h(t) is the radio channel response, x(t)
is the Sl coming from the transmission, s(t) is the SOl and z(t) represents thermal noise.
For the FD reception to work as well as inherently Sl-free HD reception, the Sl needs
to be attenuated below the noise floor. Otherwise the throughput could deteriorate. To



achieve this, the currently popular approach in research literature seems to be to mitigate
the Sl in three stages [7,11-31]. These stages are shortly explained next. They will be
discussed later in more detail at Section

Propagation-domain mitigation is based on using passive isolation between the trans-
mission and reception paths [32]. Self-interference cancelation (SIC) at this stage is
focused on lowering the gain of the radio channel h(t) term in to attenuate the S
signal x(t) at the receiver. These methods may use a shared-antenna as well as multiple
antennas for a single transmission channel [33]. In a shared-antenna system, trans-
mission (TX) and reception (RX) are separated by a non-reciprocal passive component,
usually a circulator or a duplexer. On the other hand, separate-antenna mitigation con-
cepts try to improve the isolation between TX and RX by increasing the distance between
antennas, or by using beamforming, polarization or other methods, which will be detailed
later in Section[3.2.1] Self-interference cancelation is usually harder in a shared-antenna
system, since the propagation-domain cancelation of circulators and duplexers are usu-
ally lower than what could be achieved with, for instance, a rather small distance between
transmitting and receiving antennas. Having multiple antennas does increase the form
factor of the system however, which may prevent the use of such techniques in a mobile
device. In addition, since multiple-input multiple-output (MIMO) technology has already
proven to improve throughput with the use of spatial multiplexing in HD operation, the
throughput improvement with FD operation using multiple antennas needs to be consid-
ered in contrast to HD MIMO operation as well.

Analog-domain mitigation creates a copy of the transmitted signal after the power am-
plifier and attempts to replicate the channel effects to remove the SI from the received
signal [33]. Ideally, SIC at this stage tries to estimate the term h(t) in the to replicate
h(t) « x(t) and subtract it from y(t). In ideal situation this corresponds to

y(t) = h(t) = x(t) — w(t) = X(t) + s(t) + z(t) = s(t) + z(b); (2.2)

where w(t) is the estimate of the channel response. If the estimate is perfect, then the SI
will be completely eliminated. Unfortunately, this is rarely the case and some residual Sl
will typically be left. This stage can also attenuate the Sl at intermediate frequencies or
baseband, although the effects of the additional components in the signal path need to
be replicated in the canceling signal in order for the cancelation to work properly.

In essence, these previous two stages should attenuate the Sl enough to avoid low-noise
amplifier, mixer, and analog-to-digital converter saturation. If that is the case, the residual
Sl can be further suppressed in the digital domain.

Digital-domain mitigation attempts to replicate the remaining Sl signal with all its distor-
tions and remove it from the discrete received signal [33], similar to (2.2). However, this
stage also has to compensate for the non-ideal analog mitigation stage, so that the resid-
ual Sl left at this point can be attenuated as much as possible. After this, the received
signal is processed similarly to regular HD processing.



Data communication with full-duplex capable devices has not yet seen wide commercial
use, which means that there is still some flexibility with the designs of FD device architec-
ture. However, most of the current research devices are loosely based around the same
concept that will be presented next [[7, [11-31].

2.2 State-of-the-art performance

This section will survey the current state-of-the-art of FD-capable devices in research lit-
erature. The performance metric shown is the self-interference cancelation capability, as
this tells how well the system can work compared to a classic HD device. If the FD sys-
tem is not able to suppress the Sl down to noise floor without distorting the SOI, then the
system will cause a deterioration to the SINR compared to HD operation. The throughput
of the system might still be better than in a HD system, as long as the reduction caused
by the SINR drop is not too severe.

This section will survey the reported S| cancelation performance of the different systems,
while the techniques used therein will be later summarized in Chapter [3] These values
will also be used in Chapter [6] to demonstrate the performance of our designed system
compared to the current state-of-the-art systems. For more comprehensive surveys on
this topic, the reader should refer to [32, 33].

Tables[2.1]and[2.2)present the state-of-the-art in SIC currently found in research literature.
These tables also show the bandwidth (BW) for which the reported SIC was achieved,
since typically propagation- and analog-domain cancelation is easier with narrower band-
width. The carrier frequency (CF) is also reported, since the antenna designs for different
carrier frequencies can be vastly different. In the tables, EBD refers to electrical bal-
ance duplexer, IMT refers to impedance mismatched terminal and SAW refers to surface
acoustic wave.

Next, let us highlight the best results for a shared-antenna system from Table 2.1} Bhara-
dia et al. [12] managed to achieve impressive total SIC cancelation of 110 dB in as early
as 2013 for a bandwidth of 80 MHz at WiFi frequencies. This was sufficient, in their
study, to attenuate the self-interference to the noise floor. They reported an increase
in throughput equal to 89% compared to HD operation at the physical layer. Korpi et
al. [27] reported a total SIC of 109 dB over a 20 MHz bandwidth that, however, had the
passive attenuation caused by the electronics subtracted from the final result. Therefore
this is, to the best of the author’s knowledge, the highest SIC achieved with a shared-
antenna system to this date. The measured TX power was 30 dBm, while in the study
by Bharadia et al. the highest TX power was 20 dBm. On the other hand, Bharadia et
al. achieved a higher SIC bandwidth, which does make the cancelation operation more
difficult. Cheung et al. [37] designed a circulator that reportedly achieved a 60 dB isola-
tion between TX and RX paths over an impressive 800 MHz bandwidth. This is the best
reported propagation-domain performance, as well as the widest SIC bandwidth, for the
shared-antenna systems surveyed herein.



Table 2.1. Reported self-interference cancelation of shared-antenna systems.

Reference | propagation-domain SIC Total SIC (dB) BW (MHz) CF (GHz)
2] Circulator 110 80 2.4
[27] Circulator 109 20 2.5
[34] Duplexer (FDD) 107 10 n/a
(18] None (wire) 107 30 0.26
(7] Circulator 100 40 2.4
[28] Circulator 94 80 2.4
[24] Circulator 91 20 0.9
[26] Circulator 85 5 0.9
[35] Circulator 85 12 0.6-0.8
[22] Circulator 85 12 0.75
[36] Circulator 60 100 2.4
[37] Lange-ferrite Circulator 60 800 5-12
[38] EBD 53 80 2.4
[39] Circulator 50 80 2.5
[40] EBD and SAW 50 10 0.7-1
[41] None (wire) 41 20 n/a
[42] Circulator and IMT 40 65 2.4
[43] CMOS Circulator 40 1300 55
[44] Monopole array 35 130 2.4
[45] Circulator 21 4600 25
[46] Single-array, Circulator 20 110 3.5
[47] CMOS Circulator 15 3 1.2

Kiyani et al. [34] reported a SIC performance of 107 dB with an analog canceler that
could be used for FD operation. However, the propagation mitigation was done with a
FDD duplexer and with a FDD signal, so this result is not entirely comparable to other
FD systems. Ensenrink et al. [18] demonstrated impressive SIC performance without any
propagation-domain cancelation for a system that sends a jamming signal while simulta-
neously receiving on the same band. However, since the self-interference is wideband,
and the received signal is very narrowband, this result is not fully comparable to other
prototype FD systems that support equal bandwidths.

Next, the best results for systems using multiple antennas for a single transmission chan-
nel from Table will be discussed. These systems seem to have wider bandwidths
but lower overall SIC. This is partly because many of the researchers only focused on
optimizing the propagation mitigation performance without attempting to reduce the Sl in
additional stages. Doane et al. [48] created an eight-antenna digital phased array, where
four antennas were used for TX and four antennas were similarly used for RX. Those
elements were used for beamforming the TX and RX paths to create a high isolation
between them. The reported value of 141 dB is counted from the effective isotropic radi-
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Table 2.2. Reported self-interference cancelation of separate-antenna systems.

Reference | propagation-domain SIC Total SIC (dB) BW (MHz) CF (GHz)
(48] Beamforming 141 100 2.4
[49] Polarization 103 20 2.5
[50] Polarized array 100 500 2.64
[25] Wavetraps 100 80 2.5
[51] Beamforming 20-90 20 2.4
[16] Separation 87 20 2.5
[14] Separation 78 0.6 2.4
[17] Separation 75 20 2.5
52] Antenna cancelation 65 60 2.5
53] Wavetraps 65 167 2.6
[54] Antenna cancelation 55 50 2.5
[42] Antenna cancelation 50 280 2.4
[55] Polarization 50 2-27 (GHz)  0.5-45
[113] Antenna cancelation 50 20 2.4
[56] Polarization and 48 4000 27-31

antenna cancelation
[57] Polarization 47 100 2.4
(58] Polarization and 35 500

antenna cancelation
[159] Polarization 22 2200 2.5-4.7
[60] Resistive coupling 20 200 2.4

ated power (EIRP) at the transmission to the final power level after the cancelation. The
self-interference was canceled in both propagation and digital domains. To the best of
the author’s knowledge, this is the highest reported SIC value for a FD system. Bojja-
Venkatakrishnan et al. [50] managed to demonstrate a SIC of 100 dB over an impressive
bandwidth of 500 MHz. The prototype they developed is also unique in that it has two
analog-domain SIC parts at RF and baseband. The propagation-domain mitigation is
achieved with cross polarization in an eight TX and eight RX antenna array.

Everett et al. [51] investigated the effect of using a different number of antennas in a mas-
sive MIMO array for beamforming. They presented the trade-off of sacrificing some of
the active antennas to improve the isolation for FD operation in the base station. This ob-
viously deteriorates the multi-user quality-of-service and the researchers compared the
performance of FD to HD operation with an increasing number of users. It was revealed,
unsurprisingly, that with more users the performance of FD operation drops compared
to HD operation. This method was analyzed and simulated earlier in [61]. Elmansouri
et al. [55] fabricated an antenna system with four antenna pairs for four different operat-
ing bands, and they managed to demonstrate a very impressive isolation performance of
over 50 dB for huge bandwidths, with the largest of them being 27 GHz. The three higher
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carrier frequency antennas had opposite polarizations and were recessed in metallic cav-
ities, the RX and TX antennas had a separation of roughly 40 cm, and there were a bed of
nails to improve the surface current isolation between the two middle frequency antenna
pairs.

Despite the variability in the presented performance, the results in Tables and
demonstrate that FD operation is indeed plausible for wireless systems, and that there
is a lot of flexibility for deciding the appropriate SIC techniques for different use cases.
These techniques will be detailed later in Chapter 3]

2.3 Key applications

This section provides an overview of the different possible applications FD capability can
have in wireless communication systems. Additionally, the SF-STAR applications are also
discussed, which includes sensing and jamming.

This section has three subsections. First, Section [2.3.1] presents the advantages FD
operation can have for data communication systems. Section shows how FD ca-
pability in radars is used to do target sensing in reception while transmitting the sensing
signal. Finally, Section demonstrates how FD capability can be used to simultane-
ously transmit interference, or jamming, while still being able to receive data. This section
also gives a general overview to jamming in general, as well as details some different
waveforms used in this kind of operation. The system considered in this thesis is based
around these principles.

2.3.1 Data communication

Wireless communication is the most obvious use case for FD-capable devices. Most of
the research on wireless communication systems has arguably been about increasing
the spectral efficiency of wireless data transfer. The ideal performance benefit to data
communication from FD operation is the doubling of the spectral resources, since the
available bandwidth can be simultaneously utilized for both directions of a data commu-
nication link. Figure [2.3]demonstrates the concept, where the blue arrows represent data
transfer, while the red arrows represent interference sent between devices, as well as
self-interference, caused by the data transmission. Unfortunately, the ideal spectral effi-
ciency is rarely reached due to imperfect Sl and regular interference reduction, especially
in an environment with multiple FD devices. Bharadia et al. [12] demonstrated a median
gain of 87% in throughput on the physical layer compared to a HD system. Duarte et
al. [17] reported a medium access control (MAC) layer throughput increase of 30-100%
with RTS/CTS and 18-87% without it, where RTS/CTS refers to ready-to-send/cleared-
to-send protocol used by the MAC-layer to coordinate multiple devices using the channel
simultaneously, which is done to avoid collisions. The performance increase is mostly
tied to the performance of self-interference mitigation. If mitigation is not able to reliably
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Figure 2.3. Full-duplex access point with two half-duplex mobile users. Red arrow de-
notes interference while the blue arrow means data transfer.

remove all of the self-interference, a good option is to create a hybrid system where the
FD operation is used when the self-interference cancelation is sufficient, and fall back to
HD operation when it is not [62-64].

There are multiple other useful aspects to the communication systems from the FD capa-
bility [65]. Sending and receiving simultaneously on the same frequency band removes
various problems of the MAC-layer that are present in TDD and FDD based HD systems.
With FDD, the uplink and downlink are operating on different orthogonal frequency bands,
so the base station needs to get second-hand estimates from the user equipment to prop-
erly set the modulation of the downlink. This channel state information will be quantized
by the user equipment and sent back to the base station on a different control channel,
which causes an additional delay and overhead. In TDD operation, the switching from up-
link to downlink needs to have a guard band to prevent receiver saturation. This causes
a delay that wastes spectral resources as well as makes the channel estimates outdated,
which might cause them to be erroneous in rapidly changing environments. All of these
problems could be fixed with FD operation.

Furthermore, if all the wireless equipment in the network were operating in the FD mode,
it could be used to handle some of the longest existing MAC-layer problems in wireless
systems. Problems such as hidden terminal, exposed terminal and collision detection
could be simplified if all the equipment were listening on the channel even when they
attempted to use the contested resource themselves. The researchers in [65H68] devel-
oped their own MAC protocols for FD devices which demonstrated an increase in overall
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Figure 2.4. Full-duplex access point and relay used to extend the service area of the
wireless cellular network.

throughput, although only with simulated results. It seems that there has not yet been
conclusive practical experiments with multiple FD-capable devices working on the same
area, especially in a non-laboratory environment.

Currently the most prevalent FD scenario in research literature seems to be in relaying.
Figure shows the concept of a relay-extended mobile network. The mobile users in
the lower-right corner are presumed to be out of range of the access point. However,
the relay is able to extend the network coverage to those mobile users. The task of a
relay device is to receive a data package, interpret its symbols or bits and forward it.
Alternatively, it can just amplify the message without interpretation, but this can reduce
the SINR of the forwarded message. The problem of HD relays is that the transmitter-to-
relay as well as the relay-to-receiver sides of the device need to work at different time—
frequency resources, which causes degradation to the link quality as well as additional
network planning. In contrast, a FD-capable relay could receive and forward the message
on the same time—frequency resource, effectively making the relay an extension of the
network without major degradation to link quality. To achieve this, the residual Sl left after
S| mitigation needs to be effectively under the noise floor. Researchers in [20, |25, 61, 69
demonstrated that achieving sufficient S| mitigation is possible in practice.

Using FD mode in the backhaul link from a small cell base station to the main network
is an application of the relay concept. Here, the small-cell base station is communicat-
ing in HD or FD mode with the mobile devices in its radius while having a FD link to a
macro-cell base station. This idea aims at reducing the cost of deploying a large quan-
tity of small cell radius base stations by removing the wired connection that links them
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(a) D2D (b) Mesh

Figure 2.5. Device-to-device operation inside an existing network. In (b) the commu-
nicating devices are marked with dark blue color, while the other devices are effectively
operating as relays for the network.

to the main network. Sharma et al. [70] used a mathematical model and simulations to
demonstrate the tradeoff between increased throughput and decreased coverage caused
by having a large quantity of small cell FD base stations in an area. Jia et al. [71] took
the FD base station idea a step further by simulating small base stations having simulta-
neous uplink, downlink and backhaul connection, while the macro base station likewise
has a simultaneous connection to mobile devices and small base stations. Their work
is based on using massive-MIMO and non-orthogonal multiple-access techniques at the
base stations, and the simulated results showed the coverage probabilities and spec-
tral efficiencies of the links. The study found that FD operation allowed better spectral
efficiency at the cost of increased implementation complexity.

Full-duplex operation has been suggested for device-to-device communication. There
has been propositions to use FD device-to-device operation for improving the data trans-
fer rate between two devices, as well as for creating a mesh network of interconnected
mobile devices to improve the coverage of the network. Figure[2.5)shows these concepts.
This essentially means that every mobile device could work as a relay for the main net-
work. Naturally, having multiple simultaneous connections between the mobile devices,
as well as between mobile devices and base stations, runs the risk of increasing the over-
all interference in the area. In Fig all the devices are presumed to be FD-capable
devices. In Fig[2.5(b), the two devices actually communicating with each other have been
highlighted with dark blue for clarity. The FD-capable device-to-device mobile equipment
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are causing Sl to themselves, as well as co-channel interference to other devices in the
area that are simultaneously receiving. Research interests in this area include power allo-
cation schemes to minimize interference to other users [72,|73], throughput improvement
with different SIC performance [74], and the improvement in overall power consumption
for multicast scenarios [75].

Cognitive radio refers to the idea of secondary users using underutilized spectrum by
listening on it to identify when primary users are not using it, and then doing data trans-
mission in those spectral resources [76]. Thus, HD cognitive radios suffer from the fact
that they cannot listen to the spectrum while transmitting, which means they have to pre-
dict when to use the spectral resources while minimizing the risk to interfere with the
primary users. In contrast, a FD-capable cognitive radio device could instead listen to the
spectrum while using underused resources, and stop the transmission when it identifies
an active primary user. This could lead to improvements in the efficient use of spectral re-
sources. The detriment in sensing performance caused by FD operation was investigated
in [77,78].

Most of the research activity seems to be on the base station and infrastructure side
of wireless networks. The probably correct presumption seems to be that the electrical
components required for FD operation can not be miniaturized enough to fit into mass
produced cellphones. However, Korpi et al. [31] showed a promising experimental system
using low-cost non-linear components that did manage to suppress the Sl, which does
bring hope for a fully FD operating network in the near future. Unfortunately, the prototype
created for their study was still too bulky for actual mobile device use.
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2.3.2 Non-pulsed radar

Radars are devices that receive reflected signals from possible targets [10]. This signal
can be sent by the same device, which is called an active radar, or it can utilize a signal
already present in the channel, such as TV broadcast. This latter case is referred to as
a passive radar. The received signal is then processed to derive information about the
target, such as its distance and velocity towards or away from the radar.

Radars can be roughly separated into two categories by their used waveform. Pulsed
radars send a short sensing signal pulse and then turn the transmission off while listen-
ing to reflections before sending the next pulse. This is similar to HD operation. If the
reflection from the target is received within the wait period then the delay and Doppler shift
can be used to detect the targets distance and radial velocity with respect to the radar.
On the other hand, continuous-wave radars have already been working as full-duplex (or
SF-STAR) devices, since the transmitter is continuously sending and receiving a signal.
Without frequency modulation, the transmitted waveform is only able to gain information
about the Doppler velocity of the target, since the waveform is continuously transmit-
ted on the same frequency and the delay of the reflections can only be estimated from
the phase difference of the TX and RX signals. The phase difference up to one wave-
length can be trivially obtained, but the ambiguity when the phase difference increases
over this length makes the delay information unobtainable. With a frequency-modulated
continuous-wave radar, where instantaneous frequency of the radar signal is shifting pre-
dictably around the carrier frequency, this knowledge can be used to detect ranges of the
targets as well. Examples of such waveforms are shown in Figure where B is the
width of the band that the radar signal sweeps through. The sweep period, which is an
inverse of the sweep frequency, is denoted with T. The triangular waveform illustrated in
Fig[2.6(b) is also used in our considered system as reasoned in Chapter [4]

The recent studies into RF convergence [5] have shown that it is possible to use data
communication signals to detect targets. This is beneficial, since the radio spectrum is
highly congested and both the data communication and radio sensing are competing for
the same resources. Additionally, if all the devices operating with radio frequencies were
able to use their data transmissions for radar sensing as well, real-time digital mapping
of the physical world could be possible. This could be useful for autonomous traffic,
for instance. Barneto et al. [7] created a FD-capable transceiver sending LTE and 5G
NR waveforms which were used to detect targets. The results showed a good SIC and
sensing capability.

2.3.3 Radio shield

The idea of deploying a radio shield is based on utilizing a FD-capable device by sending
a jamming signal to prevent other users from using the radio channel within a certain
radius from the device, while still being able to use the channel itself [2]. A high-level
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Figure 2.7. Concept figure of a radio-shield device jamming while receiving. Red arrow
means interference while blue arrow means data transmission.

application for this kind of system could be to prevent the use of a frequency band while
simultaneously receiving, detecting or deciphering communications within the same area.
This enables the device to prevent the use of wireless communications and radars in an
area while still being able to receive data itself. This could be used to create no-fly zones
for drones [79], stopping eavesdroppers from deciphering critical messages, preventing
unauthorized use of a frequency band or, in an extreme case, to stop remote controlling
of explosive devices while simultaneously detecting their activation signals [28].

Figure [2.7] shows the situation, where a radio shield system is used to prevent commu-
nications in the area while receiving on the same frequencies. The nodes TRX 1 and
TRX 2 are friendly, while E 1 and E 2 are nodes that are being jammed. The considered
system can be used to receive data from another friendly node while jamming, as can
be seen in Fig[2.7(a), or to eavesdrop on the messages being jammed, as can be seen
in Fig[2.7(b). A more concrete example could be to prevent drones from flying around
the transceivers while still being able to receive data or spot the control signals of said
drones [9]. Theoretically, if WLAN base stations were equipped with such FD capability,
any WLAN base station could be used to prevent the using of drones in their vicinity on
demand.

In device-to-device operation, jamming and full-duplex could be utilized to improve the
secrecy between the devices [6]. If both friendly devices are capable of full-duplex radio
shield operation, they can swap roles to have a half-duplex type of data communication
between them while creating two areas of interference around themselves. Figure
shows the concept. In Fig TRX 1 is receiving the transmission from TRX 2 while
sending interference to eavesdroppers. In Fig [2.8b| their roles are reversed. The eaves-
droppers E 1, E 2 and E 3 are attempting to listen to the data transfer between the
transceivers. As can be seen from the figure, the nearby eavesdroppers are able to listen
to half of the packets, while there is a possibility for a faraway eavesdropper that is still
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(a) TRX 1 acting as a Radio shield device (b) TRX 2 acting as a Radio shield device

Figure 2.8. Concept figure of two radio-shield devices having a half-duplex data transfer
while jamming eavesdroppers.

able to listen in on all the packets if the transmission power of data and interference are
not equal. Theoretically, the node sending data could additionally estimate the channel
from the interference signal or look for potential other transmitters in the area.

The purpose of the jamming signal is to cause packet errors for data transfer or prevent
the use of a radar. Jamming of a radio channel is done by sending a strong signal over
the frequencies that are being utilized by the party that is being jammed in their communi-
cation or sensing operations. Recently, the massive rise in popularity of civilian operated
drones has likewise increased the demand for research on effective ways of restricting
their use. Jamming and different methods of physical interception, such as launching
nets, shooting down with bullets and the deployment of intercepting drones, have been
proposed [80]. Jamming methods are unsurprisingly the most considered method among
communications engineers [79} 81, (82]. Traditional jamming methods utilize barrage jam-
ming to prevent the use of the entire frequency range used by the offending drones,
but more sophisticated methods targeting just the control signal protocols of the drones
are also considered [1]. The FD operation presents an advantage here as well, as was
demonstrated in [9], where the radio presence of the drone transmitter was detected
during jamming.

Especially in military contexts, where jamming is primarily used, the term SF-STAR is
more commonly used than FD for a system that sends jamming while receiving [8]. With a
SF-STAR device, the reception can be used for data acquisition or monitoring the jammed
frequency band. Traditionally this has been considered impossible since the power of the
interference is extremely high close to the transmitting antenna, thus completely masking
everything in the reception. This puts the jamming party at a clear disadvantage, since
they have no way of knowing whether the jamming is successful, if the opposing party
has moved away from the frequencies currently being jammed or attempting to locate



Time

()
=
|_
f f Frequenc ,
q y f f f" Frequency
(a) Wideband (b) Multi-tone
Q
£ g "
|_
O - .
. O
O . .
O
. O
= O
O
t- H . .
DD
O
T
. O
O
t -

T Frequency
B

(c) Frequency-hopping

Figure 2.9. Spectrograms of different jamming waveforms.
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the opponents by listening on their transmissions. In this case, the jamming has to be
turned off periodically to do these operations. With a SF-STAR-capable device, it might be
possible to reduce the Sl to a level where sensing and maybe even decrypting messages
within the interference bandwidth can be possible. This way the jammer can constantly
monitor the band that is being jammed, or as is the objective with the system considered
in this thesis, do simultaneous data reception.

The choice of the interference signal waveform for the radio shield is based on the re-
quired use case. The waveforms presented here are sweeping, wideband, tone and
frequency-hopping. Sweeping interference refers to frequency modulating a sine-wave
signal to move repeatedly between the border frequencies of the jamming frequency
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band. This can follow a sawtooth or triangle pattern, for instance. This kind of waveform
is frequently used in FMCW radars too, however the waveforms are also usable for jam-
ming operation as well. The spectrograms of these waveforms are shown in Figure [2.6]

Figure[2.9)shows the other jamming signal waveforms considered here. Namely, Fig
shows wideband interference, which refers to sending noise-like signal on the whole fre-
quency band being blocked, thus preventing the use of said band within a certain radius
from the transmitter. Multi-tone interference illustrated in Fig[2.9b| refers to sending sinu-
soidal tone signals at specific frequencies of the jamming band. These will prevent the
jammed party from using their RF equipment operating at those frequencies, while allow-
ing rest of the band to be used normally. With all of the previous waveforms the jammed
operation causes interference to other friendly operators in the area as well. In certain
conditions, the mitigation of this interference might be possible.

Finally, Fig shows a spectrogram, where the jamming signal is hopping between
certain frequencies within the jamming band in a predefined sequence during a single
transmit period, after which the sequence repeats. This sequence can be random, or
follow the carrier frequency pattern that the jammer wants to interfere with. Frequency
hopping is useful in making sure only the desired signal is blocked instead of all communi-
cation within the frequency band. However, ensuring that the frequency hopping pattern
matches to the jammed party’s transmission pattern can be challenging. This issue can
be solved with a SF-STAR system that is able to monitor the band whilst sending inter-
ference. However, the delay between spotting the new transmission frequency and the
beginning of jamming said frequency can still become an issue.

The system considered in this thesis is based on the FMCW radar architecture shown
earlier in Figure In the considered system, a triangular sweeping waveform similar
to Figure [2.6)is used as the jamming signal. It is also employed in the I/Q downmixing of
the received signal containing Sl, SOI and noise. This causes the Sl signal to transform
into a single tone signal at a very low frequency, which can be suppressed simply with
a DC block, while the downconverted SOI’s carrier frequency is sweeping between the
jamming signals bandwidth edges. The full description of the designed system will be
presented in Chapter [4]
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3 SELF-INTERFERENCE IN FULL-DUPLEX RADIOS

Self-interference is the main challenge in FD operation and its efficient mitigation is the
main issue that needs to be solved if FD operation is to become an essential building
block of future wireless communication and sensing devices. The power of the received
SOl is typically only 5—15 decibels over the noise floor, while the transmitted power can
be over 100 decibels stronger [33]. In linear units, this means that the Sl can be stronger
than the SOI by over ten billion times. Unless the Sl is sufficiently canceled, the signal-
to-interference-plus-noise ratio (SINR) will be severely reduced. This chapter will show
why the cancelation of the Sl is not so straightforward as it would seem at first, since the
electronic components used in the transmission and reception paths will distort the SI
signal.

The chapter is divided into three sections. In Section the different distortions to the
Sl signal caused by the different electronic components are detailed. Section[3.2)surveys
the different techniques used in research literature to mitigate Sl. Finally, in Section
mathematical modelling for the designed system, as well as for a more conventional FD
device, will be presented.

3.1 Distortions caused by electronics

In theory, the cancelation of the Sl signal is as simple as subtracting the known sent
signal after the channel from the received signal, as was demonstrated with (2.2). Unfor-
tunately, since the electronic components used in the transmission and reception sides
of the transceiver are far from ideal, each of them will introduce distortions to the Sl sig-
nal received. If these are not taken into account in the subtraction operation, then the
resulting SI might be enhanced, instead of reduced. Furthermore, since the typical com-
ponents used at the RX side might not be very resistant to high-power signals, a strong
Sl signal can saturate or even break them. That is why the distortions caused by these
components need to be understood and taken into account in the cancelation operation in
order to have good SIC performance. The following subsections will detail the theoretical
models of these distortions as well as explain them in a more general sense.

In what follows, capital letters for power variables denote logarithmic units, while lower-
case letters represent the same in linear units through equation P = 10 x log,o(p). Addi-
tionally, analog continuous-time signals and responses are denoted with (t), while sam-
pled discrete-time signals and responses are denoted with [n].
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3.1.1 Non-linear power amplification

The power amplifier (PA) is an active component that takes the input signal and sends out
an amplified version of it from its output port. While the PA is maintaining constant gain,
the output signal power is usually linearly increasing as the input signal power is raised.
However, when the input signal power is too high, the output power will saturate and a
lower gain is achieved as can be seen from Figure The distortions caused by non-
linear operation of the PA can be seen as spectral widening in frequency domain, and
as attenuation of high output amplitudes in time domain. If the input signal power has a
high peak-to-average power ratio, then the highest peaks of the signal may be within the
PAs non-linear operation area, which will cause these power levels to be attenuated, or
clipped if the amplifier is driven to saturation. This is a common problem with orthogonal
frequency-division multiplex (OFDM) systems.

In the context of FD operation, PA non-linearity will cause the Sl signal received at the
RX to be distorted, and if these effects are not taken into account, the Sl cancelation
performance will deteriorate. The effect on a waveform level can be modelled with a
Parallel-Hammerstein model

X Zwm

Xampii or(t) = hu(t = m)[Xin(M)[* *Xin(M)dm; (3.1)

uut?dld
where U is the non-linearity order of the model, M is the memory length of the model,
hy(m) contains the coefficients of the u-th-order non-linearity and xj,(m) is the input
signal [11]. Only the odd order non-linearities are considered, since even-order non-
linearities are assumed to be out of the band-of-interest and are therefore filtered out.
When the amplifier is driven with a sinusoidal tone Xxi,(t) = cos(2 ft), the output can be
modeled with

3 2w
Xampli er(t) = hu(t —m)|cos(2 fm)|“ cos(2 £m)dm
u=1
S Z (3.2)
= hu(t — m)|cos(2 fm)|“dm:
u=1 0
u odd

This simplification can be performed since the value of u — 1 is always even if u is odd.
The power level of u-th-order non-linear distortion can be approximated with

Pu ~ Pout — (u — 1)(I11Pu — Pjn); (3.3)

where Py, is the power of the u-th-order non-linear distortion, Pq¢ is the total output power
of the component, u is the non-linearity order, I1Pu is the u-th input intercept point (IIP)
and Pj, is the total input power. All of these parameters are in logarithmic units. The
2nd- and 3rd-order non-linearities are usually the most relevant of these, as they have
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the strongest powers. Furthermore, the odd-order linearities fall relatively close to the
linear component, which makes them difficult to remove with electrical filters. The power
of the second order non-linearity in linear units can be calculated with

PR,

where pi, is the input power, g is the gain of the amplifier and iip2 is the second-order
input intercept point (11P2) of the component. This equation has been derived from (3.3).
The power of the 3rd-order non-linearity can be approximated with

Pind .
~ Pind.. 35

where iip3 is the amplifier's third-order input intercept point (1IP3) [11]. It should be
noted that since the 2nd-order non-linearities are usually rather far away from the used
frequency-band, many amplifier manufacturers only report the 1IP3 value of their prod-
ucts.

The low noise amplifier (LNA) and the variable-gain amplifier (VGA) at the receiver can
also distort a strong received Sl signal. The equations derived in this section are valid for
these components as well if they are driven into non-linear regime.

An additional problem rising from amplification for FD systems is that the operation also
amplifies the noise coming from the transmitter equipment. This noise is random in nature
and therefore can not be modeled accurately for removal in digital domain. This becomes
a problem if the system in consideration works with very high transmit powers.
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Figure 3.2. Mixer induced harmonics of a sinusoidal tone at frequency F.

3.1.2 Mixer non-idealities

The multiplicative mixer is a component that effectively performs a modulation operation
among its two input signals. When the mixer is driven with two sinusoidal signals, the
output can be modelled with the trigonometric identity

cos(fsor) cos(fe) = %(Cos(fsm +fc) + cos(fsor — To)); (3.6)

where fso) is the instantaneous frequency of the signal-of-interest being up- or downcon-
verted and T is the signal at the carrier frequency transmitted by the local oscillator (LO)
which is used to up- or downconvert the signal-of-interest to or from the carrier frequency.
From this equation, it can be seen that the mixer’s output consists of sinusoidal signals
at frequencies that are the sum and subtraction of the original signal’s frequencies. This
effect can be used to shift any signal upwards or downwards in the frequency spectrum.
The non-used term of the resulting product can be removed with an appropriate filter.
The halving of amplitude observed in can be compensated with a power amplifier.

This is how the mixer behaves during linear operation. Unfortunately, if an input signal
is too powerful, the mixer will start to behave in a non-linear manner. Now in the output,
there are copies of the signals at integer multiples of their carrier frequencies, as well as
intermodulation distortions (IMD) caused by the multiplication operations between these
harmonic copies. The powers of these copies and distortions of the second- and third-
order IMDs can be calculated with and (3.5). The harmonic copies of a single
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sinusoidal tone can be seen in Figure [3.2] The non-linear output from a mixer run with a
sinusoidal tone at baseband and a local oscillator signal at the carrier frequency can be
modeled with

Xmixer(t) = K1:mix C0S(2 (Fsor + fe)t) + Ko:mix €0s(2 2(Fsor + Te)t)

+ 11+ Knimix €0s(2 n(fsor + fo)t);

(3.7)

where kn:mix is the response of the n-th harmonic component.

3.1.3 I/Q imbalance

The 1/Q upmixer and downmixer are components that transfer the signal from complex |
and Q branch baseband signals into the RF frequency defined by the LO signal and vice
versa. This is in effect done by having two separate mixers with input LO signals whose
phase difference is 90 degrees. Unfortunately, when dealing with real-world non-ideal
electronics, the attenuation of both branches is not equal, and the phase difference is not
exactly 90 degrees. These effects will cause the formation of a so called image compo-
nent, which is a mirrored version of the original signal overlapped with it in the frequency
domain, as can be seen from Figure In time domain, the image component can be
seen as a complex conjugate of the original signal. This component is usually signifi-
cantly weaker than the original signal, depending on the severity of the I/Q imbalance.
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The 1/Q mixer output can be modelled with the following expression
Xig(t) = kq(t) = x(t) + ka(t) = x (t); (3.8)

where Xx(t) is the actual signal, x (t) is the complex conjugate of the signal, ki(t) is
the response of the mixer and ka(t) is its complex conjugate response [11]. The term
kao(t) x x (t) is the image component produced. A sinusoidal tone x(t) = cos(2 ft) driven
through the 1/Q downmixer can be modeled with

Xig(t) = ki (t) x cos(2 Ft) + ka(t) = cos(2 ft); (3.9)

because the complex conjugate of a real-valued cosine signal is simply the same cosine.

The image rejection ratio (IRR) is the power ratio of the original signal and its image
component which is usually reported for I1/Q mixers. This IRR value can be used to
calculate the image power with a simple decibel subtraction, if the Sl signal power at the
I/Q mixer is known. The IRR can be calculated as follows:

K1 (F)|?

irr(f) = |K2(f) 2

(3.10)

where |K(f)| and |Kx(F)| are frequency-domain representations of the two mixer re-
sponses [11]. This equation can also be used to calculate the response of the complex
conjugate, if the IRR value and the linear response is known.

3.1.4 AQuantization noise

The analog-to-digital converter (ADC) is a component that produces digital samples of
the amplitude of the analog input signal and forwards them to digital processing. The
number of resolution bits in the ADC defines how accurately the digital signal represents
the original analog signal. Since the number of bits required to represent an analog signal
with absolute accuracy is essentially infinite, some quantization error is always present
in a digitized signal. This error is called the quantization noise and it causes noise-like
deterioration to the SINR of the digitized signal.

Before the ADC, there is usually a variable-gain amplifier (VGA). This component am-
plifies the analog input signal to maximize the resolution of the digitized signal. In FD
operation, if the Sl signal at this point is too powerful compared to the SOI, the digitized
version of the SOI might become more distorted by the quantization error. The power of
the quantization noise can be calculated with

__ Pinpapr
PoN = 3. 22

(8.11)

where pin is the power of the input signal at the ADC, papr is the peak-to-average power
ratio of the input signal and b is the number of resolution bits at the ADC [11]. As can
be seen from (3.11), deterioration to the SINR of the SOI by quantization noise can be
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avoided by increasing the amount of resolution bits in the ADC, or by improving the SIC
before the ADC. The received signal after the ADC can be modeled with

yapc[n] = X[n] + Xe[n] + s[n] + z[n] + zg[n]; (3.12)

where x[n] is the sampled discrete-time Sl signal, xe[n] is a sum of the non-linearities
caused by the electronics, s[n] is the sampled discrete-time SOI, z¢[n] is the thermal
noise and z4[n] is the quantization noise.

3.2 Self-interference mitigation

The goal of the whole self-interference cancelation chain is to attenuate the Sl signal
underneath the noise floor. The SIC is usually performed in three stages. These stages
are performed in the propagation-domain, the analog-domain and the digital-domain. In
addition, the first suppression stages should produce enough Sl attenuation to avoid the
non-linear operation of the reception electronics. The ADC is the potential bottleneck of
the system, since if the Sl signal is too powerful compared to the SOI, the quantization
noise caused by the analog to digital conversion will severely deteriorate the SOI and
digital signal processing will not be able to recover it.

The SIC techniques will be studied in the following subsections, which are classified by
the considered domain. Although the research results examined here are exclusively
from the data communication side of the research spectrum, similar S| cancelation tech-
niques are used with FMCW radars as well [10, 83-86].

3.2.1 Propagation-domain techniques

Propagation-domain mitigation is focused on the isolation between the TX and RX paths.
These techniques are divided into shared-antenna techniques and multiple-antenna tech-
niques.

Shared-antenna techniques are usually implemented by using a non-reciprocal compo-
nent to separate the signal going to and coming from the antenna to their respective
ports. Circulators and duplexers are commonly employed for this purpose. The imperfect
isolation between ports as well as reflections from the antenna will leak to the RX port,
which will cause Sl at the receiver side. Shared-antenna techniques usually have poorer
isolation than separate-antenna techniques. Table [3.1| shows the current state-of-the-art
reported in shared-antenna propagation-domain SIC performance, where PIC refers to
propagation-domain interference cancelation.

Separate-antenna techniques involve using multiple antennas to achieve a high isolation
between the TX and RX branches. Roughly speaking, these techniques can be separated
into five categories.



28

Table 3.1. Shared-antenna self-interference cancelation state-of-the-art.

Reference Antenna system PIC (dB) BW (MHz) CF (GHz)
[37] Lange-ferrite Circulator 60 800 5-12
[38] EBD 53 80 2.4
[40] EBD and SAW 50 10 0.7-1
[42] Circulator and IMT 40 65 2.4
[43] CMOS Circulator 40 1300 55
[27] Circulator 29 20 2.5
(28] Circulator 29 80 2.4

Antenna cancelation is a method, where there are at least two transmit or receive an-
tennas. These are placed so that the Sl signal is destructively combined at the reception.
The biggest downside of this method is the wasted additional antenna resources, ad-
ditional null directions created to the antenna radiation pattern and the fact that, since
the spacing needs to be very accurate and carrier frequency specific, the cancelation
bandwidth will be rather narrow.

Antenna separation is the simplest method to improve SIC between the TX and RX
antennas. Simply by moving the two antennas further apart from each other the isolation
between them improves. This is more efficient for higher carrier frequencies, due to
stronger propagation loss. The obvious downside for this method is the increasing size
of the overall system as the isolation performance is increased. In a mobile system, such
as a cellphone, having a sufficient SIC with this method might be unfeasible.

Beamforming involves using mechanical or electrical beamforming to improve the iso-
lation between the antennas. Basically, the antenna elements are modified so that the
power radiation pattern has a null at the direction of the other antenna element. This
can be done at TX or RX, or both. This method is very interesting in the sense that,
with a massive MIMO system, where a large number of the antennas are already used
for beamforming, the FD operation might be plausible without additional sacrifices of an-
tenna resources.

Polarization uses orthogonal electric and magnetic fields in the TX and RX antennas
to minimize their coupling. One way of doing this is by placing the antennas in a cross
pattern. Polarization mitigation is still susceptible to reflections from the radio channel, as
they can change the polarization of the Sl signal.

Segregation involves placing resistive materials between the TX and RX antennas to
improve the isolation between them. At the most simplest, this can be achieved by plac-
ing a metal screen between the two antennas. More elaborate methods involve using
wavetrap elements built specifically for reducing the surface wave currents between the
antennas [25} 59].
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Table shows the reported propagation-domain cancelation, or PIC, achieved with
separate-antenna systems. The most efficient methods seem to be beamforming and
utilization of wavetraps between the TX and RX antennas.

Table 3.2. Separate-antenna self-interference cancelation state-of-the-art.

Reference Antenna system PIC (dB) BW (MHz) CF (GHz)
(48] Beamforming 80/91 EIRP 100 2.4
[51] Beamforming 20-90 20 2.4
[25] Segregation 71 80 2.5
(53] Segregation 70/65 18/167 2.6
[42] Antenna cancelation 50/60 280/150 2.4
(17] Separation 60 20 25
[54] Antenna cancelation 55 50 25
[55] Polarization, separation, >50 2-27 (GHz) 0.5-45

segregation and
beamforming
[56] Polarization and 48 4000 27-31
antenna cancelation
[57] Polarization 47 100 2.4-2.5

The issue with using separate-antenna systems for SIC purposes is that the same an-
tenna resources could be used to improve HD performance as well, and the benefit of
FD separated-antenna operation compared to HD multi-antenna operation is something
worth investigating. In such a study, the benefit from FD operation for higher layers should
be considered as well.

3.2.2 Analog-domain techniques

Analog-domain mitigation is usually performed at the RF, on the carrier frequency. How-
ever, this can also be done at the intermediate frequency or at the baseband. Most
researchers have decided to do this stage of the self-interference cancelation at the car-
rier frequency. From a conceptual perspective, this self-interference cancelation attempts
to create a 180 degrees phase shifted approximation of the self-interference signal and
add it to the received signal, effectively canceling the self-interference component without
causing deterioration to the signal-of-interest.

The RF canceler typically takes the transmitted signal after the power amplifier, produces
multiple versions of it with varying delays, amplitudes and phases, and subtracts the
estimated self-interference signal from the received signal. This is usually done with a
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digitally controlled electrical circuit containing multiple variable filters and delay lines. The
complex weights of the filters required for the cancelation operation need to be estimated
from the received signal after sampling. There are various methods for doing this, such
as the least mean squares algorithm.

The signal after analog-domain self-interference cancelation at the RF can be modeled

with
b ¢
Yrrc(®) =y(t) —  wnXpa(t — n); (3.13)

n=1
where y(t) is the received signal, wy, is the complex weight of the n-th tap, xpa(t) is the
signal taken after the PA at the TX side and 1, is the time delay of the n-th tap [25].

Table 3.3. Analog self-interference cancelation state-of-the-art.

Reference | AIC (dB) Bandwidth (MHz)
[50] 30+20 500
171 50 40
[27] 49 20
[16] 46 20
[12] 45 80
[41] 41 20

Table (3.3 shows the current state-of-the-art in analog-domain SIC, where AIC refers to
analog-domain interference cancelation. To the best of the author’s knowledge, 50 dB of
AIC is the highest cancelation achieved in this domain. The cancelation achieved by the
system considered in this thesis is later compared to this value.

Analog-domain mitigation can be similarly done for a FMCW radar system by using an
RF canceler. The only difference to the FD method is that, for radar, the signal-of-interest
consists of reflections coming from the multipath channel. Therefore, only a few delay
taps are required to remove the nearest reflections from the channel and all farther re-
flections need to be preserved for target detection.

3.2.3 Digital-domain techniques

At this point, the techniques employed in the previous cancelation domains have hopefully
reduced the self-interference power enough so that the ADC does not cause a substan-
tial deterioration to the signal-of-interest. If that is the case, then the responsibility of the
digital-domain mitigation is to remove the rest of the remaining self-interference. In theory,
digital signal processing (DSP) should be able to remove all of the self-interference. How-
ever, this would require the exact reconstruction of the remaining self-interference signal.
As is usually the case with digital operations, the more accurate the approximation, the
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more processing time is consumed. Yet SIC in this domain should be as efficient as pos-
sible to allow for real-time operation without degrading the transmission rate compared to
HD operation.

Table 3.4. Digital self-interference cancelation state-of-the-art.

Reference | Digital SIC (dB)
(48] 50
[12] 50
[49] 43
[22] 43
[35] 43
[26] 42
(28] 37

Table [3.4] shows the reported state-of-the-art for digital SIC performance. It is important
to note that the cancelation performance at the latter domains is affected by the effec-
tiveness of previous domains. In that sense, the values given in the Table 3.4 can not be
compared directly, but they do give some insight to the SIC values achievable with current
state-of-the-art digital mitigation techniques.

In digital-domain SIC, the receiver tries to estimate the Sl signal after the ADC to remove
it from the received signal. At its simplest, the direct S| component can be modeled with

M
R[n] = h[m]x[n — m] + e[n]; (3.14)

m= M1

where x[n — m] is the signal x[n] at delay m, M; is the number of pre-cursor memory
taps, M, is the number of post-cursor memory taps, h[m] is the total linear response of
the system and e[n] is the modelling error [11]. The non-linear distortions are not included
in the model. This equation attempts to model only the linear SI component with mem-
ory effects, and the channel response is assumed to be a cascade of all the responses
coming from the entire system. The Sl can also be modeled with a widely linear model,
where the complex conjugate of the Sl is included, and non-linear models, where the
different non-linear components are also taken into account. The channel response can
be estimated with, for instance, least-squares or least-mean-squared methods.

With the FMCW radar, the digital-domain mitigation is a bit different. The SOl is essen-
tially reflections of the sent signal returning from the obstacles in the radio channel. Since
the 1/Q downmixer is driven with the transmitted signal, these reflections will also devolve
into sinusoidal tones at frequencies designating the distance to the reflecting object. The
target determination can be done by dividing the frequency range into smaller frequency
bins and determining if there is a target, or an amplitude stronger than a predetermined
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threshold, at a certain frequency bin. The lowest frequencies, where the Sl resides, can
be simply discarded. If very close-by targets need to be observed however, then some
form of digital SI cancelation might be required [7].

3.2.4 Radar-inspired analog baseband technique

The novel analog cancelation method proposed in this thesis involves using a simple
DC block to attenuate the Sl signal. This is possible by using a FMCW radar-based
architecture similar to Figure[2.2] Instead of using a RF canceler to mitigate the SI power
in the electronics, a DC block is used to attenuate the Sl at baseband. This is possible
due to what happens to a FMCW signal when it is downmixed with itself. Unless the
delay of the Sl signal is too severe compared to the delay of the downmixing signal, the
downmixed S| devolves into a sinusoidal tone at a very low frequency. This can then be
removed with a DC block. The undesired side effect of this is that after the downmixing
the carrier frequency of the SOl is sweeping the frequency band according to the FMCW
signal used, which needs to be compensated afterwards. In addition, the SOI is also
attenuated by the DC block it is now sweeping through.

This kind of analog cancelation should not deteriorate the target acquisition of a FMCW
radar, since the SOI of those systems is the reflections of the transmitted signal returning
from obstacles in the radio channel. The SOls after downmixing are sinusoidal tones at
frequencies proportional to the distances of the obstacles, therefore a DC block should
not produce considerable attenuation to these signals. However, this method does not
appear to be commonly used in FMCW radars [10, 83-86]. This might be because this
method does not prevent the reception electronics before the DC block from operating
non-linearly due to too large input powers. Additionally, it might be that if the FMCW radar
has an RF cancelation circuit to provide analog SIC, the benefit from a DC block can be
rendered negligible. Radars typically have a rather strong transmit power requirement to
allow for distant target acquisition, so this might well be the case.

The usability and performance in data communication of this kind of analog cancelation
method is analysed and measured later in Chapters |4/ and |5, The mathematical model
for a system designed with this method is presented in Section|3.3.1}

3.3 System models

Section [3.3.7] will combine the equations presented previously to provide a mathematical
model for the considered system. Additionally, numerical analysis of the power levels of
the different IMDs as well as equations for deriving an optimal DC block stopband width
will be presented. These results will give the theoretical base for the results showcased
in Chapters[dland[5] Section[3.3.2will present a model for a conventional FD system and
compare the differences between the proposed and the conventional models.
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3.3.1 Radar-inspired architecture

The considered system in this thesis is based on the FMCW radar architecture shown
in Figure The LO signal used in the 1/Q downmixer is the transmitted signal tapped
from before the PA. The transmitted waveform is a triangular chirp similar to Fig.[2.6b] The
SOl signal used in the following measurements was a WLAN signal, which means it was
modulated according to the orthogonal frequency-division multiplexing (OFDM) method.
With OFDM modulation, the bandwidth of the signal is divided into several subcarriers
each carrying their individual data symbols. Simply put, during a single OFDM symbol,
multiple parallel subcarrier symbols are sent. These subcarriers are separated by f Hz.
Further details will be given later in the thesis.

In this section, the received signal consisting of the direct Sl signal, the SOI, and the IMDs
induced by the transmitter and receiver electronics will be modeled. In this analysis, the
recursive non-linear distortions are dismissed, because their powers are considered to
be inconsequential. Only the IMDs caused by the strongest, direct SI component are
considered. These different components will be examined individually, to improve the
readability of this analysis. The models will be combined into a full signal model for the
received signal.

In the following analyses of the signal components, the gains and the attenuations of the
different electrical parts are dismissed, to focus on the frequency changes of the different
signal components. The effect of channel impulse response is also discarded to simplify
the equations and to better show what happens to the frequency of the different signal
components in the receiver electronics. In the combined signal model these effects are
added.

Direct self-interference component

The direct self-interference component is the transmitted signal received at the RX with-
out additional distortions caused by the electronics. The frequency of the signal can be
modelled with

B 2Bt mT
fupsweep(D) =Fc — -+ — (M -DT <t < —; meN;
T ®=f +E 2Bt ImT<t<(m+1)T'meN' |
downsweep — Ic 2 mT' 2 > ) )

where f. is the carrier frequency of the used signal, t is the time instant, m is the sweep
number, T is the sweep period of the chirp waveform and B is the bandwidth of the chirp,
or the difference between the lower and the upper limits of the sweeping operation. As
can be seen from this equation, the signal is linearly moving between the lower and upper
limits of the chirp bandwidth. As an additional note, the carrier frequency is selected to
be at the middle of the chirp bandwidth. This is also the case in the conducted measure-
ments.
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The frequency of the complete sweep can be modeled with

8
~f -5 +BE (mM-1NT <t<T; meN
Foweep(t) = B _ 2Bt. mT (3.16)
e+ S -5 B <t<(Mm+1T; meN:
The phase of the upsweep signal can be calculated with
Z t
upsweep (t) = 2 Tupsweep (1) dt
j Bt Bt? mT (317)
=2 ft—-—+—=; DT <t< —; N:
ot o (Mo DT<ts = me

The upmixed Sl signal during upsweep can be modeled with

2 Bt?

mT

Similarly, the upmixed signal during downsweep can be modeled with

2 Bt2? mT
<t < + : N: A
T L t<(M+DT; me (3.19)

XUM;downsweep(t) =cos 2 f.t+ Bt-—

Finally, the complete upmixed signal can be modeled with
8

rom(®) = <cos 2 fot— Bt+2B€ - (m_1T <t<™; meN; (3.20)
um(t) = _ :
“cos 2 fot+ Bt—2BZ - ml<t<(m+1)T; meN:

The reduction in amplitude experienced by the signal has been omitted here for simplicity,
since it can be compensated trivially with a power amplifier and has no effect on the fre-
quency of the waveform. The Sl signal at the baseband before upmixing can be modeled
with s

<cos — Bt+2BE :(m_1T <t< T meN;
xge(t) = _

“cos + Bt—2BL T <t < (m+1)T; meN:

(8.21)

This signal is used in the return operation of the SOI, which will be detailed later in this
section.

The received signal at the 1/Q downmixer will have a delay equal to the difference in the
propagation times between the RF and LO paths. The received upsweep Sl signal can
be modeled with

L2 B(t- )?

— :m e N; (3.22)

XRrx;upsweep(t — ) =cos 2 f(t— )— B(t—- )
where is the delay imposed on the signal compared to the LO path. This equation is
valid for (m — 1)T <t < M.

At the I/Q downmixer the received signal is mixed with the replica of the TX signal before
the PA. This follows (3.6), where it can be seen that a copy of the Sl will be situated ap-
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proximately at 2f.. However, in the following, the upconverted cosine term is dismissed,
since it can be filtered out trivially. The downmixed upsweep signal can be modeled with

XDpM;upsweep (1) = XTx;upsweep () XRx;upsweep (1)

2 Bt?
=cos 2 f.t— Bt+ cos 2 f.(t— )— B({t— )
2
+2 B(t— )
mT
1 2 Bt?
2
" 2 B(t— )
mT
1 2B,, 2
= _ — + — _ —
5 cos 2 . B mT(t (t— )9
_1 2 Bt )— ) .
—Ecos 2 f - B + T ; meN:

This equation is valid for (m — 1)T <t < mTT The attenuation caused by the operation
is dismissed in the continuation, since this does not affect the frequency of the waveform
and can be compensated with amplification. The effect of the channel impulse response
on the Sl signal has been omitted here for simplicity. Similarly, the operation during
downsweep can be modeled with

_2BEE - ?)

XDM;downsweep = COS 2 fc + B mT ; me N: (3.24)
This equation is valid for - <t < (m + 1)T.
Finally, the complete Sl after downmixing can be modeled with
8 2
<cos 2 f; — B +2BCL) D - m_T<t<mM; meN;
Xpm = _ 2 BQE ) 2) (3.25)
—cos 2 fo + B -2 2 ML <t < (m+1)T; meN:

From this equation it can be immediately seen that with setting to zero, the sweeping
signal has now devolved into a sinusoidal tone at the zero frequency, or into a direct cur-
rent. This can then be removed, or at least severely attenuated, with a high-attenuation
highpass filter or a DC block. Furthermore, as long as is low enough, the downmixed Sl
signal will stay within the stopband of a sufficiently wide DC block. It should be empha-
sised here, that in reality the received Sl signal has been distorted by the channel before
the downmixing operation, but this is not considered at this point.
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Direct signal-of-interest component

Next, the effect of downmixing the SOI with the sweeping Sl signal will be analyzed. An
OFDM modulated signal at the carrier frequency can be modeled with

Nsy_% 1
s(t) = Rkcos(2 (fe+k F)t+ ); 0 <t < Tsymbor; (3.26)
k= NSC:Z

where Kk is the subcarrier number, N is the total number of subcarriers, Ry is the ampli-
tude of the subcarrier symbol k,  is the phase of the subcarrier symbol k and Tsympol is
the period of a single OFDM symbol. The high-frequency image component generated
in the downmixing operation is discarded, as it can be trivially filtered out. The SOI after
downmixing can be modeled with

Ns>‘—% 1
spom(t) = Rk cos(2 (fc — Foweep(t) +k F)t+ 4); 0 <t < Toympol: (3.27)
k= Ngc=2

To better illustrate the sweeping effect, the above during upsweep would look like

Ns§% 1 2
Bt 2Bt
sDM;upsweep(t) = Rk cos 2 fc - fc + — - +k f t+ k
K= N2 2 mT
Ns§% 1 2
Bt 2Bt

(3.28)
From this equation it can be seen that all the subcarriers of the SOI are sweeping through
the Sl signal’s sweep bandwidth.

For the sampled digital SOI the return operation is relatively straightforward, simply a
multiplication with the known Sl signal. This can be modeled with

SR;upsweep[n] = SDM;upsweep[n]XBB[n]

— o Rk cos 2 Bin-) 28— )
k= Nsc=2
B(n—") 2B(n—")?
_ (2 )+ (mT ) +k f n+ ;OSnSNsymbol;

where is the delay between the I/Q downmixer and the ADC, ” is the estimated delay
and Nsymnol is the duration of a single OFDM symbol in samples. If the delay is known,
which is a relatively good assumption, the signal is nicely returned to the original base-
band form
NS§% 1
SR;upsweep[N] = Rkcos(2 k fn+ ); 0 <n < Nsympor: (3.30)
k= Nsc=2
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This effect is obviously true during the downsweep of the triangular chirp as well. The
effect of a minor mismatch in the delay estimation is analyzed in Section [4.5|

Intermodulation distortions induced by the self-interference signal

Now that we have established what happens to the Sl and the SOI signals in the ideal
case, we will next focus on the non-linear components created by the electronics. The
IMDs generated by the SOI will be dismissed in the continuation, since they are not rele-
vant for the Sl signal cancelation considered in this thesis. The most harmful of Sl signal
induced IMDs are the harmonics generated during upmixing, which have the instanta-
neous frequencies that are integer multiples of the original sweeping signal’s instanta-
neous frequency (i.e. Tsweep; 2Fsweep; 3fsweep; :::) Near the fundamental carrier frequency.
It follows that after the I/Q upmixing, these harmonics are still sweeping through the used
frequency band, since the multiplication operation just lowers their bandwidth order by
one. Naturally, these are not removed by the DC block. The harmonics during upsweep
caused by the upmixing can be modeled using with

Bt 2Bt?
XIUMMD;upsweep(t) =kyumcos 2 2 - + = fot

Bt 2Bt?

+ k3;U|\/| cos 2 3 _J + + .t (3.31)
2 m

Bt 2Bt?
+ i+ K 2 n _>t4 +ft meN:
n;um COS 42 s A c

where kyM is the signal response of the n-th-order non-linearity and f is the frequency
of the LO used to upconvert the Sl signal to the carrier frequency. This equation is valid
for (m — 1)T <t < ML, Similarly, for downsweep

Bt 2Bt?
X{JMM[;)downsweep(t) = k2;UM cos 2 2 2 T mT + Tt
Bt 2Bt?
Bt 2Bt?
+ 1+ kpy — - :
Kn.umCOs 2 n > T ft ;meN

This equation is valid for - < t < (m+1)T. Together these equations model the x{ )} (t)
signal. Other combinations of the harmonics are at higher carrier frequencies and they
can be dismissed in this analysis. From the equation it can be seen that the intermodu-
lation distortions of the upmixing operation creates additional triangular sweeps with the
same sweep frequency, but with sweep bandwidths that are integer multiples of the origi-
nal bandwidth at the same carrier frequency as the intended direct upconversion. During
receiver downmixing, these copies are essentially divided with the original sweep band-
width which lowers their bandwidth multiplication order by one. Therefore, they cause
wideband, sweeping interference which will not be attenuated by the DC block.
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Additionally, in the downmixer of the reception equipment, more IMDs are generated.
These can be modeled with

XD (1) = k2,0m €08(2 2(Fsweep(t) — Foweep(t — )))
+ K3:pm €0S(2 3(Fsweep(t) — Fsweep(t — ))) (3.33)
+ 11+ Kn;pm €0S(2 N(Fsweep(t) — Foweep(t — )));

where kn-pm is the signal response of the n-th-order non-linearity. From this expression,
it can now be seen that the downmixer intermodulation distortions of the Sl signal are
situated at integer multiples of the sinusoidal tone at the frequencies defined by the delay
between the Sl and the downmixing signals. These IMDs can quickly bypass the DC block
stopband width when the frequency difference caused by the delay is increased. Note
that, unlike with the upmixing operation, only the case where the multiplication terms of
both the RF and the LO harmonic signals are equal are considered. Other combinations
will land far from the bandwidth of interest and are filtered out.

The image component of the Sl signal can be modeled with (3.9), since the instantaneous
frequency of the sweeping signal can be thought to be a simple sinusoidal tone. However,
the image of the self-interference is not really a problem here, since it is also attenuated
by the DC block. The image component of the SOI will also be easier to deal with, since
the digital signal-of-interest return operation will cause the image to sweep even wider in
the band, while the direct component is fixed around the zero frequency. In any case, as
long as the IRR value of the downmixer is sufficiently high, the power of the SOl image
should be underneath the receiver noise floor.

The IMDs of the amplifiers will cause the frequency spectrum of the self-interference to
widen. Some of these components may bypass the DC block stopband if the amplifiers
are driven too close to saturation. All of these distortions can be, in theory, modeled
and removed from the received signal in the digital-domain. However, if their powers are
sufficiently high, they run the risk of increasing the quantization noise caused by the ADC.
The input signal to the PA can be modeled with

Xpa:in(t) = Xum(DKz;Tx; (3.34)

where ki-tx is the complex gain of the upmixer. The input signal to the LNA can be
modeled with

XLNAin (1) = (Xum (DK xKpa) * hen(1); (3.35)

where kpa is the complex gain of the PA and he,(t) is the channel response. The input
signal to the VGA can be modeled with

XveA;in(t) = ((Xom(Dkzxkpa) * hen(t) - Kinakirx) * hpes(t); (3.36)

where k_na is the complex gain of the LNA, ki.rx is the complex gain of the downmixer
and hpcg(t) is the response of the DC block.
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The IMDs from the outputs of these amplifiers can be modeled with (3.1). The IMDs from

the PA can be modeled with
X Zwm
Xpa_(t) = hu(t — M) [Xpain(M)[* *Xpa;in(M) dm:
uucTc?d
The IMDs from the LNA can be modeled with
X Zwm

XA (L) = hu(t — m)[Xenain(M)[Y IXnagin(m) dm:

u=3
u odd

The IMDs from the VGA can be modeled with
3 Zm

XUYEA() = . hu(t — m)|xveain(M)[! *xveain(m) dm:

These equations will be used next in the full signal model.

Full signal model

(3.37)

(3.38)

(3.39)

Next the complete waveform received after the ADC is presented. By combining the prod-

ucts of equations (3.12), (3.20), (3.27), (3.31), (3.32), (3.33), (3.37), (3.38) and (3.39), we

get the complete waveform as

y[n] = ((Xom[n]ki;txkpa) * hen[N] - kKinaki;rx) * hocs[N] - kvea
+ ((XpmInIky;TxKpa) * hen[N] - ki nakirx) * hocsln] - kyea
+ (Xpa°[N] = hen[N] - Kinakz;rx) * hoes[N] - kvea
+ (X{NA[NIk1;Rx) * hoea[n] - kvea
+XyGAlN]

+ (XM [NIkpa) * henln] - KinaKi:rx) * hpcs[n] - kvea

+ xPAP[N] * hpeg[Nn] - kvea

+ spm([n] * hpeg[n] - kvea

+(( Frxzth:x[n] - kitxkpa) * hen[n] - kinaki:rx) * hoce[n] - kvea

+ ( Frxzinrx[N] - kinaKirx) * hpes[n] - kvea

+zq[n];

(3.40)

where ko.tx and ko.rx are the complex conjugate responses of transmitter and receiver
I/Q mixers, Frx and Frx are the total noise factors of transmitter and receiver paths, while
Zih-Tx[N] and zg-rx[N] are the corresponding thermal noises of transmitter and receiver

paths, respectively.
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The total noise factor of a system can be calculated with the Friis equation

Fo—1 Fa—1_  _ Fo—1

F =F + i
toral =TT g, 0102 0102::0n 1

(3.41)
where F,, is the noise factor of the n-th component and gy, is the linear power gain of
the n-th component in the system. As a side note, even if the electrical DC block does
not have a strong attenuation, it can be further enhanced in the digital-domain with a
similar digital highpass filter, provided that the analog attenuation is sufficient to avoid
distortions from the A/D conversion. Since the parts of the SOI sweeping through the DC
block are already attenuated by the electrical DC block, the digital highpass filter does
not deteriorate the SOI further.

Power equations

Next, the equations to calculate the powers of the different signal components will be
presented. The following equations are in linear units. The power of the direct Sl signal
can be calculated with

Psi = Px J1;7x 9rpA AANT JLNA J1;RX ADCB OVGA; (3.42)

where g1.1x is the gain of the upmixer, gpa is the gain of the PA, g_na is the gain of the
LNA, g1.rx is the gain of the downmixer, aanT is the propagation-domain attenuation and
apcs is the power attenuation of the electrical DC block. The values for these variables
can be obtained from the datasheets of the relevant components. Here, the Sl is believed
to be completely within the DC block stopband. The power of the 1/Q imbalance can be
calculated with

1 1
+

irrTx irrRx

pé? = Px 91;7x 9pA @ANT JLNA J1;RX ADCB JVGA (3.43)
Again, as long as the direct S| component is within the DC block stopband after the 1/Q
downmixer, then the image component should also be located there. Therefore, the SI
image component should be attenuated significantly lower than the direct S| component.
The power of the PA IMD can be calculated with (3.5) as

IMD p§ gf;-rx grA AANT 9LNA J1;RX @DCB VGA

o~ 3.44
PPA iip3Za 049

The power of the IMD from the LNA can be likewise calculated with
pmg ~ OvGA 91:RX OLNA (01;7x UPA @ANT @DCB px)3 : (3.45)

iip32 A
In the two previous equations, only the third-order non-linearity is considered powerful
enough to be relevant. The power of the IMD from the VGA can be calculated by summing
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the results from equations (3.4) and (3.9))

2
pIMD o gvca (91;Rx 9LNA 91;Tx 9PA AANT @DCB Px)
VGA ~

o
"Pevea ; (3.46)
OvGA (91:RX JLNA 01:TX IPA @ANT aDCB Px)

+ ==
p3yca

The powers of the spectral widening caused by the amplifiers should also be attenuated
by the DC block, unless the IMDs actually go into higher frequencies than the stopband
of the DC block. The upmixer IMD powers can be calculated with

IMD _— p>2< 01;7x 9rpA @ANT JLNA 01;RX OVGA
Pum = D201
3 (3.47)
+ Px 91;7x 9rpA AANT 9LNA J1;RX VGA
3%,

As mentioned before, the IMDs from the I/Q upmixer are sweeping across the Sl signals
sweep bandwidth, which means they will not be attenuated by the DC block. The IMDs
of the 1/Q downmixer are harmonic copies of the direct Sl signal after downmixing. Their
powers can be calculated with

iMb _ (Px91:Tx OPA AANT gLNA)2 01;Rx aDpcB gvGA
oM i1p2p %
3 (3.48)
+ (Px 91:Tx IPA AANT JLNA)® J1:RX @DCB JVGA
iip3Z)

These IMDs should be attenuated by the DC block, again unless the frequencies of the
IMDs with power in excess of the thermal noise power bypass the DC block stopband.
The power of the TX path noise can be calculated with

Pn;TX = OVGA J1;RX JLNA OPA J1;TX @ANT FTx Pth: (3.49)

The power of the RX path noise can be calculated with

Pn:rx = Frx 9veA 91:Rx JLNA Pth: (3.50)

Finally, the quantization noise power is calculated with

_ OveA 91:Rx rPA J1;TX AANT Px Papr
- 3.2% '

PoN (8.51)

Here it is assumed, that the direct SI component power is dominating the quantization
noise generation. However, this might not be the case if the electrical DC block has
enough attenuation. In that case, the dominating power component might be any of the
IMDs coming from the electronics.
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Numerical analysis

In this part, numerical results for a system designed for this thesis is presented. Although
this system will be described in Chapter[4]in more detail, some basic aspects of its design
are presented here. The designed system has a wire connection between TX and RX
electronics with a 40 dB attenuator, to emulate propagation-domain SIC. There is no LNA,
or an electrical DC block. The DC block with varying stopband widths is emulated with a
digital highpass filter. Unfortunately, this also means that the VGA becomes a significant
IMD source at higher received S| powers. In an actual system, the S| power driving
the VGA is reduced by an electrical DC block, which reduces the severity of the IMDs
produced. The parameters used for the different components can be seen in Table [3.5

Table 3.5. Parameter values used in the numerical analysis.

Component | Gain (dB) Noise Figure (dB) 1IP2 (dBm) IIP3 (dBm) irr (dB)
PA 40 8 - 30 -
I/Q upmixer - - 55 56 -
I/Q downmixer 3.3 17.6 52 28.3 40
VGA 0-36 4 58 8 -
PIC -40 - - - -
DC block -90 - - - -

The parameter values for the different components were gathered from the datasheets
provided by the component manufacturers. The component models are later presented
in Section[4.2] The PIC and DC block values were chosen arbitrarily, to show the relative
power levels of the different components. Obviously, if the PIC was decreased, the PA,
upmixer and transmitter noise powers would be increased. Likewise if the DC block
attenuation was decreased, all the SI component power levels attenuated by the DC
block would increase. The attenuation of a real DC block is limited by physical properties,
but the attenuation can be afterwards improved with a similar digital highpass filter.

The stopband width of the DC block used in this section and the following chapters is
the stopband width of a highpass filter for a real signal. The stopband widths given for
electrical DC blocks, or highpass filters, only consider the physical portion of the real
one-sided frequency spectrum at 1/Q baseband. This means that an equally wide band
is attenuated at negative frequencies. Essentially, a highpass filter can be imagined as a
bandstop filter centered at zero frequency, with the actual stopband width being double
the stopband width of the highpass filter used. This can be slightly confusing, but as this
is the convention with hardware manufacturers, a similar notation is used in this thesis.

Figure shows the powers of the different SI components with the assumption that
the IMDs, excluding the upmixer, are still within the DC block stopband and are therefore
attenuated. The negative slope of the thermal noise floor observed between transmit
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Figure 3.4. Numerical analysis of the power levels of the different SI components for the
considered system.
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Figure 3.5. Numerical analysis of the power levels of the different S| components for the
considered system if the IMDs are not attenuated by the DC block.
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powers -30 dBm to 5 dBm can be explained by the varying gain of the VGA. The powers
of the sweeping IMDs from the upmixer start to bypass the noise floor after the transmit
power of the Sl signal is over -15 dBm. The frequency profile of these IMDs can be seen
from and (3.32). Other than that, the powers of the other IMDs do not bypass the
power of the direct S| component power, with the exception of the PA non-linearities after
30 dBm Sl transmit power. The quantization noise power is underneath the power of the
direct SI component power. The amplified noise power sent from the transmitter is well
below the regular receiver thermal noise power. However, if the system parameters are
changed, this might change. From this figure it can be concluded, that apart from the
upmixer IMDs, this system should give good Sl cancelation as long as the IMDs from the
components do not go to frequencies over the DC block stopband.

Figure [3.5 shows the situation when the IMDs are not attenuated at all by the DC block.
The IMDs from the upmixer behave similarly to the previous figure. The power of the
VGA IMDs begin to bypass the noise floor already at -25 dBm Sl signal transmit power.
In addition, the downmixer and the PA IMDs start causing interference when the Sl signal
transmit power is increased over -15 and -8 dBm, respectively. The frequency profile
of amplifier IMDs is similar, which can be seen as a widening of a sinusoidal tone at a
certain frequency. The IMDs coming from the downmixer are sinusoidal tones at integer
multiples of the direct Sl signal after downmixing, as was show with (3.33).

In practice, the actual results will lie between what is shown in Figs. and Espe-
cially, Figure shows the optimistic assumption that none of the IMDs from the ampli-
fiers or the downmixer bypass the DC block stopband while Figure 3.5 shows the rather
pessimistic assumption that none of them are within the stopband. In reality, only the
higher order IMDs from the downmixer and the amplifiers bypass the stopband, whereas
the sweeping IMDs from the upmixer are not always over the bandwidth of the SOI.
Nonetheless, these results give theoretical insight into what is happening within the sys-
tem. The results from the measurements will be presented in Chapter[5]

DC block stopband width calculation

In this part, the calculations to determine a sufficient stopband width for the DC block
will be presented. The required delay for the Sl to bypass the DC block is a combination
of the frequency difference caused by the delay of the reflection of the Sl signal from a
target at distance dtarget, and the Doppler shift. As was shown earlier, after the down-
mixing operation the triangular chirp in use will devolve into a sinusoidal tone at a center
frequency defined by sweep frequency, sweep bandwidth and the distance to the target.
The center frequency can be further shifted by the Doppler effect.

The frequency shift caused by the Doppler effect can be calculated with

| v
c

f=

fe: (3.52)

where T is the Doppler shift of the signal in Hertz, v is the approaching or receding
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Figure 3.6. Frequency shift caused by the Doppler effect for different carrier frequencies.

velocity of the target compared to the velocity of the transceiver, ¢ is the speed of light and
f. is the carrier frequency. Figure shows the relation between the radial velocity of
the target and the frequency shift experienced by the signal operating on different carrier
frequencies.

Next, the equation to calculate the minimum DC block stopband width will be derived.
First, to generalize the situation, the sweep frequency and bandwidth can be combined
into a single variable, called the sweep rate, with

8

<2B triangular);

- 1Boweep (sawtooth);

where T is the sweep period of the chirp and B is the bandwidth. The triangular chirp
moves between the border values twice during a single sweep. The delay is related to
the distance of the reflecting target through

— dpropagation — 2dtarget, (3 54)
c c '

where dpropagation IS the propagation distance in meters and darget is the distance to the
target. The propagation distance is double the target distance, since the signal needs to
travel both ways.
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Figure 3.7. Minimum target distance required to bypass different DC block stopband
widths at carrier frequency 2.44 GHz. The sweep bandwidth is 80 MHz.
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Figure 3.8. Attenuation caused by the free space loss for different carrier frequencies.
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Figure 3.9. DC block stopband width required for different sweep frequencies at carrier
frequency 2.44 GHz. The DC block attenuation is assumed to be 60 dB. The jamming
signal is a triangular sweep.

After combining the reflection delay and doppler effects, the maximum delay allowed for
the downmixed Sl signal to remain within the DC block stopband width can be calculated
with

- Bbce + \ CV’fC; (3.55)

where Bpcg is the stopband width of the DC block. The Doppler frequency shift term
here can move the frequency in positive or negative direction, depending on whether the
target is approaching or receding. Equation assumes the worst-case scenario. Ad-
ditionally, as can be seen from Figure [3.6] the Doppler shift at 2.44 GHz carrier frequency
is less than 1 kHz for velocities less than 100 m/s, so this term can be relatively safely
ignored when operating on the 2.4 GHz unlicensed spectrum.

The maximum allowed target distance for a fixed DC block stopband width can be calcu-

lated with
— 2dtarget < BDCB_

C )

3.56
cBpce ( )

dtarget <

Figure shows maximum allowable target distances for different DC block stopband
widths when the sweeping frequency is raised. The sweeping bandwidth is 80 MHz and
the carrier frequency is 2.44 GHz. The figure shows that the target distances causing
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the self-interference to bypass the DC block stopband width are relatively short for a
100 kHz DC block. However, since the propagation itself causes attenuation to the self-
interference signal, the reflections that have been attenuated by propagation for the same
amount as the DC block would attenuate them, can be ignored.

The propagation attenuation caused by free-space loss can be calculated with
4
L = 20 Ioglo(dpropaganon) + 20 Ioglo(fc) + 20 Ioglo T , (357)

where L is the attenuation experienced by the signal in decibels. Figure [3.8| shows how
much signals at different carrier frequencies are attenuated as a function of distance.
This model is rather pessimistic, as the actual attenuation experienced by the signal is
usually higher due to various phenomena caused by obstacles in the radio channel.

The attenuation experienced by the signal reflected from a target at distance dtarget Can
be derived from the previous equation with

4
2010g10(dpropagation) = L — 20logyo(Fc) — 20109y ——

Clo(L=20)
dpropagation = ﬁ; (3.58)
c

c10(L=20)
dtarget = W
c

If the value of L is equal to the attenuation of the DC block, then this equation essentially
gives us the minimum distance of a target from which the reflection of the self-interference
signal can be dismissed.

By combining (3.56) and (3.58), we can calculate the DC block stopband width required
for different sweep rates as

Clo(L=20) CBDCB .
8 f. 2
(L=20)
Bocs 1‘1 — (3.59)

c

10(L=20)

B > —
DCB 4 fc

This equation can be used to determine the DC block stopband width required for the
considered system. From this equation it can be seen, that the stopband width is in-
versely proportional to the carrier frequency and directly proportional to the sweep rate.
Figure [3.9| shows the required stopband widths for a few different sweep bandwidths
when the sweep frequency is raised. The value for L is 60 dB and the carrier frequency
is 2.44 GHz. From the figure it can be seen that with a 80 MHz sweep bandwidth and
a sweep frequency of 18 kHz at most, a DC block with 100 kHz stopband width should
theoretically be enough to attenuate all of the reflections from the radio channel.
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3.3.2 Conventional architecture

For reference, this section will give a mathematical model for calculating the different sig-
nal components created by a strong Sl signal going through non-ideal electrical compo-
nents in a conventional FD system. The system is equal to the FD architecture presented
in Figure [2.1]in Chapter [2l The model presented here was derived by Korpi in his doc-
toral dissertation [11], which has in-depth derivations and analysis of the terms. All of the
following parameters are in linear units.

The complete received waveform with the SOI, Sl and its non-linear components after the
ADC, can be expressed with

y[n] ~ (kveakinalanTIrrckpakirxkirx — A)X[n]
+ kvea(KLnalanTlrrckpako:r xKi:rx + K nalanTIrRrcKpaKiiTxko:rx )X [N]
+ kveakirxKinalanTIreeXBACIN]
+ kveakyrxX{NAIN]
+ kVGAkl;RxkLNA'pA)I\LhchkPAkl;Tx pFiTXZth;TX[n] (3.60)
+ kveakirxKLna  FrxZthrx[N]
+ kveaki;rxKLnAZrFC[N]
+ kveaki;rxKLnAS[N]
+ kveaXpar [N]
+ XQeaA[Nn] + zq[n];
where IanT is the voltage attenuation achieved by the propagation SIC, Irec is the voltage
attenuation achieved by the RF SIC, fi is the estimate of the Sl channel used in digital
cancelation and zrgc[n] is the additional noise caused by the RF SIC operation. The
digital cancelation is presumed to only affect the direct SI component. The oscillator
phase noise was omitted here unlike originally in [11]. This was done because the effect
was found to be negligible with reasonable transmission powers in their studies.

This model is mostly similar to the one presented in at Section[3.3.1] The principal
difference is that the Sl and the SOI signal are downmixed with a stationary sinusoidal
tone signal instead of a sweeping sinusoidal tone signal as happens in the proposed
system’s model. This means that the DC block is not suitable for S| cancelation and
another analog interference cancelation method needs to be adopted. Additionally, the
effect of the channel is thought to be a complex multiplication instead of a convolution
operation as is in the system model derived earlier. This is sufficient if the TX and RX
paths are connected with a circulator or if they are separated by a short distance and only
the strongest, direct path Sl signal is considered.
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4 RADAR-INSPIRED PROTOTYPE SYSTEM

This chapter will present the prototype system designed to measure the performance of
the proposed DC block-based Sl canceler. The design decisions and the effects that
followed them are discussed and illustrated.

The chapter is divided into five sections. Section details the setup architecture of
the designed system, while Section |4.2| will present the equipment used in the measure-
ments. The signal-of-interest, as well as WLAN and OFDM in general, will be explained
in Section Section [4.4] will show the interference signal transmitted and used in the
I/Q downmixer’s LO port. Finally, Section [4.5 will show the effects and problems caused
by the designed system.

4.1 Experimental setup

The experimental system architecture follows the one presented in Figure[4.1] The vector
signal transceiver (VST) is used for transmitted signal generation and up-conversion to
the carrier frequency, as well as reception of the baseband | and Q signals. The trans-
mitted signal is first filtered with a highpass filter to remove low frequency non-linearities
coming from the VST. Then, the signal is amplified in order to create realistic PA non-
linearities into the signal. The amplification itself is not required for the experiments, but
the PA was added to better emulate a real system. The transmitted signal is then atten-
uated to limit the Sl power coming to the I/Q downmixer. The SOl is transmitted from a
universal software radio peripheral (USRP). The power level of the SOl is likewise con-
trolled with an attenuator. The Sl and SOI are combined and fed to the RF port of the 1/Q
downmixer. The LO port signal is the Sl signal taken with a coupler from the transmission
path. Finally, the baseband complex signal, including the SOI, Sl and all its distortions, is
fed to the VST. There, the signal is sampled and taken to offline processing.

The offine processing is conducted with a separate computer from the VST. The digital
signal processing (DSP) that is done follows the block diagram shown in Figure [4.2] The
mean of the received signal is first subtracted from the received signal to remove the DC
current imposed on the signal by the VST. Then, the signal is filtered with a high-pass
filter, or a digital DC block, to attenuate the SI. Afterwards, the SOI still sweeping through
the band is returned back to original form by multiplying it with a delayed digital version
of the transmitted signal. Then, the signal is filtered with a lowpass filter to remove out-
of-band noise and some of the residual Sl from the IMDs generated by the 1/Q upmixer.
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Figure 4.1. Block diagram of the used system.
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Figure 4.2. Block diagram of the digital signal processing stage.

Finally, the WLAN packets are equalized and decoded with the MATLAB WLAN toolbox
utility, which is also used to generate the packets.

While the WLAN toolbox utility provided by MATLAB is doing most of the legwork in SOI
demodulation, there are still a few parts in which the signal is manipulated during the
process. The operations done are shown in Figure [4.3] First, the signal is decimated to
an appropriate sampling frequency. Then, the start of the packets are estimated in two
phases. After a packet is successfully extracted from the signal, the carrier frequency
offset is estimated and compensated for. Once the timing offset and the carrier frequency
offset are compensated, the MATLAB utility is used to estimate the channel from the pilot
sequence used in front of the WLAN packet. Since the DC block causes deterioration
to the pilot symbols used in the initial channel estimation, a data smoothing operation
is performed to improve the estimate. This is done using the MATLAB "smoothdata"
function, which returns a moving average of the signal by using a moving window. After
this, the modified channel estimate is fed to the MATLAB WLAN packet data recovery
function. From this function, the 1/Q symbols and data bits of the packet are extracted.
This data is used to evaluate the system performance.
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Figure 4.3. Block diagram of the WLAN processing stage.

4.2 Measurement equipment

The measurements were carried out using a system corresponding to Figure [4.1] Fig-
ure [4.4) shows a picture of the measurement equipment. The transmitted signal from the
VST has a transmit power of 0 dBm. A highpass filter is needed to remove the baseband
version of the transmitted signal leaking from the VST, as well as other possible low fre-
quency non-linearities. The passband of the highpass filter in use begins at 900 MHz and
ends at 3 GHz.

A coupler is used to give enough power to the LO port of the 1/Q downmixer, which needs
to be at c.a. 0 dBm, while the PA at maximum can handle -5 dBm. The LO power after
the coupler is -3 dBm. The signal power coming to the PA input is set to -20 dBm to avoid
excessive heating, while still having some non-linearity at the output. To achieve this, a
10 dB attenuator is inserted between the coupler and the PA, while the inherent coupling
attenuation is 10 dB. The PA output is then attenuated with a variable attenuator to control
the Sl power of the signal at I/Q downmixer’s RF port.

The level of the SOI coming from the USRP is calibrated to -27 dBm to avoid distortions
from the device. The signal is then also attenuated with a variable attenuator to control
the SOI power at the 1/Q downmixer’s RF port. The power combiner for the Sl signal and
the SOI causes an additional -3 dB attenuation to both signals.

The system does not have antennas, so there is no wireless radio channel between
transmission and reception. All the components are connected to each other with coaxial
cables and adapters. The decision to use a wired channel was made to have better
control over all the different parameters and effects of the system. In future work, we will
proceed to experiment with real over-the-air transmissions.

The designed system does not have an electronic DC block component, instead it is
simulated in the digital domain by using a high-pass filter. This obviously means that the
remaining S| power at the VST’s input ports has to be controlled, otherwise excessive
quantization noise will occur. The VST has 16 resolution bits which means a reasonably
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Figure 4.4. Photograph of the measurement equipment.

Table 4.1. Component models used in the measurement.

Component Model
VST National Instruments NI PXle-5645 R
USRP National Instruments NI USRP-2945 R

I/Q downmixer
Power amplifier
Highpass filter
Variable attenuator
Coupler
Combiner

Analog devices ADL5382
Mini-circuits ZHL-4240
Mini-circuits BHP-900+

JFW industries Model 50BR-112 N
HP 87300B
Mini-circuits ZN2PD2-63-S+

high resistance to quantization noise. In addition, the VST has a maximum sampling
frequency of 120 MHz, which limits the usable bandwidth of the system. Table [4.1] shows
the models of the components used in the prototype.

4.3 Signal-of-interest

In the WLAN standard, data is modulated using orthogonal frequency-division multiplex-
ing (OFDM) where, instead of using a wide bandwidth signal for sending one symbol
per channel use, the bandwidth is split into multiple smaller subcarriers which all include
individual symbols. The data transmission rate is not improved this way, since a nar-
rower subchannel in bandwidth is longer in time domain. However, since the individual
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Figure 4.5. Packet structure of the generated WLAN signal [87] [88, section 18.3.11].

subcarrier's bandwidth is narrower, the channel experienced by that specific subcarrier
is practically flat, which makes channel equalization less complex. OFDM operation also
enables dynamic power and modulation allocation for separate subcarriers if the channel
information is well known.

The subcarriers are placed partially over each other with a specific subcarrier spacing to
make the signals orthogonal to each other. This makes OFDM signals very vulnerable
to carrier frequency offset and timing offset. The carrier frequency offset effect can be
seen as constellation rotation between consecutive OFDM symbols. The timing offset
effect can be seen as constellation rotation between subcarrier symbols within an OFDM
symbol. Both of them need to be estimated and compensated per OFDM symbol. The
cyclic prefix is used to remove the overlapping of consecutive symbols due to a multipath
channel. This essentially fixes the timing offset. The cyclic prefix is a copy from the end
of an OFDM symbol placed in front of the same symbol. This acts as a guard interval
against the inter-symbol interference created by a multipath channel. The length of the
cyclic prefix is determined based on the delay profile of the channel and it is usually
chosen during network planning.

The total OFDM transmit signal consists of multiple subcarrier signals with different fre-
quencies. These signals can cause drastic fluctuations to the overall transmitted signals
amplitude. This is reflected in high peak-to-average power ratio (PAPR) typically asso-
ciated with OFDM signals. High PAPR can cause problems with electrical components
in the transmission equipment, since the highest instantaneous amplitudes can cause
the components to work non-linearly. This needs to be compensated with digital pre-
processing, which attempts to minimize the PAPR or pre-distort the signal to compensate
for the non-linear components.

The SOI used in the measurements was a WLAN standard 802.11-2012 compliant signal
generated using the WLAN toolbox utility provided by MATLAB [87]. The transmitted
signal consisted of a WLAN packet and a fixed idle-time between packets. The same
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single packet was sent indefinitely on repeat. The data in the packets was randomly
generated for the packet. The structure of the waveform generated with the toolbox is
shown in Figure The preamble consists of two training fields and a signaling field.
The legacy short training field (L-STF) is used for the start-of-packet detection and coarse
frequency correction. The legacy long training field (L-LTF) is used for channel estimation,
fine carrier frequency offset estimation and fine symbol timing offset estimation. The
legacy signal (L-SIG) contains rate, length and parity information.

The non-HT (High Throughput) data field consists of four segments. The service field
has 16 bits to initialize the scrambling operation. The physical layer service data unit
(PSDU) is the field which contains all of the actual data to be transmitted. Inside the
PSDU there are a total of 52 subcarriers, 48 of which are used for data symbols while
the subcarriers -21,-7,7 and 21 are used as pilots. The pilots are binary phase shift
keying (BPSK) modulated with a pseudo-random binary sequence and they are used to
compensate for the carrier frequency offset, timing offset and channel changes between
OFDM-symbols. The subcarrier corresponding to DC in baseband is not used. A tail field
is required to terminate a convolutional code. The pad field has a variable number of bits
that are used to make the data field contain an integer number of symbols. See [87] and
[88l Section 18.3.5.9] for more details.

At reception these packets were opened by using the WLAN toolbox utility and the result-
ing data subcarrier symbols were compared to the sent symbols to determine the SINR
of the signal. The SINR was calculated with

SINR = "0 . (4.1)

where Psoy, P and P, are the powers of the SOI symbol, noise and interference, respec-
tively. These powers were calculated from the complex subcarrier symbols taken after
channel equalization. If the channel equalization worked perfectly, then the power of the
Psol = Ptx. Since this is never truly the case, the denominator of will now also in-
clude the power of the channel equalization error. The SINR of a single subcarrier signal
can now be calculated with

Pij _ PIJ

SINR;jj = =
Y I:)ij; n+ I:)ij; 1+ I:)ij; e I:)ij; error

; (4.2)

where i is the OFDM time symbol index, j is the subcarrier index,P;;j is the power of
the transmitted subcarrier symbol ij, Pijj; n is the noise power over the subcarrier symbol
ij, Pij.1 is the interference power over the subcarrier symbol ij, Pjj: ¢ is the channel
equalization error for subcarrier symbol ij and Pijj; error is the power of the difference
between transmitted and received complex symbol for subcarrier symbol ij. The RMS-
voltage of a sine wave is Vrms = 1% where A is the peak amplitude value. From this, the
power of a sine wave can be calculated with p = VRZFQ"S = %, where R is the resistance.
The amplitude of the transmitted complex symbol is its absolute value Arx = |Stx|. The

amplitude of the error vector between the transmitted complex symbol and the received
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Figure 4.6. Spectrogram of the used triangular chirp at 15 kHz sweep frequency and 40
MHz bandwidth.

complex symbol after channel equalization is Aerror = |Srx — Stx|. Their powers are

oo i2 i 2
Prx = Js—zrfqd and Perror = JSRXZF\?TXJ ]

We can now calculate the SINR by using knowledge of the transmitted signal and the
received symbol. This can be done with

Sij: Tx|22R _ |Sij: T2

= : 4.3
ISij: rRx — Sij: T™x|22R  [Sij; rx — Sij: Tx/|? (43)

S|NRij =

The total bandwidth of the transmitted SOI signal is 20 MHz. The overhead portions of
the packet uses BPSK modulation and 1/2 rate binary convolutional coding, which ensure
that these portions of the message are received even when the SINR is as low as can
still be detected. The data inside the PSDU is an OFDM signal with subcarrier symbols
modulated with quadrature amplitude modulation (QAM). Redundancy and scrambling is
introduced to the bitstream before modulation, to detect and correct some symbol errors
in the transmission. The modulation order and channel coding rate is referred to as MCS,
or modulation and coding scheme. The standard 802.11-2012 has MCS values up to
a modulation of 64-QAM and 3/4 coding rates. In normal operation, the MCS of the
transmitted signal is dynamically changed to adjust to the channel state. In the following
measurements, MCS 5 was used corresponding to 16-QAM with 3/4 coding rate. See
[88], Table 18-4] for more details.
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Figure 4.7. Effect on the triangular chirp when down-mixed with a delayed version of
itself.

4.4 Interference signal

The interference signal chosen for the measurements was a triangle chirp going up and
down in the frequency band with no point of discontinuity. The default sweep frequency
was 15 kHz and the bandwidth was 40 MHz. However, different bandwidths and sweep
frequencies were also tested. The reason the triangular chirp was selected for this thesis
was that there are no points of discontinuity in the waveform, which would undoubtedly
cause further distortions to the signal-of-interest after downmixing. Basically, the spread
in frequency caused by a delay between the local oscillator and the self-interference
paths is more consistent with the triangular chirp. If the interference signal was a fre-
quency hopping signal for instance, the points of discontinuity could cause huge shifts in
frequency for the downmixed self-interference signal.

Figure [4.6] shows the spectrogram of a triangular chirp with a 15 kHz sweep frequency
and 40 MHz bandwidth at baseband. This was the default transmitted signal in the con-
ducted measurements. The non-licensed band at 2.4 GHz is 80 MHz wide, but unfor-
tunately, the VST’s maximum sampling frequency limited the reception bandwidth to 60
MHz in real axis. This was in effect doubled to 120 MHz at I/Q baseband. However, the
downmixing operation used meant that the SOI drifting in the baseband would go outside
the VST reception bandwidth if the SI sweep bandwidth was set too high. Using 40 MHz
or less as the sweep bandwidth can be shown to prevent this.
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Figure 4.8. Self-interference before and after a 400 kHz digital DC block.

4.5 Problems caused by the equipment

Self-interference signal effects

The main reason for using this configuration for FD operation is based on what happens to
the Sl signal when it is downmixed with itself. As was shown previously in Section|3.3.1], if
there are different path delays for the Sl and the downmixing signal, the downconverted Si
signal will not be shifted to DC, but to another frequency. This was shown mathematically
with (3.25). As was seen in that equation, the difference between the delays of the LO
and Sl paths cause this tone to switch between two low frequencies. This is essentially
what happens for reflections from the nearby objects in the radio path. The effective
bandwidth between the two tones can be calculated with

f=2: (4.4)

As can be seen from (4.4), the widening effect is dependent on the sweep rate of the
used Sl signal. Figure [4.7|demonstrates this effect.
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Figure 4.9. Spectrograms of the downmixed SOI before and after returning to normal.
No Sl signal or DC block present.

The non-linearity of the amplifiers and the 1/Q downmixer can be seen as a widening of the
downmixed tone. These IMDs were shown mathematically previously with (3.37),
and for the PA, LNA and the VGA, respectively, and for the 1/Q downmixer. At
reception this will cause the downmixer Sl tone at DC to be wider, which can be countered
with a wider DC block stopband. The widening caused by amplifier non-linearities is
proportional to the input powers and the saturation properties of the amplifiers.

The biggest IMD-related issue identified for this system during testing are the harmonics
created during the 1/Q upmixing operation. These IMDs can be mathematically modeled
with (3.31) and (3.32). These can be seen as sweeping tone signals with bandwidths that
are equal- and multiples of the original interference signals’ bandwidth. These will not
be attenuated by the DC block and will cause interference to the reception of the SOI.
Fortunately, these signal components are attenuated compared to the main SI compo-
nent, and they can theoretically be further attenuated with additional digital processing.
Figure [4.8|shows how the spectral widening caused by the amplifiers and the downmixer,
as well as the sweeping copies of the triangular chirp caused by the I/Q upmixer, are no
longer attenuated even by a 400 kHz digital DC block when the SI power is high enough.
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Figure 4.10. Spectrograms of a single packet before and after returning to normal with a
2 MHz digital DC block.

The ADC did not cause significant issues in the considered system. The Sl power lev-
els used were low enough that the 16 resolution bits of the VST are enough to avoid
excessive quantization noise.

Signal-of-interest effects

The effect of downmixing with the sweeping interference signal to the SOI is that now
the received SOl is actually sweeping through the bandwidth of the transmitted triangular
chirp. Returning the signal back to a form without sweeping is relatively straightforward,
it only needs to be multiplied with the chirp signal. These effects are shown in Figure [4.9]
However, if the timing between the chirp used for downmixing and the digital chirp used
for the return operation are not exactly matched, the resulting SOI will actually switch
between two frequencies similarly to what happens to the Sl signal in Figure For-
tunately, by syncing the reception to the start of the Sl chirp signal, the delay will be a
constant with minor jitter. This fractional sample correction was done in the digital signal
processing stage before the returning operation of the SOI signal. In the measurements
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Table 4.2. Effect of timing mismatch in the SOI multiplication operation with the transmit-
ted signal.

Delay (samples) | Delay ( s) Median SINR (dB)
-32.0 -0.2667 17.18
-33.0 -0.2750 18.89
-33.15 -0.2763 18.90
-33.25 -0.2771 18.95
-33.3 -0.2775 18.94
-33.35 -0.2779 18.95
-33.8 -0.2817 18.37
-34.0 -0.2833 18.01
-35.0 -0.2917 16.15

it was seen that a minor mismatch of a few hundredth of a sample did not cause any
distinguishable SINR loss. However, in future research, an efficient algorithm that tracks
this mismatch could be created. Table 4.2 shows the effect that a mismatch of the delay
will cause to the SINR of the SOI. The value -33.25 was used in the measurements.

As a result of the SOl sweeping through the DC block stopband frequencies, some of the
subcatrriers, in case of an OFDM transmission, will experience severe attenuation. This
effect can be clearly seen from Figure This is an inherent weakness of the design
and can cause some unavoidable symbol errors in the received signal. This may limit the
channel coding performance compared to a regular transmission. Even in the reference
case without a DC block later demonstrated in Chapter 5] the DC current imposed on the
received signal by the VST has to be removed, which will cause demonstrable decrease
in SINR and some additional symbol errors. In addition, the sweeping nature of the atten-
uation caused by the system somewhat invalidates the block fading model assumed for
the channel equalization. If the pilots used for initial channel estimation get attenuated,
the channel equalization performance will severely deteriorate. In our system, the chan-
nel estimate is smoothened to somewhat mitigate this problem. However, this method
has been proven to work only with the current system without an actual radio channel,
with the frequency response of the wire channel being flat. In addition, the channel esti-
mation problems present here are dependant on the used standard, and other standards
may suffer or benefit from the effects caused by the designed system.

Figures [4.11} 4.12, |4.13| and |4.14] show heatmaps of the individual subcarrier symbols
in a received packet. The color tells the SINR of the specific subcarrier symbol, with red
being a higher SINR and blue being lower. A packet shown consist of 114 data OFDM
symbols across 48 subcarriers. The pilot subcarriers are not shown in the heatmaps.

From Fig.[4.11], it can be seen that even without a DC block, the necessary mean removal
operation to get rid of the DC current imposed on the signal by the VST causes severe
attenuation to the symbols. The sweeping attenuation can be seen in the upper left and
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(b) With channel estimate smoothing

Figure 4.11. Heatmap of one packet for a chirp with 1 kHz sweep frequency and without
a DC block.
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(b) With channel estimate smoothing

Figure 4.12. Heatmap of one packet for a chirp with 1 kHz sweep frequency and with a
400 kHz digital DC block.
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Figure 4.13. Heatmap of one packet for a chirp with 15 kHz sweep frequency and with
no DC block.
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Figure 4.14. Heatmap of one packet for a chirp with 15 kHz sweep frequency and with a
400 kHz digital DC block.
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right corners of the figure. When the attenuation affects the L-LTF field symbols used for
channel estimation, a horizontal line in the figure evidences how the estimated response
is propagated to the subsequent OFDM symbols in the frame. Fortunately, the situation
can be improved with the channel estimate smoothing used. The vertical attenuation
lines are caused by the pilot symbols within the PSDU being attenuated by the DC block.

The aforementioned effects can be observed also in Fig. where the digital DC block
stopband width is increased to 400 kHz. More subcarriers around the chirp pattern are
attenuated. Additionally, the channel estimate smoothing is no longer able to fix the frame
wide horizontal distortions caused by the attenuated symbols happening during the initial
channel estimation.

With a higher sweep frequency, the situation becomes even worse. As can be seen from
Fig. the mean removal operation during channel estimation causes frame wide
horizontal attenuation across even more subcarriers. Unsurprisingly, using a DC block,
as can be seen in Fig. only deteriorates the situation further. In either of these
cases the channel estimate smoothing operation does not bring a visible improvement to
the situation.

Although it has not been shown here, in the situation when the DC block does not atten-
uate the initial channel estimation, the frame is generally received quite well, with only
the subcarriers directly attenuated by the DC block suffering from the operation. The only
exception to this is when the pilot subcarriers located within the data portion are atten-
uated. Then, almost an OFDM symbol wide attenuation across most subcarriers occurs
due to the channel estimate interpolation done with only the four pilot symbols for the 20
MHz band used. This effect can be observed in Figs. |4.11, [4.12, [4.13|and 4.14] This is
true for any sweeping frequency or DC block stopband width used.
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5 EXPERIMENTAL RESULTS AND ANALYSIS

In this chapter, the measurements performed with the system described in the previous
chapter will be reported. The measurement parameters used in the different measure-
ments will be presented at their respective sections.

This chapter has four sections. Section will show the designed system’s ability to
attenuate the Sl in analog domain. Section[5.2 will show the performance compared to a
normal WLAN reception with no Sl signal or DC block present. Section [5.3|will show the
effects that non-attenuated Sl will cause to the received signal as well as what happens
when there is a digitally simulated DC block with a varying passband. Section [5.4] will
show the effects that will be caused by changing various secondary parameters. Finally,
Section [5.5 will discuss the jamming performance of the system.

5.1 Self-interference mitigation

The self-interference mitigation performance is one of the most important metrics of an
FD system. Unless the Sl is sufficiently attenuated, the receiver will experience significant
SINR losses from FD operation. In this measurement, there was no SOI and the port to
the power combiner was terminated. Figure [5.1] shows the SI mitigation performance of
the whole system.

The total attenuation is the result of summing the losses between the 1/Q downmixer’s RF
input port to the VST sampler, a digital DC block, or a high-pass filter, and a digital low-
pass filter after the multiplication operation with a digital version of the transmitted signal.
The last low-pass filter was implemented to remove excess noise from the signal before
it was decimated to the sampling frequency used for WLAN packets. The attenuation
between downmixer and the sampler was 9 dB and the attenuation by the low-pass filter
peaked at 12 dB. The attenuation caused by the digital DC block peaked at 47.33 dB.

This system relies on the Sl being attenuated by the DC block after downmixing with
itself. This only works if the delay of the Sl path is not so long that the widening caused
by the delay causes the Sl IMDs to bypass the DC block. The results are fairly similar
to the numerical results visualized in Fig. [3.4] at Section Even with an extremely
wide DC block stopband width of 1 MHz, which should remove all of the other IMDs,
the upmixer IMDs start to deteriorate the cancelation performance after the Sl received
power increases over -15 dBm. With a narrower DC block stopband width of 100 kHz, the
IMDs from the amplifiers and the mixer begin to bypass the DC block when the received
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Figure 5.1. Total self-interference cancelation achieved by the system.

S| power is raised over -40 dBm. All of the IMDs from the electronics, except from the
I/Q upmixer, cause spectral widening around the original S| signal, so it is difficult to say
which of the IMD components is dominating the rise in residual SI power.

5.2 Reference case without self-interference

This section compares interference-free reception of WLAN signals between the pro-
posed structure and a reference case using conventional direct downconversion. The
WLAN reference measurements were taken by using the same components to downmix
the WLAN signal coming to the I/Q downmixer’s RF port with a tone signal coming from
the VST to the 1/Q downmixer's LO port. The considered system measurements were
performed similarly, but with the LO signal being a triangular chirp signal with a sweep
frequency of 15 kHz and a bandwidth of 40 MHz. In both measurements the power of
the SOI signal was attenuated from -27 dBm to -77 dBm with a variable attenuator using
1 dB step size. All measurements were repeated five times and the median SINR of all
subcarrier symbols was used to compare performance. Both of the measurements had
the Sl path terminated.

From Fig.[5.2)it can be seen that the considered system works relatively well compared to
a traditionally performed WLAN signal reception. There is a loss of a few decibels, which
is reflected in the BER performance. There was no DC block in either case. However, for
the case where the signal is downmixed with the chirp, the mean was removed digitally to
attenuate the DC imposed on the received signal by the VST. Although the designed sys-
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Figure 5.2. System performance compared to regular WLAN. No self-interference or DC
block is present.

tem has some additional erroneously received symbols compared to the regular WLAN
transmission due to the mean removal operation, the channel error coding is able to cope
with it and no bit errors are made until the median SINR drops below 16 dB. The DC
does not need to be removed from the reference case since the subcarrier at the DC is
not used in the standard.

5.3 Self-interference power and DC block bandwidth

For the next set of measurements the SOI power was set to -50 dBm and the transmitted
chirp sweep frequency was 15 kHz and its bandwidth was 40 MHz. The S| power at the
RF port of the I/Q downmixer was increased from -80 dBm to 0 dBm with 1 dB step size.
Every measurement was repeated 5 times and the median of all the subcarrier symbols
was taken to represent the SINR of that case. During offline processing, the digital DC
block bandwidth was increased from 0 to 1000 kHz with a 50 kHz step size.

Figure shows how the system performs under different levels of received Sl signal
power. From Fig. it can be seen that, without a DC block, the system does not
work at all with any reasonable S| power. However, with a sufficiently wide DC block, the
system is able to perform quite well. At higher SI powers the IMDs still cause the SINR
to drop. Figure shows the residual Sl left after the system with different DC block
stopband widths when the received Sl power is increased. The IMDs affecting the Sl
cancelation performance can be seen here, and these results match well with Fig.
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Figure 5.3. System performance under self-interference with different sized DC blocks.
Chirp sweep frequency 15 kHz and bandwidth 40 MHz, when SOI power is -50 dBm.
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The reason why the SINR in the measurement without a DC block is not zero when the
Sl and SOl received power are equal at -50 dBm, is because the S| sweep bandwidth is
40 MHz, while the SOI bandwidth is 20 MHz. This means that some of the SI power is
sent in frequencies where the SOl is not present. In addition, the mean removal opera-
tion can remove some of the Sl signal power situated at low frequencies. Unfortunately,
without this operation the strong DC from the VST reception would prevent all symbol
interpretation. Together these factors explain the c.a. 13 dB apparent improvement in the
performance of the system without a DC block.

Unfortunately, the gains achieved in Sl mitigation with a DC block also cause deteriora-
tion in the SOI we want to receive. Figure |5.4| shows that, as the DC block bandwidth
increases, the number of erroneously interpreted symbols caused by the SOI sweeping
through the DC block will increase as well. This will lead to increase in the chance that
the channel error control coding is no longer able to correct all of the bit errors, which
will lead to erroneously received frames or packets. MCS 5 was used in the SOI, which
corresponds to coding rate 3/4 and 16-QAM symbols. With this MCS, the SOI reception
does not work with even a 300 kHz DC block, as most of the packets would be dropped.
This reveals a very important trade-off between Sl attenuation and reception performance
when choosing the DC block stopband width. The considered system will most likely limit
the usable MCS of a WLAN signal. A comprehensive comparison of performance with
different MCS values and different DC block stopband widths is beyond the scope of this
thesis.

Finally, the cumulative distribution function tells how the different SINR values are dis-
tributed among the subcarrier symbols. Figure 5.5 shows the distributions for a reference
case with a traditional WLAN system, the proposed system without S| and the proposed
system with S| and a digital DC block. From the figure it can be seen that the distribu-
tion for the proposed system is similar to the WLAN reference case, although with a few
decibel decrease in SINR values and a slight increase in the percentage of low SINR
subcarrier symbols. The distributions of the SOI signal without Sl and the SOI signal with
Sl and a 100 kHz DC block are very close to one another. Again, the increase of the DC
block stopband width seems to increase the percentage of low SINR subcarrier symbols.
With a 300 kHz DC block, there is a further decrease in the SINR values. If the Sl is not
attenuated, only 35% of the subcarrier symbols have a SINR of over 10 dB.

The small decrease in the SINR of the proposed system without a Sl signal or a digital
DC block compared to the WLAN reference case is attributed to the channel equalization
of the MATLABSs "wlantoolbox" utility. Even without a Sl signal, the mean of the received
signal has to be removed to remove the DC imposed on the signal by the VST. This op-
eration is effectively a highpass filtering operation. Since some of the subcarriers are still
attenuated, the channel equalization based on the pilot subcarrier symbols is obviously
affected. This causes an increase in the percentage of erroneously interpreted subcarrier
symbols, as well as increases the error power term in (4.2).
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5.4 Secondary parameters

In this section, the effect of the secondary parameters will be presented. These are
parameters that were not found to have any significant effect on the system performance
during testing but are discussed here for completeness: chirp sweep frequency, chirp
bandwidth, and WLAN PSDU length in bytes. Every measurement was repeated five
times and the median of all the subcarrier symbols was taken to represent the SINR of
that case. In the reference measurement of every set, the S| path was terminated. In the
measurements with the Sl signal present, the SOI power was set to -50 dBm and the Sl
power was set to -40 dBm.

Figure [5.6 shows that the length of the PSDU has only a minor effect on the SINR of the
received signal. However, the variations are most likely due to the fixed packet and idle
time lengths used rather than the PSDU length having any actual meaningful effect on the
system performance. In normal operation, the pause between packets is not fixed and
every packet will be received after a random delay. Therefore, these results are largely
dismissed in further analysis.

From Fig. it can be seen, that the sweep frequency of the interference chirp does not
have a massive effect on the SINR of the received signal with no SI. However, with an
Sl signal and no DC block, the effect of a higher sweep frequency is immediately visible.
Having a DC block improves the SINR performance significantly. The performance is still
slightly worse at higher sweep frequencies.
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Figure shows the effects of varying the sweeping bandwidth of the jamming signal.
An important note here is that the dip in the SINR visible after 60 MHz is caused by the
limitations of the VST used. When the bandwidth increases over this threshold, some of
the signal-of-interest is sweeping over the highpass filter at the VST reception side. In
this measurement, the bandwidth of the triangular chirp was increased from 100 kHz to
80 MHz. The bandwidth of the signal-of-interest, on the other hand, remained fixed at
20 MHz. The curves evidence a progressive reduction in the obtained SINR when the Sl
sweeping bandwidth is increased from zero to the same bandwidth as the SOI. The SINR
improves when the chirp bandwidth increases over the bandwidth of the SOI. A similar
effect can be seen when the digital DC block is added. There is a local minimum in the
SINR when the jamming bandwidth matches the SOI bandwidth. Intuitively, the SINR
of the SOI is lowest when the attenuation caused by the DC block is mostly situated at
the SOI bandwidth. When the chirp bandwidth increases beyond 20 MHz, the median
SINR improves due to the decrease in time that the sweeping SOl is attenuated by the
DC block.

The DC block design calculations performed with in Section [3.3.1] showed, that a
stopband width of 100 kHz should be able to suppress most of the reflected Sl signals
under 40 kHz sweep frequencies when the sweep bandwidth is 40 MHz. When the sweep
bandwidth is increased to 80 MHz, the upper limit of sweep frequency is lowered to 18
kHz. These results were shown in Fig. [3.9]and they were calculated with the assumption
that the DC block would attenuate the Sl signal by 60 dB.

5.5 Jamming performance

This section analyzes the jamming performance of the system against another WLAN
system. These are secondary results derived from the previously presented measure-
ments. This analysis is based on the SINR loss for the SOl in another system where the
Sl is not removed with a DC block. There is a inherent error to this analysis caused by
the mandatory suppression of the VST induced DC component. However, the results still
give insight to the general effectiveness of the jamming. The Sl signal power, sweep fre-
guency and bandwidth are identified as the main parameters affecting the SOI reception.
These results are presumed to be valid for a secondary receiver with no Sl reduction,
since the system architecture does not inherently alter the way the interference signal
interacts with the received SOI.

The effect of increasing the jamming signal power can be seen from Fig. 5.3l Obvi-
ously, as the power of the jamming signal increases, the SINR of the jammed devices
decreases. The transmit power of the jamming signal should be as high as possible to
ensure a sufficiently high reception power level at the jamming target, as this is lowered
with propagation distance. This loss can be estimated using (3.57). However, increasing
the jamming signal power will make the Sl cancelation more difficult for the radio shield
device, as was shown in previous sections of this chapter.
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From Fig. it can be seen that, when the Sl is not removed with a DC block, the SINR
of the received SOI decreases as the chirp sweep frequency increases. This is intuitive,
since as the jamming signal is performing more sweeps through all the subcarriers during
a single packet, the channel equalization with four subcarrier pilots becomes increasingly
difficult. From the figure, it can be seen that with these SOI and received Sl signal powers,
the SINR of the SOl is still over 10 dB when the sweep frequency is under 8 kHz. From
this preliminary study the sweep frequency for adequate jamming performance should
be at least 10 kHz, although as was seen in the figure, the increase of the sweeping
frequency did not have a severe impact on the reception performance for the SF-STAR
device, so even a higher sweep frequency could be used.

Lastly, the effect of the sweeping bandwidth can be seen from Fig. Without a DC
block, the SINR of the SOI can be seen to drop when the jamming signal bandwidth is
increased from 100 kHz to 20 MHz, and then improve when the bandwidth is increased
over 40 MHz. Before the sweeping jamming signals bandwidth is equal to the bandwidth
of the SOI, some of its subcarriers are completely unaffected by the jamming. Then, as
the bandwidth of the jamming signal increases well over the bandwidth of the SOI, more
of the jamming signal is transmitted at frequencies away from the bandwidth occupied
by the SOI. From this figure it can be concluded that for optimal jamming performance,
the jamming signal should only be used in the bandwidth occupied by the signal that is
being jammed. However, if a wider frequency range needs to be jammed, then a higher
sweeping frequency should be used to compensate for the performance loss caused by
the non-optimal sweeping bandwidth.
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6 CONCLUSIONS AND FUTURE RESEARCH

The designed radio shield system is based on the circuit architecture used in FMCW
radars. In our system, a sweeping tone signal is transmitted to interfere with the control
signals of drones. The same signal is then used in the downmixing of the received signal.
This causes the strong self-interference coming from the transmission of the system to
devolve into a sinusoidal tone signal at a low frequency, which is easily removed by a
DC block with a sufficiently wide stopband. After the downmixing, the SOI signal, which
is a WLAN transmission coming from a separate radio transmitter, is sweeping in the
frequency according to the jamming signal. The DC block likewise attenuates some parts
of the SOI. The sweeping SOI can be returned to a non-sweeping version of itself in digital
domain, after which the SOI detection can proceed similarly to HD reception.

The performance of the DC block is emulated in the digital domain with a highpass filter.
During measurements, the system-wide Sl cancelation reached over 60 dB, while the
simulated DC block managed to reduce the S| by 47.33 dB at most with an extremely
wide stopband width of 1 MHz. Further analysis into the performance with a WLAN SOI
revealed that a MCS 5 WLAN packet can be received with no erroneous bits with a DC
block stopband width of 100 kHz at most. The median of the SINR across all received
packets was not reduced by a DC block with this bandwidth if the Sl and all its non-linear
components were completely removed. This was compared to a case where the Sl path
was disconnected and no digital DC block was used.

In the measurements, the spectral widening caused by the non-linear operation of the
transmitter power amplifier, voltage gain amplifier and the 1/Q downmixer caused the re-
quirement for the DC block stopband width to increase sharply as the received Sl signal
strength was increased. In addition, the non-linearities of the 1/Q upmixer were not at-
tenuated by the DC block due to their frequency sweeping nature after the downmixing
operation. The other IMDs degenerated into tone signals situated at low carrier frequen-
cies.

The transmitted signal utilized in the measurements was a triangular chirp commonly
used in FMCW radars. The signal was sweeping through the 2.4 GHz non-licensed
band. The sweeping frequency and bandwidth were found to not strongly influence the
SOl reception performance when the Sl was sufficiently canceled. These parameters
are important for jamming performance, so these results show promise for the systems
suitableness to simultaneous jamming and receiving.
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Overall, the system was proven to be a strong candidate for analog Sl cancelation for
this particular use case, due to the simple electronic components involved and a high
analog SIC close to the reported state-of-the-art. Unfortunately, this system only works
if the transmitted signal is a constant-envelope frequency-modulated waveform. This
restriction limits the system’s usability for general FD communication purposes, but it is
still a viable option for jamming or radar applications. More accurate measurements into
the performance of the system would require the use of actual electrical DC blocks.

Further improvements to the system could be performed in the digital domain, where the
system-wide SIC performance could be enhanced. Contrary to conventional implemen-
tations of FD transceivers, the system proposed in this thesis did not include a digital
SIC stage, apart from the digital DC block implemented. The digital reconstruction of the
remaining Sl signal and its reduction from the received waveform is an important future
research direction. Additional research directions identified during testing are running the
system with off-the-shelf products, jamming performance studies, investigating WLAN
robustness to jamming waveforms used and designing an information waveform robust
against errors caused by the DC block.

We currently have two journal papers under preparation which are direct continuations
of this thesis project. One of them involves investigating the tradeoff between drone
jamming and WLAN reception using over-the-air radio channels and a laptop as a WLAN
SOl transmitter. In the second, a more accurate mathematical model of the transceiver
is derived with general transmit and receive signals. The system is then simulated and
compared to experimental results.
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