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ABSTRACT 
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The amount of the code increases in applications across industries. Also, the amount of vul-
nerabilities has increased, which increases the importance of quality assurance. Any kind of qual-
ity assurance increases the probability of finding the issues from programs. One method to detect 
security vulnerabilities is to run code analysis. Code analysis tools can automatically detect po-
tential security vulnerabilities from source code including overruns, using uninitialised memory, 
null pointer dereferences, and memory leaks. 

This thesis shows how a code analysis tool can be included as part of a company's existing 
software development process so that new issues can be found as early as possible. Code anal-
ysis tools might report many findings from codebases that have not been analysed previously. 
Existing issues need to be fixed so that new issues can be identified easily. The effort on fixing 
existing issues was compared to the severity of found issues, which then gave the cost-effective-
ness of the effort spent on fixing. 

A code analysis tool was taken into use at M-Files. The code analysis tool reported a total of 
3,064 existing issues from the company's codebase. Found issues were categorised into three 
severity levels: 3,054 low, 3 high, and 7 critical issues were found. Found issues were fixed. It 
took 60.5 work hours to fix these issues. 

A CI pipeline is used to automate integration steps for the new code. After existing issues were 
fixed the code analysis tool was set to monitor all new changes in the company's CI pipeline. 
Currently, it is mandatory to have a clean analysis result before new changes can be merged into 
the main code branch. This reduces the number of issues, including vulnerabilities, in released 
software. 

It is not mandatory to have a code analysis tool to verify codebase from the beginning of the 
project. This thesis shows that it was a tolerable effort to take code analysis into use for the 
existing codebase. Setting up code analysis as part of the development process as soon as pos-
sible is a recommended action for all organisations. 
 
Keywords: code analysis, analyser, static, deployment, information security 
 
The originality of this thesis has been checked using the Turnitin OriginalityCheck service. 

 



 

 

TIIVISTELMÄ 

Janne Uitto: Koodianalysaattorin käyttöönotto jo käytössä olevaan koodikantaan 
Diplomityö 
Tampereen yliopisto 
Ohjelmistotuotanto 
Huhtikuu 2020 

 

 
Koodin määrä kasvaa eri sovelluksissa toimialasta riippumatta. Tällöin myös haavoittuvuuk-

sien määrä kasvaa, mikä korostaa laadunvarmistuksen tärkeyttä. Kaikentyyppinen laadunvarmis-
tus parantaa virheiden löytymistä ohjelmista. Yksi tapa löytää tietoturvahaavoittuvuuksia on koo-
dianalyysin ajaminen. Koodianalyysityökalut voivat automaattisesti tunnistaa mahdollisia tietotur-
vahaavoittuvuuksia aiheuttavia virheitä lähdekoodista. Tällaisia virheitä ovat esimerkiksi ylivuoto, 
alustamattoman muistin käyttö, nollaosoittimen käyttäminen ja muistivuoto. 

Tämä työ selvittää kuinka koodianalyysityökalu voidaan ottaa osaksi yrityksen olemassa ole-
vaa ohjelmistokehitysprosessia niin, että uudet virheet havaitaan mahdollisimman ajoissa. Tie-
detty ongelma on, että koodikannasta, jota ei aikaisemmin ole analysoitu, saattaa löytyä todella 
paljon virheitä. Nämä virheet on korjattava ennen kuin voidaan helposti havaita uuden koodin 
virheet. Olemassa olevien virheiden korjaamiseen kuluu aikaa, joten osana työtä oli tarkoitus sel-
vittää korjauksien kustannustehokkuus, joka voidaan määrittää virheiden vakavuudesta ja niiden 
korjaamiseen kuluneesta ajasta. 

Koodianalyysi työkalu otettiin käyttöön M-Files:ssa. Koodianalyysi löysi yrityksen koodikan-
nasta 3 064 virhettä. Virheet jaettiin kolmeen vakavuustasoon, jolloin matalan tason virheitä löytyi 
3 054 kappaletta, korkeita 3 ja kriittisiä 7. Löydetyt virheet korjattiin. Näiden virheiden korjaami-
seen kului yhteensä 60,5 tuntia. 

CI-putkea käytetään automaattisten tarkistusten tekemiseen uudelle koodille. Löydettyjen vir-
heiden korjaamisen jälkeen, koodianalyysityökalu ajetaan osana yrityksen CI-putkea. Koodiana-
lyysin käyttöönoton jälkeen uusi koodi hyväksytään osaksi pääkoodihaaraa vasta, kun analyysistä 
on saatu virheetön tulos. Tämä vähentää virheiden ja sitä kautta haavoittuvuuksien määrää asi-
akkaalle menevään tuotteeseen. 

Koodianalyysin käyttöönottaminen ei ole pakollista heti projektin alusta alkaen. Tämä työ 
näytti, että koodianalyysi on mahdollista otaa käyttöön jo olemassa olevaan koodikantaan. Koo-
dianalyysin käyttöön ottaminen mahdollisimman ajoissa on suositeltavaa jokaiselle organisaa-
tiolle. 
 
Avainsanat: koodianalysaattori, koodianalyysi, staattinen, käyttöönotto, tietoturva 
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1. INTRODUCTION 

The amount of the code increases constantly in applications across industries, 

also on industries that previously didn't include software at all, as those applica-

tions are digitalised [1]. The amount of vulnerabilities has increased year over 

year [2]. The increased amount of the code emphasises the importance of quality 

assurance. Any kind of quality assurance increases the probability of finding the 

issues from programs. Different kind of verifying methods find different types of 

issues. Therefore, in software development, it is important to cover different meth-

ods to verify programs. The range of issues can vary from incomplete visualisa-

tion to severe vulnerabilities that can be exploited to leak confidential data. The 

vulnerabilities could be accessible only in corner cases, which means that it might 

be difficult to test an application by running it in a way to find these issues. Skilled 

attackers can still exploit these corner case vulnerabilities. Necessarily it is not 

the attacker who causes fatal results based on a fault in a program but it can be, 

for example, an engineering mistake like when NASA's Mars Climate Orbiter 

failed due to unit conversion issue [3]. For those reasons, it is important to detect 

and act on all vulnerabilities. 

Detecting issues as early as possible in the development process is valuable. If 

the issue is found after the software is released to customers, it can be very ex-

pensive to fix issues compared to the situation that issues are found and fixed 

already before the release. As an example, in the security bounty program of 

Apple, they are willing to pay up to 1 million dollars for reporting a security issue 

[4]. One method to detect security vulnerabilities is code analysis. Having a code 

analysis tool to check the code in the software development process as early as 

possible can prevent vulnerabilities to end up in the released software. [5] 

A known issue is that the analysis tools report many findings from the codebases 

that have not been analysed previously [6]. This thesis was made to a company 

that has nearly 20 years old codebase. The first goal of this thesis was to find out 

how much effort it takes to fix those existing issues to a level that the analysis 
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result is clean. The effort was measured by hours spent on fixing issues found by 

the code analysis tool. After having the clean analysis result it is possible to detect 

new issues easily if the analysis is part of the development process. Therefore, 

the second goal of this thesis was to find out how the code analysis tool can be 

included as part of the existing software development process so new issues can 

be found as early as possible. 

When taking the code analysis tool into use, fixing existing issues is a one-time 

operation as forthcoming issues are fixed immediately if the development process 

does not allow new issues from the analysis. The one-time operation would not 

be needed if code analysis had been used from the beginning of the program’s 

lifetime. The effort on fixing existing issues was compared to the severity of found 

issues, which then gave the cost-effectiveness of the effort spent on fixing. This 

was used as the main measurement of this thesis. 

This thesis does not consider how code analysis tools technically analyse code, 

this thesis investigates how to take the analysis tool into use and measure the 

spent effort of that process. This thesis uses the case study research for utilising 

code analysis as part of the development process of one company. Processes, 

methods, and results might vary if a similar utilisation would be applied to some 

other company. As this case study research gives results from one company it 

would be interesting to compare similar utilisation and results from some other 

company. 

Research around the code analysis topic have been made around the world. 

Many of those research are comparisons between different analysis tools [7] [8]. 

In addition to tool comparison research Toyota InfoTechnology Center imple-

mented a test suite for benchmarking different analysis tools [9]. To find related 

research Tampere University Library's database was used. Keywords used for 

searching were code analysis, static, testing, security, secure, quality assurance, 

and development process. Also, combinations of these keywords were used. 

Three code analysis tools were compared against intentionally implemented se-

curity errors in Finnish research. [7] These tools were Fortify Source Code Ana-

lyzer (SCA), Frama C, and Splint. Tools were selected because they introduce 

different approaches for analysing code. Fortify SCA is a non-annotation based 
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heuristic analyser, Splint is an annotation based heuristic analyser, and Frama-

C is an annotation based correct (non-heuristic) analyser. Annotation based an-

alysers use different annotation languages, both annotation languages were used 

to annotate demonstration code. Intentionally implemented security errors con-

tain these types of issues: 

• buffer overflows 

• memory handling errors 

• null pointer dereferencing 

• control flow errors and missing input validation. 

Another research compared sixteen different static analysis tools used for ana-

lysing C and C++ code. [8] These tools were not executed against a codebase. 

Instead of running tools, the comparison was made based on capabilities found 

from manuals and specifications of these tools. Also, the capabilities of the tools 

were identified from other tool comparison research. The research categorised 

their evaluation criteria to four main categories:  

• variable and pointer checks 

• injection and memory checks 

• input, loop and function checks 

• some other checks. 

Each of the above main categories contains 6 to 10 different subitems, total sub-

item count was 28. The tools were checked against these subitems. If the tool 

detected the issue (true positive) introduced in subitem, the tool got one point. If 

the tool did not detect the issue (false negative), no points were given. The tools 

were sorted based on the total amount of points they received from these items. 

None of the tools got the perfect result. Subitems selected for this research indi-

cate that the best tool was CSTAT with 21 points out of the maximum 28 points. 

However, some other tools are good for special cases, for example, safety-critical 

systems but those tools might miss some basic cases. 

 

 



4 

 

Toyota collected the test suite for benchmarking different static code analysers. 

That test suite contains intentionally created defects in code. Tests contain a total 

of 638 different test cases. Those tests are grouped into the following nine cate-

gories: 

• static memory 

• stack-related 

• resource management 

• pointer-related 

• numerical 

• misc 

• inappropriate code 

• dynamic memory 

• concurrency. 

The above main categories are divided into a total of 51 different subitems. Each 

of those 638 test cases has a test case pair without that defect. Cases without 

defect were used to detect if static code analysers report false alarms (false pos-

itive). [9] 

One more found research with categorisation about code analysis issues in-

cludes the following categories: memory leak, uninitialised variable, null pointer, 

array access violation and buffer overflow [10]. All mentioned research have sim-

ilarities between categories that the code analysis tools can detect, like memory 

handling and pointer checks. These are typical issues in C++-like languages. 

Other programming languages have different types of issues. Therefore, catego-

risation varies depending on the used programming language. 

The categorisation in this thesis was based on issues found from the company's 

codebase, these categories were invalid format parameter count, invalid format 

parameter type, null pointer dereference, buffer overflow, function specification 

violation. Null pointer and buffer overflow categories are very similar to related 

research. Function specification violation, invalid format parameter count, and in-

valid format parameter type categories are mostly related to function checks or 

inappropriate code categories from other research. 
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The first result of this thesis is that to keep codebase clean from issues it is man-

datory to have a clean analysis result before new implementation can be merged 

into the main code branch. Code analysis is run as part of the existing continuous 

integration (CI) pipeline. To achieve a state that codebase gives clean results 

from code analysis, all existing issues were fixed during the initialisation of code 

analysis. The effort spent on fixing existing issues was measured during the fixing 

process. Also, severities were defined and found issues were categorised. The 

second result was that a total of 60.5 hours was spent on fixing the total of 3,064 

existing issues that the code analysis reported. Three different severity levels 

were defined and found issues were categorised as 3,054 low, 3 high, and 7 

critical issues. 

The chapter division in this thesis is as follows. Chapter 2 describes secure de-

velopment processes and methods, including code analysis. Chapter 3 intro-

duces the company and the product that is the operational environment for this 

thesis. Chapter 4 contains the case study which describes the initialisation of the 

code analysis tool and the process of fixing existing issues. Chapter 5 presents 

the results of this thesis and suggests future development to better utilise code 

analysis. Chapter 6 contains the conclusions of this thesis. Appendix 1 includes 

a full list of rules in the Microsoft Native Minimum rule set. 
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2. SECURE DEVELOPMENT 

Microsoft has defined a secure development process and practices for organisa-

tions to apply (Figure 1). That process is implemented to detect and mitigate se-

curity vulnerabilities as early as possible in the development process. 

 

 

 

This thesis focuses on the design, implementation and verification phases of the 

Microsoft's secure development process. Designing software should follow se-

cure design principles. By following these principles when designing systems, the 

majority of the security flaws can be avoided. These principles should be trained 

to all developers within organisations. Threat modeling is used to identify plausi-

ble threads that can then be managed with design choices or in the implementa-

tion phase. [11] 

The implementation phase contains the actual code writing part of the software 

development process. This phase can unintentionally introduce hidden bugs that 

can be difficult to investigate and could end up in the actual release. Those bugs 

could lead to harmful scenarios in the production systems. Therefore, implemen-

tation made by a developer should be verified with code reviews by other devel-

opers. Code analysis is a great help to automate code reviews, but it is not com-

prehensive enough to remove code review by other developers. Also, developer 

training has an important role to detect and prevent typical flaws in the implemen-

tation phase. [12] 

 

Figure 1. Microsoft Secure Development Lifecycle (SDL) process [11]. 
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Lastly, secure development needs to be verified. Automated tests can keep the 

low risk of regression for existing functionality and manual testing would cover 

newly developed features. Automated tests should be implemented to cover the 

majority of a new feature to limit the risk of regression when developing later 

features for a product. Creating automated test cases is also part of the imple-

mentation phase. Test automation in this definition covers multiple different levels 

of test automation. Unit tests should be implemented during the implementation 

phase to keep that unit as regression free as possible when implementing the 

next functionalities to the product. Integration and UI testing can be considered 

to be part of the verification phase. All test automation should run regularly as 

continuous integration (CI). [12] 

Figure 2 visualises the mentioned ways to improve security in each phase of the 

secure development process. Chapters 2.1, 2.2, and 2.3 introduce more deeply 

each of these phases. 

 

 

 

The waterfall method of developing software was a common practice. Waterfall 

means that phases of development are done sequentially, from defining require-

ments, design, implementation, verification, release, and maintenance. Each of 

these steps finishes before the next one can begin. Product is ready and usable 

only at the end of the process, which does not enable quick iterations to the prod-

uct. The agile method of software development has been more common nowa-

days. In agile, these phases repeat multiple times during product development. 

Product is usable after every iteration and it is cumulatively improved. Figure 3 

Figure 2. Design, implementation and verification phases with code analysis. 
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shows the waterfall and agile methods phases in a timeline. Regardless of the 

used method, security must be integrated to be part of the processes. [13] 

 

 

 

2.1 Secure design principles 

Having security considerations already at the design phase means that security 

will be embedded into the design of the software. This is called a built-in security 

principle. The other principle is add-on security. In the add-on security principle, 

security is considered when the software is already implemented. Then security 

measures are implemented by adding new components and features to protect 

the software. New components usually add complexity and integration problems. 

Adding these security measures at the end might be accidentally left out due to 

the deadlines of the software release. Built-in security is considered better for 

these reasons. [12] 

The Open Web Application Security Project (OWASP) is an online community 

that helps to improve the security of software. OWASP has collected security 

design principles to protect against common vulnerabilities. Following these de-

sign principles at the design phase of the software development reduces the risk 

of successfully exploiting vulnerabilities. [15] 

Figure 3. Waterfall process compared to agile [14]. 
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Minimise the attack surface 

The attack surface is part of the system that can be accessed from outside, like 

through network. The essence of this secure development principle is to expose 

as little as possible to limit the risk of someone exploiting the attack to the system. 

Usually some counter measurements can be done, for example, allowing network 

traffic only from localhost if that does not otherwise limit the functionality of the 

system. Also limiting access points to authorised users only will reduce the attack 

surface. Having the limited attack surface also simplifies and eases testing sce-

narios and therefore has the benefit of saving testing costs. When the functional-

ity of a program increases usually more attack surface exists. Removing unused 

functionalities minimises the attack surface. 

Establish secure defaults 

The default values of the configuration should be secure. The one who changes 

configurations values is responsible for making the system potentially more inse-

cure. There should exist clear instructions to explain if the security risks of the 

configuration are compromised. For example, firewalls should deny all traffic by 

default and opening the ports for specific traffic is the responsibility of the one 

who changes configuration. Opening the ports should be done only after consid-

eration of the consequences of that action. 

Separation of duties 

The flow of an approval process should go through different roles. It could mean 

that travel expenses are not approved by the same person who submits those. 

Also, separation of duties can happen between different components of the sys-

tem. For example, audit logs of the system should be stored in a different place, 

because if the system gets tampered audit logs will remain intact. 

Give minimum privileges 

Applications, as well as personnel, should have as few privileges as possible. 

This prevents attackers from exploiting vulnerabilities in the system through high 

privilege applications. If some operation in the application needs higher privileges 

to do the task, that operation can be separated into a different component that 

has enough privileges. Writing to the hard drive could be one example where 
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higher privileges are needed, but the rest of the application does not need those 

privileges. Then that operation should be done in a separate component. 

Defence in depth 

Having multiple layers of security controls hardens the security of the entire sys-

tem. Different kinds of security methods have different strengths. The firewall will 

be the first block for an attacker. If the attacker finds a way to bypass the firewall 

then the next defense could be encrypting data at servers. A real-world example 

of defense in depth is that inside a house is a safe box that contains valuables, 

having the outdoor with proper lock is a good defense against burglars. Con-

structing a separate door with a different lock does not improve the security of 

the valuables. Actually it decreases the security as only one of these door locks 

needs to be bypassed. But adding an alarm system will increase defence in 

depth, if burglar can bypass the front door then the motion sensors of the alarm 

system will report this action. 

Fail securely 

Having secure values and safe functionality in case of failure is important. Such 

values and functionality need to be decided case by case, as the ways of secure 

handling vary. If exceptions are thrown, some important sections of the code 

might not get executed and that might cause insecure variable values. Reasons 

for exceptions, that attacker might cause, can be like network failure or unex-

pected software crash. Overall, developers should prepare failures in a program. 

Do not trust services 

Programs usually use some third-party components or services to do subtasks. 

Interaction with those components should be handled so that the external com-

ponent could provide malicious data. Even if the called component is an internal 

component, that should be treated carefully if there is a potential attack surface 

where the attacker can mimic that another component. Failing securely is also 

important in interaction with external services as those might fail or be unavaila-

ble. 

Sanitise input 

In many cases some user input is needed for a program to be meaningful. In all 

cases that input needs to be validated to contain only acceptable data. Hackers 
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can exploit unvalidated input to gain access to the system or cause data corrup-

tion. All data that is coming outside of the system needs to be validated. The 

system in this case means any component or module that is accepting data from 

outside itself. See also design principle "Do not trust services". Even if data is 

encrypted, it needs to be validated if its origin is not totally under your control. [12] 

Avoid security by obscurity or secrecy 

Cryptographic key or password stored in source code is one example of security 

by secrecy. Keeping secrets is a good idea, but it should not be only security 

control because if these secrets leak then it is not catastrophic. There should be 

a possibility to change secrets in case of the leak. Keeping design choices and 

source code as the secret can provide additional security, but it should never be 

an only security measure. 

Keep it simple 

Keeping the system as simple as possible lowers the possibility of vulnerabilities. 

The software is then easier to review and understand. In case of a vulnerability 

in the software, it should be easier to fix. Simplicity is related to minimising the 

attack surface, which leads to fewer places that can go wrong. Complex configu-

ration can introduce a situation that the security of every combination is difficult 

to verify. 

Prepare to fix security issues correctly 

When a new vulnerability is found, it needs to be fixed or addressed somehow. If 

test automation cases are written to cover newly found issues, it will ensure that 

this case will not break again due to some other change in the future. Finding a 

proper fix is essential and at the same time to ensure not to introduce any side 

effects. Planned processes will help the organisations to act quickly and correctly 

in case of emergency issues. 

2.1.1 Threat modeling 

Threat modeling is a process or technique that is used to identify threats, attacks, 

vulnerabilities, countermeasures and to evaluate the security of the system. 

Threat modeling can be used for guiding changes to the design of the software, 



12 

 

meet the objectives of the security organisation and reduce the risk of the vulner-

abilities. Organisations should embed this process as part of their development 

process. Modeling process consists of five major steps, which are defined by Mi-

crosoft like this: 

• defining security requirements 

• creating an application diagram 

• identifying threats 

• mitigating threats 

• validating that threats have been mitigated. 

These steps should repeat iteratively in a cycle because new technologies can 

be used within the organisation, new risks might arise, changes in business ex-

poses new risks, previously harmless issues are nowadays more meaningful, or 

resources to mitigate issues have changed. Repeating these steps can be useful 

as identifying all threats at once can be difficult. [11] 

STRIDE model can be used to identify threats. STRIDE is mnemonic from the 

first letters of these six categories [16]: 

• Spoofing 

• Tampering 

• Repudiation 

• Information Disclosure 

• Denial of Service 

• Elevation of Privilege 

Spoofing means that an attacker illegally identifies itself acting as an another to 

gain access to the data available to that another. This violates authenticity prop-

erty. Tampering is unauthorised data manipulating, either for the stored data or 

during data transfer. Tampering violates the integrity of the data. Repudiation 

means that some evidence is stored from performed actions like money transfer, 

accessing data or modifying data. User who did that action cannot deny it, if the 

user could deny then non-repudiation is violated. Information disclosure means 

that information is accessible to those who are not supposed to access that infor-

mation, in other words data leak or privacy breach. The confidentiality of the data 

is then violated. Denial of service means that information cannot be accessed by 
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authorised parties, like when a service is down or unresponsive. Availability to 

the data is violated. The elevation of privilege is when the user gains access to 

modify or see more data than the user is normally supposed to. An example of 

this is when a normal user illegally gains administrative permissions. This violates 

authorisation property. 

2.2 Secure programming 

Programming is the phase where the design of the application transforms into the 

application. Even if the design has a good basis of security it is very likely to 

introduce new vulnerabilities in this phase. Every program has bugs, some bugs 

are categorised as vulnerabilities. Writing code that does not have any bugs is 

very difficult. This problem is well known, which means that the problem already 

has solutions available in the form of guidance, practicalities, trainings and tools. 

2.2.1 Cryptography 

Almost all applications need cryptography functions if confidential or personal in-

formation is handled, users are authenticated, or similar functionalities exist. In-

venting its own cryptography method is not recommended practice. Industry 

standard cryptography methods should be used. Even when good cryptography 

functions are used, those can be accidentally used in an insecure way, like not 

having strong random keys. That is why the usage of cryptography functions 

needs to implement securely. [17] 

2.2.2 Code reviews 

Code review is part of the development process where peer developer reviews 

code before is it accepted as part of the main code branch. In this review several 

different areas can be ensured to be valid. Reviewer checks that guidelines for 

commenting and good variable naming has been applied. Bugs and violation of 

secure programming principles can be detected during this review process. In 

terms of code maintainability (security design principle "Keep it simple") or per-

formance reasons, better solutions to implement the same logic can be sug-



14 

 

gested in code review. The review is good practicality to share detailed infor-

mation across development organisation as then more than one developer is fa-

miliar with implementation. [12] 

Security audits can also include code review as part of the audit. Auditors can 

review security-critical parts of code and if that is poorly documented or otherwise 

unreadable it is a plausible signal of vulnerable code. 

2.2.3 Developer training 

Secure development includes developer training. That includes understanding 

design principles, secure programming practices and threat modeling. Secure 

development practices must be known by all employees, not only by a couple of 

security-oriented developers. In that way everyone is obliged to spot any security 

deviations and think what attacker could try to achieve. The training should apply 

to all employees to get familiar with practices within the organisation. Code re-

views are one example of good ways to share information among developers 

about practices in secure programming. Because software and processes evolve, 

training should be an ongoing process, not just a one-time event. [11] 

2.3 Testing 

The testing phase of the secure development verifies the quality of the program 

before it is released to customers. In addition to verifying functional requirements 

also non-functional requirements, such as security, must be tested. With func-

tional issues it might be acceptable to release the program, but even a single 

security vulnerability can be very harmful. To find all vulnerabilities is a challenge 

in the testing phase of the secure development. [12] 

Testing starts with planning test cases that verify the behavior and security of the 

program. Planning can be made based on requirements. The benefits of manual 

testing are that each time a tester can do something differently, in this way differ-

ent kinds of testing will happen even when the same test cases are executed. 

Exploratory testing emphasises this variation between different test executions. 

The variation between test executions applies only to manual testing. 
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Automating test cases is valuable if test cases are needed to run multiple times. 

Automation reduces manual work in repetitive tasks. With automation, high test-

ing coverage can be achieved without laborious manual testing. Test automation 

can be part of a continuous delivery process to verify the quality of the program 

before releasing it. There exist multiple different methods to implement test auto-

mation. Figure 4 shows the test automation pyramid, which illustrates fewer tests 

in higher abstraction. [18] 

 

 

 

Unit tests are usually developed by the developers. The unit test only test small 

units of the program, for example, to test one function with all possible different 

parameter combinations. Usually, unit tests do not depend on any external re-

source or those external dependencies can be mocked, therefore, the environ-

ment to run these tests is easy to setup. Unit test coverage should be compre-

hensive to detect issues in those units. Automating integration or UI testing 

should be considered when possible. Those kinds of tests cover how the program 

works as a whole, rather than just individual units or modules. Automating those 

is valuable for test cases that are critical for the program to work perfectly. Setting 

up the environment for these tests might be a bit more difficult as needed de-

pendencies to other systems might cause some more hassle for the environment. 

As software evolves over time, it leads to a constant need to update test automa-

tion accordingly. 

Figure 4. Test automation pyramid [18]. 
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2.4 Code analysis 

Code analysis tools can automatically detect possible defects from source code. 

Identified errors vary a lot between different analysis tools and languages. Here 

are a couple of examples on what kind of issues code analysis tools try to detect. 

From C++ common errors found by these tools include overruns, using uninitial-

ised memory, null pointer dereferences, memory leaks, unreachable code and 

secure coding policies. These might be potential security vulnerabilities. For C# 

language code analysis tools can detect performance issues and anti-patterns. 

JavaScript code analysers can detect issues that could cause issues at runtime, 

like function argument mismatch, infinite loops, code smell issues, unused varia-

bles, and code style. With code annotations, code analysis can also detect some 

invalid functionality between developer intention and actual implementa-

tion. [19] [20] 

Compilers, on compiled languages, can warn from many simple defects in code, 

but the code analysis tools can perform deeper analysis on possible execution 

paths to determine what could happen in some corner cases. Testing is one way 

of finding defects from software but testing usually is limited by the ability to test 

only some input combinations whereas code analysis can check all possible com-

binations automatically. Especially in manual testing it can be difficult to reach 

those states in the program to cause these defects. Test automation can be con-

figured to test all possible combinations with boundary-value analysis. In some 

cases that can be difficult to determine accurately, at least without source code. 

Different tools and methods will increase the probability of detecting the issues 

before the software is released, code analysis will be one tool in the toolkit of 

detecting these issues. Static code analysis means that it is performed without 

executing that code. Static analysis is done by analysing source code or object 

code. Dynamic code analysis will happen by executing software and observing 

the behavior of the software. [6] [20] [21] 

In addition to threat modeling, developer training, developer code review and test-

ing, code analysis will act as one additional layer of catching defects before the 

software is released. In that way code analysis adds defend in depth against se-

curity vulnerabilities. Defects found by the code analysis tools could be utilised 

by attackers. Because running code analysis against codebase can easily detect 
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these defects, it is worth fixing these findings. To run code analysis as part of the 

development process and immediately fix found issues are recommended ac-

tions [12]. 

If code analysis warns about a case where code contains the defect, that is called 

as true positive. Analysis can give a faulty warning about a place where real de-

fect does not exist, that called as false positive. If analysis cannot detect a real 

defect from code, it is called as false negative. False negative can be a result of 

a situation that analysis cannot detect all possible combinations of variable values 

and execution paths. True negative is when the analysis tool does not warn when 

there is no defect. [21] Preferred results are marked as green and avoidable 

cases are marked as red in Figure 5. 

 

 

Many different code analysis tools do exist. Some tools can handle multiple dif-

ferent programming languages, like SonarQube [19]. A tool like Cppcheck fo-

cuses on C/C++ analysis [22]. Microsoft is one of the largest software companies 

in the world therefore this thesis focuses on Microsoft's code analysis tool [23]. 

Microsoft has integrated C++ and C# code analysis tool into Visual Studio. That 

code analysis will happen during build time if the analysis option is turned on for 

that project. That option can be enabled from the checkbox "Enable Code Analy-

sis on Build" in project properties (Figure 6). Another way of running code analy-

sis is a one-time operation from the menu Analyze in Microsoft Visual Studio. 

Figure 5. True positive, false positive, true negative, false negative. 
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From that menu code analysis can be run for a single file, one project, or the 

entire solution (Figure 7). Visual Studio lists analysis warnings to the same Error 

List dialog as warnings and errors from normal build operation is shown. Code 

analysis in Visual Studio also contains code metrics for managed code (C#). 

These metrics include the following measurements: Maintainability Index, Cy-

clomatic Complexity, Depth of Inheritance, Class Coupling, Lines of Source code 

and Lines of Executable code [24]. Code metrics can be used to identify potential 

risks, understand the current state of the project and track progress during devel-

opment. Code analysis in Visual Studio does not include these metrics for native 

(C++) code at the time of writing this thesis. 

 

 

 

 

Microsoft’s code analysis has different rule sets which include rules to apply dur-

ing code analysis. With increased rule set levels there is a risk of increased false 

Figure 6. Code analysis from project properties in Visual Studio 2019. 

Figure 7. Running code analysis once in Visual Studio 2019. 
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positive warnings. Microsoft has implemented two main rule sets for native code; 

"Microsoft Native Minimum Rules" contains a total of 136 different warning types 

(see Appendix 1) and "Microsoft Native Recommended Rules" contains 221 

warning types, including all warnings from the Native Minimum rule set. For man-

aged code there exist multiple different rule sets, including security-related rule 

set "Security Rules". The rule set to apply can be configured separately for each 

project. [25] 

2.4.1 Code annotation 

Code annotation means that the developer adds analyser specific markings to 

code. With annotations some code analysis can also detect invalid functionality 

between developer intention and actual implementation. These annotations add 

information on how code is intended to behave. The analyser detects by compar-

ing annotations and actual source code if the implementation is according to an-

notations. Functionality can be difficult to annotate in every scenario. As an ex-

ample, when a function should calculate the area of the rectangle based on input 

parameters length and width. Instead of multiplying those parameters, the devel-

oper's implementation is the plus operation for length and width. That scenario is 

impossible or difficult to annotate for code analyser and it does not know or un-

derstand issues in that function. [26] 

Annotations can reduce the number of false positives and false negatives. With 

annotations, the developer can suppress the false positive results of the analyser, 

if the developer is sure about the false warning. False negatives can be de-

creased by adding the annotation to define the intention of the developer. If there 

is a conflict with intention defined by annotations and actual implementation, then 

analysis can detect and warn about that. One example to express the intention 

of the developer is to mark the function's parameters as input or output parame-

ters. If that function is then called with input parameters as uninitialised or param-

eter otherwise does not adhere pre-state defined in annotation the warning is 

given. Input-only annotation for parameter also warns if that parameter is modi-

fied inside that function. Output parameters must be initialised inside the function 

and those parameters must contain valid post-state. [27] 
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Locking behavior (like mutex, critical section, or semaphore) can be told to code 

analysis with annotations. The behavior of the lock can otherwise be difficult for 

analysers to deduce just from source code. Function's post-state can be to incre-

ment or decrease the lock count of lock objects. Variable can be annotated to 

need the lock before the variable can be accessed. Code analysis will warn if it 

detects some execution path that can lead to variable access without acquiring 

the lock that guards that variable. [27] 

Annotations in header files give additional information also in cases where actual 

implementation is not available. For example, annotations in interface, proxy or 

facade pattern without analyser knowing source code of those implementations. 

In this case annotations help analyser to check whether usage of those interfaces 

is according to annotations. [27] 

Readability can be improved with annotations. In Program 1 function memcpy 

takes three parameters and behavior of that function is deducible to humans 

based on the naming of parameters; "Copies count bytes of src to dest.". That is 

also stated in the documentation of memcpy. The exceptions and the limitations 

cannot be deduced from the signature of memcpy, those must be checked from 

the documentation: [27] 

"If the source and destination overlap, the behavior of memcpy is undefined. Use 

memmove to handle overlapping regions. Security Note: Make sure that the des-

tination buffer is the same size or larger than the source buffer. For more infor-

mation, see Avoiding Buffer Overruns." [27] 

void * memcpy( 
   void *dest, 
   const void *src, 
   size_t count 
); 

 

Different code analysers have their own annotations. This thesis uses Microsoft's 

solutions. Microsoft has source code annotation language (SAL), which is used 

in Program 2. As the code analyser cannot read documentation, adding annota-

tions will improve the analyser's knowledge about what that function's implemen-

tation is doing. When adding annotations to functions, it improves readability also 

to humans as then additional documentation is not needed to know more details 

Program 1. Function without annotation. 
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on parameter requirements and behavior inside that function. Annotations are 

added to memcpy function in Program 2. 

void * memcpy( 
   _Out_writes_bytes_all_(count) void *dest, 
   _In_reads_bytes_(count) const void *src, 
   size_t count 
); 

 

With annotations in the memcpy function, the code analyser can warn if the im-

plementation of that function accidentally differs from annotations. Annotations 

provide more information about how those parameters are handled inside that 

function, which also forces calls to that function to be correct. [27] 

2.4.2 Compiler warnings 

Compilers can give warnings, but compiler warnings do not prevent compiling 

code. Compiler warnings usually indicate a vague code. Compiler errors prevent 

compilation to complete. Errors usually violate rules of the programming lan-

guage. Warnings can indicate issues that can be difficult to find by testing, same 

as with code analysis warnings. Even tough compiler warnings do not prevent 

compilation, those warnings should be resolved as soon as possible. Therefore, 

compilers can be configured to fail compilation if any warning is found. This con-

figuration forces fixing compiler warnings. [28] 

Fixing issues as early as possible is a good mindset to have as a software devel-

oper. To help to find issues as early as possible any tooling should be used, in-

cluding compiler warnings and code analysis. The warning level of the compiler 

is configurable. Ways to define warning level depend on compiler. Setting the 

strictest warning level is the recommended action. That will help to identify po-

tential issues. [29] 

Program 2. Function with annotations. 



22 

 

3. CASE M-FILES 

This chapter contains first a brief introduction to the company and its product. 

And after that, the description of the current status of code analysis in the com-

pany and the company's goals for code analysis utilisation. 

3.1 M-Files company 

M-Files Oy is a technology company that develops and sells intelligent infor-

mation management solutions. The company is based in Tampere, Finland, 

where the majority of product development is done. Other office locations in Fin-

land are in Espoo and Lappeenranta. Worldwide office locations are in the United 

States, United Kingdom, Sweden, Germany, France, Canada and Australia. M-

Files has over 5,000 customers in over 100 countries. M-Files employed approx-

imately 550 personnel at the end of 2019. The company is founded in 1987 and 

the development of the current information management solution was started in 

early 2000. [30] 

3.2 M-Files product 

The M-Files product is intelligent information management software for enter-

prises, the product helps to find correct information based on what it is, not where 

it is. This can be achieved by organising information based on metadata instead 

of the traditional folder structure. Information stored in M-Files can be anything 

like document, projects, processes, customers, contracts, contact persons, and 

so on. M-Files can be flexibly configured to store any information and it can also 

store the relationship between any information to see all related information eas-

ily. Modification history is stored to enable rolling back to previous versions, see 

what modifications have been done, and compare different versions. M-Files con-

nects information from different sources like network folders, SharePoint, 

Salesforce, databases and other information stores. All this information can be 

accessed through a Windows desktop application, mobile applications and web 

browser. This can be achieved with M-Files' intelligent metadata layer that con-

nects information from these different locations to M-Files. The intelligent 
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metadata layer can also automatically classify documents and make metadata 

suggestions. [30] 

Technology researcher, Nucleus Research, released value matrix for enterprise 

content management (ECM) in April 2019. M-Files is recognized as a "Leader" in 

this matrix. Vendors in this matrix (Figure 8) is positioned based on usability and 

functionality, M-Files is the best in both categories. [31] 

 

 

M-Files' architecture is the client-server model, the server being the center of op-

erations. All information creation, reading, modification and deletion happen 

Figure 8. ECM Technology Value Matrix 2019 - Nucleus Research [31]. 
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through M-Files Server. These operations can be made with M-Files Desktop, M-

Files Mobile, M-Files Web or M-Files API.  With M-Files Admin users can modify 

the structure of the data stored in M-Files and make other administrative opera-

tions like create new connections to external information sources. Simplified over-

view of different components is presented in Figure 9. [30] 

 

 

3.3 Current status of code analysis 

At the beginning of this thesis internal meeting with experts was held about the 

current status of code analysis within the company and how it could be improved. 

The company has had a couple of small projects on where the analysis was run 

previously, but unfortunately code analysis was later tuned off from those pro-

jects. This analysis was done using Visual Studio's own analysis tools. The anal-

ysis was executed every time a build was made from those projects. Turning 

analysis off was made because analysis increases the build time of those pro-

jects, which was not acceptable for overall productivity. Having some acceptable 

mechanism to automatically run code analysis was therefore included in this the-

sis. Also taking code analysis into use with some major projects within the product 

was decided to be the main task. 

M-Files product consists of multiple different modules, libraries and executables 

in other words projects. Each project can contain different compiler settings, in-

cluding the option to run code analysis for that project. The company has not 

previously analysed code analysis results from the M-Files Server project. As 

Figure 9. Overview of components in M-Files product. 
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shown in chapter 3.2, the M-Files Server is a central part of product operation 

and therefore it must serve flawlessly. For those reasons, the M-Files Server pro-

ject was decided to include in code analysis runs. As the M-Files Server is a big 

portion of the entire codebase, that could give some indication on how many er-

rors there might be in other projects. Other components in the product have dif-

ferent characteristics, so different kinds of issues might arise. The majority of the 

M-Files Server project is written in C++. The product contains several different 

technologies, but within the company it was decided to concentrate on C++ areas 

of the product.  

Microsoft is one of the largest software companies in the world [23]. M-Files al-

ready uses many products from Microsoft and Microsoft's Visual Studio does con-

tain a built-in code analysis tool for C++, therefore it was an obvious choice to 

use that for code analysis within the company. 

3.4 Goals for analysis 

At the initial phase of this thesis, ad-hoc questionaries' were held about code 

analysis. Mainly on what kind of errors developers would like for code analysis 

tools to find. The developers who responded had different knowledge on code 

analysis however, all were very experienced software developers. Those devel-

opers responded that they would hope that code analysis should find the follow-

ing issues: 

• Concurrency, checks lock usage for guarded variables 

• Function return values are used, not discarded by accident 

• Usage of function parameters, input parameters must be used within a 

function, but not to be changed, output parameters must be initialised 

within the function. 

The interest of the company was to get a good balance between the effort spent 

and the severity of found issues. There was also interest to find a balance be-

tween false positive and true positive results, not to waste developers' time to 

investigate false positive results from analysis compared to fixing real issues. 
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4. RESOLVING ANALYSIS WARNINGS 

This chapter contains the case study for utilising code analysis for the existing 

codebase. The chapter contains a description of a process to integrate code anal-

ysis as part of the development process, fixing existing issues and developer 

training for the new process. 

4.1 CI pipeline in GitLab 

The company uses GitLab as a source code management system. GitLab's con-

tinuous integration (CI) is also utilised within the company. Continuous integration 

is the practice of integrating code into a shared repository and building/testing 

each change automatically, as early as possible. A CI pipeline is used to auto-

mate integration steps for the new code. Automated steps reduce manual work 

to verify the quality of the new changes. The pipeline automatically provides a 

fast feedback loop to developers about errors in their implementation, so devel-

opers can quickly fix issues found by automation. [32] 

Any new development happens in a new version control branch. Once the devel-

oper is ready with new implementation a merge request can be made from the 

branch. The company has a manual trigger to start the pipeline for merge re-

quests. Running the CI pipeline is mandatory before the merge request can be 

merged to the main code branch. The company's existing CI pipeline contains 

jobs to execute unit tests, integration tests, build all projects, and produce instal-

lation packages of the product. Running code analysis in the CI pipeline fits for 

the purpose of the pipeline. Details and preferences to set up the CI pipeline 

might differ from company to company, as there are different needs and environ-

ments to run the analysis. 

The company has had some code analysis turned on for a couple of smaller pro-

jects. By default those were then turned off to improve productivity because build 

time with code analysis is doubled compared to build time without code analysis. 
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Different alternatives were investigated on how and where to run code analysis. 

To get a fast feedback loop from code analysis results it would be best to run it 

already at the developer's machine while doing the implementation. The down-

side of that is having always slow build times. Another extreme end to run code 

analysis would be once a year and fix analysis issues then. The company makes 

releases once a month therefore this would enable vulnerabilities in the released 

product. A more acceptable time period to run analysis would be once a month, 

before release, or once a day. This option was agreed to cause too long feedback 

loop for the developers. In addition to a long feedback loop, that solution would 

have needed some mechanism to assign the developer to fix the issues found 

from analysis, to keep the codebase clean from analysis warnings. Based on 

these deficiencies in other solutions it was decided to implement the CI pipeline 

step for analysis to run in each developer branch before it is merged to the main 

code branch. This forces developers to fix these issues but does not increase 

unnecessarily build time elsewhere. To get even faster feedback loop from anal-

ysis result, developers must be able to run code analysis already before the CI 

pipeline does that analysis. 

The first step of getting code analysis in the CI pipeline was to set that as a sep-

arate optional step. This allows every developer to run code analysis for their 

changes. The optional step also allows testing different ways to run analysis in 

the CI environment and to measure the duration of analysis in that environment. 

This step was configured already before all analysis warnings were fixed. To al-

low adding more projects later into code analysis, setup contains a solution file 

that collects these projects for analysis. That solution file is then built in the pipe-

line job to get the analysis done. Building the M-Files Server project with code 

analysis takes 35-60 minutes to run at CI machines. This build time depends on 

the workload. 

Project files are configured not to run code analysis by default, this way build time 

is much faster as running code analysis increases build time around two times 

larger. Not to run code analysis, the option that is set inside the project file, is 

overridden by the command line parameter called RunCodeAnalysis when the 

pipeline job builds that solution. Project files must turn on option 

CodeAnalysisTreatWarningsAsErrors to treat code analysis warnings as errors, 
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which results build to fail if some analysis warnings are found. This way also the 

CI pipeline job will fail and prevent merge to the main code branch. Rule set used 

in the analysis is defined in the project file, so each project can have an 

independent level of rules to apply. 

4.2 Investigate analysis warnings 

To investigate code analysis warnings, that analysis can be run locally from Vis-

ual Studio. Code analyse can be a one-time operation through Analyze-menu or 

it can be turned on for every build operation through project properties dialog. 

When enabled, Visual Studio outputs analyse warnings to output log of the build 

and Error List dialog, both also contain warnings and errors from the actual build 

phase. 

As Microsoft has implemented different rule set levels to use, those were investi-

gated by running different rule set levels against the company's codebase. The 

Native Minimum rule set focuses on the most critical issues in native code (C++), 

including security issues and application crashes. Therefore, all reported issues 

when analysing codebase with this rule set should be addressed. To get familiar 

on what kind of warning types Microsoft's code analyser tries to find from source 

code, here are example rules from the Native Minimum rule set; Using Uninitial-

ized Memory, Dereferencing Null Pointer, Missing String Argument To Format 

Function, Returning uninitialized memory, Index Exceeds Buffer Maximum, Write 

Overrun, Invalid Parameter Value, Buffer Size Exceeds Array Size, Unexpected 

Annotation Expression Error, Illegal reference to non-static member, and many 

more. The full content of the Native Minimum rule set is in Appendix 1. As the 

Native Minimum rule set already finds over 3,000 warnings from the M-Files 

Server project, it was decided to use that rule set level as a target within this 

thesis. Native Minimum rule set content fulfills initial code analyse utilisation with 

the company's codebase. Increased rule set level also increases the possibility 

of false positive results. [33] 
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Because the M-Files Server project, MFServer, is large, executing full build and 

analyse using Visual Studio's build tool, MSBuild, is very time-consuming. The 

company uses the IncrediBuild tool to distribute compilation work to idle machines 

within the company [34]. That tool significantly reduces build time. Table 1 lists 

build times for the debug version of the MFServer project with and without code 

analysis when using Visual Studio’s MSBuild and IncrediBuild tools. These build 

times were measured in the developer environment. IncrediBuild can reduce 

build times more than half compared to MSBuild. 

 

 
Without code analysis With code analysis 

MSBuild 28-29 min 74-75 min 

IncrediBuild 13-15 min 29-32 min 

 

The different rule set levels do not change build times. Unfortunately, version 

9.4.4 of IncrediBuild did not output build and analyse warnings and errors to Vis-

ual Studio’s Error List dialog like MSBuild does. From Error List dialog it would 

have been easy to transfer data to Microsoft Excel. IncrediBuild has its own build 

output log where errors and warnings are listed. To get code analyse results to 

Excel, a script was made to migrate IncrediBuild output to CSV format, which 

then can be imported to Excel. In Excel, that data can be further analysed, ma-

nipulated, sorted and grouped, for example, based on warning code. 

By running the code analysis tool against the company's codebase a total of 

3,064 warnings was reported. 3,016 warnings (98.4 %) were from warning type 

C6284 and the rest of the warnings were from 10 different warning types. Code 

analysis warning C6284 was for erroneous cases where an object was passed 

as a parameter when a string is required. Warning type C6328 has a different 

number of warnings based on the build target architecture. Table 2 contains the 

number of occurrences (21) from the 64-bit build, and when building for 32-bit 

architecture company’s codebase had 5 occurrences. That warning indicates a 

size mismatch of the parameter given and the parameter required by the called 

Table 1. Build time with and without code analysis. 
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function. The size of the variables might differ on different architectures. [33] Ta-

ble 2 lists the number of found warnings by type. 

Warning type Number of warnings 

C28182: Dereferencing NULL pointer. The pointer 

contains the same NULL value as another pointer did. 

1 

C6011: Dereferencing Null Pointer 1 

C6063: Missing String Argument To Format Function 3 

C6064: Missing Integer Argument To Format Function 2 

C6067: Missing String Pointer Argument To Format 

Function 

1 

C6271: Extra Argument To Format Function 7 

C6273: Non-Integer Argument To Format Function 4 

C6284: Invalid Object Argument To Format Function 3,016 

C6328: Potential Argument Type Mismatch 21 

C6386: Write Overrun 5 

C6387: Invalid Parameter Value 3 

 

A code example in Program 3 is used to introduce some terms used later in this 

thesis. Code example uses printf function to compose and print a string that con-

tains values from local variables. The code does not have warnings from the used 

code analysis rule set.  

const int i = 1, j = 5; 
printf( "Print integers %d and %d", i, j ); 
 

 

Format functions (like printf, fprintf, sprintf, or CString::Format) take format string 

as the first parameter. That format string contains format specifiers that are 

marked with the symbol % followed by specifier type (d in this code example). 

Table 2. The number of warnings by warning type. 

Program 3. Formatting function example. 
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Format specifiers will be filled with given additional parameters (i and j in this 

code example). [35] 

Headers below describe all found warnings and categorise these warnings into 

categories used in this thesis. Categories were created based on found issues. 

Invalid format parameter count 

As additional parameters and format string are two separate things, this exposes 

situation where parameter count, that is given to format function, might differ from 

format specifier count found from the format string. Different warnings in this cat-

egory contain additional information about missing format type or whether there 

is an extra parameter. Behavior with this kind of warnings was that all specifiers 

in the format string were not filled with parameters or some of the parameters are 

not used at all. Both cases upset the intention of the programmer. The following 

warnings were included in this category: 

• C6063: Missing String Argument To Format Function 

• C6064: Missing Integer Argument To Format Function 

• C6271: Extra Argument To Format Function. 

Invalid format parameter type 

This is another category for format function parameter incompatibility with a for-

mat string. In this category, the count of the parameters does match with the 

count of format specifiers in the format string, but types of parameters and spec-

ifiers differ. Different warnings contain additional information about found specifi-

ers and parameters. These errors in software can cause incorrect output string 

or cause program fault and termination. Errors in these warning types could have 

been also from other functions than format functions. In this thesis these were all 

from format function calls. 

The code analyser indicated 3,016 instances from warning type C6284. Most of 

those were from cases where the CString object was passed as a format function 

parameter when the string was required. Few instances of CComBSTR objects 

passed as parameters were also found. The warning type was the same for both 

cases. The company has had a habit to compose strings with CString::Format 

function and give CString objects as parameters. Therefore, so many instances 

of this warning type were found from analysis. Passing CString as a parameter is 
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undefined behavior. As this use case is common, the compiler developers have 

implemented CString in a way to work as expected in this faulty case [36]. This 

anyways allows the compilers to change this behavior at any time. Because of 

that it was valuable to fix these analysis warnings. In Program 4 CString object is 

given as the parameter to CString::Format function and therefore code analysis 

will produce warning C6284. 

CString szErrorCode = GetLatestErrorCode(); 
CString szErrorMessage; 
szErrorMessage.Format( 
     L"Error code is %s.", szErrorCode ); 

 

The following warnings were included in this category: 

• C6067: Missing String Pointer Argument To Format Function  

• C6273: Non-Integer Argument To Format Function 

• C6284: Invalid Object Argument To Format Function 

• C6328: Potential Argument Type Mismatch. 

Null pointer dereference 

Dereferencing pointer means to access data in that pointer. Therefore, derefer-

encing null pointers usually leads to runtime error or crash in the program, as the 

pointer is not pointing anywhere. Code analysis tools might not always be able to 

trace origins of pointers and that can cause these warnings to be false positives. 

In the case of false positive, using annotations there are multiple different ways 

to tell analyser which pointers are valid, and which are not. If the pointer can be 

null, the developer should check for the null pointer before dereferencing. C28182 

warning also contains information that some other pointer might also contain null 

pointer. The following warnings were included in this category: 

• C6011: Dereferencing Null pointer 

• C28182: Dereferencing NULL pointer. The pointer contains the same 

NULL value as another pointer did. 

Buffer overflow 

Buffer overflow means that the program writes more data than the size of the 

buffer. Buffer overrun term is used when the program reads data outside of the 

Program 4. Format function with warning C6284. 
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specified buffer. Both are errors in the program and should be corrected. Buffer 

overflows can be exploited to corrupt data in memory, gain access to memory or 

cause program to crash. The warning also displays the size of the buffer and how 

many bytes may be written to that buffer. Rule set contains a separate warning 

for read overrun (C6385). The following warning was included in this category: 

• C6386: Write Overrun. 

Function specification violation 

As functions can have annotations to indicate its usage, this category contains 

warnings that violate those annotations. The program might work as expected for 

most of the cases, but some input might end up violating the annotation of the 

function. Function specification can be specified with annotation and usage 

against that kind of specification causes these issues. As code analysis can 

check all kinds of execution paths, this kind of case should be fixed to verify ex-

pected functionality in all cases. The following warning was included in this cate-

gory: 

• C6387: Invalid Parameter Value. 

4.3 Fix warnings - Case M-Files 

Before this thesis was made the company had few existing compiler warnings 

when building the MFServer project. The warning level for the compiler was and 

is still at level 4 [28]. Before fixing code analysis warnings, those compiler warn-

ings were fixed. Two of the warning types were found from the external code that 

is included in the MFServer project. 

From MFServer: 

• C4267: The compiler detected a conversion from size_t to a smaller 

type. 

• C4018: Comparing a signed and unsigned number required the com-

piler to convert the signed value to unsigned.  

From external code: 

• C4715: The specified function can potentially not return a value. 

• C4800: Implicit conversion from 'type' to bool. Possible information loss. 
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To get rid of the warnings from external code those warning types can be disabled 

on places where that external code is included. This way warnings from the com-

pany's own codebase are applied, but faulty external code is not causing warn-

ings in the build process. [28] These warnings were reported to parties that pro-

vide those codes. 

Compiler warnings that were found from the MFServer code were fixed according 

to instructions found from the documentation page for that warning type. In this 

case fixing was trivial as those warnings were solved by changing the used vari-

able type. After fixing those warnings, it was possible to turn on Visual Studios' 

project file option to treat compiler warnings as errors. The option was turned on 

for every combination of build configuration including 32- or 64-bit platforms and 

debug or release versions. This option prevents compilation to complete if there 

are some warnings. This way each developer must resolve any new compiler 

warning before they can continue development. This means that codebase will 

remain free from compiler warnings. [28] 

After having warning free compilation, the next phase was to fix warnings from 

code analysis. Microsoft's web pages for Visual Studio documentation contain 

detailed information of each code analysis warning type including reasons for 

warnings existence and many of those documentation pages also contains ex-

amples of faulty code and how the same example code should be corrected. Fix-

ing warnings were done in multiple incremental phases. Similar warnings were 

fixed together, so the peer developer who reviewed fixes can concentrate on one 

kind of issue and validate the proposed fix for that. While fixing these warnings, 

spent time was measured. 

Fixes were done in small batches for a couple of reasons. Mainly to keep the 

merges tolerable size to review. Another reason is to easily refer to the specific 

merge request that fixes one kind of issue. These references to the merge re-

quests were collected to a knowledge bank, which can later be used by develop-

ers when they face these code analysis warnings in their changes. Due to the 

coding style within the company, it is more likely to get similar warning types as 

were fixed during this process. That is one reason to collect the knowledge bank, 

to aid the developers by providing already solved solutions. 
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The knowledge bank is written in GitLab's Markdown syntax. That is light enough 

for everyone to improve and that fits well into the company's existing documen-

tation format. That syntax is easy to read from GitLab web UI. [37] Changes to 

the style guide documentation were also made to spread information to new em-

ployees and avoid common issues already when writing code. 

Verification of following these practicalities will happen in the code analysis step 

in the CI pipeline. Of course, new kinds of warning types can arise. If fix to the 

new warning is not obvious, then Microsoft's documentation for that warning type 

should be referenced to get the correct solution for that issue. It is good practice 

to add references to the knowledge bank if a new kind of issue is faced, to keep 

the knowledge bank updated. 

The first phase fixed all other warnings than C6284, which was initially disabled 

for the entire codebase. Disabling that warning allowed to have code analysis as 

warning free. At this point it was possible to setup code analysis to run in the CI 

pipeline. After the CI pipeline monitors the rest of the warnings, it was time to 

concentrate on fixing those 3,016 warnings for C6284. The faulty example code 

for this warning type was shown in chapter 4.2 (Invalid format parameter type). 

This can be corrected by changing the parameter given to format function with 

either of the ways in Program 5. 

szErrorMessage.Format( 
    L"Error code is %s.", szErrorCode.GetString() ); 

 
szErrorMessage.Format( 
    L"Error code is %s.", ( LPCTSTR )szErrorCode ); 
 

 

Fix for this warning type is to use either CString's GetString function or LPCTSTR 

operator to return a pointer to the character string that the CString object holds 

[33]. Fixing that many instances of warnings were done in several smaller 

batches, so it is tolerable to review changes by the peer developer. As the com-

pany has had a habit to compose strings with that way, there was a need to inform 

developers within the company to change the coding style for this case. Before 

setting this warning type to be monitored in the CI pipeline, the developers were 

Program 5. Format function with the fix for warning C6284. 
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informed about this change. The developers were then aware of upcoming mon-

itoring of this warning type and therefore the developers were able to do needed 

changes in their ongoing development branches. This kept the main code branch 

warning free during this utilisation. 

4.4 Mandatory code analysis job 

Once all code analysis warnings were fixed or suppressed, it was possible to set 

code analysis to be a mandatory step in the CI pipeline for all the development 

branches before those can be merged to the main code branch. Code analysis 

was decided to be a parallel job for the integration tests. This decision was made 

because the company's integration tests take longer time than the code analysis, 

therefore code analysis does not add any additional time for running the entire 

pipeline. As a new job in the pipeline, there was a need to inform other developers 

about this, so that developers were aware of errors they might face with this job. 

Instructions collected during fixing existing analysis warnings were shared with 

all developers including the knowledge bank that was collected during the fixing 

process. The markdown file for the knowledge bank also contains instructions to 

add new projects for code analysis runs in the pipeline. 

Issues fixed during this process contains one warning type (C6328) that indicated 

different instances when 32-bit or 64-bit builds were analysed. Due to these dif-

ferences, there was a need to run both architecture versions in the CI pipeline. 

To cover this, a second job was created. The difference between these jobs is a 

parameter in build command for the target platform architecture. Running two 

jobs increases needed building resources. Figure 10 shows these two parallel 

jobs running in the CI pipeline. The rest of the pipeline jobs are for other parts of 

the company's integration process. 

 

 

 

 

Through GitLab API it is possible to fetch failed jobs. A script was made to get 

failed code analysis jobs, so monitoring was easier than through GitLab's user 

Figure 10. Code analysis jobs running in CI pipeline. 
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interface. Based on this monitoring it was possible to see what kind of errors this 

analysis finds from the developer's branches. During the first 6 months of code 

analysis usage, all found warnings have been similar types that were already 

found during the fixing process. The majority of these were fixable based on 

knowledge bank references. 

4.5 Fixing details, time and severity 

Found issues were collected into categories (Invalid format parameter count, In-

valid format parameter type, Null pointer dereference, Buffer overflow and Func-

tion specification violation) based on their type. This chapter categorises issues 

based on their severity. Severity is grouped into three levels, critical, high and 

low. Critical means that issues are considered as a potential security vulnerability 

that could have been used for exposing unwanted data. The high category con-

tains issues that could have led to unwanted behavior like unexpected error, but 

sensitive data is not exposed. Low category issues are mainly visual or somehow 

not affecting real-world usage of the product. 

When code analysis gives a warning, code can work as expected with some com-

bination of inputs. As code analysis tries to check every possible combination of 

the application execution path, some corner cases could cause issues, therefore 

analysis will raise a warning. While implementing the software, the developer ver-

ifies the functionality of the new code with a limited amount of different inputs and 

code appears to work as expected. Fixing analysis warnings improves the situa-

tion at corner cases, where the program would crash or cause some other un-

wanted behavior. 

Hours spent was one of the metrics used in this thesis. Hours spent on fixing 

issues do not include learning general knowledge on how to run code analysis, 

warning collection, warning categorisation, or general initial investigation and 

analysis of warnings found from the codebase. Hours do not include running the 

company's mandatory CI pipeline for these fixes or other developers' efforts for 

code reviewing changes. Hours consist of fixing time and warning type investiga-

tions spent to resolve warnings. This is the work that could have been avoided if 

these warnings were fixed once they initially occurred. Fixing those at that time 
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would have been possible if code analysis was run from the beginning of the 

project. Table 3 summarises the number of warnings in each category. 

Category Number of warnings 

Invalid format parameter count 12 

Invalid format parameter type 3,042 

Null pointer dereference 2 

Buffer overflow 5 

Function specification violation 3 

 

Invalid format parameter count 

The following warnings were included in this category: 

• C6063: Missing String Argument To Format Function 

• C6064: Missing Integer Argument To Format Function 

• C6271: Extra Argument To Format Function. 

Missing arguments to function was due to issues in one macro that hid one pa-

rameter when forwarding a variable amount of arguments to the next function. 

That one macro caused a total of five warnings from C6063 and C6064. Seven 

instances of extra arguments passed (C6271) were either when the developer 

accidentally did not include the needed format specifier in the format string or 

actual extra arguments that were left due to refactoring of the format string. All 

these issues caused some additional information to be missing from debug or log 

messages. The severity for all of these was low, as the extent of these issues 

was missing additional information to help to figure out erroneous situations 

based on debug or log messages. Fixing issues in this category took 3.5 hours. 

 

 

Table 3. The number of warnings by categories. 
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Invalid format parameter type 

The following warnings were included in this category: 

• C6067: Missing String Pointer Argument To Format Function 

• C6273: Non-Integer Argument To Format Function 

• C6284: Invalid Object Argument To Format Function 

• C6328: Potential Argument Type Mismatch. 

Most of the issues (3,016 from the total of 3,042) in this category were when the 

object is passed as a parameter when the string is required, warning type C6284. 

This many warnings from this type were due to widely used habit of composing 

strings using CString::Format function with CString objects as parameters. Those 

instances were fixed and developers within the company were informed about 

this change to act accordingly hereafter. The case for C6284 warning has previ-

ously worked as expected because the used compiler implements CString in a 

way that works even when passing the CString object as a parameter when the 

string is required [36]. But as compilers implementation might change overtime 

that would then cause unknown scenarios. 

Warning types C6067, C6273 and C6328 caused a total of 26 warnings. These 

include issues like having enumeration as a parameter when related format spec-

ifier is expecting a string, WinAPI's FILETIME was passed as a parameter when 

the format specifier is for 64-bit integer or similar format function parameter mis-

match with the format specifier. As FILETIME and 64-bit integer are binary com-

patible, no real issue exists in that case, but it is good to explicitly define conver-

sion before passing FILETIME as the parameter of the format function. Other 

instances of these warnings could have caused some obscure error and log mes-

sages if there is a binary incompatibility between passed and expected parameter 

type or integer overflow could happen. 

All of the warnings in this category were considered as low severity. The total 

time spent on fixing these warnings was 53 hours. 
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Null pointer dereference 

The following warnings were included in this category: 

• C6011: Dereferencing Null Pointer 

• C28182: Dereferencing Null pointer. The pointer contains the same Null 

value as another pointer did. 

Dereferencing null pointer is undefined behavior by C++ standard. This means 

that the program might crash, throw an exception or something else that the com-

piler developers have decided to do. That behavior then can change when up-

dating the compiler version. [38] For these reasons it was valuable to implement 

the program in a way that dereferencing null pointers cannot happen. This can 

be avoided by verifying that the pointer is valid before dereferencing it. For the 

developers to catch situations where the pointer is null, debug asserts were 

added for getting the option to debug such cases. The difference between two 

different warning type in this category is just a bit more information in warning 

type C28182, that pointer contains the same null value as another pointer did. 

As dereferencing a null pointer is undefined behavior and that can cause the pro-

gram to crash these issues were categorised as critical severity. The fixing time 

for these two instances was 1 hour. 

Buffer overflow 

The following warning was included in this category: 

• C6386: Write Overrun. 

All five of these warnings of this type came from external code. Four are from 

Microsoft's ATL (Active Template Library), the library provides COM (Component 

Object Model) objects. One instance of this warning type is from another external 

library that is used for search-related functionalities within the M-Files Server. As 

these are not from the codebase that the company maintains, the only option is 

to disable this warning on places where these external libraries are included in 

the project. This should be done so that the same warning type can warn from 

the company's codebase by disabling this warning type only on places where 

those external libraries were included. Also reporting the found issues to those 

parties that maintain that codebase is recommended so they realize that sce-

nario. 
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The severity of the buffer overflow issues was considered as critical as those 

kinds of issues exposes serious vulnerabilities. Time to disable these external 

code warnings was 1 hour. 

Function specification violation 

The following warning was included in this category: 

• C6387: Invalid Parameter Value. 

Microsoft libraries contain functions WaitForSingleObject and CloseHandle of 

which parameters are annotated as input parameters (Microsoft annotation lan-

guage: _In_). That annotation does not allow null value for that parameter. Gen-

erally, these instances are those corner-case situations, as code is working 

properly in many cases (the input parameter contains valid value), but as code 

analysis detects all possible combinations of execution paths it is possible that 

parameter can be null when it is passed to those functions. Null checks before 

calling these functions solve these cases. 

One instance of this warning type was from a situation where CString's opera-

tor += could receive a zero as a parameter, that does not adhere to the annotation 

of the function parameter. Zero as parameter value could happen in some corner 

cases if previous code execution happened erroneously. 

These warnings are because parameters could contain values that do not adhere 

to function specification, which means unknown behavior for those functions, 

plausible resulting in the error message. The severity of these warnings was cat-

egorised to high with a total fixing time of 2 hours. 

4.6 Training for developers 

All developers within the company are affected by code analysis being mandatory 

part of the development process. It was important to share information and best 

practices on how to investigate and fix issues found by analysis from the devel-

opment branches before changes can be merged into the main code branch. The 

company had a security-related workshop and training event at the end of the 

year 2019. In addition to previous knowledge sharing by email distributions, that 

event was a good place to demonstrate and present more details from code anal-

ysis work that has happened recently. A presentation was held at the security 
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workshop to share this information, also further instructions were shared to repeat 

or reread later. The instructions contained information about how failed code 

analysis is displayed at the CI pipeline and how to act on such scenario, including 

fixing and verifying that fix. 

During setting up the process of code analysis, active communication was a key 

part of a smooth transition to prevent easily avoidable issues in code analysis. 

Also, the assistance of analysing and fixing issues found in the developers' 

branches was given to enable quick fixes for issues. 
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5. RESULTS 

Code analysis found a total of 3,064 issues from the M-Files Server project. Re-

flecting the number of found issues from the M-Files Server portion (19.7 %) of 

source code lines to the entire codebase gives a total of 15,550 issues. As other 

parts of the product have different characteristics, different kinds of issues might 

exist there, and therefore the number of issues can vary. All warnings that code 

analysis reported were fixed from the M-Files Server project, which improves the 

security of the product and in many cases error logs are now more valuable with 

correctly formatted data. Some warnings were from external code, those were 

disabled to get analysis as warning free and issues were reported to parties that 

maintain those codebases. A total of 60,5 hours were used to fix existing issues. 

Fixing time and severity for each category are collected in Table 4. In chapter 4.5 

fixing time was defined and severity was categorised into three categories; criti-

cal, high and low. 

Category Fixing time (h) Severity Count 

Invalid format parameter count 3.5 Low 12 

Invalid format parameter type 53 Low 3,042 

Null pointer dereference 1 Critical 2 

Buffer overflow 1 Critical 5 

Function specification violation 2 High 3 

 

All found issues were narrow issues, meaning the scope of warnings were very 

limited. Issues' root cause and its fix can be seen in one function or code scope, 

typically changing one line fixes the warning. One exception to this scope is 

"Function specification violation" issues, where the reason for warning can be 

seen from the declaration of that function and fixing those is implemented at the 

place from where calling that function happens. The annotations in the function 

Table 4. Fixing time and severity by warning categories. 
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declaration could show issues in the function definition, but this was not the case 

in this thesis because internal codebase does not contain annotations.  

Collected knowledge bank contains 9 references to the merge requests that fix 

different types of code analysis issues. Some of these merge requests fix multiple 

different warning types. In that case those issues are from the same category. All 

merge requests that were made during the fixing process are not in the 

knowledge bank, as those would not bring any additional value compared to al-

ready existing example fixes. Fixes were made in small batches to keep the size 

of the merge request tolerable. 

Code analysis is now part of the company's development process and therefore 

prevents these issues from existing in the main code branch. Acceptable fre-

quency of running code analysis was when the developer is ready with changes 

in the development branch before those changes are merged into the main code 

branch. At that point also other verifications in the CI pipeline, including test au-

tomation, are executed for that branch. The future benefit can be difficult to de-

termine, but it keeps the product in better shape as from now on issues are fixed 

immediately. 

5.1 Future development 

This thesis was mainly kick-off for code analysis type of checks within the com-

pany. There are different areas for improving analysis utilisation in the future. 

5.1.1 Increased rule set level 

The goal of this thesis was to get code analysis as part of the development pro-

cess. Microsoft's analysis tool contains multiple different levels of rule sets. For 

this thesis, it was decided to use the Native Minimum rule set, to get at least some 

checks with code analysis. A possible improvement would be to increase the rule 

set level. More rules will find more issues, but also the possibility of false negative 

results increases. Initial fixing of existing findings is required before those rules 

can be turned on in the main code branch. Investigations of the next rule set level, 

Native Recommended, were made against the MFServer codebase. In addition 

to the ones listed previously in this thesis, the increased level of analysis finds 

398 new warnings from 13 new warning types. Like warnings from the Native 
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Minimum rule set, all found warnings are narrow issues, no architectural issues 

were found by increased rule set level. 

If the increased rule set level cannot be turned on for everyone, it could be run 

occasionally. That could be run before releasing the new software version. Found 

warnings could be fixed at that time or if increased rule set contains a lot of false 

positives then those can be suppressed. In this way quality of the software in-

creases but does not cause additional burden to all developers when trying to 

figure out if the given warning is false positive or not. 

The content of rule sets varies in different Visual Studio versions. The company's 

projects are occasionally upgraded to newer versions and additional benefits will 

be gained with improved code analysis. This can act as one additional reason to 

more actively upgrade projects to use newer Visual Studio versions. 

5.1.2 Usage of annotations 

Implementing source code annotations also to the company's codebase would 

find more issues. Currently only external code, mainly Microsoft's, contains an-

notations of which the company's codebase also benefits. The annotations could 

be utilised in different places within the company's codebase. Some investiga-

tions should be done to get the best effort-benefit ratio. The used rule set already 

contains rules that utilise these annotations. Adding annotations would improve 

the accuracy of existing rules, producing less false positives and false negatives 

while providing more true positives. New areas that would be possible to utilise 

with annotations would be function annotation and concurrent locking behavior 

like indicated by interviewing the senior developers. Annotating source code 

could also improve readability. The company's style guide could be improved to 

include annotations so that the new code will contain annotations and benefit 

from code analysis. 

5.1.3 More projects into the analysis 

As part of this thesis's goal was to run code analysis on some part of the code-

base. Having more projects as part of the code analysis should be considered. 

Currently code analysis is monitoring 19.7 % of source code lines, which is the 

MFServer project's source code portion from the entire codebase. Some common 
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codebase is monitored through the MFServer project, so other projects within the 

product already benefit from this analysis. 

The increasing number of projects that are part of code analysis also means initial 

fixing effort for those projects. Collected knowledge bank contains instructions to 

add new projects. If more projects are added, then some additional investigations 

should be done for building resources used to do this analysis. This is important 

to keep the analysis' feedback loop time tolerable, so fast corrections can be im-

plemented based on analysis results. 

5.1.4 Other technologies 

Currently implemented code analysis checks only C++ code. Microsoft's code 

analyser can check also C# code, which is also used in the company. Also, dy-

namic languages like JavaScript are used within the company. It would be worth 

investigating how those other technologies could benefit from code analysis. As 

different languages have different weaknesses, results might vary compared to 

this thesis.  
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6. CONCLUSIONS 

The goals of this thesis were to find out how it is possible to run code analysis as 

part of the development process and how much effort it takes to fix existing code 

analysis issues compared to the severity of those findings. Nowadays code anal-

ysis is part of the company's development process. Code analysis is a mandatory 

step in the CI pipeline before new implementation is merged into the main code 

branch. That will keep codebase as error-free from the analysis point of view in 

the future. 

The total fixing effort was 60.5 hours. Even though the majority of those were low 

category issues, fixing those warnings improves corner-case situations where the 

error messages were faulty or contained some other minor cosmetic issue. Set-

ting up the CI pipeline and getting familiarized with code analysis was a bigger 

portion of the work. Setting up work is needed whether code analysis is taken into 

use at the very beginning of the project or later, like in this thesis. In that perspec-

tive it was a tolerable effort to take code analysis into use for the existing code-

base. 

A quote from one of the related research: 

"Depending on the age of the code, the engineer's programming style, and the 

paradigms used, applying static analysis to existing code can range from difficult 

to nearly impossible if a disciplined approach isn't followed. Many legacy projects 

have approached static analysis only to abandon it when the first run of the tool 

generates 100,000 or more warnings. With legacy code, it's often not practical to 

remove all statically detectable faults." [6] 

To compare that quote to findings from this thesis, many warnings were given 

from the company's existing codebase. The majority of the warnings in this thesis 

were because the company did have a habit to pass CString objects to format 

functions, which produces over 3,000 warnings. In this case study it was desirable 

to fix all found warnings and to have code analysis as part of the development 

process. The company has a strong style guide for all developers to follow, also 
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all new development is gone through the merge review process. These ways of 

working have kept codebase in good condition. 

As seen, it is possible to setup code analysis in the development process, even 

for the existing codebase. Setting up the process as soon as the product devel-

opment of a new project is started would have spread fixing effort into a longer 

time period. The actual setup process most likely would not have been any dif-

ferent compared to setting up processes later in the project’s lifetime. Setting up 

code analysis as part of the development process is a recommended action for 

all organisations. In that way machines detect potential vulnerabilities and the 

quality of the software improves as those findings are fixed. Any price for the 

future benefit of code analysis work is difficult to determine, but organisations 

should pay attention to security issues more carefully and code analysis is one 

tool for that. Taking code analysis into use as soon as possible increases its value 

as a time period of a potential security vulnerability in the product is limited. 

Multiple senior developers were interviewed about plausible benefits of code 

analysis. Those interviews indicated following code analysis use cases: concur-

rency, usage of the function return value, and usage of function parameters. Dur-

ing this initial utilisation of code analysis, those cases were not fully covered. 

Function parameter usage was the only case that indicated some warnings from 

the existing codebase, those were on cases where called function was from ex-

ternal code and it contains annotations for its parameters. As described in chapter 

5.1.2, adding annotations would enable the detection of all those mentioned use 

cases. 
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APPENDIX 1: RULE SET CONTENT 

The full list of rules in Microsoft's code analysis Native Minimum rule set [33]. 

Rule Description 

C6001 Using Uninitialized Memory 

C6011 Dereferencing Null Pointer 

C6029 Use Of Unchecked Value 

C6053 Zero Termination From Call 

C6059 Bad Concatenation 

C6063 Missing String Argument To Format Function 

C6064 Missing Integer Argument To Format Function 

C6066 Missing Pointer Argument To Format Function 

C6067 Missing String Pointer Argument To Format Function 

C6101 Returning uninitialized memory 

C6200 Index Exceeds Buffer Maximum 

C6201 Index Exceeds Stack Buffer Maximum 

C6270 Missing Float Argument To Format Function 

C6271 Extra Argument To Format Function 

C6272 Non-Float Argument To Format Function 

C6273 Non-Integer Argument To Format Function 

C6274 Non-Character Argument To Format Function 

C6276 Invalid String Cast 

C6277 Invalid CreateProcess Call 

C6284 Invalid Object Argument To Format Function 

C6290 Logical-Not Bitwise-And Precedence 

C6291 Logical-Not Bitwise-Or Precedence 

C6302 Invalid Character String Argument To Format Function 

C6303 Invalid Wide Character String Argument To Format Function 

C6305 Mismatched Size And Count Use 

C6306 Incorrect Variable Argument Function Call 

C6328 Potential Argument Type Mismatch 

C6385 Read Overrun 

C6386 Write Overrun 

C6387 Invalid Parameter Value 

C6500 Invalid Attribute Property 

C6501 Conflicting Attribute Property Values 

C6503 References Cannot Be Null 

C6504 Null On Non-Pointer 

C6505 MustCheck On Void 

C6506 Buffer Size On Non-Pointer Or Array 

C6508 Write Access On Constant 

C6509 Return Used On Precondition 

C6510 Null Terminated On Non-Pointer 

C6511 MustCheck Must Be Yes Or No 

https://docs.microsoft.com/en-us/visualstudio/code-quality/c6001?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6011?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6029?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6053?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6059?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6063?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6064?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6066?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6067?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6101?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6200?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6201?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6270?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6271?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6272?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6273?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6274?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6276?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6277?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6284?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6290?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6291?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6302?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6303?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6305?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6306?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6328?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6385?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6386?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6387?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6500?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6501?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6503?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6504?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6505?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6506?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6508?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6509?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6510?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6511?view=vs-2019
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C6513 Element Size Without Buffer Size 

C6514 Buffer Size Exceeds Array Size 

C6515 Buffer Size On Non-Pointer 

C6516 No Properties On Attribute 

C6517 Valid Size On Non-Readable Buffer 

C6518 Writable Size On Non-Writable Buffer 

C6522 Invalid Size String Type 

C6525 Invalid Size String Unreachable Location 

C6527 Invalid annotation: 'NeedsRelease' property may not be used on values of 

void type 

C6530 Unrecognized Format String Style 

C6540 The use of attribute annotations on this function will invalidate all of its ex-

isting __declspec annotations 

C6551 Invalid size specification: expression not parsable 

C6552 Invalid Deref= or Notref=: expression not parsable 

C6701 The value is not a valid Yes/No/Maybe value 

C6702 The value is not a string value 

C6703 The value is not a number 

C6704 Unexpected Annotation Expression Error 

C6705 Expected number of arguments for annotation does not match actual num-

ber of arguments for annotation 

C6706 Unexpected Annotation Error for annotation 

C26450 RESULT_OF_ARITHMETIC_OPERATION_PROVABLY_LOSSY 

C26451 RESULT_OF_ARITHMETIC_OPERATION_CAST_TO_LARGER_SIZE 

C26452 SHIFT_COUNT_NEGATIVE_OR_TOO_BIG 

C26453 LEFTSHIFT_NEGATIVE_SIGNED_NUMBER 

C26454 RESULT_OF_ARITHMETIC_OPERATION_NEGATIVE_UNSIGNED 

C26495 MEMBER_UNINIT 

C28021 The parameter being annotated must be a pointer 

C28182 Dereferencing NULL pointer. The pointer contains the same NULL value as 

another pointer did. 

C28202 Illegal reference to non-static member 

C28203 Ambiguous reference to class member. 

C28205 _Success_ or _On_failure_ used in an illegal context 

C28206 Left operand points to a struct, use '->' 

C28207 Left operand is a struct, use '.' 

C28210 Annotations for the __on_failure context must not be in explicit pre context 

C28211 Static context name expected for SAL_context 

C28212 Pointer expression expected for annotation 

C28213 The _Use_decl_annotations_ annotation must be used to reference, without 

modification, a prior declaration. 

C28214 Attribute parameter names must be p1...p9 

C28215 The typefix cannot be applied to a parameter that already has a typefix 

C28216 The checkReturn annotation only applies to postconditions for the specific 

function parameter. 

https://docs.microsoft.com/en-us/visualstudio/code-quality/c6513?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6514?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6515?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6516?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6517?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6518?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6522?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6525?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6527?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6530?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6540?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6551?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6552?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6701?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6702?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6703?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6704?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6705?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c6706?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c26450?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c26451?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c26452?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c26453?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c26454?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c26495?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28021?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28182?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28202?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28203?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28205?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28206?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28207?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28210?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28211?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28212?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28213?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28214?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28215?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28216?view=vs-2019
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C28217 For function, the number of parameters to annotation does not match that 

found at file 

C28218 For function parameter, the annotation's parameter does not match that 

found at file 

C28219 Member of enumeration expected for annotation the parameter in the anno-

tation 

C28220 Integer expression expected for annotation the parameter in the annotation 

C28221 String expression expected for the parameter in the annotation 

C28222 __yes, __no, or __maybe expected for annotation 

C28223 Did not find expected Token/identifier for annotation, parameter 

C28224 Annotation requires parameters 

C28225 Did not find the correct number of required parameters in annotation 

C28226 Annotation cannot also be a PrimOp (in current declaration) 

C28227 Annotation cannot also be a PrimOp (see prior declaration) 

C28228 Annotation parameter: cannot use type in annotations 

C28229 Annotation does not support parameters 

C28230 The type of parameter has no member. 

C28231 Annotation is only valid on array 

C28232 pre, post, or deref not applied to any annotation 

C28233 pre, post, or deref applied to a block 

C28234 __at expression does not apply to current function 

C28235 The function cannot stand alone as an annotation 

C28236 The annotation cannot be used in an expression 

C28237 The annotation on parameter is no longer supported 

C28238 The annotation on parameter has more than one of value, stringValue, and 

longValue. Use paramn=xxx 

C28239 The annotation on parameter has both value, stringValue, or longValue; and 

paramn=xxx. Use only paramn=xxx 

C28240 The annotation on parameter has param2 but no param1 

C28241 The annotation for function on parameter is not recognized 

C28243 The annotation for function on parameter requires more dereferences than 

the actual type annotated allows 

C28245 The annotation for function annotates 'this' on a non-member-function 

C28246 The parameter annotation for function does not match the type of the pa-

rameter 

C28250 Inconsistent annotation for function: the prior instance has an error. 

C28251 Inconsistent annotation for function: this instance has an error. 

C28252 Inconsistent annotation for function: parameter has another annotations on 

this instance. 

C28253 Inconsistent annotation for function: parameter has another annotations on 

this instance. 

C28254 dynamic_cast<>() is not supported in annotations 

C28262 A syntax error in the annotation was found in function, for annotation 

C28263 A syntax error in a conditional annotation was found for Intrinsic annotation 

C28267 A syntax error in the annotations was found annotation in the function. 

https://docs.microsoft.com/en-us/visualstudio/code-quality/c28217?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28218?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28219?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28220?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28221?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28222?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28223?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28224?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28225?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28226?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28227?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28228?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28229?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28230?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28231?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28232?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28233?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28234?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28235?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28236?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28237?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28238?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28239?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28240?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28241?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28243?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28245?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28246?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28250?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28251?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28252?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28253?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28254?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28262?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28263?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28267?view=vs-2019
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C28272 The annotation for function, parameter when examining is inconsistent with 

the function declaration 

C28273 For function, the clues are inconsistent with the function declaration 

C28275 The parameter to _Macro_value_ is null 

C28279 For symbol, a 'begin' was found without a matching 'end' 

C28280 For symbol, an 'end' was found without a matching 'begin' 

C28282 Format Strings must be in preconditions 

C28285 For function, syntax error in parameter 

C28286 For function, syntax error near the end 

C28287 For function, syntax Error in _At_() annotation (unrecognized name) 

C28288 For function, syntax Error in _At_() annotation (invalid parameter name) 

C28289 For function: ReadableTo or WritableTo did not have a limit-spec as a pa-

rameter 

C28290 The annotation for function contains more Externals than the actual number 

of parameters 

C28291 Post null/notnull at deref level 0 is meaningless for function. 

C28300 Expression operands of incompatible types for operator 

C28301 No annotations for first declaration of function. 

C28302 An extra _Deref_ operator was found on annotation. 

C28303 An ambiguous _Deref_ operator was found on annotation. 

C28304 An improperly placed _Notref_ operator was found applied to token. 

C28305 An error while parsing a token was discovered. 

C28350 The annotation describes a situation that is not conditionally applicable. 

C28351 The annotation describes where a dynamic value (a variable) cannot be 

used in the condition. 

 

https://docs.microsoft.com/en-us/visualstudio/code-quality/c28272?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28273?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28275?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28279?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28280?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28282?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28285?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28286?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28287?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28288?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28289?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28290?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28291?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28300?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28301?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28302?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28303?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28304?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28305?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28350?view=vs-2019
https://docs.microsoft.com/en-us/visualstudio/code-quality/c28351?view=vs-2019

