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Nowadays enterprises are highly dependent on Information Technology (IT) for accom-

plishing their objectives. In order to try to ensure that IT is aligned with the business 

objectives, an enterprise should ensure that it has effective IT controls for supporting its 

IT environment. Therefore, for checking the effectiveness of its IT environment, the 

enterprise’s IT environment is tested against the enterprise’s IT controls. So it is correct 

to state IT controls testing plays a crucial role in trying to ensure that the IT environ-

ment of an enterprise is reliable for achieving the business goals.  

But it should be kept in mind that IT controls testing is a very challenging process. For 

instance, some of the challenges are the work effort required to complete the test, the 

speed of the test, accuracy, etc. Another challenge is the high cost of IT controls testing. 

During the accomplishment of the thesis, it has been observed that to solve the above-

mentioned challenges, a lot of enterprises rely on Computer-Assisted Audit Techniques 

(CAAT) tools available in the market.  

After analyzing some of the most popular and widely used CAAT tools, it has been 

found out that such tools are helpful, but they are having their own challenges. For in-

stance, they are not able to address all the requirements of IT controls testing. Further-

more, CAAT tools are capable of performing specific tasks; they are not able to address 

all the issues related to IT controls testing. Their main challenge is the insufficient use 

of existing Enterprise Resource Planning (ERP) data.  

The solution for having an effective IT controls testing process could be the appropriate 

use of enterprise’s existing ERP data which is of high quality. In fact, the data should be 

measured and analyzed appropriately, and it should be mapped to the IT controls in a 

correct way. Actually, it might be challenging and even expensive to implement such a 

system, but if such system is implemented once, and it could be used for several years 

with minor updates, then it would be worthy to implement it for a reliable IT controls 

testing in an enterprise environment.  
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1. INTRODUCTION 

1.1 Motivation 

With the expansion and development of Information Technology (IT), almost each and 

every governmental, industrial, financial, educational and many other similar entities 

became more dependent on IT in many different aspects. For example, governments 

deploy IT for various public services, military forces rely on IT in the battlefield, hospi-

tals depend greatly on IT for better healthcare services, and almost every business en-

terprise relies on IT for one reason or another. Therefore, it is correct to claim that IT 

influences almost every aspect of the modern life, and its role is crucial.  

Similar to many other technologies, in addition to advantages that IT provides for such 

entities, there exist also various disadvantages. In fact, due to large-scale dependency on 

IT, a lot of entities have been experiencing series of destructive and negative issues in 

their environments (Vicente & Mira da Silva, 2011). For instance, in the case of a bank, 

due to a poor IT architecture, if the bank fails to provide a particular IT service, such as 

online transaction, the customers of the bank will not be able to perform their desired 

functions. As a result, the bank will lose its customers; therefore, the bank might experi-

ence a crisis.  

Furthermore, IT is being used in order to accomplish illegal and malicious actions, such 

as stealing credit card numbers, using telephone systems illegally, stealing trade secrets 

of business corporations, modifying contents of governmental websites for political 

causes, committing extortion, spying on governments to obtain strategic information, 

etc., (Harris, 2010). In addition to external threats, internal threats are considered to be a 

key factor as well. For example, during maintenance at a data center of an enterprise, if 

equipment is damaged, loss of data is possible. And if there is no suitable backup pro-

cedure in use, the enterprise will fail to proceed with service delivery.   

By doing a simple and quick internet research, various security breaches that occurred 

in the recent years could be observed. And these security breaches had devastating ef-

fects on various businesses, governments and individuals. For example, Stuxnet, a mal-

ware that infected the software of Iran’s uranium-enrichment site, resulted in hindrance 

of Iran’s nuclear program (Kushner, 2013). Another example could be the case of eBay, 

where the hackers stole names, email addresses, postal addresses, date of births and 

phone numbers of 233 million users (Williams, 2014). 

Moreover, the complexity is still increased when the nature of these threats changes. In 

the Data Breach Investigation Report which is made by Verizon Communications Inc., 
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it is mentioned that in the year 2013, there has been “a transition from geopolitical at-

tacks to large-scale attacks on payment card systems” (Data Breach Investigation 

Report, 2014). Therefore, any business enterprise or a similar entity with a large and 

complex IT environment, and with limited budget, has an appropriate justification to be 

worried about its IT environment; the IT environment that is affecting the strategic ob-

jectives of the above-mentioned organizations either directly or indirectly.  

As a matter of fact, with respect to the examples of security breaches discussed in the 

previous paragraph, and due to the problems caused by these breaches, the trust in the 

affected corporations has been faded (Vicente & Mira da Silva, 2011). Therefore, such 

issues need to be prevented or mitigated for providing appropriate level of assurance for 

any entity (Racz, Weippl, & Bonazzi, 2011).  

Considering internal and external threats, besides deploying security countermeasures, 

enterprises are concerned about other factors as well. The issues and challenges of ef-

fectively managing an organization’s IT services and resources are of key concern for 

executive management and the Board in many organizations. Therefore, for many or-

ganizations, main concerns are development of methods and practices for the solution of 

operational planning and optimization of IT processes (Krey, Harriehausen, & Knoll, 

2011). And due to the fact that businesses have been experiencing an exceptional chain 

of IT incidents, focus on organization’s IT Governance, Risk and Compliance (GRC) 

has increased (Vicente & Mira da Silva, 2011). As a result, importance of IT controls 

rises as well, considering that IT controls are subset of IT GRC. 

According to (Puspasari, Hammi, Sattar, & Nusa, 2011), IT GRC refers to organization-

wide governance, risk, and compliance that tries to ensure that an organization acts ap-

propriately  in accordance with its risk appetite, internal policies, and external regula-

tions through the alignment of processes , strategy, technology and people, thereby im-

proving efficiency and effectiveness. If performed right, IT GRC activities will certainly 

develop effectiveness of organization’s IT environment. And this is directly proportion-

al to the improved value of many internal functions of the organizations (Vicente & 

Mira da Silva, 2011). 

Thus, a key element to support that IT is streamlined with the objectives and strategies 

of the organization is the internal IT controls. IT controls benefit companies in assess-

ment and improvement of their IT environments. In an organization, in order to check if 

the applications, services and processes are reliable and functioning effectively, they 

will be tested against IT controls (IT Control Objectives for Sarbanes-Oxley: The Role 

of IT in the Design and Implementation of Internal Control Over Financial Reporting, 

2nd Edition, 2006). Therefore, an IT control testing is vital for any enterprise that has an 

IT environment, particularly the enterprises with large IT environments.  
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1.2 Objective 

The objective of this thesis is to perform a comprehensive research on challenges of the 

existing IT controls testing processes in enterprise environments, and to develop IT con-

trols testing for such environments. The main concern of this thesis is to address crucial 

factors of IT controls testing, for instance, increasing the rate, accuracy and speed of IT 

controls testing, and decreasing the work effort and cost of IT controls testing.  

1.3 Structure of Thesis 

This thesis includes four chapters; Introduction, Background, Analysis and Develop-

ment, and Conclusion. Chapter one includes the motivation behind this thesis, objective 

and structure of the thesis. In Chapter two, IT GRC, IT controls, COBIT 4.1 framework, 

Information Technology Infrastructure Library (ITIL) and IT controls testing are com-

prehensively explained. The third chapter includes explanation and description chal-

lenges and targets of IT controls testing, Enterprise Resource Planning (ERP), Comput-

er-Assisted Audit Techniques (CAAT) and existing CAAT tools. Finally, Chapter four 

covers the conclusion of this thesis. 
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2. BACKGROUND 

This chapter includes an elaboration of the main concepts related to IT controls testing. 

First, IT GRC will be explained thoroughly. IT GRC will be explained in such a way 

that all the three entities, namely, governance, risk and compliance will be addressed in 

a separate way. Second, the concept of IT controls will be described. In addition, Con-

trol Objectives for Information and Related Technology (COBIT) will be comprehen-

sively explained. Furthermore, concepts such as Information Technology Infrastructure 

Library (ITIL) and Enterprise Resource Planning (ERP) will be illustrated.  

2.1 Introduction to IT GRC 

Due to the importance of effective governance to the enterprises, the concentration on 

IT has been increased accordingly. As a matter of fact, many large enterprises are glob-

al, and due to this reason they are having their departments scattered in various geo-

graphical locations. Hence, IT could be of great value for providing appropriate govern-

ance. And for achieving such systematized governance throughout the enterprise, in any 

governance, risk and compliance initiative, IT GRC has an essential role (Under 

Control; Governance Across the Enterprise, Chapter 7). 

 

Moreover, in order to understand the term IT GRC, primarily, it is essential to compre-

hend governance, risk and compliance. Therefore, governance, risk and compliance are 

defined separately. In addition to the definition of risk, governance and compliance, 

these terms are defined in association with IT as well.  

In addition, in Figure 1 (Adams;Ruiz;& Rivera, 2013), the relationship of the key enti-

ties of IT GRC is illustrated. As it can be observed, strategy, goals and objectives, poli-

cies and procedures, and structures and processes belong to governance section. Fur-

thermore, compliance part addresses controls, laws and regulations, activities, etc. Fi-

nally, risk section, includes risk identification, risk analysis, risk monitoring, etc.  
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Figure 1: IT GRC 

2.1.1 IT Governance 

With respect to the pervious paragraph, initially, it is important to know the meaning of 

governance. According to (Under Control; Governance Across the Enterprise, Chapter 

2), “governance is the leadership, organizational structures and processes that help 

ensure that an organization’s functions sustain and extend its strategies and objectives. 

Put more simply, it is the culture, policies, procedures and controls that help ensure a 

company will meet its business goals.”  

 

Since, the focus of this thesis is on IT GRC, therefore, it is necessary understand the 

meaning of IT governance. Referring to (Niemann, 2006), for defining IT governance, 

first, it should be noted that in an enterprise, board of directors and the executive man-

agement are responsible for IT governance.  Furthermore, IT governance is vital subset 

of enterprise governance, which includes policies, procedures and processes to align IT 

with the strategies and objectives of the enterprise. In conclusion, IT governance aims to 

accomplish the following:  

 

- IT effectiveness 

- IT reliability  

 

For more clarity, it is important to understand the focus areas of IT governance. Accord-

ing to (IT Governance Institute, 2007), there are five IT governance focus areas, which 

are mentioned and explained as the following: 

 

- Strategic alignment 
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o This focus area concentrates on alignment of IT and business. Moreover, 

strategic alignment defines, maintains and validates IT value proposition. 

Therefore, strategic alignment aims to align IT operations with the enter-

prise’s operations.  

- Value delivery 

o Value delivery deploys delivery cycle for accomplishing the IT value 

proposition in order to help to ensure that IT supports enterprise’s strate-

gies and objectives, by focusing on cost optimization and proving the es-

sentiality of IT. 

- Resource management 

o The main objective of resource management is the optimization of 

knowledge and infrastructure. It is about investment which is optimal, 

and it is also about appropriate management of critical IT resources. The 

critical IT resources are applications, information, infrastructure and 

people.    

- Risk management 

o For managing risks in an appropriate manner, five factors are highly con-

sidered to be essential. It is required that key and senior enterprise offic-

ers are aware of risk. Second, there should be a clear comprehension of 

how much risk the enterprise is willing to take, in other words, the senior 

officers should clearly know their enterprise’s risk appetite. Furthermore, 

the legal and regulatory requirements should be understood, that is, it is 

required that the compliance requirement should be clear enough for the 

enterprise. Moreover, significant risks to the enterprise should be trans-

parent and finally, risk management responsibilities should be set in the 

enterprise.  

- Performance measurement 

o The main principle of performance measurement is to monitor and track 

the key functions regularly, for instance, implementation of strategy, 

completion of projects, use of resources, service delivery etc.  

2.1.2 IT Risk 

Risk is defined as a possible problem or the prospect of loss. And the risk associated 

with IT is called IT risk. IT Risk is measured as the product of the likelihood of occur-

rence an event and impact of the event (Ginzberg & Moulton, 1990).  

 

Moreover, in an enterprise, when it comes to risk, management of risk is of great con-

cern. An enterprise deploys the process of risk management for the following purposes: 

 

- Determining willingness of accepting risk 

- Identifying risks to its strategies and objectives 

- Developing plan for mitigating risk 
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Thus, risk management plays a crucial role in an enterprise. And the goal of risk man-

agement is value creation for the company and loss reduction (Under Control; 

Governance Across the Enterprise, Chapter 2).  

 

In fact, enterprises are highly dependent on IT; and poor IT architecture can adversely 

affect the strategies and objectives of an enterprise. Thus, IT presents risks to the enter-

prise, and the risk associated with IT, is termed as IT risk (Ginzberg & Moulton, 1990).  

2.1.3 IT Compliance 

According to (Chen;Yoon;Frenz;& Compres, 2011), “Compliance in a literal sense is 

an action, state or fact in accordance with or meeting rules or standards, and according 

to (Under Control; Governance Across the Enterprise, Chapter 2), “compliance is the 

act of adhering to, and demonstrating adherence to, external laws and regulations, as 

well as internal corporate policies, procedures, and controls.” 

 

In recent years, the demand for IT GRC has increased enormously. And this is mainly 

because, legal and regulatory authorities are concerned about the social values such as 

privacy, safety and accessibility, specially, when it comes to enterprises performing IT 

business practices for delivering services and products. As a result, due to laws and reg-

ulations, such authorities impose requirements on enterprises. Therefore, to address the 

compliance risks, enterprises integrate their service delivery and product development 

with organizational frameworks and infrastructures (Breaux;Antón;Boucher;& 

Dorfman, 2009). Due to dependency of enterprises on IT, and in order to be compliant 

to regulatory obligations and requirements, IT compliance is introduced. IT compliance 

is compliance with focus on IT (Chen;Yoon;Frenz;& Compres, 2011).  

2.2 IT GRC in Depth 

After understanding the terms IT governance, IT Risk and IT Compliance, it is needed 

to explore the term IT GRC in depth. It should be noted that in an enterprise, risk and 

compliance are managed throughout the enterprise. But due to the fact that IT plays a 

crucial role as a supporting function for fulfilling the strategies and objectives of an en-

terprise, IT GRC becomes particularly important (Under Control; Governance Across 

the Enterprise, Chapter 7). 

 

Therefore, inappropriate IT GRC within an enterprise is considered as a threat for the 

enterprise (Under Control; Governance Across the Enterprise, Chapter 7). For example, 

consider an organization with various number of services which are all IT based; for 

instance, financial services, human resource services, sourcing services, supply chain 

services, etc., and in case of such enterprise, with plenty of IT services, there is high 

possibility of IT incidents. If there is no proper IT GRC in place, then an appropriate 

change management control is not used, thereby, there is no sense of prioritization for 
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resolving the incidents. As a result, an incident which is urgent, and is supposed to have 

a huge impact on the business, might be resolved when it’s too late, and an incident 

which is not critical at all, might be handled immediately, which does not require im-

mediate action. As a result, even though, the enterprise might have skilled employees 

and necessary means to tackle the issues, but due to the fact that within the enterprise 

there is no appropriate IT GRC in use, there will be lack of governance of IT risks and 

issues, consequently, obstructing the enterprise from reaching its main objectives and 

goals.  

 

Now that the meaning and importance of IT GRC is explained, and for more clarity to 

understand how IT GRC operates in large enterprises, it is necessary to look at the IT 

GRC roles. Similar to executive management and board of directors who own and man-

age the business processes, IT Compliance Team is responsible for trying to ensure that 

the IT procedures, processes and systems of the enterprise are in compliance with regu-

latory mandates, internal policies and industry requirements. This team, works as a link 

between business unit and IT department (Under Control Governance Across the 

Enterprise, Chapter 7). 

 

In fact, IT Compliance Team has a good level of understanding IT risks. IT Compliance  

Team monitors IT business processes. It is important to consider that IT Compliance 

Team is not responsible for operating controls; hence, it functions as an objective test-

ing body to be leveraged by other teams or departments, such as internal audit, to pro-

vide an understanding of operation of IT controls. For example, the IT Compliance 

Team provides instructions and guidelines for the auditors to test particular IT controls 

(Under Control Governance Across the Enterprise, Chapter 7). 

 

In general, IT Compliance Team monitors and measures the processes and state that if 

IT is in line with risk appetite of the enterprise that is defined by the higher authorities 

of the enterprise, such as board of directors and executive management. Or in case, IT is 

deviated from the strategies and policies of the enterprise, the IT Compliance Team can 

report the deviation. In this regard, for daily business processes, IT Compliance Team 

has to controlling ownership responsibilities. In fact, IT Compliance Team helps the 

business unit executive to understand if IT related processes are done correctly, in a 

right time and for the right purpose  

 

To be clearer, the IT Compliance Officer of the enterprise monitors compliance related 

tasks, such as measuring risks (their urgency and impact) and reporting deviations to 

business unit executive. In conclusion, the functions and performance of IT Compliance 

Team is directly proportional to the executive leadership’s comprehension of how IT 

decisions affect the compliance posture, risk tolerance levels, and strategies and objec-

tives of the enterprise (Under Control; Governance Across the Enterprise, Chapter 7). 
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2.3 IT Controls; a Subset of Enterprise’s Internal Control 

The main focus of this section is IT controls. But due to the fact that IT controls is a 

subset of internal control, primarily, internal controls will be described. After grasping 

the concept of internal control, focus will be diverted on IT controls.  

2.3.1 Introduction to Internal Control 

In an enterprise, the Board of Directors is responsible for the trying to ensure that the 

enterprise’s functions, procedures and processes are streamlined with the strategies and 

objectives of the enterprise. In order to meet this target, deployment of an appropriate 

GRC is required. For supporting this initiative, effective internal controls should be in 

place. They are aware that the enterprise must meet the legal and regulatory obligations; 

therefore, they are highly concerned to meet such legal commitments, because they are 

also aware that failure in fulfilling the obligations will make the enterprise prone to stiff 

penalties, which they want to avoid certainly. And in order to reduce the associated risk, 

internal controls are implemented (Humphreys, 2008). 

2.3.2 Definition of Internal Control 

In the regard to accounting and auditing, internal control is a procedure or process for 

supporting an enterprise to achieve its objectives in such a way that the enterprise is in 

compliance with regulatory mandates, internal policies and industry requirements. It is 

correct to state that internal control is directly associated and involved with controlling 

risks to an enterprise (Sawyer, 2012). 

As a matter of fact, there are a lot of definitions for internal control. One of the reliable 

definitions is made by the Committee of Sponsoring Organizations (COSO). According 

to widely internationally used framework, which is termed as the (COSO, 2013), inter-

nal control is generally defined as a set of processes affected by an enterprise’s Board of 

Directors, executive management, and other personnel, intended to support the enter-

prise in achieving its goals relating to operations, compliance and reporting. Based on 

COSO’s definition for internal control, internal control is having five components; the 

five components and their main concept are described as the following: 

- Control Environment 

o The culture of enterprise is set by the control environment. And this con-

trol environment affects the awareness of its employees; therefore, this 

component is the basis for all the other internal control’s components. 

- Risk Assessment 

o Another key component is risk assessment; having a foundation for how 

the risks are addressed and managed. It is highly essential to manage the 

risks, so that the enterprise is able to achieve its objectives. Managing the 

risks is done by risk identification and analysis of relevant risks.  
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- Information and Communication 

o In an enterprise, for the employees to be able to perform their tasks and 

to carry out their responsibilities, they require information and commu-

nication. This component includes the systems and processes that are 

needed for identification, capture and information exchange in a proce-

dural and timely manner. 

- Control Activities 

o The fourth component is the control activities. The control activities in-

cludes policies and procedures that try to ensure management and busi-

ness  

-  Monitoring  

o And finally, in order to evaluate, assess and check the quality of internal 

control performance, the fifth component exists, and that is monitoring 

(Securities and Exchange Commisions, 2007). 

2.3.3 IT Controls 

Prior to defining the meaning of IT controls, it is highly crucial to comprehend the rea-

son behind the need for the deployment of IT controls. Therefore, in the following para-

graphs, the motivation behind deployment of IT controls is described. 

Perhaps, in the recent years, there has been constant occurrence of various security 

breaches and incidents associated with various enterprises. And it is mainly due to the 

fact that IT controls are neglected. According to (PriceWaterhouseCoopers, 2014), “Or-

ganizations do not adequately address employee and insider vulnerabilities, nor do they 

assess the security practices of third-party partners and supply chains”. Even though 

relevant authorities have prompted the enterprises to meet the legal and regulatory re-

quirements, but still if the enterprises are not having an appropriate implementation of 

IT controls, the occurrence of security breaches and incidents obstructing the enterprises 

from achieving their goals is inevitable (Yu;Seo;& Kim, 2013). 

 

According to the internal control improvement strategy issue report of finance IT 

(S.H.Hong, 2011), the reason for 60 percent of the security accidents is the employee of 

the enterprise. It also states that large enterprises are more vulnerable to the internal 

threats. This shows that no matter how strong security technologies are used, without an 

appropriate IT controls, enterprises are not only facing the risk of not being in compli-

ance with regulatory and legal mandates, but also they are obstructed by the internal 

threats for achieving their targets. For instance, studying the “Key Findings from the 

2014 US State of Cybercrime Survey”, illustrates that how the employees of an enter-

prise could make the enterprise prone to security threats. For instance, Figure 2 

(PriceWaterhouseCoopers, 2014) depicts the causes and consequences of cybercrime 

committed by insiders in United States of America, in the year 2014. 
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Figure 2: The causes and consequences of cybercrime committed by insiders 

 

Another example that helps to understand the internal threat is the case Bank of Ameri-

ca confidential information leakage. This event also has occurred by a former employee 

of Bank of America, whose role was program developer (Yu;Seo;& Kim, 2013). There-

fore, it is highly essential to take the internal threats serious, for the enterprise to run 

business effectively, efficiently and consistently. And in order to so, a crucial element is 

IT controls.  

 

At this point, where the importance of IT controls is realized, it is important to under-

stand the meaning of IT controls. As it is mentioned earlier, IT controls are a subset of 

internal control. Besides, for the enterprise to have an effective IT governance, Board of 

Directors and executive management requires the implementation of controls for all IT 

processes by the IT Compliance Team. The IT controls help to achieve to manage IT 

adequately, in such a way that IT is streamlined with the strategies and objectives of the 

enterprise (IT Governance Institute, 2007). 

 

Furthermore, IT controls are categorized into two groups. The categories are IT general 

controls and IT application controls. The following is brief explanation of IT general 

controls and application controls (IT Governance Institute, 2007): 

 

- IT general controls are concerned with IT services and processes. Examples of 

IT general controls are: 

o Change management 

o Security 

o Computer operations 

o Systems development 

- IT application controls are concerned with business process applications. Exam-

ples of IT application controls are: 

o Completeness 

o Validity 

o Accuracy 

o Segregation of duties 

o Authorization. 
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In addition, it is important to note that a control could be used or ignored an enterprise 

based on several factors. For instance, in an enterprise, there might be no need for put-

ting in place a control, because the enterprise does not find that particular control rele-

vant to its business objectives. Or maybe even the cost of implementing the control is 

higher than the risk associated with that control. In fact, these are just of the factors that 

might affect control selection in an enterprise.  

 

2.4 COBIT 

Section 2.4 highly depends on COBIT 4.1 (IT Governance Institute, 2007). A big 

amount of the information provided in this section is either based on the COBIT 4.1 

documents, or it is copied from the COBIT 4.1 document without any alteration. This is 

because, the information provided by COBIT 4.1 is highly reliable, and the best ap-

proach to understand the COBIT 4.1 framework is to go through the unaltered infor-

mation retrieved from COBIT 4.1.  

2.4.1 Motivation for Using COBIT 4.1 

It is observed that enterprises have high dependency on IT. Therefore, efficient, effec-

tive and reliable IT governance is needed. And this shows that enterprises are concerned 

about alignment of IT and business objectives. In addition, the enterprises are aware of 

the fact that IT governance is a vital factor in the achievement of enterprise’s objectives 

(Hussain & Siddiqui, 2005). As aligning IT and business objectives in an enterprise is 

an essential success parameter (Parvizi;Oghbaei;& Khayami, 2013), deploying a relia-

ble framework is essential.  

 

As a matter of fact, IT resources should be managed by a set of grouped processes so 

that necessary information for the enterprise to meet its goals and objectives is provid-

ed. And it is challenging for the enterprise to determine how to control IT so that the 

enterprise’s needs are fulfilled by IT. The enterprise also faces the challenge of manag-

ing risks associated with IT, securing its IT environment, and more importantly achiev-

ing its business objectives that is dependent on IT. Therefore, for the management of the 

enterprise to be able to provide a reasonable level of assurance to achieve the enter-

prise’s business objectives, and to address undesired events, it should define critical 

goal of implementing policies, procedures and plans. And for such definition, control 

objectives are needed (IT Governance Institute, 2007). 

 

 

For this purpose, COBIT is used, and in this thesis, the focus is on COBIT 4.1. And this 

is because COBIT 4.1 has proved to be effective and reliable, and it is a highly devel-

oped framework. And with respect to all the above-mentioned facts, it is indicated that 

COBIT 4.1 is a trusted framework for aligning IT environment with business objectives. 
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Now that for this thesis COBIT 4.1 is chosen, in order to explore in depth the definition 

and fundamental aspects of COBIT 4.1, the focus will be on the source published by 

Information Systems Audit and Control Association (ISACA). Most of Section 2.4 is 

based on the aforementioned source. And this is because; COBIT 4.1 is created by 

ISACA (IT Governance Institute, 2007). 

2.4.2 Definition and Advantages of COBIT  

COBIT framework is a framework that supports the managers to align IT and business 

objectives by bridging the gap between the above entities with respect to control re-

quirements, technical matters and risks. And it helps the managers to make the stake-

holders understand how IT as a function supports the enterprise in the achievement of 

its business objectives and strategies. Briefly, the fundamental principle of COBIT 

framework is management of IT resources by relying on IT, in order to achieve IT goals 

that are required by an enterprise to accomplish its business objectives. 

As it can be illustrated in Figure 3 (IT Governance Institute, 2007), the basic principle 

of COBIT framework supports the enterprise in the achievement of its business objec-

tives. COBIT framework helps the achievement of business objective to be enhanced by 

providing the information that the enterprise relies on. In addition, COBIT framework 

delivers information that the enterprise needs for IT investment, IT management and 

controlling IT resources, and this is done by deploying a structured set of processes. As 

a result of the above-mentioned facts, service delivery is accomplished in accordance to 

enterprise information.  

 

Figure 3: Basic COBIT principle 

A more detailed relationship of IT goals and business goals from COBIT 4.1 perspec-

tives could be achieved by referring to Figure 4 (IT Governance Institute, 2007). This 

figure depicts the importance of business goals for IT, IT goals, IT architecture, etc. in 
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achieving the objectives of the enterprise. It also illustrates the importance of entities, 

such as IT resources, IT processes, governance requirements, information services, etc. 

in achieving the enterprise’s goals. 

 

 

Figure 4: Business and IT Goals 

In addition, COBIT provides the opportunity to develop clear policies and good industry 

practices for IT control in an enterprise. It is important to note that COBIT is kept up-to-

date and consistent with others standards and guidance.  As a result, when it comes to 

IT good practices and IT governance, COBIT acts as an integrator. Moreover, COBIT 

helps in comprehension and management of advantages and disadvantages associated 

with IT. Therefore, since COBIT is having a high level and business-oriented process 

structure, it provides an end-to-end understanding of IT, and this assists the enterprises 

in making decisions about IT. It is important to note that The COBIT framework is cru-

cial part of IT governance implementation. 

Mainly, for IT governance implementation, the process assessment capability based on 

COBIT maturity models is highly important for an effective implementation of IT gov-

ernance in an enterprise. The COBIT maturity modelling helps to identify gaps in capa-

bility of critical IT controls and processes. In addition, it also helps to illustrate the iden-

tified gaps to the management. Plus, the desired IT controls and processes maturity level 

could be achieved by setting action plans in such a way that the target level is obtained. 

 

In fact, COBIT framework acts as a supporter of IT governance that tries to ensure the 

following: 

 

- Alignment of IT and business 
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o It is important to comprehend the business goals, as well the IT goals. 

The objectives of business and that of the IT should be aligned obtaining 

a common target.  

 

- IT enables business 

o The role of IT in IT dependent enterprises is considered to be a function-

al role. In fact, IT should be used to achieve the business objectives. 

There is no point, if an enterprise relies on an IT environment, which is 

not facilitating the business. 

 

- Benefits of IT are maximized 

o COBIT framework tries to ensure the efficient and reliable use of IT in 

an optimal manner. When an enterprise invests a huge amount of input 

IT for running its business, for sure, it is important to get the maximum 

benefit out of its IT environment. 

 

- Responsible use of IT resources of the enterprise 

o In an enterprise, it is very important to use the IT resources in a respon-

sible way. And this is because IT resources are important assets of an en-

terprise. For example, if the IT resources are not used responsibly, it is 

possible that the IT cost increases, which in turn adversely affects the en-

terprise. 

 

- Appropriate handling and management of risks associated with IT 

o COBIT tries to ensure risk management by putting control objectives in 

place. For instance, COBIT 4.1 includes a control termed as “Assess and 

Manage IT Risks”, which involves risk assessment, risk remediation, etc. 

This control will be elaborated later in this chapter.  

 

Moreover, COBIT benefits IT governance by setting IT based on a business focus, and 

it provides an understandable picture of what IT does. In addition, with respect to the 

processes, it tries to clearly define the roles and responsibilities of the employees. Be-

sides, it bridges the enterprise with third parties and regulators. Plus, it creates a com-

mon language among the stakeholders, and finally, it addresses the IT control environ-

ment’s requirements.  

 

Finally, by referring to the Figure 5 (IT Governance Institute, 2007), a better general 

understanding of COBIT framework could be achieved. The diagram illustrates the rela-

tionship of the COBIT components in a very organized and structured method. For in-

stance, it depicts how important is the relationship of IT Goals and Business Goals. In 

fact, it can be concluded that ignoring IT goals, will obstruct an IT dependent enterprise 

from achieving its business goals.  
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Figure 5: Interrelationships of COBIT components 

 

2.4.3 COBIT 4.1 in Depth 

The COBIT framework divides IT into four domains and 34 processes. These domains 

and processes are in line with entities such as plan, build, run and monitor, thereby 

providing an end-to-end insight of IT environment of the enterprise. It should also be 

considered that there are four IT resources identified in COBIT. The IT resources are 

applications, information, infrastructure and people, and these IT resources are of vital 

value for process success. And Figure 6 (IT Governance Institute, 2007) depicts how IT 

business goals affect the management of IT resources by processes for achieving its 

objectives. 
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Figure 6: Managing IT resources to deliver IT goals 

For effective IT governance, activities and risks associated with IT environment need to 

be managed, and managing these is of great concern. This is commonly under the re-

sponsibility domains of plan, build, run and monitor. In COBIT 4.1, these domains are 

termed as:  

 

- Plan and Organize (PO) 

o Plan and Organize domain includes strategy and tactics. This domain is 

concerned with identifying how IT can affect achieving business objec-

tives in the best possible way. Moreover, it addresses alignment of IT 

and business strategy, optimized use of IT resources, understanding IT 

objectives, risks management and appropriateness of IT quality. 

- Acquire and Implement (AI) 

o This domain acts as a solution provider. In fact, it is necessary to identi-

fy, develop and acquire IT solutions to understand the IT strategy. In ad-

dition, it is also important to implement these solutions and integrate 

them into the business processes. This domain is concerned about new 

projects. For instance, it controls if the new projects are delivered in a 

timely manner, or if the new projects are fulfilling the business require-

ments, etc. 

-  Deliver and Support (DS) 

o This domain is concerned with service delivery, service support, security 

management, service continuity, etc. To summarize, it is concerned with 

delivery of needed services. This domain addresses if IT service delivery 

is prioritized based on business needs, and it is also concerned with IT 

costs optimization, productive and safe use of IT systems and infor-

mation security. 

- Monitor and Evaluate (ME) 
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o This domain monitors and evaluates all the IT process regularly. The in-

tention of this regular assessment is to check the quality of IT processes, 

and to check if the processes are in compliance with control require-

ments. This domain typically addresses measuring IT performance for 

problem detection, and it checks if the management ensure the effective-

ness and efficiency of the controls, information security, etc.  

 

Another key aspect of COBIT framework is the maturity models. COBIT’s maturity 

model helps to measure IT performance of the enterprise, identify the status of the en-

terprise, enterprise's target, and the required growth path. COBIT 4.1 includes 0 to 5 

maturity scale, which is represented in Figure 7 (IT Governance Institute, 2007): 

 

 

Figure 7: Graphic representation of maturity models 

0 Non-existent: This states that the enterprise does not have any recognized process. In 

fact, according to the enterprise, there is no issue for being addressed. 

 

1 Initial/Ad Hoc: In this case, the enterprise has noticed that there are some issues that 

require to be addressed. But they lack any recognized for process for addressing for 

addressing the issues. Instead, an ad hoc approach by individuals is practiced for solving 

the issues or even on a case-by-case basis. 

 

2 Repeatable but Intuitive: Maturity level 2 indicates that processes are developed for 

addressing issues, and procedures are followed by different individuals. In fact, there is 

no standard procedure or training or communication, therefore, the way the problems 

are addressed highly depends on the individual’s knowledge. This approach makes the 

enterprise prone to errors. 
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3 Defined Process: In this case, standard procedures exist and they are documented. In 

addition, the standard procedures are communicated through trainings. It is compulsory 

that the procedures must be followed, but chance of detecting deviations is low.  

 

4 Managed and Measurable: Maturity level 4 is a good state f addressing issues. In 

fact, in this case, enterprise’s management monitors and measures compliance. The 

compliance is monitored and measured with standard procedures, and actions are taken 

if a process does not appear to be in order. Processes are improved constantly and au-

tomation and tools are in place, but they are used is a limited and fragmented way. 

 

5 Optimized: This is highest level of maturity where the process developed to a level of 

good industry practice. The refining of processes is done based on the results of regular 

improvement and maturity modelling with the other enterprises. IT plays a key role in 

integrating and automating the workflow. In addition, IT provides tools for improving 

quality and effectiveness, and this will help to enterprise to adapt quickly. 

2.4.4 COBIT’s Control Objectives 

COBIT 4.1 includes control objectives for 34 processes, and all these processes need 

controls, since, the controls are designed and implemented in such a way that a reasona-

ble level of assurance to meet business objectives is achieved. The controls help the 

prevention, detection and correction or mitigation of undesired events. To grasp an idea 

of how the COBIT 4.1 IT processes and IT controls are functioning, some of the most 

important COBIT 4.1 processes that are widely used in many enterprises, such as assess 

and manage IT risks, manage changes, ensure systems security, and ensure compliance 

with external requirements are described. Actually, one example from each of the four 

domain areas of COBIT 4.1 is explained. In addition, in accordance to the provided 

COBIT 4.1 processes, COBIT 4.1 based IT controls that are vital in enterprises are ex-

plained. Therefore, each example includes a description of the process and relevant IT 

control that is used during the process of IT controls testing.  

Example 1: 

Process: Assess and Manage IT Risks (Plan and Organize) 

This process of COBIT 4.1 framework is included in the first domain of the framework. 

The process addresses the creation and maintenance of a risk management framework. 

In addition, it includes common and agreed level of risks associated with IT, mitigation 

strategies and residual risks. In this case, if there is any potential impact on the objec-

tives of the enterprise due to unplanned event, the cause undergoes risk identification, 

risk analysis and risk assessment. Furthermore, in order to minimize the residual risk to 

an accepted level, risk mitigation strategies are in place. The risk assessment’s result if 

understandable for the stakeholders and the result are expressed in financial terms. This 

enables the stakeholders to align IT risk to an acceptable level of risk tolerance.  
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The control over this process is “assess and manage IT risks”, and its focus areas are as 

the following: 

- IT Risk Management Framework 

- Establishment of Risk Context 

- Event Identification 

- Risk Assessment 

- Risk Response 

- Monitoring & Maintenance of a Risk Action Plan. 

Control: Assess and Manage IT Risks 

Figure 8 illustrates how an enterprise could create IT controls based on COBIT 4.1 

framework. In this example, the control includes four control requirements and corre-

sponding test scripts (answer, evidence and deviation field are intentionally left empty).    

 

Figure 8: Assess and Manage IT Risks 

Example 2: 

 

Process: Manage Changes (Acquire and Implement) 

 

Manage changes belongs to the second domain of COBIT 4.1 framework and it ad-

dresses formal and controlled management of all changes, including emergency changes 

and patches, relevant to applications and infrastructure with the production environ-

ment. Changes relating to processes, procedures, systems and services should be logged, 

assessed and authorized. All these should be done before implementation phase. In ad-

dition, post implementation reviews must be performed. This provides assurance of mit-

igation of risks that are negatively affecting the integrity and stability of the production 

environment.  

 

The control over this process is “manage changes”, and its focus areas are as the follow-

ing: 
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- Change Standards and Procedures 

- Impact Assessment, Prioritisation and Authorisation 

- Emergency Changes 

- Change Status Tracking and Reporting 

- Change Closure and Documentation. 

 

Control: Manage Changes 

 

Figure 9, illustrates the use of manage changes control in an enterprise. In the following 

figure several control requirements and relevant test scripts are provided (answer, evi-

dence and deviation field are intentionally left empty).  

 

 

Figure 9: Manage Changes 

Example 3: 

Process: Ensure Systems Security (Deliver and Support) 

 

This process of COBIT 4.1 framework belongs to the third domain of the framework, 

which is called deliver and support. It addresses the necessity of maintaining infor-

mation integrity and IT assets protection through security management process. Estab-

lishment and maintenance of IT security roles and responsibilities, procedures, policies 

and standards are included in this process. Moreover, security monitoring and periodic 

testing, implementing corrective actions for known security vulnerabilities and incidents 

are also include in the process of security management. The process states that in order 

to minimize the impact of security weaknesses and incidents, effective security man-

agement is required to protect all IT assets.  
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The control over this process is “ensure systems security”, and its focus areas are as the 

following: 

 

- Management of IT Security 

- IT Security Plan 

- Identity Management 

- User Account Management 

- Security Testing, Surveillance and Monitoring 

- Security Incident Definition 

- Protection of Security Technology 

- Cryptographic Key Management 

- Prevention, Detection and Correction of Malicious Software 

- Network Security 

- Exchange of Sensitive Data. 

 

Control: Ensure Systems Security 

 

Figure 10 is a very basic example of an IT control. As it can be seen, in accordance with 

the control, there are some control requirements and test scripts (answer, evidence and 

deviation field are intentionally left empty).  

 

 

Figure 10: Manage Changes 
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Example 4: 

Process: Ensure Compliance with External Requirements (Monitor and Evaluate) 

This process belongs to the last domain of COBIT 4.1 framework. Ensure compliance 

with external requirements process tries to ensure compliance with laws, regulations 

and contractual requirements, through an effective review process. The process includes 

compliance requirements identification, response optimization and evaluation, compli-

ance verification, and integrating IT compliance report with the enterprise’s business 

report. 

The control over this process is “ensure compliance with external requirements”, and its 

focus areas are as the following: 

- Identification of External Legal, Regulatory and Contractual Compliance Re-

quirements 

- Optimisation of Response to External Requirements 

- Evaluation of Compliance With External Requirements 

- Positive Assurance of Compliance 

- Integrated Reporting. 

Control: Ensure Compliance with External Requirements 

Figure 11, shows briefly how the ensure compliance with external requirments control 

is used in an enterprise. It is a very important control with regard to IT compliance (an-

swer, evidence and deviation field are intentionally left empty). 

 

Figure 11: Ensure Compliance with External Requirements 
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2.5 Information Technology Infrastructure Library (ITIL) 

When it comes to the topic of IT controls, it is important to understand the concept of IT 

Service Management (ITSM).  Therefore, in this section, first the ITSM is explained 

briefly, and then the focus is on ITIL. 

Nowadays, ITSM is of high concern internationally. And this is mainly because; enter-

prises in highly competitive business environments are worried about their key business 

aspects, such as efficient and cost effective service delivery. Hence, enterprises need the 

support of ITSM to reach their objectives (Yao & Wang, 2010). In this regard, ITSM is 

defined as the implementation and management of quality IT services, and it is done by 

IT service management, performed by IT service providers through people, process and 

IT (Hanna, 2011).   

Perhaps, in addition to issues mentioned in the previous paragraph, due to the complex 

and distributed IT environments the enterprises are relying on, approach towards a best 

practice for management of IT services in such a way that IT is in line with the business 

objectives of the enterprise is inevitable (Yao & Wang, 2010). In this regard, in many 

enterprises across the world, reliable IT service management is done by using the ITIL 

approach. And ITIL is de facto standard for managing IT in enterprises across the world 

(Long, 2008).  

 

ITIL consist of a set of best practice in a unified and organized approach. This cohesive 

set of best practice is drawn from public and private sectors across the world (Key 

Benefits of ITIL). It provides identifying, planning, delivering and supporting IT ser-

vices to the enterprise’s business (What is ITIL?). 

2.6 IT Controls Testing 

For the enterprises it is very crucial to have an appropriate IT environment, so that they 

succeed in achieving their business goals. The role and importance of IT controls in 

order to have effective IT governance is also explained. Now it is important to focus on 

a very significant section of this thesis; IT controls testing. 

In fact, IT controls testing is a function that supports audit objectives of IT environment 

(Pathak, 2005). IT controls testing is the process of evaluating and assessing IT perfor-

mance of an IT environment by collecting evidences through different means and evalu-

ating the evidences (Radovanović;Radojević;Lučić;& Šarac, 2010). 

 

In addition, IT controls testing process determine if the enterprise’s IT environment is in 

line with business objectives, uses IT resources appropriately, possesses information 
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security, etc. For more clarity, objectives of IT controls testing are summarized as the 

following (Pathak, 2005): 

- Tests reliability, accuracy and appropriateness of the IT processes 

- Checks if the IT processes are in compliance with regulatory and enterprise’s re-

quirements 

- Tests secure and safety aspects of the enterprise’s IT environment against inter-

nal and external threats 

- Ascertains the accuracy of information processed in the enterprise 

-  Checks the reliability, effectiveness and efficiency of IT resources. 

 

For grasping a better comprehension of IT controls testing, referring to Figure 12 is 

helpful. The following figure is a basic example of how an IT control that is tested in an 

enterprise. 

 

 

Figure 12: Manage Incidents 

In the above figure, it can be observed that several control requirements exist. And in 

accordance to the requirements, test scripts are included as well. In this test, five ques-

tions are asked from the employee who is responsible for a particular service. The tester, 

interviews the interviewee, observe the evidences, and fill the fields accordingly.  

 

In fact, IT controls testing in this case could be accomplished in different ways. A poor 

case could be that the tester only relies on the interviewee’s claims, for example, the 

interviewee says that everything is okay, and the tester marks that everything is okay, 
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without checking the evidences. Or might be the other way around, for example, the 

tester does not refer to the interviewee’s claims, and he/she just fills the fields based on 

the evidences, which is also a poor method of testing. An appropriate method would be 

interviewing, and correlating the claims of the interviewee with the evidences.  

 

2.7 Enterprise Resource Planning (ERP) 

For the purpose of IT controls testing, the use of existing Enterprise Resource Planning 

(ERP) data is crucial. Hence, it is important to understand ERP. Therefore, ERP and its 

importance are explained in this section.  

Enterprise Resource Planning (ERP) is business management software. ERP is usually 

used a suite of integrated applications. In an enterprise, ERP is used for various func-

tions, such as data collection, data storage, data management and data interpretation.  

In the enterprises, the main purpose of the above-mentioned functions are product plan-

ning (cost), service delivery, manufacturing, sales and marketing, management of inven-

tory, shipping, payment, etc.  

In fact, ERP is of highly value when it comes to viewing core business processes in an 

integrated way. And this is because, and often this approach is done in real-time, using 

the existing common databases of the enterprise. In addition, ERP systems of the enter-

prises perform functions, such as tracking of resources (raw materials, financial status, 

purchase orders, etc.). As a matter of fact, the ERP applications share data across differ-

ent departments of the enterprise (IT, human resource, supply chain, finance, sales, etc.) 

that provide the data (Rouse, 2014). In this regard, in the enterprises, ERP eases data 

and information flow between all core business functions, and it manages connections 

to outside stakeholders (Bidgoli, 2004). 

In the Figure 13 (SAP Enterprise Resource Planning (ERP), 2013), a very simple under-

standing of the role of ERP in an enterprise, and its relationship with the other entities 

could be comprehended. For instance, in the picture, it is seen that all the important and 

major entities of an enterprise, such as supply chain management, project management, 

customer relationship management, human resources, etc., are connected to ERP. The 

following picture briefly explains the key role of ERP in an enterprise.  
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Figure 13: Enterprise Resource Planning (ERP) 

Hence, ERP system of an enterprise is considered as an important organizational tool. 

And this is because of the fact that it integrates various organizations functions, such as 

production, transaction, etc. Moreover, ERP systems functions on various components 

of an enterprise, such as network, computer hardware, databases, information reposito-

ry, etc. (Khosrowpour, 2006).  
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3. CHALLENGES, ANALYSIS AND DEVELOP-

MENT  

3.1 Challenges and Targets of IT Controls Testing 

An effective IT controls testing is a challenging process due to several factors. These 

factors are geographically scattered enterprises, decentralized management process, 

multiple IT systems, complex IT environment, lack of skilled personnel to focus on IT 

controls, decentralized compliance efforts, limited technological backing for documen-

tation, testing and reporting (compliance activities), high dependency on manual control 

procedures due to lack of technologies to support automated controls and enterprise’s 

limited budget. To summarize, the main challenges of the existing IT controls testing 

are huge amount of manual work, inaccuracy, low frequency, and low coverage (usually 

only the critical systems are tested). However, it should be also noted that if all these 

challenges are tackled, it means that the process becomes very expensive, and cost is a 

very serious factor in the enterprises (PwC, 2008). In addition, attention needs to be 

paid to IT controls testing approaches that are not only outdated, but they are not utiliz-

ing the capabilities of testers in the best possible way. Besides, the potential capabilities 

of the enterprise’s IT Enterprise Resource Planning (ERP) are not utilized in an appro-

priate style. Therefore, target for an ideal IT controls testing, best information set should 

be available (Schultz;Ruehle;& Gehrke, 2014). 

Each of the above-mentioned challenges is having their own complications. For in-

stance, according to (Under Control; Governance Across the Enterprise, Chapter 7), 

manual work involves human interference, paper work and decision making. And this 

means that manual testing is prone to severe challenges. It is expensive, because as it 

involves more human activities, therefore, it requires more personnel. Since there is 

human intervention, there is always a chance of human error. In addition, they lack the 

scalability factor, especially in case of large enterprises. For example, an IT control such 

as “manage changes” might require a particular personnel’s approval for 100 changes 

prior to their release in the enterprise’s production environment throughout a year. In 

this case, maybe the control works appropriately. But if in an enterprise 100 manual 

approvals are needed per month, this control is definitely not accomplishing its task in 

an appropriate manner.  

Therefore, for reducing such problems, automation of controls is required. Actually, it is 

easier to monitor such controls, since they are automated. In addition, because of their 

automated nature, they do not involve much of human intervention; as a result, devia-
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tion from policies is decreased or detected through the use of relevant technologies. 

Moreover, by implementing and deploying automated controls, with the enterprise 

growth, the work effort of the personnel will not increase. And this is because, large and 

complicated tasks could be managed in a way similar to small and simple tasks by using 

automated controls (Under Control; Governance Across the Enterprise, Chapter 7). 

But again, as it is mentioned earlier, justifying the expense of such controls is challeng-

ing (PwC, 2008).But then in case of identification of risk associated with manual con-

trols, expensive automated controls could be justified using the argument discussed. But 

of course, it is up to the enterprise’s risk appetite and risk tolerance to decide whether 

they want to avoid the risk, mitigate it, accept it or transfer it. In addition, enterprises are 

concerned with cost benefits, as a result of the above-mentioned considerations; they 

can decide to either ignore automation of controls, or partially use such controls, or to 

completely make use of automated controls. Therefore, it can be concluded that, by in-

vesting in technologies that could support automation of IT controls, less time is con-

sumed, work effort is decreased, thereby, cost is decreased with this regard, and the con-

trol’s effectiveness is increased (Under Control; Governance Across the Enterprise, 

Chapter 7). 

3.2 Computer-Assisted Audit Techniques (CAAT)  

In many cases, techniques used by a tester to test IT system is not computer assisted. 

Hence, CAAT is something really superior. As it has been mentioned earlier, in most of 

the enterprises, IT plays a vital role. In fact, in an enterprise, maybe a few numbers of 

processes are not IT dependent. Therefore, it is correct to state that testing without rely-

ing on IT is not an appropriate option. Especially, by considering that most of the pro-

cesses related information is stored in the IT system of the enterprise, it is not an appro-

priate decision to ignore the use of IT for testing purposes. Therefore, CAAT could be 

defined as deployment of IT tools by the tester to perform testing, in this case IT con-

trols testing. CAAT are classified into various categories. For example, data analysis 

software, network security evaluation software/utilities, operating system security eval-

uation software/utilities, database management system software/utilities, software and 

code testing tools, etc. (Sayana, 2003).  

Since, data analysis software is the main category of CAAT, it is described furthermore. 

Data analysis software is the main category of CAAT. It is also referred to as audit 

software. Under this category, the products with general purpose are called general pur-

pose audit software. In addition, it is also known as generalized audit software. One of 

the important capabilities of this software is the data extraction from sources, commonly 

used files, database system tables, etc. Due to this reason, the data analysis software 

could be used during testing on different platforms for almost any application or ser-

vice. Furthermore, data analysis software is able to accomplish various types of analysis 

on data, for instance, data analysis software can accomplish various queries on data. In 
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addition to data queries, data analysis software can perform stratification of data, ex-

tracting samples, identifying missing sequence, analyzing and calculating in a statistical 

method. It is also having the ability to perform operations, such as merging files and 

tables (combining and joining). In fact, with respect to different products or versions, 

there exist different features, which are of great value when it comes to IT controls test-

ing (Sayana, 2003). 

3.3 Existing CAAT Tools 

3.3.1 BWise® Internal Audit (BWise IA) software solution  

BWise is an international enterprise GRC software leader. It is a Nasdaq company, 

which provides solutions for the GRC needs of hundreds of customers, worldwide, 

across all industries. And it is having strong heritage when it comes to business process 

management. For instance, BWise has been quoted by Independent research firm For-

rester as the “Leader in GRC Platforms” in their Q1 2014 report. 

BWise delivers a promising and integrated GRC tool, and this is with respect to its 

strong heritage in business process management. The BWise GRC platform provides 

beneficial features such as tracking, measuring and managing significant organizational 

risks in an integrated system.  

In fact, enterprises which are concerned with maintaining a balance between their per-

formance and risks associated, could rely on BWise, since, it has the features to address 

organizational risks. In this regard, BWise supports enterprises to be in control of bal-

ancing the performance of their enterprise and the risks associated. In addition, by com-

prehending risks, BWise support the enterprises to achieve the following objectives: 

- Increasing business accountability 

- Strengthening financial efficiency 

- Consolidating strategies 

- Improving operation efficiency 

- Maximizing performance 

- Complying with regulations, such as Sarbanes-Oxley, ISAE3402/SAS-70, ISO 

standards, European Corporate Governance Codes, etc. (BWise, 2014).  

In order to analyze BWise, the focus is on BWise IA solution, which is completely rele-

vant to this thesis. As a matter of fact; BWise claimed that it released a new solution for 

internal audit. 

As it has been mentioned frequently in this thesis, currently, there is high pressure on 

the enterprises with regard to legal and regulatory requirements, vulnerability to fraud, 

and complex business environment, BWise has come up with some promising state-

ments. For instance, BWise claimed that ensuring appropriateness of design and per-
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formance of controls; testers are capable of detecting fraud and mitigating risks in an 

ongoing way. BWise use the data available in an enterprise, as a result, by continuous 

monitoring and intelligent testing value is derived. Hence, work effort in the enterprise 

is decreased.  

In fact, trying to ensure that an enterprise obtains its objectives, and protecting it against 

fraud by managing risks in an appropriate way are very challenging for the testers. 

Thereby, BWise IA assists the testers to address such challenges. This support is seen in 

testing process, merged with various features. 

According to (ProQuest, 2014), the important and new features promised by BWise IA 

are mentioned in the following: 

-“Full audit planning, scheduling and time-keeping  

-Off-line audit: synchronize work when connected again  

-Online and off-line testing of controls  

-Define annual audit plans, including individual audits and allocation of auditors  

-Work-paper management, recording of findings and issues  

-Store audit evidence, in one single, centrally managed secure audit environment  

-Manage the audit workflow and create audit reports  

-Audit analytics: continuous monitoring integrated in audits”. 

The CTO and founder of BWise claims that by integrating audit analytics in their GRC 

platform, BWise has turned into the leading advanced testing platform globally. In addi-

tion, BWise Audit Analytics provides the secure extraction of data. For instance, data is 

extracted securely from SAP or Oracle sources, and thereby, adds data into the testing 

process. In this case, testers can set rules for analysis; hence, they can perform data 

analysis in an advanced way. And this feature benefits the testers to concentrate on high 

risks due to the high level automated testing process (ProQuest, 2014). 

3.3.2 Oracle Enterprise GRC Manager – Fusion Edition (Enterprise GRC Man-

ager) 

Importance of improving enterprise’s IT controls for meeting regulatory mandates has 

already been discussed in this thesis. In order to meet the requirements of increasing 

demand of enterprises to improve the quality and effectiveness of their compliance pro-

gram, Oracle introduced Enterprise GRC Manager.  
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The main promises of the Oracle Enterprise GRC Manager are briefly provided in the 

following (Oracle, 2009): 

 

- Supports the enterprise to fulfil for real-world requirements 

- It has a common platform 

- In addition to common platform, it has modular application 

- It is secure 

- Oracle Enterprise GRC Manager provides dynamic user experience 

- It seamlessly fits in the enterprise’s IT environment  

- It provides a comprehensive management of risk 

- It improves the enterprise’s performance 

- It performs in-context risk significance analysis 

- Provides models for risk treatment/mitigation 

- It decreases the compliance cost 

- It decreases the compliance work effort 

- It performs test scoping based on risk 

- Provides management of audit testing 

- It minimizes redundant testing 

- It improves risk coverage 

- It provides consolidate view of issues 

o Significance 

o Level of risk exposure 

o Remediation time 

- It integrates IT controls monitoring 

- It provides real-time GRC reports 

- It manages GRC in a sustainable method. 

 

In summary, it can be concluded that Oracle Enterprise GRC Manager supports enter-

prises to perform enterprise-wide compliance management, develop a bottom up/top 

down risk management platform, increase productivity through automation of GRC 

process, ensure transparency provides traceability compliance and risk activities, and 

reduces the cost of GRC management. 

3.3.3 ServiceNow IT Governance, Risk and Compliance 

ServiceNow is an IT cloud company that transforms IT across global enterprises. To be 

elaborate, IT transformation in global enterprises is done by ServiceNow by automating 

IT services and managing the across the enterprises. ServiceNow provides the following 

features to the enterprises (ServiceNow, 2014): 

 

- Single system of record for IT 

- Automation of manual tasks 

- Standardization of processes 

- Consolidation of legacy systems. 
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ServiceNow provides an extensible platform. Therefore, enterprises have the ability to 

create custom applications that address the IT service model of the enterprise to the ser-

vice domains of the enterprise both internally and externally. 

 

For meeting the regulatory and legal mandates, such as SOX, ITIL, COBIT, etc., Ser-

viceNow introduced ServiceNow IT Governance Risk and Compliance (IT GRC). Ser-

viceNow IT GRC automates the enterprise critical process of measuring and managing 

compliance. The first step taken by ServiceNow IT GRC is the documentation of poli-

cies. Then it performs the task of risk definition in context of compliance, and for de-

signing IT controls that is needed for policy enforcement and risk mitigation. In the fur-

ther steps, IT GRC is deployed for schedule IT controls testing. In fact, it is used for 

evidence collection, failure identification and remediation. In the end, for IT controls 

testing, information is extracted from the service management process as evidence.  

 

As a matter of fact, every enterprise must adhere with legal and regulatory mandates. 

These mandates are required by the authoritative sources. Hence, as discussed earlier, 

the enterprises are completely aware of the consequences that they might have in not 

meeting the requirements. Especially the enterprises that are operating in complex regu-

latory environment are highly concerned with such matters. The enterprises are having 

challenges in being compliant with the above-mentioned mandates. For instance, appro-

priate IT compliance management is complex, time-consuming and costly. And in this 

regard, ServiceNow claims that ServiceNow IT GRC provides beneficial features that 

are briefly explained in the following (ServiceNow IT Governance, Risk and 

Compliance, 2014): 

 

- ServiceNow IT GRC relies on a single source 

o It automatically extracts information from service management process 

in the ServiceNow as compliance evidence 

o Uses data certification for validating the information extracted from Ser-

viceNow Configuration Management Database (CMDB) 

- ServiceNow IT GRC reduces the IT compliance complexity 

o Uses document and knowledge management capabilities for managing 

publication and version control of policies 

o ServiceNow dashboards provides assessment and remediation reports 

- ServiceNow IT GRC streamline IT controls testing 

o Creates a process for IT control validation and testing by using audit def-

initions 

o Reduce the work load of evidence collection  

o Decrease the time consumption for evidence collection 

- ServiceNow IT GRC performs risk mitigation 

o Supports IT compliance by policy enforcement 

o Provides automatic remediation tasks in case of findings. 
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To grasp a better understanding of ServiceNow IT GRC environment, briefly the fol-

lowing Figure 14 (ServiceNow, 2014) is illustrated. As it is illustrated, different and 

important entities are appropriately present in the tool. For instance, there are separate 

sections such as controls, controls test, remediation, audit, authoritative sources, obser-

vations, administration, etc. And in the right sector of Figure 14, mapping of various 

entities needed for IT controls testing is shown. For instance, in the following figure, the 

relation between control objective of SOX to other entities, such as emergency change 

request procedure, IT policies and procedures, COBIT 4.1, etc., is mapped and illustrat-

ed. 

 

 

Figure 14: ServiceNow IT GRC Environment 

3.4 Symantec Control Compliance Suite 

Symantec is one of the largest software companies in the world. The main deliverables 

of Symantec are security, storage and systems management solutions.  

The enterprises are look forward to effective alignment of priorities with regard to IT 

operations, IT security and IT compliance. In this regard, Symantec claims that the Con-

trol Compliance Suite delivers risk visibility and business-aware security to the enter-

prises. The Control Compliance Suite is capable of automating assessments in a contin-

uous manner. In addition, it is capable of providing a view of security controls and the 
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associated vulnerabilities in a unified way. Moreover, the Control Compliance Suite 

provides the enterprises with various capabilities, such as hardening of data center, pri-

oritizing security remediation, enabling the migration to the software-defined data cen-

ter in a secure manner, and supporting continuous assessing for monitoring for cyber 

security. 

In fact, Symantec Control Compliance has various beneficial characteristics. It is a scal-

able, modular, and comprehensive tool for automation of security and compliance as-

sessments. It consists of seven independent modules, which are mentioned in the fol-

lowing section: 

- Symantec Control Compliance Suite Policy Manager 

- Symantec Control Compliance Suite Risk Manager 

- Symantec Control Compliance Suite Standards Manager 

- Symantec Control Compliance Suite Vulnerability Manager 

- Symantec Control Compliance Suite Virtualization Security Manager 

- Symantec Control Compliance Suite Assessment Manager 

- Symantec Control Compliance Suite Vendor Risk Manager. 

For this thesis, two of the modules are chosen arbitrarily for analysis purposes. The two 

modules are Symantec Control Compliance Suite Vendor Risk Manager and Symantec 

Control Compliance Suite Virtualization Security Manager (Symantec Control 

Compliance Suite).  

3.4.1 Symantec Control Compliance Suite Vendor Risk Manager 

Symantec Control Compliance Suite Vendor Risk Manager has the capability to auto-

mate various numbers of tasks. In fact, it automates tasks associated with vendor risk 

management process. For instance, it automates tasks such as variable scoping, creating 

assessments, developing standards, collecting evidence, analyzing risk evidence, track-

ing, etc (Symantec Control Compliance Suite, 2014).   

Briefly explaining, the main features of Symantec Control Compliance Suite Vendor 

Risk Manager are as the following: 

- By automating security and compliance assessments, it manages risk associated 

with third-party service providers (business process service providers, third par-

ty application developers, cloud service providers, etc.). 

o For example, it uses centralized and web-based repository for managing 

vendor assessment process and evidence collection.  

o  

- It performs automatic calculation of vendor risk scores, thus, enhancing the pro-

cess of risk scoring in context of risk areas. In fact, Control Compliance Suite 

Vendor Risk Manager categorizes evidence sources and their associated compo-

nents in different risk areas, such : 
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o as data risk 

o operational risk 

o brand risk  

o financial risk. 

- It provides advanced compliance reports and analytics, which can be great help 

for supporting risk remediation, enterprise planning activities and operational 

alignment.  

In addition to the above-mentioned, it also provides some other beneficial features, 

which are elaborated in the following: 

- Identification and assessment of risks associated with third parties 

- Provides an effective vendor risk management procedure to the auditors and the 

customers 

- Effective and accurate communication of risk information to the executives in 

short period of time 

- Manage incidents related to third party services 

- When it comes to addressing and responding to security breaches by the third 

parties, it supports the standards and internal processes 

- Assess risk across the entire enterprise. 

 
 

3.4.2 Symantec Control Compliance Suite Virtualization Security Manager  

Symantec Control Compliance Suite Virtualization Security Manager provides the op-

portunity for the enterprises to make use of virtualization without being worried about 

compliance issues and enterprise reputation. The Control Compliance Suite Virtualiza-

tion Security Manager provides strong and powerful control features. It allows the isola-

tion of compliance relevant virtual assets. In addition, Control Compliance Suite Virtu-

alization Security Manager limits to and from the isolated compliance relevant virtual 

assets. It provides operation control for the system administrators for fulfilment of their 

requirements, without making other applications of the same infrastructure prone to risk 

(Control Compliance Suite Virtualization Security Manager, 2012). 

Control Compliance Suite Virtualization Security Manager has granular access control 

capability. It reduces access to accounts that are privileged. Moreover, it is also han-

dling the access to the virtual assets. It deploys two-factor approval cycle, thereby; an 

additional security layer is used for key actions. In addition, it has the capability of au-

tomating regular assessment of both security and configuration settings for the virtual 

environment. It has the capability to log successful actions, failed actions and changes. 

This provides the testers in depth data for addressing their requirements as well as regu-

latory requirements.  
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It is important to note that the merging of the above-mentioned control features im-

proves the overall security of the enterprise. In addition, it reduces risk. For instance, it 

reduces the risk associated with unplanned changes, or the risk associated malware in-

fections.  

Briefly explaining, the key benefits of Control Compliance Suite Virtualization Security 

Manager are as the following: 

- Virtual assets are secured against both the internal and the external threats 

- By managing privileged accounts and access rights, the risk and security posture 

is improved 

- It reduces the compliance scope, and this is done by effective isolation of im-

pacted virtual environments/systems 

- It reduces risk 

To summarize, the main features of the Control Compliance Suite Virtualization Securi-

ty Manager are as the following: 

- The instances of the virtual machine are logically separated 

- It has granular access control mechanisms 

o Avoids misuse of privileged accounts 

o Manage access rights 

- It has an effective and detailed logging mechanism 

- It has a two-level approval cycle for key function protection. 

3.4.3 Oracle Identity Manager 

As discussed earlier, the growth of IT has been explosive. Moreover, due to the in-

creased network communications and mobile computing needs, enterprises have the 

challenge of determining what resources are accessed by which users and for what pur-

pose they should be accessed. In fact, it is important to be aware of access management 

in a comprehensive manner. It is also important to impose governance controls for re-

ducing the risk associated with access rights. A poor access management might lead to 

malicious act of any user of the system. This user could be the employee, contractor, 

etc. It is also essential to meet the legal requirements. Without an appropriate access 

controls, it will be challenging for the enterprise to provide adequate evidence to the 

testers of the IT environment (Oracle Identity Manager - Business Overview, 2014).  

In fact, it is a challenging task for many enterprises to enforce governance controls for 

access management. Generally, more users are getting involved in driving governance 

initiatives, such as requesting access or delegate administrating activities. Therefore, in 

order to have successful and effective enterprise governance, a critical requirement 

would be having a simple, user friendly and customizable tool. 

Oracle Identity Governance Suite can provide benefits like: 
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- Increasing end-user productivity 

- Reducing risk  

- Increasing operational efficiency 

- Reducing total cost. 

Since, the focus of the thesis is on IT controls testing, the concentration will be on test-

ing/auditing features. The Oracle Identity Manager has two main testing related capabil-

ities. First, it has the capability to enforce IT audit policy; second, it has reporting and 

auditing capabilities.  

In Oracle Identity Manager, an engine is managing the assignment of privileges and 

entitlements to users. Hence, it must ensure that users are assigned to intended roles, 

with specified and controlled privileges, in such a way that they do not end up in a sit-

uation where they are able to commit fraud. In fact, the access to the IT systems is gov-

erned by IT Audit policies. The IT Audit policies define preventive measures for the 

users, in such a way that they are not able to acquire entitlements that are in compliance 

with the enterprise’s policies. For instance, if the IT Audit policies are not in use, it is 

possible that a user generates and approves invoices without being noticed. Perhaps, IT 

Audit Policy tries to ensure that a user does not have rights to perpetrate a fraud.  

Oracle Identity Manager includes provisioning functions that ensure enterprises are IT 

Audit Policy compliant. This compliance is obtained through various means; pre-

provisioning and real-time validation IT Audit Policy engine, the engine that manages 

the Audit policies for the applicable applications. And to (Oracle Identity Manager - 

Business Overview, 2014) “This is done through an integration framework that allows the 

business to plug Oracle Identity Manager into leading IT Audit policy engines such as Oracle 

Application Access Controls Governor and SAP GRC Access Controls.” 

3.5 Result of Analysis; Developing IT Controls Testing 

Analysis of some the existing CAAT tools (Bwise Internal Audit Software, Oracle En-

terprise GRC Manager – Fusion Edition, ServiceNow IT Governance, Risk and Com-

pliance, Symantec Control Compliance Suite Vendor Risk Manager, Symantec Control 

Compliance Suite Virtualization Security Manager, and Oracle Identity Manager) is 

completed in the previous sections. In fact, these CAAT tools are popular and widely 

used in many enterprises across the world.   

After analysis of the existing CAAT tools, crucial information is obtained. In actuality, 

understanding each and every aspect of the existing CAAT tools is a very crucial factor 

for developing IT controls testing.  

One main clear conclusion of this analysis is that these enterprise widely used CAAT 

tools are capable of performing specific tasks. As a matter of fact, the existing CAAT 

tools are having the capability to audit only certain systems. Moreover, each of these 

tools is capable of addressing certain number of controls. No one existing CAAT tool is 
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having the capability to check all the important aspects of an enterprise IT environment. 

For instance, the existing CAAT tools are developed in such a way that they are concen-

trating on specific IT controls. Whereby, for an ideal and appropriate IT controls testing 

it would be best to have a tool that could test the whole IT environment without focus-

ing only on a particular area, in other words, it would have ideal to have a CAAT tool 

that could focus on all the controls.  

In order to address the challenge that existing CAAT tools are in capable of focusing on 

all the areas of an enterprise’s IT environment, one assumption could be using different 

CAAT tools, so that almost the whole IT environment could be tested. But the strong 

argument that will support the infeasibility of this assumption is the high cost of such 

tools. Actually, for almost all the enterprises, it is not possible to invest a very huge cap-

ital for purchasing several IT CAAT tools. Furthermore, even for many enterprises, pur-

chasing a single CAAT tool is considered to be a challenge. Therefore, the idea of using 

several CAAT tools for meeting the requirements of the business is more or less against 

the business requirements flow.  

It could be assumed that since handling of internal and external threats is of great con-

cern for the enterprises, the required capital would be invested for purchasing several 

CAAT tools for facilitating IT controls testing for the whole enterprise’s IT environ-

ment. Now the challenge would be the work effort and skills required for handling the 

various CAAT tools. The whole process of IT controls testing is already expensive, and 

hiring skilled employees with the capability of working with the different CAAT tools 

or training the existing employees, would require huge amount of time and money. As a 

result, even if the capital for purchasing various CAAT tools is provided, still running 

the whole process would be extremely expensive. Therefore, it can be concluded that 

the use of various CAAT tools is not at all a solution for an ideal or at least close to ide-

al IT controls testing. 

Another conclusion achieved from analyzing the existing CAAT tools is the igno-

rance/inappropriate use of the existing ERP data. If a CAAT tool could have the capa-

bility of using the existing ERP data in an appropriate way, it would make the job of the 

tester/auditor much simpler, it would require less human intervention, it would reduce 

the cost of auditing, it wouldn’t require many CAAT tools to facilitate IT controls test-

ing, it wouldn’t require a number of employees with different technical backgrounds 

and skills. Most importantly, by relying on the existing ERP data, the controls could be 

tested in an accurate manner.  

But using the existing ERP data by the CAAT tool(s) for the purpose of IT controls test-

ing has its own challenges. It is should be kept in mind that the quality of the existing 

ERP data is very important. And this is because the result of the testing highly depends 

on the quality of the existing ERP data. Therefore, it is correct to state that it would be 

ideal to perform IT controls testing with a high quality existing ERP data.  
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When the quality of the existing ERP data is of concern, it should be considered that the 

data should be coherent. If the data is not coherent enough, enterprise using that data is 

highly prone to consequences. For instance, if the pulled out data is not coherent and is 

not right, therefore, the result of the testing is definitely wrong. Consider a scenario that 

wrong data is retrieved for analysis, then the result of the testing indicates that a particu-

lar system is not functioning in accordance with the requirements, whereby, the system 

is completely okay. Or considering the opposite scenario, where right data is pulled out, 

but due to lack of coherence, the result indicates that the IT systems are functioning 

appropriately, whereby, the systems, or at least some of them might not run appropriate-

ly. The result of both the scenarios would lead to extreme consequences for the enter-

prise.  

Therefore, when testing the IT environment of an enterprise with a CAAT tool that uses 

the existing ERP data of the enterprise, the quality of the data must be checked and test-

ed. Moreover, data must be measured and analyzed. In addition, the use of existing ERP 

data by the CAAT tool, requires automated procedure, but prior to automation, data 

must be analyzed. And this is because; right data must be measured, analyzed and em-

bedded into an automated process so that right data, for right process is deployed.  

In addition to the challenges of using existing ERP data such as data quality and data 

coherence, developing a data structure for the purpose of mapping the data to the CAAT 

tool is another challenge. It is not feasible to have a standard format data structure that 

can map data of the enterprises to a CAAT tool, in such a way that it covers all the IT 

controls of all the enterprises.  

Therefore, for developing IT controls testing, developed CAAT tools required. In fact, 

CAAT tools that is capable of using inherited data from the IT systems of an enterprise. 

In addition, such tools should have the capability of measuring data and analyzing it, for 

checking the quality and coherence of data, mapping the data to automated functions, 

and producing accurate and accountable results in a real time manner.  
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4. CONCLUSIONS 

At this point, it has been observed that the speed and range of development of IT is in-

creasing at a high rate. More and more enterprises are increasing their dependency on 

IT. And this enormous IT ecosystem is highly prone to internal and external threats. 

Therefore, for any enterprise which is willing to meet its business objectives, internal 

and external threats must be detected, prevented or mitigated. The enterprises need to 

focus on the avoiding or decreasing the impact of such threats on their IT environment, 

which is in tight relationship with business environment.  

For this reason, many enterprises have already comprehended the importance of IT con-

trols testing. It is realized that an appropriate IT controls testing tries to ensure that IT 

environment of an enterprise is aligned with the business objectives of the enterprise. It 

has been noted that an appropriate IT controls testing helps to detect the internal and 

external threats to the enterprise, and to prevent/mitigate the impact of those threats. 

Thereby, this helps the enterprises to have a qualitative service delivery, better perfor-

mance, efficient use of IT resources, and achieving the business objectives.  

In addition, it has been also understood that several components are playing key role for 

the process IT controls testing. Several procedures, processes, tools, etc., have vital role 

in IT controls testing.  

It has been also noted that even though plenty of CAAT tools with plenty of promises 

exist, but still the task of IT controls testing is not conducted in an appropriate method 

by relying only on the existing CAAT tools, due to their analyzed weaknesses. There-

fore, expensive CAAT tools, costly skilled employees, reliable framework and stand-

ards, external auditors, etc., are not the perfect and final solution for an effective, effi-

cient and reliable IT controls testing.  

In addition, it has been observed that even though if the necessary CAAT tools are de-

ployed, the highly skilled employees are available, and industry best practices are in 

place, still the process of IT controls testing is highly expensive, it requires a huge 

amount of manual effort, it requires cumbersome configurations, and still it does not 

meet the criteria of an ideal It controls testing.  

Hence, appropriate and ideal use of existing ERP data is highly required by an enter-

prise for IT controls testing. Appropriate existing ERP data is the data that measured 

appropriately, analyzed appropriately, mapped and automated by the CAAT tools ap-

propriately. In fact, it is a challenging task for an enterprise to develop its IT controls 
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testing to such level, where the IT controls testing is done with lower cost, in real-time, 

with less human intervention, i.e. work effort, and higher frequency is challenging. But 

if the development is made to the process in a way that the requirement for multiple 

tools does not exist by simply putting more effort into proper use of existing ERP data, 

an ideal IT controls testing is feasible. 

In conclusion, it might be correct that implementing such an IT controls testing process 

is complex, and maybe even expensive, but if implementing such a system in an enter-

prise environment does not require to be repeated on yearly basis, then in the long run 

the enterprise will be benefited from a system that exclude challenges, such as cost, 

work effort, frequency of testing, accuracy, etc. And as the reliability of the IT controls 

testing increases, the reliability of the IT environment increases as well, as a result, the 

impact of risks associated with IT environment diminishes or even avoided. Therefore, 

an enterprise could meet the business objectives by depending on the plenty of benefits 

that IT provides.  
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