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Abstract—Modern connected cyber-physical systems and their
integrations to traditional information systems are increasingly
dependant on data and data sharing management in their
integrations. Many such systems are constantly changing and
evolving their composition, often including integrations to third
party (data-driven) services. This paper presents a model where a
service framework, used to manage microservice configurations,
is also utilized to manage access to MQTT Version 5 message
topics. A proof of concept is provided demonstrating how Eclipse
Arrowhead as the service management layer is capable of taking
care of authentication and authorization of publish and subscribe
actions to MQTT topics as individually managed data services.
The study shows that JSON Web Tokens (JWT) from this service
framework can be used in the MQTT Version 5 headers without
violating the MQTT specification as demonstrated with HiveMQ
as the message broker in the proof of concept implementation.

Index Terms—authorization, authentication, third-party ser-
vices, data integration, energy data services, Arrowhead frame-
work, MQTT, JWT

[. INTRODUCTION

The future of systems and software builds upon schemes
where data is shared among organizations. In the past years,
this progress received boost from microservices where the
systems communicate via service calls between heterogeneous
systems, relying on mutually agreed interaction patterns [1].
These interactions, called orchestrations or choreographies, are
based on loose coupling and publish-subscribe communica-
tion [2], [3]. Inter-organizational choreographies cause new
requirements to access control and authorization to both reach
scalability and maintain security. On the other hand, access
control builds the foundation of a more refined theme, namely
data autonomy. In data autonomy, the goal is to not only
protect systems but also control who owns the data and who
can use it [4].

Modern (micro)service based systems are highly dynamic,
changing and evolving their structure and composition at run-
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time. This may include integrations to various external systems
and services, e.g., provided and managed by third parties.
There is a similar need to manage access to data on shared data
brokers and data infrastructures. In today’s connected world it
would be beneficial to even have the same technical means to
manage both composition of services as well as manage access
to data sources and data services. Example use cases with
emerging services and data ecosystems which would benefit
from such increased connectivity and simplified management
are, for example, smart cities, smart grids, smart production,
autonomous vehicles, and various data based services spanning
across domains.

This paper proposes an external authentication and autho-
rization model for the message brokering protocol Message
Queuing Telemetry Transport Version 5 (later MQTT 5 [5]).
This model consists of an external entity that controls the
access rights and generates the tokens for connection with a
MQTT 5 broker on a topic level. No extra information is stored
in the broker, which enables easier scalability when excess
memory usage from many clients are prevented and system
level configurations are managed outside individual brokers.
The model also proves the usability of User Properties, a
new header introduced in MQTT 5 together with its enhanced
authentication properties, without modifying any payload of
the MQTT packets. The model so demonstrates the potential
of including multiple external authenticators to MQTT to
suit the different needs. The example model uses the Eclipse
Arrowhead [6] service model for the authorization service and
HiveMQ [7] as the MQTT 5 broker in the implementation.
The research objective is: Design and implement token-based
authentication and authorization based on an external trusted
entity for data streams.

This study presents multiple contributions.

« It demonstrates the ability to integrate security measures

into MQTT 5 communication actions.

o The model provides an example usage of JSON Web To-

ken (JWT [8]) for authentication/authorization purposes
and application into MQTT 5.
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o The system presented here is a proof of concept demon-
stration for external authentication for MQTT 5, and it
also suggests the integration between HiveMQ and Ar-
rowhead thanks to the customization options of HiveMQ.

« Finally, it also demonstrates that the same management
tools can be used for the service control plane and for the
data plane and its data access management (as illustrated
in Fig. 1).

The paper is organized as follows. Section II presents
previous studies related to the topics presented in this work.
Section III discusses the concept of external authentica-
tion/authorization for MQTT 5. Section IV documents our
implementation using Arrowhead and HiveMQ with an exam-
ple. Section V summarises the results and other observations
before the conclusions in Section VI.
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Fig. 1. Choosing the toolset for easing the burden of engineering complexity.
The objective is to enable similar control tools for managing data access on
a finer granularity using the same service control plane tools.

II. RELATED WORK AND BACKGROUND

Data sharing necessitates interoperability, which must cover
not only the information content but also trust. Effective data
sharing can boost business by enabling cross-domain inter-
operability [9]. Interoperability and data sharing should build
upon data autonomy, the ability of the data owner to control the
data usage [4]. Data autonomy has resulted in joint initiatives
between industries to build data spaces that are currently led
by Gaia-X [10] and International Data Spaces (IDS [11]).
Although data spaces have mainly targeted at controlling data
autonomy regarding data sets, the autonomy concept could as
well cover online data in service choreographies, including
message-broker-based data exchange [12].

In data sharing, the participants must be able to authorize
one another. There is a variety of authorization methods in
distributed systems, based on mechanisms, such as identities,
roles, attributes, or capabilities [13]. To enable trust in a
distributed scheme, the authorization can occur in a "locally
centralized, globally distributed” means, where a local trust
service builds upon a global trust relationship [14]. Among
the concrete methods, OAuth [15] is popular in commercial
products. Another method, enabling distribution between or-
ganizations, is blockchain, where the participants of a network
generate mutual contracts [16].

Data sharing receives benefits from service frameworks
contributing to interoperability, such as Eclipse Arrowhead.
Arrowhead supports creating microservice-based system-of-
systems (called local automation clouds) through its service-
oriented architecture. Arrowhead builds upon its mandatory
core systems, namely Orchestration, Authorization, and Ser-
vice Registry [6]. Still, Arrowhead as a concept is extensible
with additional functionality from new modules. The examples
include inter-cloud communication through gateways, event
handling, protocol/data translation, plant description, service
choreographing [17], and many more [18]. In the communi-
cation between separate service clouds, Arrowhead can use
tokens for security and trust [19]. The overall concept keeps
further evolving towards an autonomic management frame-
work for system of systems, with industry-proven security
features [20].

Despite its potential in inter-organizational data sharing,
MQTT 5 standard appears poorly covered in studies for
external authorization. The standard leaves degrees of free-
dom regarding authorization, stating that each service should
implement the necessary authorization scheme [5]. The MQTT
broker can enable developers to implement their own autho-
rization system as an extension, as shown by HiveMQ [7].
Earlier, researchers have suggested token-based authorization
[21] as well as blockchains with one-time passwords [22].
Additionally, MQTT has been suggested as a protocol for
Authentication and Authorization for Constrained Environ-
ments Using the OAuth 2.0 Framework (ACE-OAuth [23]).
Currently, ACE-OAuth supports only Constrained Application
Protocol (CoAP). Overall, it appears that there is a research
gap regarding the integration of MQTT with external autho-
rization providers. Still, such an integration would increase
the applicability of MQTT in inter-organizational, inter-cloud
schemes.

I11. EXTERNAL AUTHENTICATION AND AUTHORIZATION
MODEL FOR MQTT 5

A. Use of MQTT 5 headers

One of the new features of MQTT 5 compared to its
predecessor, MQTT 3.1.1, is User Property. This allows adding
custom properties into the packets. In our experiment, we add
2 custom properties: systemName and arrowheadToken.
systemName is for saving the name of the MQTT client,
and arrowheadToken carries the JWT token for authenti-
cation/authorization. These properties are extracted from the
packets for checking the validity of the packets and tokens.

B. JWT and Topics

A particular JSON web token (JWT) contains 3 parts:
header, payload, and signature. The header contains the al-
gorithm for encrypting the token and additional information
about the token. The encryption algorithm in use is RSA,
where a pair of private/public key is available for sign-
ing/validating the token. An extra field that contains the issuer
of the token is added to the header.



TABLE I
THE CONTENT OF JWT TOKEN USED FOR EXTERNAL AUTHENTICATION
AND AUTHORIZATION

TABLE 1II
THE INFORMATION STORED IN THE REGISTRY OF THE EXTERNAL
AUTHENTICATION/AUTHORIZATION SERVICE

The payload carries the information encoded into the JWT.
In our design of JWT structure, the payload contains the
access rights information: client name, MQTT topic URL,
and action. The client name (systemName) is the name
of the client that is requesting connection to HiveMQ. The
topic URL (resourceUrl) is the address for the client to
access the eligible topic. The URL is in the format {MQTT
url}#{topic}. The action (action) is the MQTT action
that the client is permitted on the topic, and it can be either
PUBLISH or SUBSCRIBE.

The signature is the part that allows encryption of JWT
token, which secures the authentication process. As discussed
above, the signature is generated using RSA algorithm. A pair
of public/private keys are available in the token generator, and
the token validator has access to the public key for validating
the token. Table I summarizes the content of the JWT token.

C. Managing authentication and authorization information in
a service registry

An external authentication/authorization service needs to
contain configurations and provide reliable service to MQTT
clients and brokers. Usually, the information in a service
registry includes systems and services, and the systems also
consists of providers and consumers, depending on whether
they distribute or receive information via services. Table II
describes the data stored in such an external service registry.

Since the MQTT connections are always between a client
and the MQTT broker, the providers can be always considered
as the MQTT broker. The consumers are MQTT clients, and
the services are equivalent to MQTT topics, since the topics
can be seen to be provided by the MQTT brokers. Storing
the authentication/authorization information like this requires
clear definition of the allowed action on the topic from the
client. To work this around, the permission to PUBLISH or
SUBSCRIBE to a topic exists as 2 distinct services.

The authentication/authorization service also contains a
token generator to generate tokens for the MQTT broker to
further authorize the request packets by the MQTT clients. As
discussed in Subsection III-B, the token generator possesses
a pair of private and public keys. The generated JWT will
be given to the client if the external authentication and
authorization is successful. In addition, the external service
will also share the public key to the MQTT broker to verify
the validity of the JWT while the client request connection.

JWT component Content Registry field | MQTT component Content
Header Encryption alg_o rithm: RSA Providers MQTT broker URL link
Token issuer to the broker
Client name: authorized MQTT client Client name
Payload Topic URL: The URL to MQTT broker and topic Consumers MOQTT client Address of the client
Authorized action on the topic for the client (host & port)
Signature Signed using RSA algorithm URL with the MQTT broker
Token generator has a pair of private/public key Services MQTT topics Distinct services for
2 different actions

IV. IMPLEMENTATION USING ARROWHEAD FRAMEWORK
AND HIVEMQ

The system architecture of the solution is presented in Fig. 3
depicting the relations between clients (publishers/subscribers)
with the service framework and the message broker. The
Arrowhead service framework is here used as the management
mechanism and it is detailed in the Subsection IV-A. HiveMQ
is the selected MQTT implementation and its extension is
described in subsection IV-B. An example combining the tools
is presented in Subsection IV-C.

A. Arrowhead services for configurations, authentication and
authorization

In this paper, we use the Eclipse Arrowhead framework
and its reference implementation as the main component
to authorize and authenticate MQTT clients through the
aforementioned JWT tokens. Therefore, while Arrowhead can
contain modules for a multitude of other functions, we are
considering only the three core systems that are mandatory
for this authentication method. These are the Service Registry,
Orchestration, and the Authorization system. These basically
enable the secure application of the Service Oriented Archi-
tecture concepts of loose coupling, late binding, and lookup
through Arrowhead-standardized services. Figure 2 depicts the
basic architectural concept of Arrowhead-supported, service-
oriented local automation clouds.

The Service Registry functions as the depository for the
available MQTT topics. Topics can be registered as services
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Fig. 2. The generic architectural concept of the Eclipse Arrowhead local
automation cloud in the minimal setting for supporting service-oriented system
of systems.
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Fig. 3. Architectural diagram of HiveMQ and Arrowhead to enable token-based authentication and authorization of data streams on a topic level for dynamic

and evolving data access configurations.

by providing the name of the topic, MQTT URL address where
the topic can be accessed from, and the name of the service
provider. Services can be queried from the registry using just
the service name, but the query can be further filtered by also
including other requirements, like service provider name.

The Authorization system is used to authorize any incom-
ing service requests. Any prospecting MQTT client must be
permitted access rights through the authorization before it can
receive any topics through the service registry. In addition, the
JWT token is generated in this module, and the MQTT service
providers retrieve the public key from the module for client
authentication.

Finally, the Orchestrator core system manages incoming
topic requests from service consumers. Upon receiving a topic
query, it will first validate the client (consumer) using the
Authorization system, then retrieving an available topic from
the Service Registry that matches the query and to which the
client has access rights. If such a service is found, it will also
give the JWT token to the client for the final authentication
process with the MQTT service providers.

B. MQTT 5 extension implemented in HiveMQ

HiveMQ has a good support for extension development, pro-
viding a Java JDK with extensive documentation. Therefore,
it is easy to create a custom authentication and authorization
process that complies with the MQTT 5 specification.

The high-level functionalities of the extension include the
decoding of the JWT token, the authentication of the CON-
NECT packets, and the authorization of PUBLISH and SUB-
SCRIBE packets. The extension authenticates the CONNECT
packet by comparing the actual client that requests for a
connection and the client name in the token. The authorization
is performed by checking the validity of the token.

Additionally, a custom API for token validation is available
in the extension. At the start of the lifetime of the extension,
the extension retrieves the public key from Arrowhead and

uses that public key and the issuer name in the input token to
initialize the Token Validator API.

The authentication process has occurred in Arrowhead, so
theoretically, no constraint on the CONNECT packet needs to
be handled by the extension. However, as a safety measure,
the extension still checks if the name of the client requesting
connection matches the information in the token to prevent a
malicious token ownership.

The extension has a similar process to validate tokens in
PUBLISH and SUBSCRIBE packets. The Token Validator
API provides a method to validate the token, with the topic
URL and action provided as inputs. By extracting these fields
in the packet, the Token Validator API can compare these fields
with the content carried by the token to verify it. If the token
validity is accepted by the API, the packet is accepted and the
action is allowed between the client and broker. On the other
hand, the client will be disconnected if it fails to provide a
JWT for its request to connect, publish or subscribe.

C. Case Example for Smart Grid Data Exchange

To provide an example case for the system, let us consider
the delivery of solar-panel-related data as well as the related
authorization. The panel publishes two types of data: the
prevailing electricity production with a regular interval and
condition monitoring data for the maintenance service staff. It
has been decided that the production information is available
to any authenticated actor for an open electricity market. In
contrast, the condition information is visible only to the owner
and maintenance service provider. Therefore, both data types
would have a dedicated topic with the respective subscribe
permissions. On the other hand, only the software of the solar
panel has the publish permission to the topics.

Whenever a client tries to either publish or subscribe to
a topic, a certain authorization sequence occurs (see Fig. 4).
The first interaction on the top, the MQTT broker retrieving
the public key of Arrowhead, has occurred earlier in the
background. The public key enables the broker to ensure that
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Fig. 4. The general sequence of publisher and subscriber clients communi-
cating with Arrowhead service framework and the MQTT 5 message broker,
the broker being capable of authorizing client interactions with the help of
Arrowhead.

the authorizations it receives are truly from the Arrowhead
instance. As soon as the client joins the network, wanting
to publish or subscribe, it authenticates and receives an au-
thorization token from Arrowhead as well as the URL of
the broker. Each client, i.e., the solar panel, the maintenance
service provider, and any other data receiver must do this.
Next, it connects to the broker (with the CONNECT packet)
and provides its token that enables the broker to decode the
token with the public key, verifying the correct ownership
of the token. After the verification, the server establishes
a connection and replies with CONNACK. Finally, as the
client wants to publish or subscribe, it sends the respective
MQTT message with the same token. The MQTT broker
will decode the token again to check if the access and
action on the topic is valid, and when the authorization as
well as the requested action succeed, the server replies with
PUBACK or SUBACK. This authorization enables the broker
to determine who can publish to each topic, i.e., only the solar
panel. Respectively, only the maintenance service provider can
subscribe for condition information, whereas any authenticated
client can receive electricity production data. On the other
hand, any other topics, outside the scope of this example, have
their dedicated permissions.

V. RESULTS EVALUATION AND DISCUSSION

MQTT 5 introduces new enhanced features that enable
the transmission of additional authentication and authorization
data from both publishers and subscribers when communi-
cating with the broker. This enables, as shown in this paper,
the inclusion of JWT token data in the header to be used
for managing data access on much finer levels of granularity
compared to the traditional way of only authorizing access to

the entire broker, which is most commonly the case with the
predecessor MQTT 3.

Moreover, the approach enables an external authentication
and authorization entity and the relocation of data access
control to a common plane, used similar to orchestrating and
evolving the microservice compositions. This enables the rapid
reconfiguration of data stream configurations required by many
cyber-physical systems and data-driven services connected
across domains. Secondly, using an external control plane is
also expected beneficial if the data infrastructure consists of
multiple data broker nodes.

The tools used to validate the concept, Eclipse Arrowhead
and HiveMQ, were demonstrated compatible given that an
authorization module extension capable of talking to the
service framework had to be developed for HiveMQ. Despite
the extension or the proposed concept, it does not break the
MQTT 5 specification and all communication is according the
the standard.

The proof of concept also shows that a service framework
can be used to manage data access as easily. Using the
same tools is believed to be a major benefit simplifying
configurations when integrating different systems although
such benefits have not been specifically measured.

The available implementation is still a simplified version
of the core systems and services of Arrowhead. The basic
functionalities work well enough to demonstrate the concept
of external authentication/authorization for MQTT 5. The
published implementation of Arrowhead is more complex in-
cluding other functionalities too. A future improvement could
be the integration of the proposed concept into Arrowhead.

The system has been tested to work well when the MQTT
clients are hosted locally. There has been no test to replicate
the real scenario where different clients might be hosted in
different clouds and request authentication from Arrowhead
simultaneously in larger setups. Therefore, scalability is an-
other point to focus on, especially this can be achieved along
with the integration into Arrowhead. The approach is expected
to integrate well also to resource-constrained devices as most
of the the additional burden is on the broker but this has not
yet been experimentally verified.

VI. CONCLUSION

The study highlights the increasing dependence on data and
data sharing management in connected cyber-physical systems
and their integrations to various data services. This paper
presents a model where a service framework is used to manage
authentication and data authorizations to MQTT Version 5
message topics. The model is demonstrated and validated
through integration of the Eclipse Arrowhead microservice
framework with HiveMQ as the message broker.

The use of JWT tokens in MQTT Version 5 headers to
authenticate and authorize MQTT client requests is shown to
be compatible with the MQTT specification. This decouples
access control management from the message broker(s) and
enables the use of an external management layer similar to
how services are loosely coupled and configured at run-time.



The use of the Eclipse Arrowhead framework and HiveMQ
in the implementation further validates the compatibility and
effectiveness of the proposed model. However, the implemen-
tation represents a simplified version of the core systems and
services of Arrowhead, leaving room for future improvements
and integration of the proposed concept into Arrowhead.

Further research can focus on enhancing scalability when
multiple clients hosted in different environments request au-
thentication simultaneously. Additionally, the integration of the
proposed model into Eclipse Arrowhead can be explored to
leverage its comprehensive functionalities and provide a more
robust solution for managing data access in connected systems.
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