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RESEARCH ARTICLE

Reliability evaluation of CAN-bus connectors with tailored testing
Petteri Ojalaa, Jari Rämöa, Juha Miettinena and Matti Vilkkob

aMaterials Science and Environmental Engineering, Tampere University, Tampere, Finland; bAutomation and Mechanical Engineering,
Tampere University, Tampere, Finland

ABSTRACT
Controller Area Network (CAN-bus) is a default solution for digital control in machinery. The
CAN-bus structure uses connector components to extend cabling and join subsystems. The
connectors are IP-classified, so they tolerate humidity and particle ingress. Ingress protection
also provides durability against other stress factors. Usually, connectors are exposed to
multiple stress factors, but the stress levels are durable. In mining applications, however,
stress levels can be high, and other factors become significant, so IP classification does not
necessarily indicate sufficient durability. Tailored testing can be used to identify suitable
components for a specific purpose. In this study, the actual stress factors of an underground
mine drill were used in tailored tests. The results showed significant differences in reliability
between connector models with the same IP code. The ranking of the components varied
depending on the stress factors used. This highlights the importance of using actual
operating conditions when evaluating reliability.
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Introduction

Automation is becoming increasingly important in
modern vehicles and machinery. Autonomous
vehicles and machinery have proceeded from the con-
cept level to field tests and limited use. As more func-
tions are automated, the reliability of individual
components becomes even more important.

Digital control is often realized with CAN-bus, a
multiplexing system where subsystems communicate
with each other through the same wiring (Lokman
et al. 2019). The physical layer of the network does
not have redundancy or complex interconnecting wir-
ing, so it is simple and cost-effective. However, this
requires the components in the signal transfer chain
to be highly reliable. If a component in the signal
transfer chain fails, subsystems behind the failed com-
ponent are cut-off from the network and functional-
ities are lost. The benefits of automation are reduced
if equipment down-time is increased greatly due to
maintenance and repairs. In the global market, a repu-
tation as a provider of high-quality machinery is an
important asset that should not be endangered by
the need for excessive maintenance.

The reliability of components is tested from the
design phase to the burn-in or test phase before product
delivery to the customer. Such testing is a well-devel-
oped, proven branch of engineering that includes stan-
dards and methods for many applications and
conditions. A very common classification of electronic
components used in vehicles and machinery is IP-

coding. The IP standard (SFS 2000) defines the limits
for ingress protection against humidity and foreign
objects, and it gives components easily interpretable
codes.

Humidity and dirt are the fundamental stress fac-
tors in the operating conditions of heavy machinery,
so a sufficient IP code is a minimum requirement
for the components used. The IP code is also used as
a generic indicator of ‘robustness’. In most appli-
cations, this is a valid generalization. However, the
standard covers only specific, well-defined, and lim-
ited conditions. In the case of heavy machinery,
other stress factors can also become significant.

In practice, the reliability of CAN-bus connectors in
challenging conditions is not at the level expected
according to the IP code. One way to address this pro-
blem is to use testing that considers other major stress
factors present in the operating conditions. Tailored
tests give a more accurate estimation of reliability in
the specific application and operation conditions.

In this study, tailored testing was applied to CAN-
bus connectors in an underground mining drill. Tai-
lored tests are designed to simulate the actual stress
environment of the underground drill’s operation.
The ingress of humidity and dirt are apparent stress
factors, but the effects of vibration, bending, stretch-
ing, and the ‘human factor’ were also included.

Designers can use the applied approach and devel-
oped tests as tools to select suitable components from
the large catalogue of components with the same IP
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code and functional specifications. Information on the
weaknesses and strengths of each candidate component
can be utilized in the design process to achieve the better
overall reliability and uptime of the machinery.

Tailored and accelerated testing

In test tailoring, the specifications of the tests are based
on actual stress factors and levels in field operation
rather than on the fixed conditions of generic, standar-
dized tests. Typically, the tailoring process includes an
analysis of the product lifecycle, the collection of stress
data in different operating conditions, and the design
of a test programme (Lalanne 2014). This approach
gives more detailed information about the reliability
of critical components in specific conditions. Typical
tailored stress factors include vibration under oper-
ation (Hietala et al. 2017) and environmental loads
(MIL-STD-810G 2008).

A fundamental principle of accelerated testing is the
compaction of the cumulative load of the product’s life-
span into a shorter time (Nelson 1990). This is realized
by exposing the device under test (DUT) to an increased
use rate or stress level in testing when compared to nor-
mal operative use. The accelerated testing concept is
applicable to two types of tests (Escobar and Meeker
2006), namely qualitative testing and quantitative test-
ing. In general, qualitative testing is used to reveal a hid-
den weakness in a product, while quantitative testing is
used in the estimation of the lifetime distribution or
degradationprocess under certain stress factors.The ter-
minology varies, but qualitative tests are usually referred
to as environmental stress screening (ESS) and quanti-
tative tests as accelerated life tests (ALTs).

Qualitative tests include many methods with a
specific purpose. Tests known as the ‘shake-and-bake
test’, ‘elephant test’, and highly accelerated life testing
(HALT) use a single extreme level of stress to reveal
latent defects, weaknesses, and probable failure
modes (Misra 2008). This information can be used in
the re-design of a product before initiating production.
Highly accelerated stress screening (HASS) (Silverman
1998) that applies progressively increasing stress levels,
environmental stress screening (ESS), and burn-in are
used to test products before delivery to remove defec-
tive products that would fail quickly in field use (Dod-
son and Schwab 2006). These tests are also applied in
defining the boundaries of operating conditions.

ALTs are used to acquire lifetime data at a specific
stress level. This information can be used in defining
the warranty period of products or scheduling equip-
ment maintenance. A common practice in ALT is to
use multiple stress levels and determine the relation
between the stress level and lifetime distribution.
This makes it possible to estimate the product’s life-
span under certain stress levels and design inspections
and maintenance more efficiently.

In many applications, the operating conditions
contain many simultaneous stress factors. These fac-
tors may be independent, but some stress factors
affect each other and must be analysed in multivariate
testing. For example, fretting corrosion (Martin 2006)
happens on the contact surfaces of metal assemblies
that are not designed to move against each other but
small oscillations occur due to vibration. While the
assembly parts remain immobile, a protective treat-
ment or an inert oxide layer on the metal protects
the surface from further corrosive damage. If this
layer is removed by the abrasive movement of assem-
bly parts, an unprotected metal surface is revealed.
Thus, vibration itself does not corrode metal, but it
makes metal prone to corrosion. Conversely, metal
surfaces tolerate vibrating abrasive stress to some
extent, but corrosion reduces the strength of the
metal, making it more prone to abrasion.

In the multivariate testing, the variables were
divided into two classes: accelerating and non-acceler-
ating variables. Accelerating variables are quantities
whose level is elevated above the normal operating
level to hasten the degradation process. Non-accelerat-
ing variables, or engineering variables (Escobar and
Meeker 2006), are stress factors that affect degra-
dation, but their magnitude is the same as in normal
operating conditions. Furthermore, a non-accelerating
variable can be a factor that does not directly affect the
product’s lifespan but works as a catalyst, making an
initially inert object susceptible to stress factors. Accel-
erated testing has been used and developed since the
1930s (Strieter and Snoke 1936), and today it is a
well-established branch of reliability engineering.
Sources such as the standard MIL-STD-810G (2008);
the textbooks by Meeker and Escobar (1998), Nelson
(1990), Crowe and Feinberg (2001), and Lalanne
(2014); and the publication by Escobar and Meeker
(2006) give a solid background for the planning of
an accelerated reliability study and instructions on
how to design case-specific tailored tests.

Test material and failure criteria

In this study, the CAN-bus connectors of an under-
ground mine drill were used as a case study, but a
similar approach would be applicable to other heavy
machinery as well. The starting point of the test devel-
opment was IP classification. The IP standard defines
the protection level against the ingress of liquids and
particles. The IP67 rating is very common for outdoor
applications because it is the first rank of rating that is
tested with water immersion, not sprayed water – in
other words, it is rated as waterproof rather than as
merely water resistant. IP67 requires protection
against talcum powder exposure for eight hours and
water immersion for 30 min in conditions specified
under standard EN 60529:1991 (SFS 2000). In this

2 P. OJALA ET AL.



study, these ingress stress factors are supplemented
with other stress factors present in the operation of
an underground mine drill, and the tailored tests
were planned accordingly.

Information about other stress factors in under-
ground mine conditions was collected by interviews,
first-hand observations, and measurements in both
the field and the laboratory. The field study took
place in the test mine of Sandvik Mining and Con-
struction Oy© in Tampere, Finland.

During operation, the mine drill uses water to flush
crushed stone out of the drilled hole. The use of water
prevents dust exposure but the water exposure is con-
tinuous, thus increasing the importance of water-
proofness. Crushed rock can make water chemically
aggressive, meaning that it corrodes electric contacts
and wiring if it seeps through into the connector.
Due to the absence of dust exposure, water exposure
was used as a representative stress factor for ingress
protection and the failure of waterproofness as a fail-
ure criterion.

The other major stress factors identified were
vibration, stretching, and bending. The operation of
a typical mine drill is based on the hammering of
rock with a hard, durable bit at the end of a drill
rod. Vibration at the percussion frequency is trans-
mitted through the frame of the drill machine.
Vibration affects the connectors directly and through
the moving cables. The inertia of the moving cables
and connector present dynamic stretching and bend-
ing stresses to the cable contacts and connector struc-
ture. The boom and the drill feeder with the drill itself
are designed to be very mobile to enable drilling in all
directions. The movement of the boom and the drill
feeder also contributes to the stretching and bending
stress.

In addition, confined space introduces another
potential risk to reliability. Connectors are often
mounted in a confined space within or under the
structure. The confined space and design of connec-
tors might demand non-optimal mounting that causes
a static bending stress to the component. In manufac-
turing, trained personnel know the importance of pro-
cedures and following instructions, but this is not

necessarily the case in field maintenance and repairs.
If special tools are needed or mounting in a confined
space is considered difficult, there is the possibility
for the violation of the instructions and assembly
error due to poor craftsmanship. Therefore, the
‘human factor’ is considered as a stress factor.

Tested components

Two types of connector components (henceforth, type
A and type B) with different structures were studied.
Both are commonly used in CAN-bus solutions for
machinery. The connectors have the same generic
design: there is a waterproof housing with two over-
lapping parts that protect the contacts and cable open-
ings at both ends. Type A has a threaded structure that
is closed with a specific torque wrench. The water-
proofness is provided by an O-ring that seals the struc-
ture when the parts are tightened together. Type B has
an extension cord structure with a locking clip on the
outer surface of the housing to attach the parts
together. Waterproofing is provided by silicon
flanges between the overlapping housing parts. The
connectors are shown in Figure 1.

In the static salt fog test (Section 4.2.), one sample
set of six type-B connectors was of an obsolete version
of type B, which was no longer used at the time of test-
ing. This set is considered as a third connector model,
marked as type Bo.

Resistance as an indicator of degradation and
failure criteria

The function of a connector is to transfer a digital con-
trol signal without quality degradation. This requires
the resistance of the signal transfer chain to remain
constant over time. If the resistance changes, the
interpretation of the signal becomes uncertain. There
are two main mechanisms that affect the resistive
properties of the connector: (1) failure of waterproof-
ness and (2) fatigue damage to the signal wires and
contacts. Failure of waterproofness has two effects.
In the short term, it short-circuits the signal wires, dis-
turbing the signal, and in the long term, the chemically
aggressive flush water corrodes the contacts, increas-
ing their resistance and simultaneously reducing
their strength, making them more prone to fatigue
damage. Fatigue damage directly affects the physical
structure of the signal transfer chain. Vibration and
other movement cannot be totally eliminated from
the connector structure, and over time the wire breaks
or detaches from the solder contact.

Both failure mechanisms were monitored by repre-
sentative resistance quantity measurements. Integrity
was monitored with short circuit resistance (SC)
between the signal wires. When the waterproofing
fails, humidity forms a conductive path between the

Figure 1. Two CAN-bus connectors with different designs:
type A (top) and type B (bottom) (Ojala et al. 2017a). (Images
are available in colour online)
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contact pins, and the resistance drops by a measurable
level. Fatigue damage was monitored by the connec-
tor’s pass-through resistance (PT). A rise in the PT
value indicates the degradation of the signal transfer
capability.

The threshold for component failure for the SC
mode was based on the measurement equipment.
When the inside of a connector is dry, the short circuit
resistance (SC) is very high and out of the range of an
ordinary multimeter. When conductive liquid seeps
into the connector, it short-circuits pin-socket pairs
and the resistance drops into the dynamic range of
the multimeter (<120 MΩ) used in this study, and fail-
ure is recorded. The test solution used in tests was
deionized water with 5% by weight NaCl. NaCl
increases the conductivity of the solution and makes
detection of the waterproofing failure consistent.

For the PT mode, the failure threshold was based
on the application-specific test result. In the testing
of the mine drill machinery control, an increase of
10 Ω in the resistance of the whole CAN-bus caused
errors in the interpretation of the control signal.
This was set as the failure threshold for the PT mode.

Test tailoring

Based on the presented stress factors, four tests were
designed. Specialists of the mining industry and drill
equipment were consulted to confirm the authenticity
of the stress factors and levels used. Continuous
humidity exposure was used as a common factor in
all tests, since waterproofness is an essential criterion
for components used in drill machinery and it is a
representative factor for ingress protection. Each test
was planned to study how a combination of humidity
and another stress factor would affect the reliability of
an IP67-coded connector. The tests simulated the
worst-case scenario in normal operative use. The
underground drill with 3-axial accelerometers
attached to the base of the drill feeder and the boom
are shown in Figure 2.

The highest stress levels are close to the drill in the
boom, where the stress factors are also present simul-
taneously. Due to the flush water, humidity exposure
is continuous during operation and the acceleration
levels of the vibration caused by the drill percussion
are high. Additionally, the movement of the drill fee-
der and boom cause bending and stretching stress in
the connectors. The developed tests and simulated
stress scenarios are presented in Table 1.

The RS and SF tests were carried out at multiple
stress levels to study the degradation process more clo-
sely and reveal the model of the lifetime. DS and DB
were carried out at only one stress level, but two failure
modes were monitored simultaneously.

For type A, the effect of deficient assembly was
included in all tests. In the assembly of type A, a

special torque wrench tool should be used to achieve
the recommended tightness. In the field, this special
tool might be unavailable or considered unnecessary,
and the assembly might therefore be done manually.
In such a case, the required tightness might not be
achieved. In addition, the threaded structure is suscep-
tible to the ingress of foreign material. Extra material –
such as a grain of sand or metal flakes from machining
– in the screw groove increase friction and the applied
torque might not be enough to achieve sufficient tight-
ness for waterproofness, even when the instructions
are followed. This is not likely in the clean, controlled
conditions of a factory assembly line, but it is a plaus-
ible source of reliability risk in field maintenance. This
scenario was simulated by applying the required tor-
que to tighten type A connectors before loosening by
half a turn.

Resonance shaker test (RS)

The RS test (Ojala et al. 2017a) studied the effect of
vibration on the ingress protection of the connectors.
The accelerating factors were continuous water
exposure, the acceleration level of vibration (used
unit g = 9.81 m/s2), and the use of a resonance fre-
quency that maximizes the amplitude of movement.

The equipment comprised a shaker, a sample rig, a
water drizzler, and a datalogger. The water drizzler
system kept the DUT continuously exposed to water.
Vibration distributed water all over the connector
and cables. The receptacle side cable was capped off
and resistance between the signal wire pins on the
plug side was monitored with a multiplexing datalog-
ger. The level of vibration was controlled by the shaker
settings. A schematic drawing of the RS test set-up is
presented in Figure 3.

The mechanical response of the connector struc-
ture to the resonance frequency vibration was
observed by high-speed imaging. Deflection of the
DUT was measured with a digital image correlation
(DIC) (Sutton et al. 2009) method that mapped
three locations in a set of consecutive images. Deflec-
tion was used as a generic indicator of robustness. The
observed geometry at the followed locations (red
crosses) used in deflection measurements is presented
in Figure 4.

Salt fog test (SF)

The effect of static bending and long-term humidity
exposure was studied with the SF test (Ojala et al.
2017b). The test set-up comprised a salt fog (salt
spray) chamber and a sample rig. The salt fog test
chamber was run according to the standard SFS-EN
ISO 9227 (SFS 2012). Samples were attached in the
sample rig under static bending to simulate mounting
in the confined space available in mining machinery.
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The sample rig with type B samples is presented in
Figure 5.

The sample rig comprised two parts, a frame and a
bar. The samples were attached to the frame and the
bar projected static bending stress to the connector
samples. In the initial position shown in Figure 5,
the elevation between the bottom of the bar and rig
frame was 6 mm; the bar merely touches the samples
and bending stress comes only from the installation
of the samples in the curved position. Elevation of
the bar causes additional static bending and stretching
stress, which is expressed as elevation from the initial
position in millimetres.

Dynamic stretching test (DS)

The mounting of the cabling is designed according to
the range of boom movement, but part of the move-
ment can be transferred to the cable and the connec-
tor, causing stretching stress. Furthermore, if the
mounting of cable bundles enables horizontal swing-
ing, the inertia of the cabling causes an axial force
component to the connector cable joining point.
This scenario is simulated with the DS test set-up pre-
sented in Figure 6.

The shaker moves the DUT vertically and the stop-
per limits movement in the downward direction,

resulting in stretching stress in each cycle. An additive
mass was attached to the cable to simulate the inertia
of a longer and heavier cable assembly. Between the
stopper and the upper surface of the rig is a spring
to lower the gradient of the stretching force. The
humidity exposure was kept continuous by a water
drizzler attached to the cable above the DUT.

Mechanical response to the dynamic stretching was
studied with high-speed imaging and DIC. Stretching
of the DUT was monitored with four measures: the
dimension over the connector (L), between the top
cable and casing (1), between the casing parts (2),
and between the bottom cable and housing part (3).
The locations (red crosses) that are used in the DIC
method and the monitored dimensions are presented
in Figure 7.

Dynamic bending stress test (DB)

The movement of the booms and the drill feeder is a
potential mechanism for bending stress on the con-
nectors. Tolerance to dynamic bending was studied
with a test set-up where a sample is fixed to a rig
and a shaker rod forces the DUT upwards in the
middle. A schematic drawing is presented in Figure 8.

Figure 2. Underground rock drill (Sandvik) and 3-axial accelerometers (Ojala et al. 2017a). (Images are available in colour online)

Table 1. Test set-ups.
Test name Studied factors Simulated scenario

Resonance
shaker (RS)

Effect of vibration on
waterproofness

Vibration of un-attached,
hanging connector

Salt fog (SF) Effect of bending on
waterproofing and
tolerance to long-term
humidity exposure

Mounting in confined
space that requires
static bending and
operation under
continuous humidity

Dynamic
stretching
(DS)

Effect of stretching on
waterproofness and
mechanical strength of
signal wire structure

Axial stretching caused by
inertia of cables under
vibration

Dynamic
bending
(DB)

Effect of bending on
waterproofness and
mechanical strength of
wire structure

Bending due to
movement of the boom
or other functionalities Figure 3. Schematic drawing of the resonance shaker test.

(Images are available in colour online)
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The sample was mounted on the rig so that it
remained in contact with the shaker rod and under
tension during work cycles.

Fault types and analysis methods

Depending on the details of the test set-up and mon-
itored failure mechanism, the resistance data had
different generic types. In the dynamic tests RS, DS,
and DB, the degradation process was very clear and
uncomplicated. The change in the monitored resist-
ance quantities was drastic and permanent in both
failure modes. In the data analysis of these tests, the
first-hitting-time principle was used. When the
observed quantity reaches a predefined level, the
DUT is interpreted to have failed. Measurement data
of a typical fault for the SC failure mode of the RS
test is presented in Figure 9, and the PT failure
mode for the DS test is shown in Figure 10. In all
resistance data graphs, values beyond the range of
the multimeters are set to 109 Ω for presentational
clarity.

The SF test was static, and the observed degradation
process was very different. After the first hit at the pre-
defined threshold, the resistance reading returned to a

level indicating an intact condition. As testing contin-
ued, the threshold crossings became increasingly fre-
quent until the resistance remained permanently at
the SC level indicating failure.

Even the first hit of the predefined threshold could
be used as an indicator of fault, but it could lead to
inefficient maintenance. The time from the first indi-
cation of a fault to a confirmed failure could be long,
so a more robust analysis method was used. This inter-
mittent degradation process was analysed with a
method that uses the properties of the transition
matrix of the Markov process to confirm failure
(Ojala et al. 2017b). When it is more probable that
the next resistance value will hit the threshold than

Figure 4. Observed geometry of type B in the resonance sha-
ker test. (Images are available in colour online)

Figure 5. Test samples in the test rig used in the multivariate
static test. (Images are available in colour online)

Figure 6. Schematic drawing of the test set-up combining ver-
tical stretching and humidity exposure. (Images are available
in colour online)

Figure 7. Schematic drawing of the test set-up combining ver-
tical stretching and humidity exposure. (Images are available
in colour online)
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remain above it, the DUT is interpreted to have failed.
An example of the oscillating data of the SF test is pre-
sented in Figure 11.

Results and discussion

Resistance measurements

Failure time data for the tests that were carried out at
many stress levels are presented in Figures 12 and 13
as graphs, and data for the tests that were run at
only one stress level but observed two failure modes
simultaneously are presented in Tables 2 and 3. The
data are type-I censored (Meeker and Escobar 1998),
where the data are either failure time or run-out
time (where the sample has not failed in the duration
of the test). In the tables, run-out times are marked
with (ro) behind a numeric value. In Tables 2 and 3,
each sample has two failure times, one for both of
the SC and PT failure modes.

In the RS and SF tests, both connector types were
tested first with the same stress level. After testing at
the initial stress level, the failed connector type was
studied more closely by using multiple stress levels
to reveal the stress-lifetime relationship. Reference

tests were made with no additional stress factors,
with humidity exposure as the only stress factor pre-
sent. In the RS test, the reference was a static condition
without vibration (0 g), and in the SF test, the sample
was tested without a rig and no bending stress was
applied (no bending).

DS and DB studied two failure modes, failure of the
waterproofness and the degradation of signal transfer
capability. In Tables 2 and 3, each sample has two fail-
ure times, one each for the SC and PT failure modes.

Resonance shaker test
The resonance shaker test (RS) studied the effect of
vibration on ingress protection. The results are very
clear. Type B with a secured lock mechanism passed
the test without failures. Type A with the threaded
structure that relied on assembly with a special tool
was vulnerable to vibration. The failure time follows
the inverse power law-lognormal (IPL-lognormal)
model where the lifetime decreases as the acceleration
level of vibration increases (Ojala et al. 2017a).

Salt fog test
The effect of long-term humidity exposure and static
bending was studied with the SF test. In static con-
ditions, type A passed the test without failure. Under
long-term humidity exposure, the integrity of type B

Figure 8. Schematic drawing of the test set-up combining
horizontal bending and humidity exposure. (Images are avail-
able in colour online)

Figure 9. Measurement data of a typical fault of the SC failure
mode in the RS test. (Images are available in colour online)

Figure 10. Measurement data of a typical fault of the PT fail-
ure mode in the DS test. (Images are available in colour online)

Figure 11. Observation of an intermittent fault in the salt fog
(SF) test. (Images are available in colour online)
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failed. Static bending was used as an accelerating stress
variable, and it reduced the lifespan a little. There was
no clear relation between the level of bending stress
and lifespan.

One set of the previous design of type B was also
tested (marked as type Bo). The results showed a sig-
nificant improvement in the current design compared
to the previous one. This indicates the resolution capa-
bility of the salt fog test.

Dynamic stretching
The effect of dynamic stretching on the SC and PT
failure modes was tested with the DS test. All samples
were tested until failure in both failure modes.

Axial mechanical stress highlighted a significant
durability difference between the components’

designs. The time to failure of the PT failure mode
for type B was greater by two decades compared to
type A. The SC mode did not show as drastic a differ-
ence in reliability, but type B maintained integrity
much longer compared to type A.

Dynamic bending
The effect of dynamic bending on the SC and PT fail-
ure modes was examined with the DB test. The results
are similar to the DS test results. PT mode defined the
reliability, and type B performed better in both failure
modes.

High-speed camera measurements

In the resonance vibration (RS) and dynamic stretch-
ing (DS) tests, the response to dynamic loading was
measured with high-speed camera imaging. In the
RS test, the angle (Δθ) of the connector’s bending
under vibration at the resonance frequency was deter-
mined. The deflection of the type A connector was
almost four times greater compared to that of type
B. The maximum deflections are presented in Table 4.

Response to dynamic axial stress was measured in
the DS test. Elongation for each location (1, 2, 3)
and the total length (L) for both connector types are
presented in Table 5.

Elongation was the greatest between the cable and
the housing on the top (location 1). There was also
movement between the plug and socket parts (location
2), but this does not inevitably cause failure. These
parts are designed to provide galvanic contact, but
also to be detachable, so the mechanism is yielding
and more tolerant to cyclic stretching stress.

Strain values yield information about the robust-
ness of the cable attachment. If the cable moves in

Figure 12. Failure time data of the SC failure mode in the res-
onance shaker (RS) test. Accelerating variable: Acceleration
level of vibration. Failure times marked with a cross (×) and
run-out data with a circle (○). (Images are available in colour
online)

Figure 13. Failure time data of the SC failure mode in the SF
test. Accelerating variable: Elevation from the initial position in
millimetres. Failure times marked with a cross (×) and run-out
data with a circle (○). (Images are available in colour online)

Table 2. Failure time (min) data of the SC and PT failure
modes in the dynamic stretching test.

Type A Type B

SC PT SC PT

7449 130 8839 16,007
816 394
7740 454

Table 3. Failure time (min) or run-out (ro) time data of the SC
and PT failure modes in the dynamic bending test.
Type A Type B
SC PT SC PT

44,727 (ro) 107 17,084 (ro) 568
10,234 (ro) 197 34,200 (ro) 1161
10,234 (ro) 232 18,710 3024
11,343 432 34,200 (ro) 3615
18,689 (ro) 1851 67,382 (ro) 4804
18,689 (ro) 6931 17,084 (ro) 9571

Table 4. Deflection under resonance vibration.
Type A Type B

Δθ (deg) 0.53 0.13

Table 5. Component elongation (10−3%) in four locations of
the connector in the dynamic stretching test.

L 1 2 3

Type A 0.98 2.34 1.14 2.29
Type B 1.24 2.82 1.15 1.34
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relation to the housing, it is very likely that the move-
ment is transferred further into the structure. This
movement causes metal fatigue in the signal wire-
pin attachment and leads to component failure, as pre-
sented in Figure 14 (Type B, sawed open).

The strain values are almost the same for the two
types, but between the housing and cable (in location
3), the elongation in type A was twice that found in
type B. This correlates with the PT mode failure
times in the DS and DB tests. Additionally, the deflec-
tion measurement is in line with PT failure times. The
unyielding structure of type B tolerates dynamic
stretching and bending stress better than the more
yielding type A.

Confirmation of failure mechanisms

The mechanisms of failure were confirmed after test-
ing. The seep-through of saltwater into the connector
structure was studied with scanning electron
microscopy (SEM) JEOL IT500©. An element analysis
function of SEM showed that traces of sodium and
chloride could be found inside the type B sample
that had been in the SF test until failure, but the
same elements could not be found on the inside sur-
faces of the unexposed reference samples (Ojala
et al. 2019).

The second failure mechanism was fatigue damage
to the signal chain contacts. The type B sample that
was tested to failure in the DS test was studied more
closely to confirm the mechanism of failure. The
sample was sawn open and the signal wire was

found to be severed close to the connection of the
wire and the contact pin. The opened type B com-
ponent is presented in Figure 14.

Discussion

The tests revealed significant differences in reliability
between the two designs of IP67-rated connectors.
Depending on the combination of stress factors used
in the test, the ranking of the connector types varied.
In three tests, type B was more reliable than type A,
but in the static SF test, type A was superior to type
B. A summary of the test results and observations is
collected in Table 6.

In the RS test, type A proved to be vulnerable to
vibration. Even when an apparently sufficient tight-
ness is used in assembly, vibration at the resonance
frequency loosens the threaded structure and humid-
ity seeps through. Type B was in general more robust
and tolerated vibration stress due to its fail-safe lock-
ing mechanism. The effect of the acceleration level
of vibration can be seen in the failure time data. The
failure time follows the IPL-lognormal model and
decreases exponentially as the acceleration level of
the vibration rises (Crowe and Feinberg 2001).

In static conditions, type A was waterproof. The
duration of type A testing was more than twice as
long compared to the tests for type B, which were
run until the failure of all samples. The probable
cause for this difference in waterproofness is the fun-
damental difference in design. In type A, ingress pro-
tection is realized with a rubber O-ring, an approved
method for watertightness in many applications. In
the static condition, the threaded structure does not
loosen under vibration and the robust O-ring seals
the structure, despite the deficient assembly. The over-
all structure of type B is unyielding, and waterproof-
ness is provided by three thin silicon flanges between
the housing parts, but they are not firmly pressed
like the O-ring in type A. The silicon flange structure
gives waterproofness that surpasses the requirements
of the IP67 classification, but it does not withstand
long-term exposure to humidity.

The DS and DB tests monitored two failure modes.
In the PT failure mode, fatigue damage to the wiring

Figure 14. Severed signal wire inside the type B connector.
(Images are available in colour online)

Table 6. Failure times (min) of the first failed samples in tests
or run-out (ro) times if no failure occurred, and qualitative
comparisons based on observations and high-speed camera
measurements.
Test or observation Failure mode Type A Type B

Resonance shaker SC 11 4665 (ro)
Salt fog SC 156,769 (ro) 3750
Dynamic stretching SC 816 8839

PT 130 16,007
Dynamic bending SC 11,343 18,710

PT 107 568
Tolerance to ‘human error’ No Yes
Mechanical robustness − +
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and contacts proved to be the more important failure
mechanism than the failure of waterproofness. The
resistive properties of the galvanic contact changes
much sooner than the waterproofness fails. In these
tests, type B performed clearly better. The more robust
structure withstands mechanical stress better, protects
the signal wire and contacts from fatigue damage, and
maintains waterproofness longer. However, the differ-
ence was not as drastic as in the RS test. A fixed load-
ing cycle frequency was used and hence none of the
resonance that proved to be problematic for type A
occurred.

Conclusions

The IP code is a useful generic indicator of reliability
in most applications. Protection against the ingress
of humidity and foreign objects is a fundamental
requirement for electric components used in machin-
ery. A structure that meets the requirements for a high
IP code is also strong enough to provide relatively
good protection against other stress factors. In
demanding applications, however, this generalization
does not apply.

Tailored tests that simulate underground mine con-
ditions revealed weaknesses and failure mechanisms
that should be considered in the design of a CAN-
bus controlled system. Neither of the studied com-
ponents proved to be clearly more reliable than the
other. Survivability depended on the details of the
test. Thus, to achieve better reliability, the actual stress
factors of the operating conditions must be identified
and the components selected accordingly. Acquired
information about the strengths and weaknesses of
connector types can be utilized in the design of the
overall structure. If the component is known to be vul-
nerable to a specific stress factor but is otherwise suit-
able for the application, then the structure can be
designed to provide protection against that specific
factor. For example, as in the presented mine drill
machinery case study, if a type A connector is used,
vibration damping mounting should be used, while
if a type B connector is selected, the cabling should
be protected from flush water.

The failure times of waterproofness and mechanical
structure are quantitative, measurable technical prop-
erties that are simple to use in the assessment of
reliability. Proneness to misassembly is an important
factor, yet its importance is not so straightforward to
estimate. If manufacturing, maintenance, and repairs
are done by authorized personnel and according to
instructions, human error as a stress factor can be
overlooked. However, in conditions where field
repairs are done without proper equipment or by
unauthorized personnel, the fail-safe structure of com-
ponents is a significant advantage that cannot be
ignored.

In the design of CAN-bus machinery, many factors
must be considered: What are the main stress factors
and suitable connectors for these conditions? Can pro-
tective structures be added to the equipment so that
functionalities are not disturbed, or are the expenses
of such a structure alteration too high? Does the
end-user have the opportunity and desire to use auth-
orized maintenance personnel? Overall design is
always a compromise between competing factors.
Even connector components are only part of the sub-
system of the machinery, and the possibility to affect
all details is limited. Nevertheless, more detailed infor-
mation about the components’ strengths and weak-
nesses help in designing machinery that is more
reliable and efficient.
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