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ABSTRACT Today, direct contacts between users are being facilitated by the network-assisted
device-to-device (D2D) technology, which employs the omnipresent cellular infrastructure for the purposes
of control to facilitate advanced mobile social applications. Together with its undisputed benefits, this novel
type of connectivity creates new challenges in constructing meaningful proximity-based services with high
levels of user adoption. They call for a comprehensive investigation of user sociality and trust factors
jointly with the appropriate technology enablers for secure and trusted D2D communications, especially
in the situations where cellular control is not available or reliable at all times. In this paper, we study the
crucial aspects of social trust associations over proximity-based direct communications technology, with a
primary focus on developing a comprehensive proof-of-concept implementation. Our recently developed
prototype delivers rich functionality for dynamic management of security functions in proximate devices,
whenever a new device joins a secure group of users or an existing one leaves it. To characterize the
behavior of our implemented demonstrator, we evaluate its practical performance in terms of computation
and transmission delays from the user perspective. In addition, we outline a research roadmap leveraging our
technology-related findings to construct a holistic user perspective behind dynamic, social-aware, and trusted
D2D applications and services.

INDEX TERMS Device-to-device communication, network security, cryptographic protocols, social
network services, technology social factors.

I. INTRODUCTION AND BACKGROUND
In the networks of today, the mobile data volumes are increas-
ing tremendously. To this end, the Visual Networking Index
by Cisco claims that the traffic has already increased by more
than 74% percent in 2015 [1]. Hence, it has been concluded
that the networks as we know them presently are about to face
a serious overload by 2025 [2] and thus novel connectivity
enablers will become a must in future wireless systems [3].
As one of the attractive solutions for cellular network devel-
opment, the network-assisted short-range communications is
being established by offering the needed network capacity
gains and at the same time facilitating the proliferation of
proximity-based user applications and services. The main
advantage of this emerging technology is to enable direct

connectivity between users being in each other’s proxim-
ity [4], [5]. This allows for such desirable features as better
utilization of the unlicensed spectrum (in case of using WiFi
as an underlying connectivity solution) as well as higher data
rates in addition to lower energy consumption from both user
and operator viewpoints [6]. The industry leaders are already
proposing different solutions in this space [7], [8].

A. EMERGING PROXIMITY-ENABLED
SOCIAL INTERACTION
From the perspective of mobile services, the volume of
applications is indeed enormous, from the ubiquitous social
networking [9] to the scenarios of National Security and
Public Safety [10]. Today, application developers are already
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experimenting with completely new forms of social inter-
actions having the notion of ‘‘wireless sense’’ within the
rapidly maturing proximity-aware ecosystem [11]. It is
widely believed that sociality-based collective applications
will occupy their unique niche and evolve in the nearest
future. As the main trend for socially-aware direct connec-
tivity, we envision an opportunity to communicate within
a group of users being geographically close to each other.
While current cellular networks can accommodate similar
scenarios only partially, the network-assisted direct commu-
nications has the potential to offer additional benefits of lower
latency, better battery efficiency, and higher user privacy.

Facilitated by the rapid development of network-assisted
direct connectivity and respective proximate services, social
user interactions may effectively bridge the physical and
the virtual worlds. This novel communications paradigm is
augmenting the capabilities of people to remain connected,
as they can reach each other nearly everywhere. At the same
time, due to the limited interactivity in computer-mediated
communications (CMC), people face new challenges in
e.g., maintaining existing relationships, gaining mutual
understanding, and building trust with an unknown remote
person [12]. As a glaring example, the lack of natural com-
munication expressions in CMC creates trust and security
concerns related to identity and access management (IAM)
[13], [14]. Broadly, the field of IAM is targeting to offer
security solutions enabling access to appropriate resources at
certain times and for the relevant reasons. Consequently, there
are more and more applications in need of simple and trans-
parent IAM enablers. Here, proximity-based services are not
an exception: public safety, corporate business, gaming, shop-
ping, andmultiple other sectors require efficient practices and
technologies for managing user identities, privileges, access,
and trust. However, traditional IAM solutions may lack full
support in the dynamic and uncertain proximity-based service
environments.

B. ENABLING TECHNOLOGY FOR PROXIMITY-BASED
TRUST ASSOCIATIONS
The emerging device-to-device (D2D) communications tech-
nology has excellent potential to enable a wide range of prox-
imate user applications and services. In this article, we aim at
investigating novel approaches to facilitate simple, efficient,
and trusted social interactions. The main thinking behind
the corresponding security protocols is to enable a trusted
social association framework (TSAF) allowing to construct
(semi-)supervised D2D-based proximate communities. This
inspires the group formation logic in our proposed proof-of-
concept (PoC) prototype implementation described at length
in this work. It is generally based on the concept of inte-
grated centralized and distributed systems [15]. In this use-
case, TSAF manages the access rights and resource alloca-
tion across group members and their devices according to
the ‘‘majority rule’’ (a type of a threshold scheme), where
all the users have equal voting rights to exclude or accept
new members. This type of behavior is characteristic of

small-scale user applications with reasonably low numbers
of participants. Our PoC demonstration therefore seeks to
shed light on the many challenges related to dynamic trust
associations as well as helps understand the degrees of system
scalability with larger user populations.

To resolve the above challenges, next-generation
TSAF should become more intelligent than past conven-
tional solutions by enabling centrally-assisted behavior for
trusted community formation. Further research on voting
taxonomy and social proximity networks is required to steer
the development process and eventually make D2D-based
group formation both feasible and reliable. In other words,
we argue that the challenge of dynamic social trust associa-
tions needs to be addressed comprehensively for the future
social proximity-based services to truly take off. This article
outlines our respective research activities and summarizes the
development of a complete PoC prototype implementation
featuring a novel information security protocol suite for
socially-aware D2D systems. Its main purpose is to enable
secure data delivery for already communicating D2D users
even in the cases of intermittent cellular connection. In par-
ticular, we assume that whenever several users have a link to
the cellular system, they can establish and manage their own
secure D2D network. Should the cellular connection become
unavailable, our protocol suite allows for a set of existing
users in the secure group to admit a previously unknown
device or to exclude an existing one from the group [16].
Currently, group admission/exclusion can only be managed
by the cellular network and our proposed formulations extend
such functionality for the cases of partially unreliable cellular
connection [17].

C. D2D CONNECTIVITY IN MOBILE NETWORKS
As discussed at length in our preliminary work on the
subject [18], the lack of bandwidth becomes one of the
most significant factors faced by the mobile network oper-
ators. Therefore, the anticipated applications for proximity-
based communications are many [4], including proximate
call offloading (both video and audio), multimedia con-
tent distribution, and proximate gaming, among others [10].
Network community is actively discussing new use-cases
in this context. For example, wearable communications is
about to open a whole new variety of applications. Wear-
able wireless devices (fitness bands, smart-watches, and eye-
wear) naturally exploit direct channels for their operation.
Moreover, it is believed that D2D connectivity will sup-
port various machine-type communications (MTC) devices
in their information sharing capabilities [19]. Furthermore,
the MTC domain could additionally benefit from enabling
vehicular communications over D2D [20], [21], smart-home
automation use-cases [22], and by advancing the concept of
the Internet of Things in general.

Today’s wireless technology landscape offers a num-
ber of alternative solutions to be used as enablers for
D2D operation. The ‘‘classical’’ radio technologies, such as
IEEE 802.11 (WiFi) and IEEE 802.15.4 (BLE, ZigBee) are
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operating in the unlicensed bands. The most attractive one
is, indeed, WiFi mainly due to its lower transfer delay and
higher throughput. Relatively recently, the WiFi-Direct was
introduced [5] as an enhanced technology for proximate com-
munications over WiFi. It facilitates direct infrastructureless
connectivity and offers a possibility for multiple simultane-
ous group connections.

On the other hand, some believe that the licensed spectrum
connectivity is a solution for efficient direct communications,
which is referred to as LTE-Direct operating under the full
control of the cellular infrastructure. Unfortunately, due to the
complexity of this technology as well as slow standardization
process, the resulting deployment is not expected any time
soon [23]. Even if it is completed within an acceptable time
frame, the interference and powermanagement aspects would
produce multiple challenges for practical D2D applications.
In case of WiFi-Direct however, the built-in stock WiFi
transceivers can be utilized and therefore our main focus in
this work remains on implementing direct connectivity over
the unlicensed bands. Based on the above pros and cons, we
employ the WiFi-equipped devices in our corresponding trial
of socially-aware D2D communications.

The rest of this text is organized as follows. In Section II,
a detailed summary of our proposed security framework
together with the necessary modifications to the deployed
3GPP LTE network are offered. Our implemented practi-
cal scenario accounting for all the communication phases
is outlined in Section III. Performance evaluation follows
in Section IV. In Section V, we discuss existing solutions
for trust management and ways to utilize them for socially-
aware D2D technology. Further, we also elaborate on how
to improve the proposed PoC application based on the social
D2D paradigm. The last section concludes this work.

II. IMPLEMENTING SECURE D2D MESSAGING
In order to conclusively trial the proposed theoretical
security-centric framework for D2D connectivity, which was
recently outlined in [15], we aim to develop a prototype
application within the most widely used Android platform.
The constructed application combines features of a secure
messenger based on the proposed information security prim-
itives. Before proceeding further, we familiarize the reader
with our envisioned network architecture.

A. TEST 3GPP LTE DEPLOYMENT
Our prototype was developed within the live 3GPP LTE
deployment (see Fig. 1), which is located at Brno University
of Technology (BUT), Czech Republic. The subject LTE
core is a fully-operational cellular infrastructure, while the
full LTE testbed is utilized for the purposes of research and
education. Its essential modules are listed in Table 1.

The described experimental 3GPP LTE (Release 10)
network, (see Fig. 1), represents a complete commercial-
grade implementation of all the crucial subsystems com-
posing contemporary fourth-generation mobile networks.
The radio access network (RAN) comprises two eNodeBs

FIGURE 1. Test 3GPP LTE deployment: structure and main modules.

TABLE 1. Main components of our experimental 3GPP LTE deployment.

and one Home eNodeB. The indoor eNodeBs are divided
into two components: (i) the baseband unit (BBU) and
(ii) the remote radio unit (RRU). As a eNodeB unit, Huawei
DBS3900 (an indoor macro base station) is utilized. It fea-
tures (i) a BBU3900 (management logic for eNodeB e.g.,
mobility management and modulation techniques in base
band), and (ii) the RRU (modulation of used frequency).
In more detail, the eNodeB 1 includes two cells (Cell A
and Cell B) operating in the band 17 (originally, the AT&T
band in US, 700 MHz). The eNodeB 2 manages three cells
(sectors) working on separate frequencies 700 MHz,
2600 MHz (these two are indoor pico-cells), and outdoor
1800 MHz (not shown in the figure). Next, the WiFi access
points (APs) are incorporated together with the LTE cells
as part of the integrated network. The APs operate in the
ISM bands (2.4GHz and 5GHz) and provide with a pos-
sibility to utilize packet-switched data services, such as
VoIP or VoLTE.

For the purposes of testing the emerging technologies,
the evolved packet core (EPC) enables access to the RAN
part of the LTE network for up to 100,000 terminals (end-
users). Following the recommendations released by the Czech
telecommunication office, the TX power for indoor cells is set
to 1W (30 dBm) and the provided data rates are up to 33Mbps
in the downlink and up to 13Mbps in the uplink channel.
On top of that, the Quality of Service (QoS) and Quality of
Experience (QoE) techniques are implemented for the served
terminals. This full-featured LTE testbed accommodates our
research and education needs by allowing full access to the
experimental cellular network. It is used in this work to

7694 VOLUME 4, 2016



A. Ometov et al.: Dynamic Trust Associations Over Socially Aware D2D Technology

obtain deeper understanding of system operation principles
as well as to open the door to rapid and efficient prototyping
of new wireless technology, including D2D communications
and data offloading mechanisms.

While working on our intended trial setup, several modifi-
cations had to be made to the given LTE network – primarily
regarding the firewall policies and default configuration of the
IP Multimedia System (IMS) component. As our initial step,
we developed and implemented an additional server (physi-
cally located in the IMS), which provides the IP-based data
communications between the user terminals. Moreover, said
server is responsible for (i) the security certificate generation
and (ii) the distribution of generated certificates (to offer a
possibility of secure data transmission over the mentioned
RAN parts of the system, the WiFi and the LTE RANs).

B. MODIFYING D2D-SPECIFIC MODULES
Having an opportunity to (re)configure the network setup, we
were able to enable direct connectivity between the devices
connected to the RAN part of said LTE network. The vari-
ous communications technologies (i.e., LTE and WiFi) were
utilized jointly without the need for implementation of e.g,
separate infrastructure hot-spots. In commercial LTE sys-
tems, direct communications between the devices within the
RAN is limited by the telecom operators. This leads us to the
situation when the connected devices can establish their data
transmission sessions even if they are not inside the cellular
network coverage.

Importantly, when the user devices are not under the net-
work coverage i.e., the managing entity is not available, it
makes the establishment of secure connections complicated.
In the modern wireless networks, the IPv4 protocol is used
commonly and each connected device possesses a unique
IP address for the purposes of its data connectivity. This
address is provided by the network (cellular infrastructure)
and in most situations is dynamic over time. In case of
out-of-coverage communications, new policies and routing
protocols should be constructed and implemented, since the
default firewall configurations in the deployed LTE networks
may restrict the possibility to establish direct access from one
device to another. As a result, this might limit the potential
opportunities provided by the D2D technology. In connection
to the above, we have implemented a new set of firewall
policies, which allow for direct communications between the
connected cellular network users and the mentioned server
(located in the IMS), see Fig. 2.

C. IMPLEMENTING A SECURE D2D FRAMEWORK
In a nutshell, the considered D2D system is built upon the
advanced security protocols described in [24]. It is intended
to be managed by the server operating inside the LTE infras-
tructure as well as previously described in our past work [25].
To this end, the mobile users may establish and utilize a
direct link only if they have a reliable connection to the
D2D server that is responsible for the key and connection
management [26].

FIGURE 2. Prototype implementation of a D2D system.

In the networks of today, the Public Key Infrastruc-
ture (PKI) within the operator’s network is conventionally
responsible for the orchestration of the secure communica-
tions [27]. However, this technology can only be utilized
while having a reliable connection to the infrastructure net-
work and thus many applications cannot be enabled if at least
one user leaves the network coverage. The necessary step to
maintain the direct connectivity operational is to employ the
distributed solutions [28]. They bring along completely new
information security challenges related to distributed discov-
ery, authentication, trust, and privacy maintenance, which are
traditionally handled by the network operator.

Contemporary systems do not provide efficient enablers
for cellular-assisted distributed mobile networking if there is
no connection to the server. The real-world topology dynam-
ics and unpredictable changes in trust relationships between
the users should thus be tracked back and reported to the
network as soon as any of the involved users reach cellular
coverage. This is why existing solutions related to the conven-
tional ad-hoc networks are not applicable in the D2D context,
as it was demonstrated by our preliminary work in [15].
In what follows, we focus on two main operating modes of
the proposed protocol suite: reliable and unreliable cellular
connectivity.

In this work, we concentrate on typical cellular-assisted
secure D2D group functioning and the corresponding operat-
ing states are summarized in Table 2. The developed solution
builds on top of the 3GPP model and allows to support com-
munications in the situations with no stable cellular connec-
tivity. Importantly, device discovery is assumed to be handled
by the cellular service. Therefore, we consider that the cellu-
lar system serves as the trusted certificate authority (CA) for
the devices involved into proximity-based communications.
Each of them has a unique ID and a certificate signed by
the CA whenever this device associates with the cellular
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network initially. This certificate is utilized for secure group
establishment by means of the user validation.

The only procedure of our proposed framework that
requires stable connectivity to the server is secure group
(coalition) initialization. First, the involved mobile devices
receive their certificates with the corresponding secret and
public keys. Further, this set is utilized to establish secure
direct communications with each other. When one of the
users is willing to create a secure group with its neighbor, a
corresponding request containing the IDs of the future group
participants is delivered to the corresponding server in the
network. A polling procedure is then triggered by the CA
to ensure that the subject users are willing to join the group.
After a confirmation has been received, the CA generates a
group certificate and a group secret based on the Lagrange
polynomials technique, as it is detailed in [15]. After these
initial steps, secure direct communications may continue over
any conventional IP network.

We emphasize that in the cases of unreliable cellular con-
nection, secure associations inside the group enable D2D
communications to be fully operational. Accordingly, the
clients do not transfer their data through the server but instead
communicate directly. Further, in our proposed framework,
the D2D users in the coalition may take advantage of
community-oriented voting whenever it is required to include
another client into the group or to exclude an existing user
from it. The client devices may hence execute a voting proce-
dure in two distinct cases: when all of them have a connection
to the infrastructure and thus to the CA or, otherwise, when
at least one of them does not have it.

If a cellular connection is available, the operation of joining
or leaving the secure group will be regulated by the server.
According to the voting results that involve the existing users,
the server generates and distributes new group certificates
for the modified coalition. Conversely, in case when the
infrastructure is inaccessible to at least a certain share of the
devices, these clients may vote inside their coalition directly.
Such an operation mode might be enabled by means of indi-
rect group secret reconstruction based on a preset threshold
value that reflects the required number of users to be grouped
together while recovering the secret. Finally, the members of
thus updated coalition could recreate a new share to include
another device or use their shares to exclude an unwanted
user.

Clearly, share recovery coupled with a polling mecha-
nism needs extra computing energy as well as additional
exchange in signaling messages as compared to the con-
ventional infrastructure-based operation. On the other hand,
the proposed framework offers higher QoS and connectivity
experience for the group members. In the following section,
we introduce our designed framework and focus on the pro-
posed protocol details.

III. CONSIDERED SCENARIO FOR SECURE D2D
In this section, our prototype implementation of socially-
aware D2D setup is detailed. We additionally discuss the

proposed framework operation that is also supported by the
summary live-trial video in [29].

Within this trial implementation, we have deployed a
Linux-based server running a Python service into the 3GPP
LTE network with a D2D server, see Fig. 3. In this sense,
the server is acting as the CA in addition to managing the
authentication and the logical IP association procedures. The
Easy-RSA coupled with the OpenVPN tools were utilized for
generating and updating the certificates. We employed four
Samsung Galaxy S4 phones running non-rooted firmware
version 4.4.2 for the purposes of this demo. A characteristic
scenario for the use of our developed prototype is described
in what follows.

FIGURE 3. Target scenario for secure D2D communications.

A. TARGET APPLICATION SETUP
Logically, we begin our description with the group initial-
ization phase. In our example, three out of four devices are
connected to the cellular network. Their users are launching
the application that in its turn is generating initial public and
secret keys to enable preliminary secure communications.
The CA certificate is embedded into the application. Further,
each of the devices establishes a connection to the CA via an
LTE link using the TCP sockets, where all the initial signaling
is signed by the CA’s public key. Next, the user’s public
key is sent to the CA and associated with the user’s unique
ID – Username@PublicIP. Here, PublicIP stands for the IP
allocated to the mobile device within the cellular network.
Further, the CA generates a certificate for each user and
signs it with the root certificate. The server also delivers user
certificates and secrets to the corresponding owners, while the
public keys are forwarded to other users upon request. As a
result, direct D2D connectivity on top of the cellular network
becomes feasible.

B. COALITION INITIALIZATION
The second phase corresponds to the coalition creation (see
Table 2). In order to successfully execute the initialization
phase, the server requires the knowledge of the clients in
proximity that are willing to connect. This information may
be based on geolocation, sensing the environment, or cellular
assistance techniques. Assume that one out of three clients
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TABLE 2. Modes of D2D system operation and our proposed procedures.

is interested in creating a secure coalition. Accordingly, this
user device sends a request to the server with regards to
its proximate clients and receives a reply with their IDs.
The initiating user can then select which of these potential
partners will be invited into the future coalition. After the
users are chosen, the initiating device sends this list back to
the server.

Further, polling/voting procedure is triggered at the server
side, when each of the client devices from the list is prompted
as to whether it is willing to join the coalition. The responses
are reported back to the server, which is expecting the replies
within a given period of time in order to provide operational
consistency. If the reply is not received on time, it is treated as
negative. In essence, a group secret is generated based on the
Lagrange polynomial sequence [30], and a threshold value for
adding and removing users to/from the group is set according
to the security policy of the operator/user, whereas each user
certificate is being signed by the secure group certificate.
User certificates are updated on the user side over a secure
infrastructure connection.

C. VOTING IN EXISTING COALITION
1) RELIABLE INFRASTRUCTURE CONNECTION
At the next stage, we outline the user adding procedure in
case of a reliable connection to the server, whichmay occur in
case ¯. Here, one of the user devices included into the exist-
ing coalition is requesting the server to add a device that is not
a part of it yet. The request contains the group name and the
ID of the device to be included. The CA is further triggering
the polling procedure and collects the replies. If a reply is not
receivedwithin the preset time period – the answer is assumed
to be negative. After the decision is reached and in case it
is positive, the certificates are redistributed correspondingly
as well as the coalition secret is updated. Exclusion of a
user is performed similarly. Additionally, a user can leave the
coalition on its own, by removing the group certificate and/or
reporting on this fact to the server.

2) UNRELIABLE INFRASTRUCTURE CONNECTION
Compared to the infrastructure case, adding and removing
users without a reliable network connection becomes a more
involved task i.e., inmodes¬ and®. At first, the users have to
execute the routing protocol allowing for message exchange
via an ad-hoc-like network. Having the knowledge that the
users are already in proximity, that is, belong to the same
subnetwork, the protocol forces user devices to re-associate
their IP addresses utilized when connected to the server.
Unfortunately, Android platform does not natively support
such functionality [31]. Therefore, we have implemented it

using our own solution: given that the unique device ID
includes the IP address together with the user name, where the
former is used in the cellular network and cannot be changed
manually by the user, the application can only interact with
the IP on the WiFi interface.

Since simple distributed routing is established, we focus
further on the security protocol implementation in cases of
unreliable cellular connectivity. Hence, we briefly describe
the coalition joining procedure in case when the CA is
unreachable. Our only requirement for supporting this case is
for any new user to reside within the same physical wireless
network as the rest of the existing users in the coalition. If
this requirement is satisfied, we can imply that all of the
coalition users are in proximity and can communicate with
each other. Therefore, a new user should distribute its public
key (previously signed by the CA) among all the coalition
partners at first.

If the above procedure was successful, the user may then
be invited to join the coalition after a local polling triggered
by one of the trusted devices inside the coalition. The inviting
device is collecting the responses from the rest of the partic-
ipants. If the number of acceptance replies is higher than a
certain threshold value, the group launches the joining proto-
col for the purposes of generating new shares. In essence, it
is a modified secret recovery scheme based on the Lagrange
polynomial sequence i.e., if k out of n devices assemble
together, they can indirectly reconstruct the polynomial and
obtain another point on the curve for the newly-joining user.
The user exclusion is performed in a similar manner i.e., a

set of users may group together aiming to remove one from
the coalition. They cannot affect the share of the unwanted
user, and instead regenerate the coefficients for their shares,
that is, change the behavior of the polynomial in agreement
between all of them and thus save the original secret of the
group. Importantly, when a user is included to and excluded
from the secure group, the actual participants store the chain
of the coalition modifications that is signed and redistributed
after each event. Based on this chain, the server can later
receive a complete and trustworthy update on the events that
have occurred to the coalition while it has remained unreach-
able. The main idea here is to keep track of the certificate
updates at the group side. Finally, any device can leave the
coalition at an arbitrary moment of time by removing its own
share.

IV. USABILITY EVALUATION OF OUR POC PROTOTYPE
In this section, we analyze how usable the proposed
socially-aware D2D system could be if we would increase the
provided level of strong cryptography for our PoC implemen-
tation. Information security specialists are now recommend-
ing the use of at least 1024 bits key size and this is taken as
the main parameter of our evaluation here [32], [33]. This size
is also expected to grow further for up to 3072 bits by 2030.
Therefore, we aim to analyze the effects of such an increase
on our proposed solution. We note that the most important
factor for the mobile device users is the application response
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FIGURE 4. Key pair generation time: server and user equipment.

FIGURE 5. Certificate delivery time (infrastructure mode).

time i.e., the delay. Hence, we consider the certificates, keys,
and shares generation time observed by the user for both cases
of reliable and unreliable connectivity to the infrastructure.

Based on the protocol operation model and prior to actual
direct communications, the users have to obtain a certificate
containing a secret and a public key. On the one hand, it is rec-
ommended to be handled by the corresponding server inside
the cellular infrastructure and delivered securely. On the other
hand, this pair of keys could be generated at the user side if
the network connection does not provide with the required
reliability. Accordingly, Fig. 4 offers a summary of the cor-
responding execution times for the key generation cases thus
comparing the capabilities of a modern mobile device and the
average server. As we can see, the server is operating up to 30
times faster than the mobile device for the case of 1024 bits
key size. By increasing this value to 4096 bits, the advantage
grows to around 100 times. We therefore conclude that the
key generation time of 100 seconds is unacceptable from the
user’s viewpoint. However, taking into consideration the key-
length recommendations of today, 3 seconds may represent a
feasible initial setup time.

FIGURE 6. Operation time in the ad-hoc mode. (a) Add user procedure.
(b) Remove user procedure.

Analyzing our PoC implementation, we model a scenario
with four devices that have an opportunity to automati-
cally accept or deny the addition/exclusion requests of the
group members during the voting procedure (i.e., the PPDR
case [10]). This application was modeled mainly to evalu-
ate the network performance without any human-dependent
delays and the corresponding results are given in Fig. 5. We
decided to investigate here a more secure operation regime
by utilizing 2048 bits keys. The provided plots include the
time needed to establish a connection, conduct transmission,
and perform data processing. These phases are executed
independently of the user behavior and may thus become a
useful reference point for future system implementations or
improvements.

As another important step of our analysis, we consider the
operation of a purely ad-hoc mode i.e., when the connection
to the cellular infrastructure is not reliable. The respective
results are presented in Fig. 6. Here, the procedure of the share
generation for a new user takes approximately the same time
as compared to the server-driven operation. The observed
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fluctuations are because of the unpredictable nature of the
underlying random access mechanism of IEEE 802.11. It is
worth noting that the time consumed by the system while
excluding the user from an existing group may constitute up
to 5 seconds even for smaller numbers of devices, which can
directly affect the communications consistency.

Interestingly, the ‘‘remove user procedure’’ takes more
time than the ‘‘add user procedure’’, as evidenced by Fig. 6.
The main reason why excluding a user consumes more time
is because the corresponding protocol operates in the ad-hoc
mode. In particular, to add a new device without the infras-
tructure connection, the trusted clients should cooperate and
generate only one new share for this user to join. However,
when excluding a device, the clients in the coalition should
regenerate all of their own shares, which results in higher
signaling and computation overheads.

FIGURE 7. Comparing the time to reconstruct a secret.

Finally, our modified model was tested by evaluating the
time required for the secret reconstruction on a contemporary
smart phone. We thus considered the Samsung Galaxy S4
device and the respective results are visualized in Fig. 7.
On the vertical axis, the time needed to reconstruct the secret
is displayed by varying both the threshold value (the number
of users in the coalition that have to be grouped) and the
maximum number of users in the same group. Generally,
the computation complexity of executing the information
security primitives grows exponentially due to the proper-
ties of the Lagrange polynomial function. Moreover, adding
another user to participate in this procedure brings at least 2
handshakes from the communications point of view. As the
plot demonstrates, the proposed protocol requires less than
100 ms for the new share (point) generation for both joining
and excluding procedures.

In conclusion, we state that the developed protocol and the
accompanying prototype implementation are suitable for uti-
lization from both the user and the technology perspectives,
where the main conclusions are summarized in Table 3.

TABLE 3. Summary of the PoC usability evaluation.

V. SOCIAL TRUST ASSOCIATIONS: RESEARCH ROADMAP
In the course of our protocol and prototype development,
we reviewed some of the most important trust challenges
in dynamic proximity-based communications systems facili-
tated by the network-assisted D2D connectivity that is further
discussed in this section. While working on the integration
phase, our group solved a number of problems with respect
to the 3GPP LTE system operation, networking, and routing
on the device side in addition to many smaller issues related
to enforcing security on Android platforms. In particular, we
had to (i) update the effective LTEfirewall policies, (ii) design
and implement a custom routing protocol (LTE to WiFi),
and (iii) construct a modified Shamir Secret Sharing scheme
together with all of the required modular algebra primitives,
tailored specifically for Android.

As a result, the discussed numerical findings may become
an important consideration for resource-constrained devices
(e.g., wearables), as today’s limited computing power of those
may have difficulty in satisfying the requirements of the
security primitives utilized by our current solution. Improving
the considered constructs with the methods of lightweight
cryptography is therefore an ongoing direction of our work.
More broadly, the proposed socially-aware D2D PoC frame-
work is only a first research step on social trust associations in
proximity-based services. The goal of the rest of this section
is to provide with a vision on how the knowledge from mul-
tiple disciplines could be integrated to shift the social group
formation onto the semantic level.We believe that it will bring
useful insights not only for our planned future research, but
also benefit the broad D2D-focused community.

The problem of trust has puzzled researchers in various
contexts and thus multiple disciplines have studied trust rela-
tionships since 1950s, which resulted in a very large number
of contributions [34]–[37]. We emphasize that ‘trust’ is an
abstract, multi-faceted phenomenon that is often used inter-
changeably with the related concepts, such as credibility,
reliability, or confidence [38]. Therefore, there are many
meanings and interpretations of trust and theways of reaching
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it. The following definition has been given in [39], which we
generally agree with: Trust is the extent to which one party is
willing to participate in a given action with a given partner,
considering the risks and incentives involved.
In relatively short-term and highly dynamic proximity-

based communications, it is challenging to develop trusted
relationships due to depersonalization effects, which are dis-
cussed in [40]. Describing this phenomenon in terms of
socio-psychological aspects of CMC, we reveal the fact that
wireless connectivity tends to be impersonal. This results in
decreasing the risks of social isolation as, typically, in virtual
environments it is hard to track the individual behavior while
user identity could be hidden. However, communications
system may obtain this important knowledge over time by
e.g., utilizing the many machine learning methods, including
artificial neural networks [41]. The system could also track
various aspects of personal digital activities, interactions,
and interconnections with other people and thus be able to
estimate the level of trust. For instance, rich information from
social networks, as well as friend and contact lists together
with recent social connections could be employed to predict
the objective trustworthiness. Along these lines, the structure
of dynamic social groups is studied across the disciplines of
social network analysis [42], [43].

FIGURE 8. Structure of proximate social networks.

Categorization of the network elements allows us to iden-
tify strong social connections in the real world (see Fig. 8).
For instance, we highlight two elements in the social network-
ing structure that influence the dynamic and trustful group

formation – brokerage and closure [44]. These categories
reflect the idea of developing strong ties within the group of
people in order to achieve beneficial and trusted relationships
as well as to connect the social clusters. Further, degree,
closeness, and betweenness are the essential characteristics
of an individual node.

Here, degree is the number of connections that a single
node has. For instance, in case of D2D communications, the
more social connections an individual has (e.g., friend list in
Facebook, connections on LinkedIn, etc.), the higher would
be the potential for this user to build reliable relationships
within a social cluster in the proximity-based network. Fur-
ther, mapping the existing links (trusted relationships) across
individuals enables identification of potential new links and
demonstrates that even people who do not know each other
personally often have a 2nd or 3rd degree connection. There-
fore, the notion of friend-of-a-friend could be used as a
predictor of new trusted relationships and then employed in
future proximate services.

The evaluation of closeness could reveal how easily an
individual can build connections with others. In both physical
and virtual worlds, a simple way for people to connect is to be
in close proximity or have mutual acquaintances. The shorter
the distance between the nodes is, the smaller the effort
required to initiate communications would be. Additionally, a
person could become a trust-builder between strangers, which
is often named betweenness, thus becoming an important
consideration that identifies critical links among people. This
also gives the individual a possibility to block or enable access
to others users. In terms of assisted D2D communications,
such a node could have a high ‘‘value’’ for a proximate service
to build new social clusters as well as steer interaction and
improve the levels of trust between neighbors.

In addition to the social network analysis, the device itself
could provide meaningful data that will lead to trusted social
relationships between nodes. For instance, the interaction
within a group of people could be initiated based on the
similarity of content stored in their devices (e.g., individuals
prefer similar data, applications, or services). In this case,
ties and, possibly, improved trustworthiness could be devel-
oped based on the likelihood of user content. In summary,
the application of neural computations as well as deeper
understanding of the underlying social network structure
could be employed in proximity-based environments to auto-
mate dynamic social trust associations and the corresponding
resource management. Real-time analysis of the discussed
concepts as well as consideration of the desired user content
in personal devices could facilitate future TSAF and open
new opportunities for secure and trusted socially-aware D2D
applications.

VI. CONCLUSIONS AND LESSONS LEARNED
In this work, we reviewed some of the important trust chal-
lenges in dynamic proximity-based communications systems
facilitated by the network-assisted D2D connectivity. To this
end, we developed and evaluated a novel PoC framework
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that enables a group of neighboring devices that have their
D2D connections controlled and maintained by the cellular
network to establish dynamic trust associations. The imple-
mented functionality has been described at length in this
article and includes the capabilities of adding new users to
a secure coalition as well as excluding the existing ones from
it even in the cases where reliable cellular network connection
may turn out to be unavailable. Based on this PoC implemen-
tation, we performed a more detailed performance evaluation
of the key generation, distribution, user addition, and removal
functionalities from the time–complexity perspective. These
results are novel in the field as they provide a first-hand report
on the practical operation and limitations of secure network-
assisted D2D connectivity for realistic system parameters.

In conclusion, our results offer a comprehensive baseline
to build next-generation socially-aware D2D applications and
services, as well as leverage the full potential of personal
user interactions in the emerging proximity-based ecosystem.
Accordingly, in this article we have also outlined a feasible
research agenda that incorporates the notions of sociality
and trust, as well as takes advantage of the state-of-the-art
D2D technology, to empower novel opportunities for groups
of humans in proximity. Ultimately, our research has the
potential to bridge the current divide between the virtual and
the physical communities thus opening the door to a plethora
of novel applications that benefit from the recent technology
progress across both worlds. For example, these could be
smart and serendipitous services that have the knowledge of
user’s social network structure to offer new possibilities for
trusted friend-of-a-friend types of connectivity for people in
proximity, thus enriching their business and leisure experi-
ence.
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