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ABSTRACT One of the most promising enablers for the secure distributed operation of the Internet of
Things (IoT) systems could be based on a mathematical construct widely known as blockchain that aims
to neglect the system’s centralization and scalability properties. This paper aims to map the requirements
and features of both systems, highlight the main co-existence challenges and technological candidates for
smoother integration of IoT and blockchain, as well as provide the standartization outlook. Moreover,
an architectural approach to an integrated solution is identified based on classic literature review methodol-
ogy aiming to consider the IoT versus blockchain characteristics mapping and outlining related challenges.
Critical solutions to address the integration bottlenecks include moving from Proof-of-Work (PoW) to
Distributed Proof-of-Stake (DPoS) consensus, adding a Fog overlay to the architecturemodel, and leveraging
the synergies combining the benefits of blockchain and IoT technology are highlighted.

INDEX TERMS Distributed information systems, Internet of Things, decentralized control, computer
security.

I. INTRODUCTION
The emerging paradigm of the Internet of Things (IoT)
and various related concepts are more and more coupling
together towards a shared goal of enabling the smart objects
to communicate in proximity and over the Internet to collect
comprehensive data providing personalized automation ser-
vices with minimal deliberate human interaction [1]. In this
regard, modern platforms are still being built on a model that
implies a centralized server, which provides services such as
data processing, device coordination, and authorization [2].
Essentially, it has several challengesmainly related to privacy,
single point of failure, and other concerns [3].

As one of the enabling solutions, the Distributed Ledger
Technology (DLT) is expected to become an enabler to
resolve the present issue of centralized paradigms [4]. In DLT,
each device is expected to have equal access rights and a
copy of the entire (or essential part) ledger being powered
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by the blockchain mathematical construct known for its
immutability features [5]. Simultaneously and with the IoT
ecosystem growth supporting billions of devices in mind,
a distributed approach is becoming a more promising solu-
tion for handling a heavy number of transactions generated
by those.

Today, DLT is already being recognized by the industry
and research community as a disruptive technology poised
to play an essential role in the management, control, and
security of IoT devices [6]. It can monitor a vast number
of connected nodes and provide transaction processing and
coordination between those, which will assist in creating a
resilient ecosystem for future devices [7]. Overall, DLT is
foreseen as a promising solution due to its intrinsic proper-
ties suitable for IoT environments. The integration of these
technologies is a new opportunity for the business industry.
This paper provides a closer outlook at one of the underlying
concepts of distributed ledger, particularly on the blockchain
mathematical construct with immutability features from an
IoT perspective [8].
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Storing the IoT data in the cloud has both advantages
and disadvantages [9]. When it comes to data manipulation,
it should be borne in mind that the cloud provider must be
a trusted instance as it controls the data in the cloud and
the services associated with it. In contrast, the blockchain is
organized so that all nodes in the network maintain the same
copy (or share) of the blockchain state, and trust is distributed
among all nodes in the network. Therefore, if the data on one
device is modified, the system will reject this procedure, and
the state of the blockchain will remain unchanged.

The second difference is based on the fact that cloud
servers may be influenced by various aspects, including but
not limited to cyberattacks, power, cooling, and other issues
being, essentially, as a single point of failure [10]. Whereas
in blockchain, data are replicated across many computers or
nodes, and multi-node problems do not disrupt the operation.

Indeed, the utilization of blockchain-based systems would
bring potential bandwidth overuse [11]. Furthermore, as the
blockchain’s size grows, storage, throughput, and process-
ing power demands increase. Consequently, it may not be
possible for all nodes to process a block at some point.
Overall, through the Peer-to-Peer (P2P) distributed network
architecture, it is believed that blockchain can enhance data
security and availability as an alternative to centralized
cloud storage and computing. Nevertheless, the problem of
blockchain scalability associated with the ever-increasing
size is worth considering [12]. In a traditional cloud-IoT
system, this situation can be resolved by adding more servers,
using load balancing techniques, or increasing the bandwidth
to handle the added transactions, while distributed systems
require additional research.

The main goals of this work are:

The rest of the paper is organized as follows. Section II pro-
vides general motivation and opportunities of IoT/blockchain
integration. Next, both systems’ main requirements are
identified and summarized in Section III, followed by the
integration challenges in Section IV. The most promising
opportunities for developing IoT-blockchain suitable archi-
tecture are further provided in Section V. Next, Section VI
outlines the most suitable solutions for the previously
identified challenges, thus, forming a direction for future
research. The last section summarises the discussion.

II. OPPORTUNITIES INTEGRATION IoT AND BLOCKCHAIN
In this section, we determine how the blockchain use can
affect the IoT [13]. Notably, the characteristics of both
should be identified and considered when integrating these

technologies. The following should be taken into careful
consideration:

1) Computing and service delivery can be deployed in
geographically dispersed locations;

2) The IoT devices may range from small embedded
sensors with limited resources to high-performance
servers;

3) There is a constant increase in the amount of data and
number of devices;

4) IoT systems are heterogeneous: systems can consist
of several types of devices with different hardware
and software that comply with different standards and
protocols;

5) IoT environment is dynamic: devices can be activated,
terminated, connected, or disconnected from the net-
work at any time;

6) Some IoT devices have a high degree of mobility:
devices can be indifferent administration areas through-
out their entire life cycle.

Having identified the possibilities of integrating IoT tech-
nology and blockchain, it is worth noting the potential bene-
fits of developing a decentralized IoT infrastructure based on
the blockchain. We have identified the following IoT charac-
teristics that can be improved by blockchain or problems that
can be solved during integration as well as the capabilities
of distributed approach for a specific characteristic or prob-
lem, respectively [1], [2], [6], [14]–[16]. The analysis results
are presented in Table 1. The main identified groups are
related to performance, security and privacy, flexibility, and
practicality.

Summarising the above study of blockchain capabilities
within the IoT, three main problems can be solved through
the integration of these technologies, namely:

1) A distributed and decentralized approach can eliminate
a single point of failure;

2) A smart contract can be used to collect dynamic data
accurately, automatically, and promptly;

3) The function of protection against unauthorized access
allows one to ensure the safe and orderly placement of
data in the registry.

Meanwhile, it is worth highlighting the concepts related to
security: confidentiality, integrity, and availability. Confiden-
tiality ensures that data will not be transferred to unauthorized
parties, integrity, data are protected from unauthorized (or
unintentional) modification or deletion, and availability is the
likelihood that a blockchain is working correctly at any given
time.

Despite conflicting opinions about blockchain security,
it should be noted that many experts in the field argue that
blockchain is an effective solution to security problems in the
IoT environment. As a result of the integration, it is possible
to, e.g., track the state of billions of connected devices, trans-
action processing, and coordination between devices, which
ultimately leads to eliminating a single point of failure and,
in general, allows for a more resilient IoT ecosystem. At the
same time, cryptographic algorithms guarantee the safety of
data.
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TABLE 1. Main IoT and Blockchain integration benefits.

III. REQUIREMENTS DEFINITION
Further investigation of the integrated IoT/blockchain system
is based on studying both systems’ critical parameters. It is
essential to understand that it is rather difficult to formulate
specific requirements for implementing these technologies’
interoperation and practical implementation experience. It is
also worth noting that many factors affect the integration
effectiveness, including the scope, IoT platform, blockchain
type, and many more.

When examining the parameters of IoT and blockchain,
it is worth considering the architectural layers. It was evi-
dent that the parameters’ values and even the parameters
themselves can differ significantly on different model layers.
In this paper, the IoT parameters are studied in connection to
the architecture’s application level.

The study of the possibility of integrating IoT and
blockchain allowed us to identify the main parameters of
user devices operating in blockchain systems and associate
them with the blockchain parameters themselves. As a result,
Table 2 was formed, covering the source of information,
the properties of the blockchain and its characteristics, and the

IoT parameters corresponding to a particular characteristic in
a quantitative and/or qualitative way.

One of the main parameters is related to the actual
network – bandwidth. The IoT concept involves Machine-to-
Machine (M2M) communication with the devices exchang-
ing data and performing transactions instead of conventional
humans. As the number of systems continues to grow, band-
width requirements also increase. For example, for smart grid
and M2M, the value may range from 1 to 100 kilobytes
per second per node [14], [15], [21]–[24].

Realistically, the second main parameter is scalability.
The high requirement is because the integration of IoT and
blockchain needs to be supported by too many devices under
the umbrella of massive Machine-Type Communications
(mMTC). The increase in functionality and size should not
degrade the performance of the original system [21], [25].

The next significant IoT parameter is resource consump-
tion. The requirements for read-only memory and random
access memory are classified according to the type of soft-
ware implementation. For an ultra-light implementation,
up to 4 KB of ROM and 256 bytes of RAM are required,
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TABLE 2. Main IoT and Blockchain parameters relation.

an inexpensive implementation requires up to 4 KB of ROM
and 8 KB of RAM, a lightweight implementation requires up
to 32 KB of ROM and 8 KB of RAM [14], [22], [26]–[31],
[54], [32].

Example parameters, e.g., processor and time to execute
blockchain consensus algorithms, are presented for three
kinds of hardware platforms, namely TI Launchpad, Rasp-
berry Pi 3B, and Dell Optiplex in, e.g., [14], [22], [26]–[32],
[54]. The CPU for the first platform is CC2650, Cortex-M3,
and 1 core. For the second – BCM2837, Cortex-A53, and
4 cores. For the third – Intel Core i7-6700, 8 cores with
the approximate processor frequency is 48 MHz, 1200 MHz,
and 3400 MHz, respectively. Those already allow for the
excitability of blockchain primitives on the devices.

From the delay perspective, the required time to sign a
transaction when choosing the TI Launchpad platform is
7716 ms, with the second – 372 ms, with the third – 3.5 ms.
Simultaneously, the time to calculate a basic Proof-of-
Work (PoW) for one transaction for the Raspberry Pi
is 82.9 seconds, and for the Intel Core i7-6700
– 4.1 seconds [14], [22], [26]–[32], [54].

By analogy with the ‘‘bandwidth’’ parameter, a specific
numerical value for ‘‘network latency’’ is provided for the
example of a smart city andM2M communication, and varies
within 4.0−12.0 ms for mobile control and less than 50.0 ms
for process monitoring. In general, many researchers point

out that latency should be low, while bandwidth, on the
contrary, should be high [9], [21], [23], [24], [33], [34].

Confidentiality in blockchain parameters includes not only
conventional ‘‘confidentiality,’’ but also ‘‘authentication,’’
and ‘‘identification’’ (in contrast to IoT). In general, during
operation, only approved clients can access the system, and
one of the solutionsmay requiremulti-factor authentication to
ensure 100% identity. Also, the requirement for the identifi-
cation process itself is high since all potential attacks must be
detected as soon as possible, the network must be maximally
protected from any types of attacks [9], [25], [32], [35]–[40].

Many IoT systems require management tasks to be com-
pleted within a few milliseconds in terms of control speed,
making this requirement more critical [42], [43]. The next
parameter assumes time predictability. IoT devices interact
with the environment in real-time, so the timing must be pre-
dictable. In a decentralized system, transaction confirmation
is probabilistic, which confirms the difficulty of applying an
integrated approach and the importance of in-depth analysis
of potential problems [15], [44].

The communication and routing protocols used in IoT
systems may not be secure enough. For the integrated solu-
tion’s reliable operation, it is necessary to use Datagram
Transport Layer Security (DTLS). The use of the Device-Of-
Blockchain (DOB) protocol can help improve the transmitted
data integrity [6], [9], [45].
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The parameter ‘‘interoperability’’ implies IoT devices’
requirements, depending on the approach to implementing an
integrated solution. The first case assumes that IoT devices
will be located in the blockchain network structure. They do
not need to keep a copy of the complete blockchain and do
mining in this case. This concept allows for maximum decen-
tralization due to the lack of a single central node for man-
aging or monitoring nodes. In the second case, IoT devices
are outside the structure of the blockchain network. This
approach observes the blockchain as a separate part. In this
case, the central base station is located for direct interaction
with the IoT devices’ nodes and focuses on the processing
and subsequent delivery of transaction blocks to the net-
work. After confirming a transaction on the blockchain net-
work, the IoT device receives a notification [18], [19], [25].
Interoperability is also a common requirement. The system
must interact with a large number of different applications.
Regardless of system types, interoperability ensures that data
can be shared without any problem [40], [46]–[50].

The requirement for IoT endpoint device interfaces is rated
as ‘‘medium’’. It is only siutable for systems with Graphical
User Interfaces (GUIs) and applications that should provide
an external interface [25], [28], [40], [51]–[53].

More than forty scientific works devoted to describ-
ing the interconnection of the IoT and blockchain were
analyzed in this section. As a result, the blockchain’s
four fundamental properties have been identified: perfor-
mance, usability, flexibility, and security. These metrics are
considered the most important when integrating IoT and
blockchain. Within the selected blocks framework, the IoT
and blockchain technology parameters were determined and
correlated, and their qualitative and/or quantitative assess-
ments were also described. It is essential to understand
that IoT parameters are more specific/detailed, but the
parameters’ names are the same because there is no need
for detailing. This part of the analysis’s primary purpose
was to identify distributed ledgers’ fundamental proper-
ties and parameters and determine the IoT’s corresponding
parameters.

IV. GENERAL INTEGRATION CHALLENGES
As already mentioned, IoT and blockchain integration
allows solving several problems associated with particu-
lar bottlenecks in the IoT ecosystem. Even today, it can
be concluded that IoT can benefit from the decentral-
ized paradigms offered by blockchain. Nevertheless, it is
worth considering the limited research and development in
blockchain that leave many problems unresolved. Moreover,
with such a variety of devices involved in the IoT, achiev-
ing absolute decentralization through blockchain remains
challenging.

It is generally worth paying particular attention to the
problematic aspects of communication during the integra-
tion phase as well as to understand the roles of network
Edge devices for the IoT needs [55], e.g., participants in
the blockchain network can act as full or light nodes.

In the first case, we are talking about how the entire copy of
the blockchain is placed. Light nodes can send transactions
to the chain and post copies of block headers. It is a more
straightforward entry point to the blockchain using limited
computing resources.

Thus, the effectiveness of integration is influenced bymany
factors. Nevertheless, it is crucial to understand the main
problem areas, and Table 3 presents the result of the analysis
of the issues of the integrated approach.

The four most common blocks were identified during
the analysis: performance, usability, safety, and flexibility.
While there is a promising potential in integrating IoT and
blockchain, the study has shown that there are several chal-
lenges that require more detailed consideration and resolu-
tion. It should be noted that the analysis of the revealed
blockchain parameters showed that the PoW consensus
mechanism is not suitable for IoT technology due to the
limited computing resources of these devices. In this case,
applying a DPoS approach can significantly simplify integra-
tion. The advantages of this algorithm include a democratic
approach, scalability, and low energy consumption. The key
disadvantages are possible centralization and possible DDoS
attacks since the validators’ identities are known. In general,
the ability to designate nodes that will confirm transactions
allows DPoS to be applied in an integrated solution.

Comparing Tables 1 and 3, it is evident that many prob-
lems have very similar behavior. The most significant device
security case includes privacy, vulnerability, reliability, and
other aspects. According to many authors, it is important
to note that while blockchain aims to address security and
privacy concerns in IoT transactions and tracking, the ledger-
related corresponding aspects need to be maintained since
they are not entirely secure at this time. Therefore, it is vital
to correlate risks and opportunities for integration in security
issues at this stage.

First, blockchain solves security issues in the IoT so that
transactions are performed with addresses, not identifiers,
and users can generate different addresses for different trans-
actions. However, in this case, it should be borne in mind that
each user can access every transaction on the network, and
therefore there is a risk that the identity can be identified, for
example, by analyzing address patterns.

Secondly, the decentralized approach allows IoT devices to
communicate only through predefined protocols, increasing
security. Nevertheless, because devices are in a permanent
connection mode with this approach, they become potentially
more vulnerable to various attacks.

Thirdly, the blockchain allows solving the problem of
secure exchange between heterogeneous IoT devices, ensur-
ing the transmitted data’s reliability by guaranteeing their
immutability. However, one of the vital security flaws is the
so-called 51% attack, in which attackers seize more than
50% of the power, which allows them to control transaction
confirmation and block generation.

Thus, the analysis made it possible to identify several
problem areas of interaction between blockchain and IoT.
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TABLE 3. Main IoT and Blockchain integration challenges.

The issues of security, practicality, and performance when
using these technologies together are controversial. On the
one hand, it is clear that blockchain solves the most critical
problems in the IoT. On the other hand, the security of the
blockchain is actively discussed and has not been proven at
the moment.

A standalone group of challenges is related to the lack
of standards. The organizations involved in their develop-
ment include ISO, IEEE, ITU-T focus group, and W3C.

Currently, the organizations represented are creating the stan-
dards necessary for a reliable and secure implementation of a
blockchain / integrated solution (only a small part has already
been published).

The preparation of standards in the field of DLT was
carried out by the ITU-T focus group, which partially allows
understanding the activities happening in this domain [56].
The ISO committee is only planning to publish similar stan-
dards and documents. The reports will present the blockchain

VOLUME 9, 2021 129269



I. Romashkova et al.: Demystifying Blockchain Technology for Resource-Constrained IoT Devices

FIGURE 1. Differences in the IoT architectural layers interpretation.

and DLT reference architecture, guidelines for managing
these technologies, and practical application. A series of such
standards will allow fixing the basis to become possible to
work with the technology faster and more efficiently [57].

The international non-profit association of IEEE has
already published a number of related general require-
ments for cryptocurrency exchange [58], a standard for
blockchain-based IoT data management framework [59], and
a draft IEEE-approved standard data format for blockchain
systems [60]. IEEE activities are also underway to cre-
ate a standard for functional requirements and assess-
ment in blockchain-based IoT data management [61], [62].
A series of IEEE Blockchain Initiative standards are also
being developed aiming to describe various parameters and
structures of distributed ledgers/blockchain technologies in
multiple sectors of the economy, including their relation
to IoT [63].

It is worth mentioning that there are other project groups
and associations, but, as a rule, active development at the
moment is mainly focused on DLT and blockchain separately
from IoT. In this connection, the lack of standardization leads
to limitations for the full-scale application of IoT solutions
with a decentralized approach.

V. IoT OPERATION OVER BLOCKCHAIN-BASED
ARCHITECTURE
The scale of an ecosystem that supports the concept of
data-intensive decentralization running on billions of devices
requires solving interoperability issues between systems.
Otherwise, the desired synergies will not be achieved when
integrating IoT and blockchain. Furthermore, it should be
noted that interoperability requires trust between interacting
platforms.

It is worth considering potentially related architectures to
move on to the integration of blockchain technology with
IoT. Due to the lack of standardization of IoT products,
researchers have not found a unified reference model suitable
for any IoT scenario. Layered architectures and their objec-
tives/functions or goals are discussed in various literature
and have slight variations. In this regard, Figure 1 presents
a generalized literature study result to identify various IoT
architecture models [9], [14], [18], [64], [65].

In general, three- to five-tier are distinguished from the
pool of proposed architectures, see first three models in
Figure 1. However, analysis has shown that the models have
both similarities and fundamental differences. Thus, the first
approach presents a three-tier model. The physical layer com-
prises many IoT devices, including but not limited to sen-
sors (such as wireless for environmental monitoring), Radio
Frequency Identification (RFID) tags, and mobile phones [9],
[14], [66]. This layer is responsible for connecting various
devices, exchanging messages, and collecting information
at the top level. Based on the collected data, IoT devices
can make context-sensitive and autonomous decisions using
actuators.

Typically, the following characteristics of a conventional
IoT deployment are noted at this level:
• A level consists of dissimilar devices, software, and
hardware;

• Devices are deployed in distributed locations;
• Devices may be limited in resources;
• A large number of devices leads to the creation of a large
amount of data;

• Devices can be stationary, or they can have a high degree
of mobility.

The network layer focuses on transferring information that
has already been collected or processed by IoT devices. Data
are transmitted using various communication technologies
such as 4G, 5G, WiFi, LPWaN, or Bluetooth [46], [67], [68].
Finally, the application layer comprises various IoT appli-
cations using vast amounts of data collected and processed
in the previous layers. The applications may create digital
services in healthcare, smart parking, smart home, smart city,
and more.

Since IoT technology is evolving rapidly, a simple three-
tier model cannot provide a sufficiently accurate abstrac-
tion. The next model under consideration is four-tier [64].
The apparent difference from the previous architecture is the
Cloud Computing layer. Some authors note that cloud servers
withmore processing power, better data analysis features, and
improved storage capacity can process vast amounts of data
more efficiently and respond quickly to it.

The third approach is distinguished by the presence of a
physical layer and a level of perception [65]. The physical
layer is more about the underlying hardware and acts as a
unifying platform for smart objects. The perception layer
performs the ordinary task of collecting data from sensors.

The fourth architecture is a significantly more detailed
extension of the first model [9], [18]. The network layer
has been split into network and middleware layers. The new
network layer still handles transferring data, while the middle
layer handles user requests, performs immediate message
delivery, integrates, and formats data. In general, a new level
lies between IoT devices and IoT applications and aims to
solve their interoperability problem. Moreover, the authors
distinguish a business layer designed to represent a higher IoT
ecosystem-level abstraction in this approach. It is responsible
for managing the entire system. The level builds business
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FIGURE 2. Differences in the IoT architectural layers interpretation.

models and graphs and performs data analysis, depending
on future development recommendations. Since this paper
considers DLT as an overlay on top of the blockchain, it is
worth analyzing the similarities and differences in the layers
of technology data architectures [18], [67]. The left side
in Figure 2 depicts a five-layer distributed ledger model.

The data layer, or baseline, describes how data are stored
in the registry. Since DLT is a broader term, at this level, there
are two main types of distributed ledgers, namely blockchain
and Directed Acyclic Graph (DAG). It is defined as the inter-
connected nodes at the network level. Here, the authors also
highlight the tracking node, which requires more computing
power, and lightweight nodes, which allow users to check
the inclusion of transactions in a block without downloading
the entire block’s data. The third level determines which
consensus algorithm is used, e.g., PoW, Proof-of-Stake (PoS),
Proof-of-Activity (PoA), etc. One of the most widely known
examples of a DAG consensus algorithm is Tangle [18], [67].
The next layer is called the smart contract layer, which
corresponds to a program on the blockchain that performs
specific actions when certain conditions occur, e.g., pay-
ment of a fee to a contractor when providing a service.
Finally, the application layer is the topmost layer that acts
as a user interface and allows third-party software devel-
opers to create distributed or decentralized platforms for
various IoT use cases, e.g., smart home, smart city, smart
transport, etc.

The right side of Figure 2 shows two different models
utilized for blockchain technology [18], [67]. The main dif-
ference between the five-layer and four-layer models is the
presence of a physical layer and replacing the contract level
with a propagation layer, which consists of communication
protocols that can define the rules for propagating a message
or block in the network. It should be noted that the archi-
tectures proposed by the authors are based on integration
with the IoT, which is considered as an applied level of
the ecosystem.

The integration of the IoT and blockchain has an oppor-
tunity to overcome a centralized IoT architecture’s problems
and apply the benefits of blockchain technology in practice.
The analysis of the sources made it possible to determine a
five-level general integrated model that combines the func-
tions of traditional IoT systems and blockchain systems. Typ-
ically, authors add blockchain as a separate layer between the
network and application layers, as shown in Figure 3.

FIGURE 3. Integrated architecture.

The first level is usually either the level of perception
or the physical level. The same physical layer of the IoT
includes the IoT devices associated with the blockchain appli-
cation [1], [18], [64], [69]. The baseline goal in both cases is
to accurately perceive the environment and collect relevant
data through various IoT objects.

Network and security devices perform network manage-
ment and routing at the network level, allowing all IoT entities
to communicate and exchange data over the global Internet.
In general, this layer is similar to the network layer of the
traditional blockchain layer.

The most critical layer in this architecture is the blockchain
layer. The main modules required to implement the function
of blockchain technology in the IoT ecosystem include:

1) P2P communication protocols: required for decentral-
ized communication between various IoT entities;

2) The distributed ledger: required for decentralized data
storage;

3) Smart contracts: required to carry out transactionswith-
out the intervention of third parties;

4) Big Data analytics module: required to provide elec-
tronic storage, processing, and analysis of data in
real-time;

5) Consensus management module: required to maintain
trust between interacting nodes in the network;

6) An identity management module: required to control
and identify various nodes in the IoT network);

7) Application Programming Interface (API): allows IoT
applications to access blockchain services.

When integrating the IoT and the blockchain, an impor-
tant point is choosing a consensus mechanism for which
the described consensus management module is responsible.
Studies have shown that it is more efficient to build reg-
istries using PoS or DPoS. Researchers are also considering
an integrated solution as both a mass service system and a
system with Markov chains, described in detail ins [3], [8].
In general, this leads to the need to include the Fog level in
an integrated solution. Fog computing, in this case, acts as
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a liaison, aimed at distributing and approximating computa-
tions to end devices per a distributed approach [70], [71].

The technology also allows recording digital interactions
to perform them safely, controlled, transparent, efficient, and
interruption-resistant. When one attempts to add a transac-
tion to the chain, all network participants check it using
an algorithm, and, next, the approved transactions are com-
bined into a block and distributed among each node in the
network.

The middleware layer is different from that of the IoT.
The layer focuses on managing the blockchain, integrating its
services, and providing additional security services as well as
support for ease of integration with the application level [72].
The top layer includes various IoT applications and provides
data visualization tasks. It is similar to the IoT system and
traditional blockchain architectures.

To summarize, when analyzing the IoT architectures,
blockchain systems, and the integrated model, a particular
pattern was identified, that is, the levels, as a rule, have a sim-
ilar functional load. The authors highlight various multi-level
frameworks, which are based on the possibility of combining
technologies in order to improve their work. The main task of
the integrated approach, as a rule, includes solving the issues
of secure storage of large amounts of data generated by IoT
devices. For this purpose, all modules necessary to implement
blockchain technology in the IoT ecosystem were described.

Overall, IoT devices are responsible for generating data
in the architectures, as mentioned earlier. Blockchain can
serve as a secure distributed database responsible for secure
storage and avoidance of malicious changes. Once a block
is confirmed and added as part of the blockchain, the trans-
actions contained in the block and transactions in all previ-
ous blocks are protected from unauthorized access. Different
research papers highlight the need for an additional data
storage layer, focusing on blockchain-based storage since
IoT sensor devices do not have much space to record all
generated and monitored data. As a rule, this level includes
security functions: immutability, availability, integrity, min-
imum block creation time, scalability, and verified access.
After considering the architecture of IoT, DLT, blockchain,
and the integrated model, the most common approaches for
the interaction of the selected technologies were identified [2]
and highlighted in Figure 4.

Figure 4 (A) depicts a scenario when all the interactions
between nodes are recorded/replicated via the IoT gateways
act as endpoints for the network. In this case, end-nodes
register with the gateway device, and the gateway forwards
the data to the blockchain (in a somewhat similar manner
yet simplified way as PoS). This approach allows track-
ing all communications associated with a specific gateway
and each end-device’s service. However, not all transmitted
data needs to be stored in the blockchain. The blockchain
itself can be used as a governance mechanism. In this case,
it should be borne in mind that the degree of decentralization
is not as detailed as when devices send transactions directly
to the blockchain. It would provide the best battery life

FIGURE 4. Integrated architecture.

for end-devices in trade-offs involving an intermediate and,
preferably, power-independent node.

The main difference between the integration depicted
in Figure 4 (B) is the lack of a gateway. It is assumed
that IoT devices do not contain a copy of the blockchain
but simply push the transactions [73]. With this approach,
IoT devices need to be equipped with strong cryptographic
functions, which will tremendously affect the device’s price
and computational expenses. The trade-off here is a higher
degree of autonomy for IoT devices and applications versus
the increased computational complexity of the hardware.

In Figure 4 (C), the IoT devices also push transactions
directly to the blockchain but can still communicate with each
other directly. This integration introduces the need for routing
and discovery protocols, whereby this approach provides
low latency between IoT devices and the ability to register
specific interactions on the blockchain. This approach is
more effective for scenarios with frequent interactions with
appropriate requirements for high throughput, low latency,
and adequate data reliability.

The last approach focuses on converging the cloud ser-
vices and blockchain integration. Figure 4 (D) shows that
IoT devices can interact with the blockchain both through
a gateway (as in (A)) and without the gateway involvement
(as in (B)), while it is possible to interact with the cloud in
the same way either directly or through a gateway. This type
of integration implies taking advantage of decentralized IoT
accounting and communication in real-time.

To summarize the discussion on the architectures, it is
worth considering the requirements of IoT devices while
choosing integration schemes. With a small enough number
of interactions and the need for consistent recordkeeping,
the first and second approaches will be most effective. For
higher performance, a hybrid approach may perform better.

VI. FUTURE PERSPECTIVE
After identifying the critical problems of integrating IoT
and blockchain technology, it is essential to highlight the
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future research directions and approaches to overcome those
challenges. As the analysis has shown, there are still a lot of
unresolved issues. It is crucial that, at the moment, it is diffi-
cult to define and describe the solution to a specific problem.
However, the analysis made it possible to identify three main
trends to eliminate the previously identified issues [1], [48].

The energy consumption problem in the blockchain is one
of the key ones and is closely related to the applied consensus
algorithm. PoW requirements are known to go far beyond the
capabilities of IoT devices. Moving to PoS and then DPoS
will facilitate integrating the two technologies [14].

Significantly, for the previous discussion, most conven-
tional systems and, mainly, networks still lack appropriate
support for IoT-grade scalability. Many researchers work in
this direction proposing a wide variety of modern solutions
for both a high number of devices and generated load support,
and there are comprehensive surveys and discussion papers
on this topic available [74], [75].

For example, some researchers propose to offload the com-
putation to more powerful nodes, i.e., to utilize so-called
Lightweight nodes (partial nodes) that are dependent on the
full nodes to function in a somewhat similar to PoS man-
ner [76]. Although the whole blockchain does not need to
be stored, the increased number of lightweight nodes may
significantly affect the workload on blockchain servers.

Another opportunity to reduce the network load is to
manipulate the number of transactions [77]. Its high number
may negatively impact the speed of the network based on the
data load in case of a need for a big number of full/validator
nodes [78]. Therefore, a long duration is required to reach a
consensus, which results in the degradation of overall perfor-
mance. Another case to be considered is the possibility for
the capability rate of data synchronization in the system to
be lower than the rate of transactions required to record in
the blockchain system [79]. Overall, the duration of response
towards the request increases as the number of comput-
ing devices increases [80]. These methods, known as the
Layer-2 scaling, attempt to minimize the interaction with the
blockchain to reduce the latency from the users’ perspective
but do not improve the throughput of blockchains [81].

Moreover, the IoT clouds could be used to store the data
more efficiently. Fog computing aims to expand the capabil-
ities of cloud storage as well as provide a functionality of
transparent and collective interactions [82]. This combination
offers the most efficient way to distribute the load on servers
and devices, which will affect the efficiency of the integrated
system [14], [48].

Nonetheless, one of the critical integration issues is IoT
devices’ limitations, which contrasts sharply with blockchain
requirements in computation, storage, and network band-
width. Solutions to this problem include using a hybrid archi-
tecture, in which computing bottlenecks are transferred to
more powerful devices (for example, gateways), or the use
of several local / multi-tier blockchain systems. Neverthe-
less, this can increase the risk of unfair transaction pro-
cessing through collusion. The possibility of implementing

FIGURE 5. Integrated architecture.

computationally cheaper consensus mechanisms and hashing
algorithms to reduce energy costs for mining is also being
considered. Furthermore, the third option aims to create mini-
chains in which old transactions are deleted to reduce the
computational load of full nodes, while the blockchain head-
ers are preserved to maintain the ability to verify the longest
blockchain [17]. Given that the end devices of the IoT cannot
fully support blockchain processes, and the server layer is an
effective solution for blockchain technologies, we can talk
about an approach aimed at connecting a centralized IoT
deployment with a decentralized network [14].

Thus, the third trend is to combine the benefits of IoT
technology and distributed ledger, in other words, to build
a hybrid model. This approach will reduce the load on IoT
devices by supporting a hybrid distributed architecture of
centralized networks.

From the architectural perspective, one of the most promis-
ing approaches that could be applied is the integration of IoT,
blockchain, and Fog computing paradigms [83]. The anal-
ysis of DLT and IoT architectures, the capabilities of these
technologies, and the bottlenecks of the described approach
carried out in this work made it possible to determine the
key factors that should be considered when developing a
model [16], [84]–[87]. The requirements identified in the
literature and further systematized include:
• The model should take into account the resource con-
straints of the end devices;

• The model should provide for a solution to the problem
of data confidentiality;

• The model should support the offloading of data and
information storage;

• The model should support interactions not only between
IoT devices and blockchain technologies but also direct
interactions between IoT mechanisms.

Based on the above requirements, the Fog computing
empowered model (see Figure 5) appears to be a promising
enabler for the following set of reasons. Interactions are
made using Fog nodes that may be dynamically selected
depending on device constraints and situational awareness by
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grouping the connected end devices into several levels based
on, e.g., available computational power and/or battery. As a
result, the physical layer of the architecture of the integrated
approach will be divided into two levels. The zero level
includes various resource-constrained devices with the data
collection as the main function. Due to the fact that devices
of this level have minimal processing power, the security
mechanisms are generally very low on this level, thus the
nodes are not expected to not interact with each other directly
but through semi-trusted Fog nodes, i.e., in case the sensor
needs access to the resources of another zero-level device,
the request is sent through a higher-level node Fog. The
validity of the request is decided by all nodes at a higher level
through a distributed consensus according to the blockchain
mechanism, e.g., PoS or PoA. Evidently, level 1 may include
nodes responsible for processing and analyzing data received
from the zero level. Due to the fact that devices of this level
have more powerful resources from any perspective, they
have the ability to interact with each other and, accordingly,
support the verification mechanism.

Furthermore, the issue of scalability is quite commonwhen
integrating IoT and blockchain. In this regard, it becomes
important to determine an effective approach for data
offloading in terms of storage and processing. The proposed
platform allows storing hashes of transactions in the registry,
while the actual payload is stored either on a more powerful
Fog node or in remote cloud storage.

The model should also take into consideration the fact that
not all transmitted data needs to be stored on the blockchain,
as this increases the requirements for storage and bandwidth.
The blockchain in the hybrid model acts as a governance
mechanism. Thus, this concept allows for the integration
of decentralized recordkeeping through blockchain and real-
time IoT communications. The main challenge here is the
correct choice of interactions for the two possible options.

Thus, the integrated approach model builds on the
previously described integrated approach architecture
Figure 5 shows the three key layers of the integrated model
proposed in this paper. Here, the physical layer and two pro-
posed layers are followed by the application layer responsible
for the interaction capabilities of the IoT and blockchain user
devices.

For a more detailed understanding of the operation of the
proposed model, it is necessary to describe a test scenario.
To represent the situation, the healthcare sector was chosen,
that is, the use of the IoT and blockchain for collecting,
protecting, and exchanging data about extremely sensitive
human health-related data. The biometric data (body tem-
perature, pressure, pulse, etc.) are collected using wearable
sensors at the lowest end-devices pane. At the higher net-
work pane, the load is distributed and analyzed. To sat-
isfy confidentiality, personal/confidential data are stored in a
(de)-centralized (hospital-level) cloud database. Meanwhile,
the hash of each entry is stored on the blockchain (both
cloud and blockchain are, thus, operating on data storage
and replication pane). In addition, blockchain also acts as a

cloud access control interface, which ensures accountability
and traceability of data access.

Ultimately, a valid user obtains access to already processed
data through a mobile phone, tablet, laptop, or another device
in the end-user pane. For example, a physician may request
the patient data stored in a distributed registry or cloud stor-
age, but access is only granted to a portion of the data that
becomes visible to the requester on intermediate devices. The
model presented in Figure 5 also supports smart contacts: the
processes of providing medical services are recorded using a
smart contract, the data which cannot be modified or added
later on. All actions with medical data are recorded in a
distributed ledger, and healthcare providers can participate
in the same contract together. Thus, the described exam-
ple shows how the secure exchange of medical information
between stakeholders ensures the confidentiality and integrity
of medical records between stakeholders. The model also
allows to reduce the cost of transactions in the healthcare
sector, and restricting access to medical records increases the
efficiency of work through the blockchain.

In summary, it is worth noting that the model recom-
mended in this section is one of the architectural solutions
of the integrated approach. This model covers the imposed
requirements and allows solving integration problems, data
are processed, and security and medical system require-
ments associated with the consumption of a large amount
of computing resources, storage of confidential data, and
scalability.

VII. REVIEW SUMMARY
This article describes the potential of the integration of
blockchain and the Internet of Things. Despite highlight-
ing the main promising perspectives, this work presents an
architectural approach to an integrated solution. The model
consists of five layers, each of which is responsible for a spe-
cific function. Potential problems of the proposed integrated
approach were identified and classified. Critical solutions to
address the integration bottlenecks includemoving fromPoW
to DPoS consensus, adding a Fog overlay to the architecture
model, and leveraging the synergies from combining the ben-
efits of blockchain and IoT technology. This paper postulates
that building a hybrid model enabling cloud computing, fog
computing, and distributed ledger capabilities would allow
the integration of Blockchain and IoT in the most efficient
way.

For researchers and integrators, it is essential to have a
look at the blockchain/IoT integration aspect from a his-
torical perspective. On the one hand, the IoT ecosystem’s
key component is wireless communications present on the
network level and ‘‘below’’ in the integrated architecture
model. The evolution of those systems undergoes a tremen-
dous change over past years switching from conventional
human-to-human communications towards machine-oriented
ones. An enormous number of research and standardization
activities took place during the past 20 years, completely
revising the communication ecosystems.
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In contrast, the blockchain is still at a very early devel-
opment phase, and the first standardization activities took
place only at the end of the last decade. Currently, IEEE,
ISO, and ITU have provided their outlook/recommendations
on how the actual integration between blockchain, net-
works, and applications are exported to happen. However,
the number of related standards is still significantly low,
i.e., at present, the integrators of blockchain systems do
not have much influence on the protocol design at this
point of blockchain evolution, thus, the operation would still
take place over state-of-the-art networks with present proto-
cols. However, we foresee that many technologies would face
changes while adapting to the challenges highlighted in the
paper, yet, it is still the standardization bodies to decide the
directions.

LIST OF ACRONYMS
CPU Central Processing Unit
IEEE Institute of Electrical and Electronics Engineers
API Application Programming Interface
DAG Directed Acyclic Graph
DDoS Denial-of-Service attack
DLT Distributed Ledger Technology
DOB Device-Of-Blockchain
DPoS Distributed Proof-of-Stake
DPoS Distributed Proof-of-Stake
DTLS Datagram Transport Layer Security
GUID Globally Unique Identifier
GUIs Graphical User Interfaces
IoT Internet of Things
ISO International Organization for Standardization
ITU International Telecommunication Union
LPWAN Low-Power Wide-Area Network
M2M Machine-to-Machine
mMTC massive Machine-Type Communications
P2P Peer-to-Peer
PoA Proof-of-Activity
PoS Proof-of-Stake
PoW Proof-of-Work
PKI Public Key Infrastructure
RAM Random Access Memory
RFID Radio Frequency Identification
ROM Read-only memory
TLS Transport Layer Security
W3C World Wide Web Consortium and

International Telecommunication Union
WiFi Wireless Fidelity
WLAN Wireless Local Area Network
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