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Abstract—The Internet of things (IoT) is a growing area in
everyday life. New applications under the umbrella term IoT are
being developed continually. This development has raised the need
for framework definitions for different purposes. This research
introduces a special software/hardware (SW/HW) framework for
data gathering systems to be used in IoT related systems. The
purpose of the research is to show the usability of a certain
software hardware combination in prototype development.

The SW/HW framework has been developed during several
research projects. These projects have contained multiple iteration
rounds. The main contribution of this research is the framework
itself. The framework consists of a model of the system, sensor
network, and cloud service. This research introduces the
framework, its main components, and the usability of the
framework in selected use cases.
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L INTRODUCTION

The Internet of things (IoT) is a growing area in everyday
life. New applications under the umbrella term IoT are being
developed continually. The [oT paradigm is the integration of
several technologies and communications solutions [1]. This
development has raised the need for framework definitions for
different purposes. The draft of the IEEE standard [2] defines an
architectural framework for the Internet of Things (IoT).

This research introduces a special software/hardware
(SW/HW) framework for data gathering systems to be used in
IoT related systems. The research question can be asked as
follows:

RQI1: Is it possible to do rapid sensing prototype
development with cost efficiency?

And a follow-up question may be asked:
RQ2: How can this prototype system be modeled?

Answering these research questions started with the first
prototype system [3]. However, the questions themselves were
not the main target at that time. The idea was to build a prototype
to collect sensory data of physical features including
temperature, humidity, brightness, or air pressure. The idea of
modeling methods rose after the first steps of prototype building.

This study is part of the research related to the Internet of
Things (IoT) carried out by the Software Engineering and
Intelligent Systems (SEIntS) group at Tampere University, Pori.
The SW/HW framework has been developed during several
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research projects. These projects have contained multiple
iteration rounds. Many of these rounds have produced a research
article, whose main target was to describe the working
prototype. The first prototype system was introduced by Saari et
al. [3] in 2015. The research introduced the initial idea of a
framework and a working implementation from it. The latest
research [4] introduces the advantages of rapid prototyping with
off-the-shelf devices and open source software. Because of the
long-term development process, the majority of the references
are from our own research group. The work done is clarified in
these references.

The main idea of prototype development has been to start
with off-the-shelf devices and open source software. These key
software and hardware components are modified in the desired
direction and usually a working prototype system has been
produced.

The main finding made during the research is the framework
itself. This has the ability to act as a guiding principle when
developing new prototypes for gathering data. This framework
also aims to represent the development of software and hardware
usage in data gathering systems; in particular the evolution in the
usage of both software and hardware is considered in different
parts of the system. The framework could be used as a model
when planning new wireless sensor networks. The framework
consists of a model of the system, sensor network, and cloud
service.  These three components together construct the
framework of the IoT system.

Furthermore, the framework includes both software and
hardware components. The components are introduced at an
abstract level, which means a list of features and why a specific
component needs the selected features. For example, the
hardware components are mostly off-the-shelf devices, and
therefore the design efforts put into the new hardware solutions
have been kept to a minimum. Open source software
components have been widely used, starting with the Linux
operating system. The developed software consists of device and
application interaction management.

The structure of this paper is as follows: In Section II, we
review the related research about IoT, frameworks and sensors.
In Section III, we introduce the developed SW/HW framework.
This includes a discussion about the issue from various
perspectives. Section IV continues the discussion about testing
the SW/HW framework. The testing has been done in the
authors’ earlier research projects. Section V includes a
discussion and suggestions for future research on the topic and
finally, Section VI summarizes the study.



II.  RELATED RESEARCH

This study is based on the idea of rapid prototyping, which
is used in our projects. The working prototype solution in the
context of IoT needs is as follows: hardware to run the software;
software to collect, save, and transmit the data; the right
technologies for the use cases to make things easier for both
developer and user. [4]

The importance of prototyping embedded hardware/software
systems was introduced by [5]. That was because the system
differences were increased, and the product relied mainly on
variations in software and system features. In addition,
integrating users into the specification process is important
because more and more customers expect solutions and services
tailored exactly to their particular needs. In a more recent study
[6], the rapid prototyping process was developed with a working
prototype using off-the-shelf components. This also showed that
a lengthy product development life cycle is not required.

The software/hardware framework idea is not a new issue in
the research field. For example, earlier studies [7-9] have
addressed the framework subject from a real-time system
perspective. In these studies, the design was at microcontroller
level whereas our prototypes use off-the shelf single-board
microcontrollers. Furthermore, our prototype systems use single
board computers (SBC) with open source operating systems.

The IoT architecture consists of several components. The
components can be divided into layers as follows: Sensing layer,
Networking layer, Service layer, and Interface layer [10,11]. The
SW/HW framework is focused on the Sensing and Service
layers. The Networking layer exists but not is not the focus of
this research. The Interface layer is described to the user in the
SW/HW framework and is excluded from the study.

A wireless sensor network (WSN) can be used in various
application areas. A WSN includes the sensor nodes, which
consist of sensing, data processing, and communicating
components. A sensor network is composed of a large number
of sensor nodes, which send data to the data storage. Since
sensor nodes have data processing ability, the uploaded data
could be either raw or pre-processed [12].

III. THE SW/HW FRAMEWORKINTRODUCTION

The framework consists of several hardware and software
components. Fig 1 shows the overall architecture of the
framework. The data are not strictly specified. Simple basic data
could be produced by sensors, such as temperature, humidity,
luminosity, and so on. Complex data are photos or data
processed from photos.

This chapter first introduces the hardware components at a
higher level and later describes their features. The second part
deals with the required software and its features.

A. The Hardware of the SW/HW Framework

The framework uses off-the-shelf hardware and devices.
This limitation accelerates prototype development as at least
partially tested devices can be used. The hardware can be
categorized in three parts:

e  Sensor hardware
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Figure 1. Architecture of SW/HW framework

e  Data gathering devices
e Data storage devices

The sensor hardware collects the data from sensors. Data
could be simple data such as temperature and humidity. On the
other hand, the data could be more complex, such as photos. The
hardware is selected according to the need for data—for example,
the Arduino and other single-board microcontrollers can handle
simple data. An SBC such as Raspberry Pi with a camera or
basic Android phones could handle a lot of simple data. If it is
necessary to collect photos, the Raspberry Pi and mobile phones
could handle this. The data transfer rate should be selected
according to the data requirements: Bluetooth, ZigBee, and
LoRa for low rates and 3G / 4G or WiFi for faster data transfer
speed.

Mobile phones are a special device group, which can be used
to collect data. A typical smartphone has several sensors:
gyroscope, accelerometer, ambient light sensor [13]. These
sensors could be used to gather data from mobile devices [14].

Data gathering can be divided into two layers: sensor nodes
and master node. The sensor node—master node combination is
a special case where several sensor nodes send simple data to the
master node. The master node collects the data for bigger chunks
and sends or offers the data for collection. This WSN type
solution could collect data from a large number of sensor nodes.
The data transfer speed could be low and communication
between sensor node and master node handled by license-free
radio frequencies. Techniques such as Bluetooth, ZigBee, and
LoRa could be used.

This SW/HW framework relies on communication to the
public Internet. The collected data is transferred via the Internet
to the data storage devices. These could be cloud servers with a
database or dedicated Open source Linux servers for saving data.
There are several database models for sensor data storing and
each of these have a special use case where they are best. The
SW/HW framework takes no stand about these techniques.

B. The Software of the SW/HW Framework

The hardware of the SW/HW framework also requires
software. The software used is mostly open source. In this way
the selected software is community tested and the source code is
freely available. Open source software is also free to use.



Therefore, several software combinations can be used for testing
purposes without extra costs.

The software components are divided into three parts by the
hardware parts:

e Sensor software
e Data gathering and preprocessing software
e  Data storage software

The list of software components starts with sensor software
and ends with data storage software. The sensing and sensor
software typically have low-level programming with C++,
Python, or Perl scripts, which are dedicated to do few tasks, for
example read sensor data, review the data, and store the data.
Sensor devices, such as Arduino with sensors, are typically a
micro-controller board that runs a dedicated program. The
Raspberry Pi based small computers can do both the sensing and
data gathering. The data gathering and preprocessing software
are more complex and usually these devices are equipped with
the full Linux operating system (OS). In the data gathering and
preprocessing phases, the framework uses premade software and
libraries. For example, Raspberry Pi could offer the gathered
data to the Internet with a server application. Preprocessing in
this scenario could be image recognition with image recognition
software and library.

The database model for data storage is a relational model.
The collected data could be stored locally in the sensor device,
for example Raspberry Pi with Linux OS, MariaDB database,
and a RESTful API combination. The RESTful API
(Application Programming Interfaces) method allows remote
control or management of a device over the network. Cloud
storage for data is the alternative to local storage. Cloud storage
could be, for example a Linux server or maintained cloud service
such as Google Firebase. These both have more capabilities to
store a bigger amount of data than the local database in
Raspberry Pi.

Mobile phones equipped with the Android OS have been
tested with this SW/HW framework. The Android OS has a
software development kit (SDK), which enables the wide use of
mobile phone capabilities. For example, the SDK enables phone
camera usage [15]. The SDK also enables usage of the mobile
phone’s accelerometer sensor [14].

Data storage on the mobile phone is enabled by the OS. The
SDK provides the capabilities to use files and databases for data
storage. In terms of the SW/HW framework, the data should be
usable by the user. The SDK also enables data transfer to cloud
services.

IV. TESTING THE SW/HW FRAMEWORK

The SW/HW framework has been developed and tested
during several projects. These projects have contained multiple
iteration rounds. Each iteration has produced a working
prototype system. This section describes the prototype systems
and their testing. In addition, a few studies about key
technologies are included here.

A. Raspberry Pi related prototype systems

Raspberry Pi is a prototype device well known among
research groups. The ieeexplore.ieee.org research document
base gives over two thousand hits for the keyword “Raspberry
Pi”. Our first prototypes used similar devices — BeagleBone
Black [16, 3] and Intel Galileo Gen 2 Development Board [17,
18]. Both of these devices have a Linux OS and several ways to
connect sensors and other devices. These SBCs have similar
features to the Raspberry Pi.

The studies [3, 18] introduced an example of how cost-
efficient SBCs can be used to gather sensory data. Both of these
prototype systems save the data locally and only provide the data
to the user over the public Internet with web services.

B. Mobile phone related prototype systems

The mobile phone is an excellent WSN sensor node. It has a
hardware working packet: power source, communication skills,
and sensor devices. It also has an OS which allows the usage of
hardware. In the presented prototype systems we used Android
mobile phones. The studies [14, 15] introduce mobile phone
related data gathering prototype systems. During the first study
[14], the ShockApp software was developed. The software
collected data from the accelerometer and GPS and the data were
sent to a cloud service. This protype system points out the ability
of mobile phone hardware to collect a large amount of data
effectively: ShockApp measures one data point per second and
almost half a million measurement points were collected during
the test period.

C. Models and methodologies

The model for a sensor network were discussed in a study by
[18]. This model was developed for an SBC related data
gathering prototype system to clarify the architecture. The model
included hardware and software components. The architecture
of the software components was presented in a sequence
diagram. The main idea of this was to show validation and the
movement of the gathered data between software components.

The modified data gathering model for use in a mobile phone
environment was introduced in [19]. The mobile phones used
during the tests did not have hardware modifications. This
prototype system consists of Android software where the
hardware components of the phones were utilized. The software
used the phone’s GPS and accelerometer sensor. The model
takes into account the mobile phone’s hardware and software
combination and connectivity to the cloud server, since the
phone sends data to the cloud server.

Prototype testing methodologies have been discussed in [20].
The study shows that there has been a lack of formalized
approaches, methods, and tools in research studies. Often only
some methods were found: software testing, software
performance testing, and validation of data tests. In addition, the
study highlighted the minimal use of testing practices and
methods with Raspberry Pi based protype systems.

V.  DISCUSSION

This study aims to resolve two research questions: Is it
possible to do rapid sensing prototype development with cost
efficiency (RQ1); and the follow-up question, How can this
prototype system be modeled (RQ2)?



To answer the first questions, it can be said that our former
research answered yes to this question. The several research
papers are introduced where the rapid prototyping development
is made with a cost efficiently. This was enabled by using off-
the-shelf embedded devices such as mobile phones and
Raspberry Pi SBCs. Furthermore, these devices have the such
OS, which could be modified for the sensor usage.

This study answers the second question: How can this
prototype system be modeled? At first two related studies were
mentioned. These studies introduce the IoT components by
layering those in five layers. These layers where mirrored to the
SW/HW framework. Furthermore, the SW/HW framework
hardware components and software components were discussed
in detail.

The results of the RQs and the development of SW/HW
Framework raised several new research topic ideas. These topics
are shortly discussed here.

The topics of user and user experience are beyond the scope
of the study. Our prototypes have been developed due to the
need of some project partner. The prototypes have been tested
with use case testing and once the customer has received a
reasonable answer to a certain need, the development has
stopped (except for one example [21] where was long piloting
period in a real usage environment). The project outputs and
prototypes are freely exploitable by the project partners.

The sensor prototypes produce a large amount of sensor
data. Data processing and data mining are important issues,
which this study leaves to ideas for future research, as it is such
an extensive research area. The issues of data visualization have
been handled in some studies [14]. In addition, sensor data will
come more usable if merged with other publicly available data.
This kind of data could be weather data or map data [19, 21].

Security issues are an important issue for IoT devices.
Security vulnerabilities and attacks on IoT systems have been
covered extensively by [22]. The SW/HW framework does not
pay attention about security except for the communication
channel. This concern was raised in [18] and the proposed, more
secure, communication technology LoRa has been discussed by
[23].

VI. SUMMARY

The paper presented a SW/HW framework for data gathering
systems to be used in IoT related systems. The SW/HW
framework has been developed during several research projects.
The main finding was the framework itself. The framework
consists of a model of the system, sensor network, and cloud
service. This research introduced the framework, its main
components, and the usability of the framework in selected use
cases. The research shows the usability of a certain hardware—
software combination in prototype development.
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