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Abstract—Interference mitigation in radio-frequency (RF) re-
ceivers has been studied extensively in various contexts. And
although most of the in-band interference mitigation techniques
rely on suppressing the interference in the digital domain, strong
in-band interference can saturate a receiver’s front-end and, thus,
prevent it from receiving comparatively weak signals of interest.
This is especially so in case of the self-interference (SI) encoun-
tered in enclosed full-duplex (FD) radios, but also in case of co-
located jammers or radars and signals intelligence receivers. This
work presents a digitally assisted method and its implementation
for the mitigation of narrowband periodic interference before
quantization in order to improve the sensitivity of receivers co-
located with strong interference sources. Experimental results
are provided and the potential for mitigating more complex
waveforms, e.g., pseudorandom jamming, is discussed.

I. INTRODUCTION

Impelled by the threat of adversarial jamming and the
increased congestion of the radio-frequency (RF) spectrum, the
mitigation of in-band interference in RF receivers has received
considerable attention in defense and security research. Based
on their usage domain, the mitigation techniques fall into two
categories. Digital interference mitigation can be sufficient
against adversarial jamming [1], whereas high-power interfer-
ence from co-located transmitters can lead to adjusting the
receiver’s analog-to-digital converter (ADC) range to prevent
overloading. Thus, the receiver would benefit from suppressing
the interference in the analog domain before quantization to
improve the effective resolution of the signal of interest [2].

The interference problem encountered in the case of co-
located transmitters and receivers is similar to the self-
interference (SI) challenge in full-duplex (FD) radios that
operate in same-frequency simultaneous transmit and receive
(SF-STAR) mode [3]. Such operation is expected to increase
the spectral efficiency in wireless communications but SF-
STAR has also been envisioned to reshape both the wireless
defense and security domains, e.g., in the form a so-called
FD radio shield [4]. Inside the radio shield, a central node
would be capable of receiving wireless signals while jamming
the reception of those or other malign signals for others. The
concept can be further elaborated to include pseudorandom
jamming signals, which the authorized users inside the FD
radio shield can suppress. This again potentially raises the
receiver overloading issue.
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The aim of this work is to develop a method for miti-
gating narrowband interference in receivers co-located with
high power transmitters as envisioned in Fig. 1, i.e., without
having direct access to a copy of the interfering transmission
as opposed to FD radios. We propose a digitally assisted
analog interference cancellation technique using a single input
antenna and adaptive filtering by extending our previous work
on digital cancellation [5]. Experimental results characterize
the performance of the proposed method in a laboratory
environment and reveal that phase noise, which in the case
of FD radios with a shared local oscillator (LO) is inherently
mitigated [6], is one of the main limiting factors for interfer-
ence mitigation. With co-located devices, sharing the LO can
be impractical, otherwise the interfering signal could also be
shared to simplify its mitigation.

The remainder of this paper is organized as follows. In
Section II, the interference mitigation technique is introduced.
The experimental setup that was used assess this method
is discussed in Section III and the results are presented in
Section IV. Finally, the paper is concluded in Section V.
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Fig. 1. The mitigation of co-located interference facilitates, e.g., the remote
control of unmanned aerial vehicles (UAVs), the reception of global navigation
satellite system (GNSS) signals, tactical wireless communications, and many
other radio systems in the electronic battlefield as well as in civilian security.
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Fig. 2. Digitally assisted analog mitigation of instantaneously narrowband periodic interference based on adaptive filtering.

II. NARROWBAND INTERFERENCE MITIGATION

The mitigation of co-located interference in the analog do-
main prior to digitization offers an opportunity to improve the
receiver sensitivity of co-located radios [7]-[9]. This section
briefly analyzes the circumstances under which analog inter-
ference mitigation becomes necessary and proposes a digitally
assisted analog interference mitigation technique (Fig. 2).

A. SINR Analysis

As the receiver’s automatic gain control (AGC) keeps the
total ADC input at constant full range level, high interference
power means more ADC dynamic range is consumed by the
interference signal. This leads to reduced effective resolution
for the signal of interest, which may limit the receiver’s
performance [10]. The signal-to-interference-plus-noise ratio
(SINR) can be calculated [11] as follows:

P - PsLs
PIP%L/SAQ—FP/Ad—FI lDILI/Aa7

7= ey
where PsLg/(PrLy/A,) represents SINR after path losses
and analog cancellation, p is the effective dynamic range, and
Ay is the amount of digital cancellation. Whether or not digital
cancellation is sufficient depends on the targeted SINR ~,
of the application. The minimal level of digital suppression
needed to achieve v >~ given PsLg/PrL;, A,, and p can
be solved from (1) as
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if A, - % > %, otherwise the target SINR cannot be
achieved regardless of the level of digital suppression [11].

Taking free-space path loss into account and assuming no
analog cancellation, Fig. 3 illustrates the maximum attainable
SINR after ideal digital interference cancellation (Ay = p) in
terms of distances between the transmitters of the signals of
interest 7' X ¢ and interference 7T X; from the receiver RX.
The output power ratio between the transmitters is taken to
be Ps/P; = —23 dB and the effective dynamic range of the
receiver is assumed to be p = 48 dB, corresponding to a
12-bit ADC with effective number of bits (ENOB) equalling
10 [3]. The calculated results illustrate the extent to which a
co-located transmitter limits the receiver’s sensitivity if only
digital interference mitigation is used.

B. Digitally Assisted Analog Interference Mitigation

Expanding on our previous work in digital narrowband
interference mitigation, which relies on estimating the instanta-
neous frequency of the strong interfering signal, reconstructing
such a signal, and using adaptive filtering to suppress the
interference [5], we propose to use an auxiliary transmit chain
to subtract the reconstructed, delayed, and filtered interference
from the received signal in the analog domain as illustrated in
Fig. 2. Similar methods have been successfully applied in FD
radio prototypes to cancel the SI [12], in adaptive noise control
(ANC) to suppress acoustic noise by introducing “antinoise” of
equal amplitude and opposite phase [13], and have also been
considered in theory for evading radars by cancelling their
echoes [14]. However, this work combines RF interference
estimation and its mitigation before quantization and provides
experimental results.

The proposed method is based on the estimating the instan-
taneous frequency of the narrowband jamming signal z(n)
and constructing a digital representation #(n) of the jamming
signal such that it exactly follows the estimated frequencies.
As previously shown in [5], it is possible to estimate the
instantaneous frequency of narrowband interference as long as

distance between T'Xg and RX [m]

distance between TX; and RX [m]

Fig. 3. The maximum attainable SINR in terms of distances between the
transmitters of the desired and interfering signals and the receiver. Assuming
no analog interference mitigation and ideal digital interference mitigation.
Here Ps/P; = —23 dB and only free-space path loss is considered.



the interference is sufficiently more powerful than the signal of
interest. In order to obtain an interference-free version of s(n),
the clean input signal corrupted by interference s(n)+x(n) is
employed as the reference signal for the adaptive filter, whose
input is the estimated jamming signal Z(n) that is strongly
correlated to the actual jamming signal z(n). The adaptive
mechanism adjusts the filter coefficients of W(z) in such a
manner that the filter output y(n) approximates the jamming
signal x(n), thus forcing the error signal e(n) to resemble
the signal of interest s(n). The system uses a directional
coupler to direct some of the input signal energy to a secondary
receiver port RX oy x that is not affected by the cancellation
and thus allows to continue estimating the interfering signal
simultaneously to its mitigation in the primary path RX.

Unfortunately, the digital interference reconstruction takes
a considerable amount of time and consequently the compu-
tational delay in generating the Z:(n) becomes longer than the
path delay in the primary receiver chain for the actual interfer-
ence x(n). Therefore, the system’s response is noncausal and
the system is capable of effectively canceling only narrowband
or periodic interference [13]. Furthermore, for the interference
estimation, the actual signals of interest act as noise.

Compared to digital interference mitigation, the use of
adaptive filtering for analog interference mitigation is further
complicated by the fact that the summation of signals rep-
resents RF superposition and it is necessary to compensate
for the secondary-path transfer function S(z), which includes
the digital-to-analog converter (DAC), T' X sy x chain, power
amplifier (PA), power combiner, low-noise amplifier (LNA),
RX chain, and ADC. Thus, the purely digital adaptive filter
based on the normalized least mean squares (LMS) algorithm
is extended to a filtered-x version, where a transfer function
is present in the cancellation path.

The filtered-x least mean squares (FxLMS), however, be-
comes unstable at step sizes much lower than without the
secondary path, thus limiting the convergence speed [15].
That is because the secondary path influences the dynamic
response of the cancellation system by reducing the maximum
step size in the FXLMS algorithm. On the other hand, the
FxLMS algorithm is rather tolerant to errors made in the
estimation of S(z) by the filter S(z), as within the limit of
slow adaptation, the algorithm converges with nearly 90° of
phase error between S(z) and S(z) [13]. Therefore, offline
modeling can be used to estimate S(z) during an initial
training stage as the signal path from the auxiliary transmitter
T X aux to the primary receiver RX can be considered static.

A single-frequency reference based adaptive canceller using
the LMS algorithm has the properties of a notch filter at the
reference frequency and the level of interference is reduced
at the expense of introducing some distortion on the desired
signal [16]. The same applies to the FXLMS with an inter-
vening transfer function in the cancellation path [15]. The
system in general can possibly be repurposed to work with
broadband interference, such as pseudorandom jamming, e.g.,
by replacing the narrowband interference reconstruction with
a respective signal generator.

III. EXPERIMENTAL SETUP

In order to characterize the performance of the proposed RF
interference mitigation technique, we carried out experiments
in a laboratory environment. The experimental setup as illus-
trated in Fig. 4 simulates a scenario, in which a co-located
jammer is interfering with a receiver, omitting any signals of
interest. All the devices involved in the measurements were
connected through coaxial cables, thus providing a controlled
environment in which all other sources of interference, besides
the devices under test, were eliminated. This also ensured
precise control of the power levels during the measurements.
Furthermore, effects in the radio channel, such as multipath
propagation and fading, do not have an effect on the measure-
ment results and a wide frequency range from 100 MHz to
2400 MHz could be studied without restrictions.
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Fig. 4. The measurement setup in which either the SMBV100A vector signal
generator or the USRP B200 software-defined radio is used to generate the
interference. An oven-controlled crystal oscillator (OCXO) is used as an
external reference either for the receiver only or for both the interference
generator and the receiver.

A. Experimental Receiver

The receiver prototype used in the measurements is built
using the USRP B210 commercial off-the-self (COTS) dual-
channel software-defined radio (SDR) that receives signals
in a 2 MHz bandwidth. In order to improve its phase noise
characteristics, a 10 MHz oven-controlled crystal oscillator
(OCXO) based reference clock is used as an external reference.
Furthermore, in order to examine the effect of using a shared
reference clock for both the receiver and the interference
generator, as is typically the case in FD radios, measurements
were carried out by using the OCXO as reference for only the
receiver or both the receiver and the interference generator.

The input signal, i.e., the interference, is split in two using
a directional coupler and a wideband electromechanical RF
switch is used to control the input signal flow into the primary
receiver path RX. This allows to carry out offline secondary
path modelling during an initial training stage. A two-way
power combiner is used to combine the received signal and
the generated cancellation signal. The resulting signal path
from the interference generator’s 7 X to the receiver’s RX
attenuates the signal by 5dB to 8 dB in the frequency range
of 100 MHz to 2400 MHz.



B. Interference

The interference was generated at center frequencies of
100, 200, 400, 800, 1600, and 2400 MHz with two different
methods. Using a Rohde & Schwarz vector signal generator
SMBVI100A and using an Ettus USRP B200 SDR. Also
two different kind of interference were used, a single-tone
signal and a sinusoidally frequency-modulated (FM) signal
with frequency deviation of 125kHz and modulation rate of
1kHz. The frequency deviation and modulation rate were
chosen based on the limitations imposed by the SMBV100A
at 100 MHz and applied at all of the measured center fre-
quencies with both interference generators. In either case the
interference is instantaneously narrowband and periodic. The
interference power was limited to —20 dBm, which is close
to the specified maximum input level of the USRP B210.

IV. EXPERIMENTAL RESULTS

The interference cancellation results, i.e., the measured
power reduction after cancellation, over the examined fre-
quency range for both single-tone and FM interference are
plotted in Fig. 5. The vector signal generator has considerably
lower phase noise of the two tested interference sources, which
explains the better efficiency of the interference cancella-
tion. Specifically, the AD9364 transceiver chip used in the
USRP B200 has specified integrated phase jitter of 58.9 ps at
2400 MHz, whereas the SMBV100A has phase jitter of only
3.9ps at 1000 MHz. The single-tone interference cancellation
results are thus in agreement with the active cancellation
studies with regards to the variance of phase noise in FD radios
with non-matched LOs [17].

Furthermore, the interference cancellation results demon-
strate an exponential dependence on the center frequency.
This is also explained by the differences in phase noise.
Ideally, frequency multiplication by N results in phase noise
increase by 20 - log,, N, i.e., 6dB in the case of frequency
doubling. Measurement results for the single-tone interfer-
ence cancellation are consistent with the 6dB per octave
performance degradation. In the case of FM interference, the
maximum achievable suppression rate is further limited by
the frequency stability of the FM source and by the ability
of the interference mitigation system to exactly estimate and
regenerate the periodic interference.

From the results, it also becomes evident that sharing a
common external reference between the interference generator
and the interference mitigating receiver improves the active
cancellation efficiency. This is in accordance with the studies
on phase noise effects in FD radios, whereas sharing the LO
between the transmit and receive chains inherently mitigates
the performance hampering effect of phase noise. These results
stress the importance of using high-precision oscillators in
co-located radios in order to lower the phase noise and
achieve efficient interference cancellation. When considering
the mitigation of broadband or pseudorandom interference, the
jamming waveforms could perhaps be designed to facilitate
digital estimation and suppression of phase noise likewise to
recent advances in FD radios [18].
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Fig. 5. Analog interference mitigation achieved in the 100 MHz to

2400 MHz frequency range using the different measurement setup configu-
rations. The interference generator was referenced either by its internal clock
(I) or the oven-controlled crystal oscillator based external reference clock (O),
which was also used as an external reference for the receiver.

Another important aspect of adaptive filtering is the learning
rate by which the interference can be cancelled. The learning
rate of the analog RF interference cancellation for single-tone
and FM interference is visualized in Fig. 6. For the single-tone
interference, the adaptive filter converges in approximately
100 ps, whereas for the FM interference, the filter converges
typically in a matter of seconds. Furthermore, such predictive
interference cancellation method inherently produces a short
burst of interference by itself when the actual interference in
the input signal disappears. All of the measurements were
made with a small step size that was empirically found to
be close to (but still below) the upper bound beyond which
the adaptive filter becomes unstable. As mentioned previously,
this is affected by the imposed delay of the secondary path.
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Fig. 6. Learning curves of the adaptive digitally assisted analog radio-frequency interference mitigation system as measured for a single-tone and a sinusoidally
frequency-modulated interference in a closed and static laboratory environment. Whenever no interference is present the system reaches noise level of —88 dBm.

V. CONCLUSION

Analog interference mitigation, as opposed to plain digital
solutions, becomes necessary in case the interference starts
to limit the receiver’s sensitivity due to the limited dynamic
range of the analog-to-digital converter (ADC) as, e.g., in the
case of co-located jammers or radars and signals intelligence
receivers. In this paper, we proposed a method for mitigat-
ing narrowband interference in the analog domain by using
digitally assisted adaptive filtering and provided experimental
results on suppressing such interference in a static labora-
tory environment. The experimental results show promising
performance in terms of interference cancellation and the
convergence speed of the adaptive interference canceller over
a broad frequency range including the very high frequency
(VHF) and ultra high frequency (UHF) bands.

However, the results have also illustrated how phase noise,
one of the main performance limiting factors, degrades the
interference cancellation efficiency. The presented results are
limited to a closed experimental setup in a laboratory envi-
ronment at moderate transmission powers and require further
study to assess the feasibility of co-located analog interference
mitigation under realistic channel conditions, mobile scenar-
ios, together with signals of interest, and higher output powers.
The proposed interference mitigation method could possibly
be extended to work with broadband pseudorandom jamming
signals, e.g., in the case of a full-duplex (FD) radio shield,
if the narrowband interference reconstruction can be replaced
with a pseudorandom interference generator.
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