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Abstract Industrial production’s main goal is to achieve adaptability, resource effi-
ciency, as well as, to integrate the complete value and supply chains, including cus-
tomers, in business and value processes. To this end, manufacturing systems need to
be as generic as possible in order to answer the different needs of a variety of indus-
tries. Industry4.0 paradigm stands as the baseline to answer these requirements, and
data collection capabilities represent a major pillar in this strategy. Moreover, the
way companies interact and communicate, being able of sharing information among
themselves aswell as to take full advantageof the data andknowledgebeinggenerated
(even within the same company) demand huge attention to solving interoperability
issues. The C2NET project (Cloud Collaborative Manufacturing Networks project),
intends to implement the Industry 4.0 vision aiming to provide a cloud-based plat-
form for managing the company interactions and promoting enterprise interoperabil-
ity. This paper presents how the Data Collection Framework (DCF) developed within
C2NET project can be used to collect data and support an automatic non-conformity
detection case in a Portuguese metalworking SME. The developed components are
briefly described as well as the implemented use case. The results obtained are also
presented and discussed.
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1 Introduction

“Industry 4.0” has become the new paradigm in what regards the reality of indus-
trial production in the years to come. The main goal of Industry 4.0 is to realize the
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so-called intelligent factory whose main characteristics are adaptability and resource
efficiency together with the possibility of integrating the complete value and supply
chains, including customers, in business and value processes. To achieve this objec-
tive, industrial companies need to be capable of handling more complex and stricter
requirements in a variety of fields (e.g., data collection, flexibility) while ensuring to
maintain, or increase, the requested production capacity. Nowadays, companies are
encouraged to think globally while acting and staying locally economically compat-
ible. Similarly, inside the factory, enterprise level strategy must concerted with local
actions at lower level (e.g., device level). In addition to this, the industrialmanufactur-
ing systems of this 4th industrial revolution intend to reposition several components,
(e.g., Manufacturing Execution Systems (MES) and Enterprise Resource Planning
(ERP) layers), so that these can be deployed in a web-based or cloud-based environ-
ment, in order to enable its adaptation to the concept of collaborative networks [1].
In this context, manufacturing systems need to be as generic as possible in order to
answer the different needs of a variety of industries. Industry 4.0 paradigm stands as
the baseline to answer these requirements, and data collection capabilities represent
a major pillar in this strategy to enable real-time information on production system
operation. The data collection needs to include not only the collection of data from
shop floor devices or resources but also the manipulation of the enterprises informa-
tion systems that handle orders and schedules. Thus, interoperability demands are
extremely high. The C2NET project (Cloud Collaborative Manufacturing Networks
project) intends to implement the Industry 4.0 vision aiming to provide a cloud-based
platform for managing the company interactions and promoting enterprise interop-
erability. According to the architecture of C2NET project [2], the Data Collection
Framework (DCF) consists of a dedicated layer designed for collecting andmanaging
the data of the industrial networks resources. This data includes Internet of Things
(IoT) data from the shop floor (e.g., sensors) and legacy systems data resources (e.g.,
ERP). This way, data definition appears linked to a set of resources that are man-
aged via middleware systems, i.e., hubs. Regarding this research work, this paper
presents the steps performed to solve interoperability challenges regarding collection
and use of scattered and heterogeneous data in a specific context of a use case from a
Portuguese metalworking SME. The collected data is used to detect the occurrence
of abnormal situations that can lead to delays in production orders and affect the
overall performance of the company. Next sections are organized as follows: Sect. 2
presents a brief state of the art on related areas, Sect. 3 provides an overview of
developed Data Collection Framework (DCF), Sect. 4 describes the interoperability
needs identified and how they can be tackled through the implemented use case, and
Sect. 5 provides specific insight into results obtained for validating the approach. In
Sect. 6, some conclusions are drawn and future work lines are presented.



2 State of the Art

2.1 Enterprise Interoperability

Enterprises are constantly seeking for solutions capable of optimizing their assets
aiming to increase their business benefits and reinforce their competitiveness. The
available ICT and connectivity solutions are attracting companies that intend to glob-
ally spread their operations, in investing in interoperability solutions. The so-called
inter-enterprise interoperability, besides creating an easy communication channel
with clients, enables the networking between different enterprises supported by ICT-
based technologies. Moreover, similar processes are being applied within the same
company (intra-enterprise interoperability) in order to facilitate the use of informa-
tion being generated on different departments, systems and devices, and eliminating
issues related with duplicate information, information formats, etc. This degree of
interoperability is the focus of this paper in which the collection and use of scattered
and heterogeneous data is explored. One of the major problems of this interaction is
the heterogeneity of data coming from different sources [3]. When focusing on the
technical aspects of interoperability, two levels can be defined: A low-level interop-
erability in which connection and communication are established and a high-level
interoperability in which the objective is to enable system interaction and under-
standing.

Regarding the low level, systems use well-defined formats for exchanging mes-
sages and, in IoT environments, technologies for Wireless Sensor Networks (WSN)
andMachine-to-Machine (M2M) are the most prominent. WSN can be implemented
using different protocols (e.g., Bluetooth (IEEE 802.15.1), Near Field Communica-
tion (NFC), Radio-Frequency Identification (RFID), IEEE 802.15.4 wireless per-
sonal area network (WPAN), WIFI (IEEE 802.11), 3G/4G and ETHERNET (IEEE
802.3)) and the selection of the most appropriate one must take into consideration
aspects such as desired speed andworking environment [4]. RegardingM2M, several
initiatives have been recently developed, from which the ETSI M2M Service Archi-
tecture [5] is an example. In addition, MQTT (Message Queuing Telemetry Trans-
port—http://mqtt.org/) is a lightweight messaging protocol especially used when
remote connections are required and bandwidth is not an issue.

Regarding the high-level interoperability, the main challenge is to find a common
ground for the involved systems. To this end, ontologies and other model-based
technologies have been extensively used as they provide a shared understanding of
a specific domain. In Semantic Web’s, “an ontology” is defined as a set of classes
in a domain area that shows the properties and the relations between those classes
[6]. To establish an ontology on a specific domain, we have to select an ontology
language (OWL or RDS/RDFS) and an ontology engineering approach (bottom-up:
starting from the specific concepts and, by generalization, builds a structure; top-
down: starting from the generic concept and, by specialization, builds a structure;
middle-out: identifying central concepts in each domain). Ontology development can
be supported by ontology development life-cycle tools (from creation tomaintenance
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and evolution). Some examples include: Protégé [7, 8] and the Topic Maps 4 E-
Learning—TM4L [9]. Current developments in this area, integrating both low-level
and high-level interoperability strategies, include cloud-based platforms that support
enterprise interoperability (such as C2NET platform [10]). These solutions tend to
be plug and play platforms that, although requiring some configuration work, enable
the access to a set of new and improved services.

2.2 Enterprise Resources Virtualization

Smart enterprise is a term coined by entrepreneur and investor Joe Lonsdale, describ-
ing a new breed of computing companies focusing on “enabling knowledge workers
to process and analyze massive amounts of heterogeneous data and to collaborate
and monitor things.” On a high level, this encompasses killing waste/inefficiencies,
redesigning collaboration and surfacing untapped data in new potent ways for big,
monolithic industries that exist today [11]. In addition to this vision, the term ubiq-
uitous computing (proposed by Mark Weiser) [12] envisages a smart environment
in which sensors, actuators, interfaces and other elements are seamlessly embedded
into common objects which are connected with each other via a network. The trans-
ference of this vision to manufacturing (smart) environment [13] leads to the next
development step, which addresses the fusion of both physical and digital/virtual
world [14] to reach the so-called Smart Factory (SF). In a SF, activities like real-
time data collection enable that the access to manufacturing relevant information,
anytime/anywhere, become a reality. This is done without affecting other systems,
maintaining their capabilities of accomplish their tasks based on information coming
from physical and virtual worlds. In addition to this, SF is capable of reacting to dis-
turbances in production using available information to build the context under which
a specific situation is occurring and taking advantage of decentralized approaches
(either on information and communication) for appropriate reaction [13]. This behav-
ior requires a high degree of synchronization between digital and real world which
is being implemented. New ICT developments are providing the needed real-time
access to sensors and devices as well as the advanced networking and processing
capabilities contributing for an active cooperation of all the components building a
sort of factory “nervous system” [15, 16]. Some implementations have been devel-
oped to support interoperability of Internet of Things systems, and, more to it, to
allow search and detect both IoT and real-world resources as well as their associa-
tions [17]. The virtualization of resources contributes for reducing the complexity of
internal operations, as well as generates an agile environment through the possibility
of implementing decentralized decision-making approaches [2, 18].



2.3 Data Collection and Data Collection Frameworks

In the context of real-world resources, data collection, also called data acquisition
or data sensing, deals with the collection of data (actively or passively) from the
device, system, or as a result of its interactions [19]. For data collection, critical
information needs to be available at the right point in a timely manner, and in the
right form. The main aspects of a data collection system are: (i) Communication
with distributed devices: This can be done over wired or wireless links to acquire the
needed data, and need to respect security, protocol, and application requirements;
(ii) Nature of acquisition: It could be continuous monitoring, interval-poll, event-
based, etc.; (iii) Frequency: This depends on, or is customized by, the application
requirements (or their common denominator). In simple scenarios, due to customized
filters deployed at the device, a fraction of the generated data may be communicated.
In more sophisticated scenarios, data aggregation and even on-device computation
of the data may result in communication of events (such as detection of faults), which
can be detected based on a device’s own intelligence and capabilities [20]. IoTdevices
interactions and cooperation capabilities are likely to create large amounts of data
[21]. This type of platform can be classified considering three different areas, namely:
communication, transformation and data storage: (i) Communication: depending on
the types of protocols used for sending/receiving data; (ii) Transformation: related
with the techniques used to enrich data (e.g., taking into consideration the context
under which this data is being collected) and how to make it more meaningful; (iii)
Data storage: defining the type mechanisms used to store structured and unstructured
data.

The analysis of the state of the art allows concluding that having a consistent
strategy for interoperability is fundamental to guarantee the proper operation of
any system involving different components as it ensures that component interfaces
and shared or exchanged data are completely understood, to be interpreted by other
components or systems.

3 C2NET Interoperable Data Collection Framework

C2NET project aims at facilitating the collection and usage of scattered, heteroge-
neous, and sometimes ambiguous, data. For this reason, interoperability is a key
feature of C2NET platform which is composed of different components that are
dependent on other legacy software. The developed interoperability framework acts
as a middleware between C2NET components and legacy systems, not only for
data collection, but also to guarantee data exchange inside the platform and provide
configuration features to ensure generic usage of components. The Data Collection
Framework (DCF) is the domain module that acts as the C2NET entry point of data
that is arising from companies’ side (see Fig. 1).
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Fig. 1 C2NET data collection framework architecture

The company middleware composed by IoT and Legacy System (LS) Hubs pro-
vides the facilities required to scale the solution to any number of external resources
and ensures interoperability with different data sources fromERP Systems, company
databases, IoT devices, etc. To cover these aspects, three levels of interoperability
have been defined for the C2NET DCF: (1) At Hubs level: where data are primary
gathered from the company to the platform. Here, interoperability issues such as
communication protocols, software interfaces, or data selection functions needs to
be handled; (2) At Platform level: where the components are exchanging and using
data from the Hubs. Here, interoperability issues such as data structures integra-
tion/mapping and transformation needs to be handled; (3) At User level: where the
data can be presented to the user. This paper focuses on the first two aspects, namely:

• Interoperability Support at the Hubs Level: At the hubs level, there are two
questions that interoperability tries to respond. The first is how to provide an
interface to the hubs allowing plug and play and rapid deployment. The second
is how data can be gathered intelligently to the platform, in a way that huge data
flows and unnecessary information cannot affect the functioning of the system
or abuse of system resources. The C2NET solution to these issues relies on the
development of a secure layer able to interact in an easy and generic manner with
the hubs in charge of data collection. In this way, all interfacing complexity with
IoT and legacy data systems is hidden to C2NET platform. In what regards the
C2NET Data Collection Framework architecture, the two main modules that are



on charge of this level of interoperability are the PubSub module (responsible
for the communications with companies’ hubs) and the Resource Management
module (provides the necessary configuration facilities for C2NET resources).

• Interoperability Support at the C2NET Platform Level: At the C2NET plat-
form level, interoperability is handled from a classical enterprise information sys-
tems data interoperation problem. In technical interoperability, as the one imple-
mented at the Hubs level, consensus between different vendors often relies on
standards (e.g., communication protocols). In the case of data interoperability,
standardization or the use of reference models can also be applied. C2NET applies
the unified approach to interoperability. This approach consists in using a com-
mon format at a meta-level which provides a means to establish semantic equiva-
lence, allowing consistent mapping between input and output models. Therefore,
in C2NET, the unification requires a common structure at the meta-level for data
to be exchanged between the different resources and C2NET platform (and its
components). This is a big challenge for the modules implementing this feature
because of the complexity of the task, which includes data processing and transfor-
mation. Data transformation aims to keep a common representation for collected
data by providing a common structure called C2NET format.

4 C2NET to Detect Non-conformities and Reduce Waste

Production andproduct quality is an area of growing relevance for bothmanufacturers
and consumers. Companies want to reduce the number of non-conformities to reduce
the production costs, both by reducing the raw material that may be misused (and
turned into waste), as well as to reduce the time spent in production. Additionally,
increased public awareness on environmental sustainability and the rise of prices
of non-renewable raw materials are contributing for market changes [22]. From a
company point of view, in an ideal scenario, non-conformities and waste should be
eliminated reaching a zero-defect production process. C2NET solution uses IoT in
production lines to enable real-time quality control allowing the detection of non-
conformities in an early process stage and contributing for waste reduction. The use
case involves a Portuguesemetalworking SME company that produces a huge variety
of small pieces for different customers. Most of production data are scattered across
different systems and in heterogeneous formats (manual registries are still common).
To overcome these difficulties, the collection of data and its transformation inC2NET
format were crucial to enable its usage. To support the implementation of this use
case, a set of steps were defined (see Table 1).



Table 1 Use case steps

Nº Name Description

0 Install company resources

Preparatory phase includes identification of data 
sources, additional instrumentation added (if needed), 
installation of hubs and setting up of IoT communica-
tion network. 

1
Company resource virtualiza-
tion

Available resources and data collection rules are regis-
tered and configured in C2NET

2 Define C2NET mappings
Data to be collected is mapped to C2NET data format -
STables

3
Define rules for non-
conformity detection

Definition of rules that translate the quality patterns 
and allow the detection of non-conformities

L
O
O
P 

4 Upload Production Order Production order is uploaded via Legacy System Hub

5 Start Production
Production start is detected via IoT devices which 
reaches C2NET platform through the IoT Hub

6
Monitor the various stages of 
production

Production data is collected via IoT Hub

7 Detect Non-Conformities
IoT Hub collects data that triggers a non-conformity 
rule

8 Check production order status
The status of the production order is stored (to be 
resumed later if production stops)

10
Notify about Non-
Conformities

C2NET sends message to production manager inform-
ing about the detected non-conformity

11 Stop production (if needed) In critical cases production may have to be stopped
12 Setup Machine

These steps are performed out of C2NET13 Solve Non-conformity cause

14
Separate non-conform prod-
ucts

15
Catalogue non-conform prod-
ucts 

The non-conformity is registered together with the 
actions developed to solve it

Note that, steps 3 to 6 occur continuously up to the detection of a non-conformity. (LOOP). Also,
steps 12 to 14 are not processed with the support of C2NET

5 Validation and Discussion

To support the evaluation of the business impact, a set of Key Performance Indicators
(KPIs) were defined. These KPIs allow the confirmation of the benefits achieved by
the involved company through the use of C2NET. KPIs are associated with a num-
ber of measurable indicators to facilitate the extrapolation of information. Table 2
presents the set of KPIs defined for this use case together with the measurable indi-
cators that will be used to evaluate each one of them. KPIs were measured in the
beginning of the project, and final measurements were made at the end of the project
for comparison.



Table 2 Business KPIs for metalworking use case

KPI Associated measurable
indicator(s)

Initial value Current value

Increase in machinery
availability

Average No. of stops (per
10,000 units)

16 14

Duration of stops (per
10,000 units)

1 h 23 m 1 h 15 m

Increase in machinery
working hours

Production time
(pieces/hour)

8604 9158

Decrease in non-conform
product

Average % of non-conform
products

0.90 0.87

Table 3 Functional/technical measurable indicators for metalworking use case

Functional/technical indicator Initial value Current value

No. of devices installed to collect production dataa 2 13

No. of hubs installed at company to import data 0 2

Amount of data samples being collected through IoT devicesb 0 ~2.5 KB/min

No. of existing legacy system data files (ERP)c 3 5

No. of existing datasets 81 92d

No. of imported/mapped datasets (this use case) 0 13

No. of rules for automatic non-conformity detection 0 3

aIncluding: no. of products produced; temperature of painting chamber; quality of painting
bMeasurement depends on the sending frequency being used. In this measurement, the IoT devices
were configured to collect sensors data each 10 s and send the aggregated data package each minute
(i.e., 6 samples/min/sensor)
cContaining data regarding production order; production recipes; available resources
dIncluding IoT datasets

The analysis of the associated measurable indicators allows us to conclude that
there were significant improvements regarding the defined business KPIs.

In addition to business KPIs, a set of functional/technical indicators were also
defined. These indicators enable the possibility to check the development status as
well as to conclude about the usability of the proposed solution. Table 3 presents a
compilation of the defined Functional/technical measurable indicators together with
the available measurements.

The differences between initial values and current values allow detecting a consis-
tent increase in the data being generated and used. Note that the table presents only
the values related to detection of non-conformities in two specific production stations
(the ones in which the testing phase is focusing). As the non-conformity detection
is to be applied in other production stations, the number of rules will also increase.
Moreover, and although this is parallel to the use of C2NET, the company has devel-
oped additional effort in structuring and organizing its legacy system data in order to
take the most out of C2NET functionalities. An example is the growing number of



legacy system data files available. These new files represent information regarding
machine availability and material consumption, and the data being collected there
will contribute for a decrease in the time spent in production planning.

6 Conclusions and Future Work

C2NET project is providing an interoperability solution through a cloud-based plat-
form for managing the company interactions and promoting enterprise interoperabil-
ity. The Data Collection Framework here presented for collecting and managing data
is an example of the work developed. The collection and integration of data from
multiple sources in a Portuguese metalworking SME are providing an interoperable
solution for additional insight into the processes. The results being obtained, even in
early stage, demonstrate clearly the potential of the approach.

Future work includes the addition of virtual resources to combine collected data
being generated and generate additional information and knowledge about the pro-
duction operation. Also, more features (e.g., negotiation and optimization) of the
C2NET platform could be exploited to enrich the interactions between the company
networks. Moreover, the expansion of the approach to cover all production stations
of the company, as well as to implement it in other sectors, is also planned. Some
ideas will be explored in BOOST 4.0 project.

Acknowledgements The research leading to these results has received funding from the European
Union H2020 projects C2NET (FoF-01-2014—nr 636909) and BOOST 4.0 (ICT-15-2017).

References

1. Bohuslava, J., Martin, J., & Igor, H. (2017). TCP/IP protocol utilisation in process of dynamic
control of robotic cell according industry 4.0 concept. In 2017 IEEE 15th International Sym-
posium on Applied Machine Intelligence and Informatics (SAMI) (pp. 217–222).

2. Ghimire, S., Melo, R., Ferreira, J., Agostinho, C., & Goncalves, R. (2015). Continuous data
collection framework for manufacturing industries. In Ciuciu I. et al. (eds) On the Move to
Meaningful Internet Systems: OTM 2015 Workshops (vol. 9416). Lecture Notes in Computer
Science. Cham: Springer.

3. Govindarajan, N., Ferrer B. R., Xu, X., Nieto, A., & Lastra, J. L. M. (2016) An approach for
integrating legacy systems in the manufacturing industry. In 2016 IEEE 14th International
Conference on Industrial Informatics (INDIN) (pp. 683–688).

4. IEC (International Electrotechnical Commission). (2014). Internet of things: wireless sensor
networks, White Paper.

5. ETSI Technical Committee Machine-to-Machine communications. (2013). Machine-to-
Machine communications (M2M); Functional architecture. Available at: http://www.etsi.org/
deliver/etsi_ts/102600_102699/102690/02.01.01_60/ts_102690v020101p.pdf.

6. Musen, M. (1998). Domain ontologies in software engineering: use of protégé with the EON
architecture.Methods of Information in Medicine, 37(4–5), 540–550.

7. Stanford Center for Biomedical Informatics Research. (2011). Stanford’s protégé home page.
Retrieved from http://protege.stanford.edu/.

http://www.etsi.org/deliver/etsi_ts/102600_102699/102690/02.01.01_60/ts_102690v020101p.pdf
http://protege.stanford.edu/


8. Ontopia. (2015). About Ontopia. Retrieved from Ontopia: http://www.ontopia.net/page.jsp?
id=about.

9. Dicheva, D., & Dichev, C. (2012). TM4L: creating and browsing educational topic maps.
WinstonSalem State University.

10. Andres, B., Sanchis, R., & Poler, R. (2016). A cloud platform to support collaboration in supply
networks. International Journal of Production Management Engineering, 4(1), 5–13.

11. Lonsdale, J. (2012). What are some companies similar to Palantir Technologies in terms of
challenge and work culture?October, 2012. Available at: https://www.quora.com/topic/Smart-
Enterprises.

12. Weiser, M. (1991). The computer for the 21st century. Special issue on communications, com-
puters, and networks. Scientific American.

13. Lucke, D., Constantinescu, C., &Westkämper, E. (2008). Smart factory-a step towards the next
generation of manufacturing. In Manufacturing systems and technologies for the new frontier
(pp. 115–118). London: Springer.

14. Westkämper, E., Jendoubi, L., Eissele, M., & Ertl, T. (2006). Smart factory—bridging the gap
between digital planning and reality.Manufacturing Systems, 35(4), 307–314.

15. Agostinho, C., Marques-Lucena, C., Sesana, M., Felic, A., Fischer, K., Rubattino, C., & Sar-
raipa, J. (2015). OSmosis process development for innovative product design and validation.
In 2015 ASME IMECE, Houston, USA.

16. Ko, J., Lee, B., Lee, K., Hong, S. G., Kim, N., & Paek, J. (2015). Sensor virtualization mod-
ule: virtualizing IoT devices on mobile smartphones for effective sensor data management.
International Journal of Distributed Sensor Networks. https://doi.org/10.1155/2015/730762.

17. IoT Open Platforms. Retrieved from http://open-platforms.eu/.
18. Marques, M., Agostinho, C., Zacharewicz, G., & Jardim-Gonçalves, R. (2017). Decentralized

decision support for intelligent manufacturing in Industry 4.0. Journal of Ambient Intelligence
and Smart Environments, 9(3), 299–313. https://doi.org/10.3233/AIS-170436.

19. Karnouskos, S., Villaseñor-Herrera, V., Haroon, M., Handte, M., & Marrón P. J. (2011).
Requirement considerations for ubiquitous integration of cooperating objects. In Proceedings
of 2011 4th IFIP International Conference New Technology Mobile Security NTMS 2011.

20. Karnouskos, S. (2009). Efficient sensor data inclusion in enterprise services. Datenbank-
Spektrum, 9(28), 5–10.

21. Tan, L., & Wang, N. (2010). Future internet: The internet of things. In 2010 3rd International
Conference on Advanced Computer Theory and Engineering (ICACTE) (vol. 5, pp. V5-376-
V5-380).

22. Peng, T., & Xun, X. (2017). An interoperable energy consumption analysis system for CNC
machining. Journal of Cleaner Production, 140.

http://www.ontopia.net/page.jsp?id=about
https://www.quora.com/topic/Smart-Enterprises
https://doi.org/10.1155/2015/730762
http://open-platforms.eu/
https://doi.org/10.3233/AIS-170436

	Organizers and Sponsors
	Organizers
	Sponsors

	Preface
	Acknowledgements
	Contents
	About the Editors
	Security
	Cybersecurity Requirements for Supporting Enterprise Interoperability of Multi-sided Platforms
	1 Motivation
	2 Related Work
	2.1 Multi-sided Platforms and Their Evolution Models
	2.2 Cybersecurity Frameworks and Strategies Affecting Multi-sided Platforms

	3 Cybersecurity Considerations for Multi-sided Platforms
	3.1 MSPs Privacy Requirements Framework

	4 Cybersecurity Requirements Capturing for MSPs
	4.1 MSPs Security Architecture
	4.2 Security Controls for Data Integrity and Data Quality Management and Their Mapping with the GDPR

	5 Conclusion
	References

	Improving the Semantic Interoperability of IoT Early Warning Systems: The Port of Valencia Use Case
	1 Introduction
	2 Motivation
	2.1 Early Warning System (EWS)
	2.2 Problem Definition

	3 The SEMIoTICS Framework
	4 Case Study: EWS to Detect Accidents at the Port of Valencia
	4.1 Requirements and Use Cases
	4.2 INTER-IoT-EWS: EWS Developed with SEMIoTICS
	4.3 Validation Plan

	5 Conclusions
	References

	Software-Defined Networking to Improve Cybersecurity in Manufacturing Oriented Interoperability Ecosystems
	1 Introduction
	2 vf-OS Holistic Security and Privacy Concept
	2.1 Thread Model and Response
	2.2 Security Architecture

	3 SDN Network Layer Security
	4 Conclusions
	References

	I 4.0 and Industrial Automation
	Industry 4.0 Out of the Box
	1 Industry 4.0 for SMEs—Industrial Demands
	2 The Idea of Industry 4.0 Out of the Box
	3 Architecture
	4 QS Services
	5 Conclusion
	References

	Collaborative Information System Toward a Robotic Process Automation Solution
	1 Introduction
	2 Theoretical Background
	2.1 Enterprise Interoperability
	2.2 Standardization
	2.3 Business Process Automation

	3 Automated Interoperability Framework
	3.1 The Robot
	3.2 The Interoperability Framework

	4 Use Case
	5 Conclusion
	References

	Maintenance 4.0 World of Integrated Information
	1 Introduction
	1.1 Internet of Things
	1.2 Cyber-Physical Systems
	1.3 Challenges
	1.4 Paper Structure

	2 Predictive and Proactive Maintenance Platform
	2.1 MANTIS Approach
	2.2 Role of MIMOSA

	3 MANTIS Reference Architecture and Implementation
	4 Conclusion
	References

	Platforms and Infrastructures for Enterprise Interoperability
	Towards Interoperability Across Digital Manufacturing Platforms
	1 Interoperability Across Digital Manufacturing Platforms
	2 The Platform Interoperability Framework
	2.1 Platform
	2.2 Application
	2.3 Integration

	3 Analysis of the Interoperability Framework and Use-Cases
	3.1 Platform-Level Interoperability Scenarios
	3.2 Application-Level Interoperability Scenarios
	3.3 Integration-Level Interoperability Scenarios

	4 Related and Future Work on Platform Interoperability
	References

	Interoperable Algorithms for Its Implementation in a Cloud Collaborative Manufacturing Platform
	1 Introduction
	2 C2NET Architecture
	3 C2NET OPT Module
	3.1 C2NET OPT Characterisation
	3.2 Interoperable Algorithms in the Scope of the Automotive Industry

	4 An Interoperable Algorithm for Mono-Machine Injection Moulding Sequencing
	5 Conclusions and Future Research Lines
	References

	OpenPaaS::NG: A Cloud-Based Interoperable Enterprise Platform to Support Inter-organizational Collaborations
	1 Introduction
	2 Enterprise Collaborative Platforms
	3 OpenPaaS::NG: Overall Architecture
	4 OpenPaaS::NG Collaborative Platform
	4.1 OpenPaaS::NG Communication Tools
	4.2 OpenPaaS::NG Recommendation Mechanisms
	4.3 OpenPaaS::NG Collaboration Editors
	4.4 OpenPaaS::NG Teamwork Experience

	5 Conclusion
	References

	Semantic Interoperability
	Semantic Modeling of Cascading Risks in Interoperable Socio-technical Systems
	1 Introduction
	2 Related Work
	3 A Conceptual Framework for Risk Assessment
	3.1 TERMINUS Domain Ontology
	3.2 Risk Mini-Models

	4 Cascading Risks in Interoperable Socio-technical Systems
	4.1 Semantic Model of Cascading Risks
	4.2 Generation of Cascading Risk Mini-Models
	4.3 Experts Validation

	5 Conclusion
	References

	Toward the Use of Upper-Level Ontologies for Semantically Interoperable Systems: An Emergency Management Use Case
	1 Introduction
	2 Background
	2.1 Ontologies Levels of Abstraction
	2.2 Upper-Level Ontologies for Interoperability of Systems

	3 Toward the Choice of “Basic Formal Ontology” and “Common Core Ontology”
	4 Firefighters Use Case
	5 Conclusion and Future Work
	References

	Enabling Semantic Interoperability for Risk and Vulnerability Analysis of Public Buildings
	1 Introduction
	2 Scope and Background
	3 Risk Exposure Indices as Linked Data
	3.1 Source Datasets for Flood and Storm in Norway
	3.2 Integration of Real Estate and Risk Data
	3.3 Data Workflow for the Risk and Vulnerability Analysis Service
	3.4 The Result Dataset for RVAS

	4 Data Visualization and Application Scenarios
	5 Summary and Outlook
	References

	Interoperability Testing
	IoT-Based Automatic Non-conformity Detection: A Metalworking SME Use Case
	1 Introduction
	2 State of the Art
	2.1 Enterprise Interoperability
	2.2 Enterprise Resources Virtualization
	2.3 Data Collection and Data Collection Frameworks

	3 C2NET Interoperable Data Collection Framework
	4 C2NET to Detect Non-conformities and Reduce Waste
	5 Validation and Discussion
	6 Conclusions and Future Work
	References

	Manufacturing Software Units: ISO 16300-3 Main Guidelines for Interoperability Verification and Validation
	1 Introduction
	2 Manufacturing Applications ISO 16100 Description
	3 Requirements for Interoperability Verification and Validation
	4 Interoperability Verification and Validation
	5 Data Schema for Interoperability Verification and Validation
	6 Interoperability-Required Mechanisms and Associated Qualitative Characteristics
	7 Conclusion and Perspectives
	References

	Interoperability of Test Procedures Between Enterprises
	1 Introduction
	1.1 State-Driven Perspective of Test Procedures
	1.2 Requirements for a State-Driven Representation of Test Procedure

	2 Approach
	3 Use Case
	3.1 Description of the Test Procedure
	3.2 Overall SCXML Representation
	3.3 Representation of Simple Operations
	3.4 Representation of Complex Operations, Including the Usage of Simple Ones
	3.5 Representation of Test-Specific Content
	3.6 Evaluation

	4 Summary and Outlook
	References

	Ontology Modeling
	Ontology for Continuous Learning and Support
	1 Introduction
	2 Related Work
	3 Continuous Learning and Assistance Model
	3.1 Overview
	3.2 Model Concepts
	3.3 Ontology Implementation

	4 Conclusion
	References

	Enterprise Ontology for Service Interoperability in Socio-Cyber-Physical Systems
	1 Introduction
	2 Enterprise Ontology
	3 Service Interoperability
	3.1 Service Interoperability Model

	4 Service Communication
	5 Ontology for Service Interoperability in Socio-Cyber-Physical System
	6 Conclusion
	References

	Application of Allen’s Temporal Logic to Ontological Modeling for Enterprise Interoperability
	1 Introduction
	2 An Ontological Approach in Industrial Enterprise Engineering
	3 A Key to Enterprise Engineering—Lifecycle Ontologies
	4 Conclusion
	References

	Block Chain and Decentralized Approaches
	The Development of Smart Contracts for Heterogeneous Blockchains
	1 Introduction
	2 Background
	3 Conceptual Collaboration Context
	3.1 Essential Interface
	3.2 Infological Interface

	4 Datalogical Profile
	5 Model Framework Creation (Model to Text)
	5.1 Service Interface
	5.2 Code Generation for Target Blockchain Smart Contracts

	6 Running the Generated Model
	7 Discussion
	References

	Blockchain in Decentralized Local Energy Markets
	1 The WindNode Project
	1.1 Context of Blockchain Usage
	1.2 Introduction to Blockchain

	2 Usage of Blockchain
	2.1 Technical Components
	2.2 Practical Applicability

	3 Realization in Ubiquitous Networks and Infrastructures
	References

	Toward Large-Scale Logistics Interoperability Based on an Analysis of Available Open Standards
	1 Introduction
	2 Interoperability in Supply and Logistics
	3 Analysis of Interoperability in Supply and Logistics
	3.1 B2B and B2G Interoperability
	3.2 Three Typologies for Implementing Open Standards
	3.3 B2B and B2G in Supply and Logistics

	4 Toward an Innovative Solution
	4.1 Requirements for B2B and B2G Interoperability
	4.2 Proposed Implementation Typology

	5 Conclusions and Recommendations
	References

	Interoperability Application Scenarios
	Integrating Business Process Interoperability into an Inter-enterprise Performance Management System
	1 Introduction
	2 Business Process Interoperability
	3 A Performance Management System Integrating Business Process Interoperability
	4 Application to an Agri-food Supply Chain
	5 Conclusions
	References

	Interoperability Challenges in Building Information Modelling (BIM)
	1 Introduction
	2 The Need of Interoperability in BIM
	3 Review of the State of Art on Interoperability Challenges in BIM
	4 Existing Solutions for Interoperability Issues in BIM
	5 Concluding Remarks
	References

	An Application of Managing Deviations Within a Supply Chain Monitoring Framework
	1 Introduction
	1.1 Background
	1.2 Literature Review

	2 Monitoring Plan Execution Framework
	3 The Deviation Assessment Dashboard
	3.1 The Dashboard Template
	3.2 PFDC Dashboard

	4 Conclusion
	References

	Interoperability in Manufacturing and Repair and Operation (MRO)
	Toward Information System Architecture to Support Predictive Maintenance Approach
	1 Introduction
	2 Prognostic and Health Management (PHM) Approach
	2.1 Definition and Gaps of PHM
	2.2 Objectives of the PHM Approach

	3 Architecture to Support Prognostic and Health Management (PHM) Approach
	4 Metamodel for the Knowledge Base
	5 Conclusion and Future Work
	References

	A Unified Architecture for Proactive Maintenance in Manufacturing Enterprises
	1 Introduction
	2 Technological Enablers and Emerging Concepts
	3 The Proposed Unified Conceptual Architecture for Proactive Maintenance
	4 The UPTIME Information System
	5 Industrial Scenarios
	6 Conclusions and Future Work
	References

	Toward Predictive Maintenance of Walls in Hard Rock Underground Facilities: IoT-Enabled Rock Bolts
	1 Introduction
	2 Related Work
	3 Research Approach
	4 Results—Toward Intelligent Predictive Maintenance in Hard Rock Underground Facilities
	5 Analysis
	6 Discussion and Conclusions
	References

	Modelling and Frameworks
	A Performance Measurement Extension for BPMN
	1 Introduction
	2 Background
	2.1 Interoperability
	2.2 Performance Measurement

	3 Related Works
	4 Extension
	4.1 BPMN Extension Mechanisms
	4.2 Performance Measurement Aggregation

	5 Graphical Representation
	6 Use Case
	7 Perspectives and Implementation
	8 Conclusions
	References

	An Assessment Conceptual Framework for the Modernization of Legacy Systems
	1 Introduction
	2 The Supporting Methodology of ADF-LSM for System Evolution
	2.1 Preprocessing Phase
	2.2 Assessment Phase
	2.3 Selection Phase
	2.4 Transition Phase
	2.5 Validation Phase

	3 The Supporting Toolkit
	4 Case Study
	4.1 Background
	4.2 Experimentation and Results

	5 Conclusion
	References

	The European Union Landscape on Interoperability Standardisation: Status of European and National Interoperability Frameworks
	1 Introduction
	1.1 The Meaning of Interoperability for Governments
	1.2 Interoperability Frameworks in Europe

	2 Status of ISA2 Programme and the European Interoperability Framework (EIF)
	3 Methodology
	4 Findings and Discussion
	5 Conclusions
	References

	Entities in IoT
	A Lightweight IoT Hub for SME Manufacturing Industries
	1 Introduction
	2 Background
	3 Lightweight IoT Hub Architecture
	3.1 Developed Architecture
	3.2 Communication
	3.3 Messaging Between Hub and Devices

	4 Implementation of the Use Case Scenario
	4.1 Infrastructure Setup
	4.2 Configuration
	4.3 Data Collection

	5 Conclusion and Future Work
	References

	Toward Service Orchestration Through Software Capability Profile
	1 Introduction
	2 Related Work
	2.1 Source Code Analysis and Software Reuse
	2.2 Legacy to SOA Evolution

	3 Standards
	3.1 API Documentation

	4 Contribution
	4.1 Capability Profile Process
	4.2 Capability Profile to an API

	5 Use Case
	6 Conclusion and Future Work
	References

	Empowering Product Co-creation Approaches Through Business Interoperability Concepts: The Toy Industry Case
	1 Introduction
	2 Relation to Existing Theories
	2.1 Co-creation and Open Innovation in New Product Development
	2.2 Partner Matching in Manufacturing

	3 Innovation Approach
	3.1 Toy Industry’s Value Network and Involved Stakeholders
	3.2 Concept Description

	4 Conclusions and Future Work
	References

	Interoperability in M2M Interaction
	Smart Process Communication for Small and Medium-Sized Enterprises
	1 Introduction
	2 State-of-the-Art
	2.1 I4.0 Compatible Components
	2.2 Protocols

	3 Concept
	3.1 Test Environment
	3.2 Communication Architecture
	3.3 Use Case—Holographic Process Visualization

	4 Conclusions
	References

	Achieving Syntax Interoperability of Existing Traffic Controllers and Intelligent Transport Systems
	1 Introduction
	2 Main Aspects of Intelligent Transport Systems Interoperability
	2.1 Technical Interoperability
	2.2 Functional/Logical Interoperability
	2.3 Contractual/Institutional Interoperability
	2.4 Procedural Interoperability

	3 Solution for Achieving Syntax Interoperability in Intelligent Transport Systems
	3.1 I Phase: Defining the Mapping of the Abstract Structure of Messages to a Concrete Structure
	3.2 II Phase: Creating Metamodels for Abstract Data Structures (Message)
	3.3 III Phase: Instantiation of Metamodel for Example of Status Message of Traffic Controller in the Eclipse Modeling Framework
	3.4 IV Phase: Defining Metamodel for Mapping an Abstract Structure into a Physical Structure (Conceptual Solution)
	3.5 V Phase: Creating Metamodel for Mapping an Abstract Structure to a Physical Structure
	3.6 VI Phase: Generating Application Which Will Convert Message from One Data Format to Another Data Format

	4 Conclusion
	References

	An Ontology Framework for Multisided Platform Interoperability
	1 Introduction
	2 Motivation
	3 Related Work
	4 NIMBLE Ontology Framework
	4.1 Catalogue Ontology
	4.2 Business Process Ontology

	5 Use Case Study
	6 Conclusion
	References


