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Abstract—Today, the digitalization strides tremendously on
all the sides of the modern society. One of the enablers to
keep this process secure is the authentication. It touches many
different areas of the connected world including payments,
communications, and access right management. This manuscript
attempts to shed the light on the authentication systems’ evo-
lution towards Multi-factor Authentication (MFA) from Single-
factor Authentication (SFA) and through Two-factor Authentica-
tion (2FA). Particularly, MFA is expected to be utilized for the
user and vehicle-to-everything (V2X) interaction which is selected
as descriptive scenario. The manuscript is focused on already
available and potentially integrated sensors (factor providers) to
authenticate the occupant from inside the vehicle. The survey on
existing vehicular systems suitable for MFA is given. Finally, the
MFA system based on reversed Lagrange polynomial, utilized in
Shamir’s Secret Sharing (SSS), was proposed to enable flexible
in-car authentication. The solution was further extended covering
the cases of authenticating the user even if some of the factors
are mismatched or absent. The framework allows to qualify the
missing factor and authenticate the user without providing the
sensitive biometric data to the verification entity. The proposed
is finally compared to conventional SSS.

I. INTRODUCTION AND BACKGROUND

The continuous growth of the smart devices number and
related connectivity load has made it possible to avail services
offered anywhere in the world [1]. In such a supercharged
world, the thing keeping the transmitted data secure is, in the
first place, authentication [2].

Authentication is a fundamental safeguard against the ille-
gitimate access to the device or any other sensitive application
being them offline or online [3], [4]. Back in time, the
transactions were authenticated mostly by physical presence,
i.e., for example, the wax seal [5]. Closer to our days and with
the civilization advancement, it was realized that validation
based on the sender identification only is not always enough
in scale of the world1.

Originally, just one factor was utilized to authenticate the
transmitting entity. By that time, Single-factor Authentica-
tion (SFA) was mostly adopted by the community due to its
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1“MFA (Multi-factor Authentication) With Biometrics”, 2017: https://www.
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simplicity and user friendliness [6], [7]. As an example, the
use of a password to confirm ownership of a user ID could be
considered. Evidently, this is the weakest level of authentica-
tion [8], [9]. By sharing the password, one can compromise the
user account, i.e. unauthorized user can also attempt an access
by utilizing the dictionary attack [10] or rainbow table [11].
Commonly, the minimum password complexity requirement is
to be considered while utilizing this type of authentication2.

Next, it was realized that authentication with just a single
factor is not reliable to provide adequate protection due to
the number of recent security threads [12]. As an intuitive
step, Two-factor Authentication (2FA) [13], [14], [15] was
proposed coupling the representative data (username/password
combination) with the factor of personal ownership, such as a
mobile phone [16]. Generally, the authentication evolution is
shown in Fig. 1.

Single-factor authen�ca�on

Knowledge factor:
PIN, password,

security ques�ons

****

Two-factor authen�ca�on

Ownership factor:
Smartphone, key-card,
one-�me password

Mul�-factor authen�ca�on

Biometric factor:
Fingerprint, face recogni�on,

behavior recogni�on

Fig. 1. Authentication methods evolution from SFA to MFA.

Almost immediately, Multi-factor Authentication (MFA)
was proposed providing higher level of safety to facilitate
continuous protection of computing devices and other critical

2“Your Password is Too Damn Short”, 2015: https://blog.codinghorror.com/
your-password-is-too-damn-short/



online services from unauthorized access [17], [18]. This
offered an elevated level of security as user was required to
present the evidence of the identity itself, which belong to two
or more different factors [19].

MFA is supposed to be utilized in cases where safety
requirements are higher than usual. For example, consider
the daily use case of the ATM cash withdrawal. Here, the
user has to provide a physical token (a card) representing
an ownership factor, and accomplish it with a PIN code
representing knowledge factor to be able to access his account
and withdraw money. This system could be easily made more
complex by adding the second channel like, for example,
one-time password to be entered after the card and password
are present [20]. Giving more interesting scenario, it could
be done with, for example, facial recognition method [21].
Recent survey found that 30 percent of enterprises plan to
implement an MFA solution in 2017, with 51 percent claiming
they already utilize MFA, and 38 percent saying they use it in
“some areas” of operation3.

Based on the statistics4, vehicle is stolen every 45 seconds
in U.S. Current authentication method that allows to start and
use the vehicle is immobilizer key, the MFA is the next big step
towards secure ownership of the electronic devices [22]. When
people talk about connected vehicular world or vehicle-to-
everything (V2X) paradigm, authentication becomes a critical
factor while checking the identity of the user and the car (or
its connectivity system) [23], [24]; of the infrastructure [25];
and of the devices that might be interconnected with a vehicle,
such as the smartphone, tablet, wearable device, or any other
digital token (key dongle)5. Presently, the main challenge here
is absence of the correlation between the identity of the driver
and the identities of the smart sensors within the car [26].
In terms of security, this relationship must be established
so that only the vehicles legal operator – whose identity is
authenticated in advance – can control the various on-board
connected devices, including the vehicle itself [27], [28].

At the same time, the authentication process of the ideal
connected car in V2X should be as user-friendly as possible:

• Customers first register and authenticate at the service
provider to activate and manage services they want to
access in rented/owned car;

• Once next to the vehicle, user is required to pass a
simple SFA with the fingerprint/token signed by the
service provider;

• Once in the car, customer authenticates himself by log-
ging into the car using the same username and password
they set up for the customer portal (or social login);

• For additional security, the management platform could
enable secondary authentication factors. Once the user

3“The Move to Multifactor Authentication: Are Passwords
Past Their Prime?”, 2016: https://securityintelligence.com/news/
the-move-to-multifactor-authentication-are-passwords-past-their-prime/

4“Learn How To Protect Your Car”, NHTSA, 2015: https://www.nhtsa.gov/
vehicle-theft-prevention

5“Connected car security: why identity should be in
the driving seat”, 2016: http://www.information-age.com/
connected-car-security-why-identity-should-be-driving-seat-123461078/

has successfully passed all the tests, the vehicles device
automatically authenticates to the services platform;

• The secondary authentication happens automatically
based on the biometric MFA, so the user would be
requested to enter an additional code or provide a token
password only in case the MFA fails.

Biometrics indeed contribute to MFA scheme and can vastly
improve identity proofing by pairing the knowledge factor with
personal appearance factor [29], [30], [31], thus, making it
much more difficult for a criminal to eavesdrop into system
pretending to be another person. However, the utilization
of biological factors has own issues mainly related to the
ease of use [32].

From the user experience perspective, a fingerprint scanner
provides the easiest user interface. This is mainly due to its
wide adoption by smartphone vendors on the market [33]. On
the other hand, it is not generally recommended to be utilized
as a stand alone authentication method [34]. However, the use
of any biometrics often requires a set separate sensing devices.
The utilization of already integrated ones allows to reduce
the authentication system deployment costs. The other issue
is related to concerns around false negatives, or the biometric
actually failing to authenticate the correct individual. In this
case, the MFA should promptly react to this failure.

In our V2X scenario, the user would have a user-
name/password/PIN/token [35], [36] and would then be asked
to use a biometric, such as facial recognition or fingerprint,
as it would be discussed later in this manuscript. If the
authentication fails to establish trust using this combination
of form factors, then the user could be asked to authenticate
utilizing another previously registered form factor or a set of
those. The MFA system can not only verify the accuracy of
the user input, but also determine how user interacts with
the devices, i.e. analyze the behavior [37], [38]. Basically,
the more user interacts with the biometric system, the more
accurate it operation becomes.

Finally, it is worth noting that another issue is the actual
sensors usability [39], [40]. If a device (say a fingerprint
reader) is being utilized and that device is not available from
where the user is attempting to log in or gain access – the user
experience is less than ideal. Having a dual-purpose device
– smartphone or smartwatch (suitable for the information
security primitives execution [41]), which the user already has
in his or her possession – as an additional MFA factor not only
as token makes the costs and usability much more reasonable
for wider use in the future6.

The rest of the manuscript is organized as following. In
Section II the main MFA-suitable devices for car interface al-
ready integrated and meeting the market soon are described in
context of V2X. Next, the developed MFA system is proposed
Section III giving the preliminary overview on the previously
used secret sharing solutions and improvements. Section IV

6“Making the case for the use of biometrics in multi-
factor authentication”, 2016: https://www.scmagazineuk.com/
making-the-case-for-the-use-of-biometrics-in-multi-factor-authentication/
article/545395/
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Fig. 2. Current and potential MFA sensors for vehicles.

provides brief security analysis and proofs of for the MFA
framework. The last section concludes the manuscript.

II. MFA FOR VEHICLES

Today, vehicles are already equipped with a number of
sensors providing an opportunity to identify the person inside.
In this section, we elaborate on the market available sensors
installed by the car manufacturers and provide some details
on potentially used ones in the nearest V2X future. The
general overview supported by the oncoming discussion is
given in Fig. 2.

A. Currently deployed MFA solutions

In the connected car ecosystem, identification and authenti-
cation for vehicle security is one of the primary use cases for
biometric technology in addition to the conventional sensors.
Due to the market race, manufacturing luxury series of cars
requires an integration of the smart services. We further list
the sensors already deployed in most of the cars:

1) Token presence: Conventionally, the vehicle is protected
by physical token, a key, which is required to initially
access the car.

2) Password protection: The next intuitive way to authen-
ticate the owner is to enter the PIN code or sequence of
buttons clicks [42].

3) Face recognition: Modern cars are equipped with Cam-
era Vehicle Surveillance Monitoring systems both facing
the inside and the outside of vehicle [43]. The cabin fac-
ing one could be utilized for facial recognition purposes.

4) Voice recognition: The availability of the microphone
allows to utilize voice recognition [44].

5) Occupant Classification Systems (OCS): A system of
sensors that detect who is currently in the passen-
ger/driver seat based on, for example, weight or pos-
ture [45], [46], [47].

6) Presence of specific non-vendor provided token [48]:
smartphone, -watch, -wear, etc.

7) Alcohol sensor: The engine start function could be
blocked in case the level of alcohol in the cabin is above
the country-wise legal limit [49].

8) Location: Utilizing the device and user GPS coordinate
to validate if the access to the device could be granted
within given area [50].

B. Future of MFA for V2X

An acceleration of adoption across many industries and the
increasing availability of biometric services in a wide range
of readily-available consumer technology is pushing idea of
wide MFA integration even more. Currently, the researchers
and early technology adopters attempt to integrate new sensors
to be used with MFA in vehicles:

1) Fingerprint scanner: Adding such a device to the door
handle (or driving wheel) would allow user-friendly
initial authentication [51].

2) Vein recognition: Integration of the vein recognizing
sensor into the gearbox handle [52].

3) Thermal sensor: Fingerprint of the heat from our body
is unique as well [53].

4) Behavior detection: The system allows to monitor the
driver-specific features [54], [55], [56]. It could be
analyzed from two perspectives. (i) Vehicle resulting
behavior: steering angle sensor, speed sensor, brake
pressure sensor, etc., or (ii) human factors: music played,
calls made, presence of people in the car, etc.

5) Beam-forming techniques: would allow to precisely
track the hand-held devices inside the car [57], [58].

6) Electrocardiographic (ECG) signal recognition:
ECG data could be collected from natural driver’s hand
resting locations in the vehicle – the steering wheel or
the gear handle [59].

Based on the above, allowing the MFA in vehicles is a
promising direction even while utilizing the sensors already
available on current vehicles. However, a lot of issues are still



to be addressed while integrating the MFA for vehicles. In the
next section, we propose an authentication platform enabling
the threshold MFA framework that is operating even in cases
if some of the factors are not present or mismatched.

III. AUTHENTICATION SYSTEM MODEL

Presence of such high number of the sensor data brings us to
the point of intuitive step towards it’s application in MFA. We
further elaborate on potential utilization of the corresponding
factors to authenticate the user without providing the “ver-
ificator” with actual biometric data except for the real-time
collected one.

A. Conventional approach

One of the approaches to be applied within the scope of
this work is secret sharing based on Lagrange polynomial
in Shamir’s Secret Sharing (SSS) scheme [60]. The system
secret S is usually split and distributed along the set of key
holders and could be recovered later on, likewise in [61], [62]
or numerous other works, as

f(x) = S + a1x+ a2x
2 + · · ·+ a

l�1x
l�1

,

f(0) = S,

(1)

where a

i

is the generated polynomial indexes and x is a unique
identification factor F

i

. In such systems every key holder with
factor ID obtain it’s own unique key share S

ID

S

ID

= f(ID).

In conventional systems it is required to collect any l shares
{S

ID1 , SID2 , . . . , SIDl} of the initial secret to recover the
system one while the curve may describe n > l points, as
it is shown in Fig. 3. The basic idea behind the approach is
to specify the secret S and to use the generated curve based
on random coefficients a

i

to produce secret shares S

i

. This
methodology is successfully utilized in many secret sharing
systems by means of Lagrange interpolation formula.

S

x=0 F1

Sl
Sl+1

S2

Sn

S1

F2 Fl

f(x)

Fl+1 Fn x

Fig. 3. Lagrange secret charing schema.

Unfortunately, this approach could not be applied for the
MFA scenario since the biometric parameters are already in

place, i.e. we neither can assign new S

i

to a user nor to modify
them. On one hand, user may set some of the factors himself,
such as passwords, PIN-code, etc., on the other hand, some
may be unchangeable (biometric parameters and behaviors
attributes). In this case, the inverse task where the shares of
the secret S

IDi are known as factor values S

i

is to be solved.
Basically, S

i

are fixed and become unique {S1, S2, . . . , Sl

}
set for a user. In this case, the system secret S is a secret
for system access and should be obtained with the user
factor values. Possible solution based on reversed Lagrange
interpolation formula is proposed in the following subsection.

B. Proposed reversed methodology

In this manuscript, we consider MFA system with explicitly
l factors F . Each factor F

i

has unique secret S
i

obtained with
the corresponding procedure (PIN, fingerprint, etc.) from the
user. In the worst case it is related to biological data, i.e.
the probability of change over time is low. The corresponding
factors and secrets could be then represented as

F1 : S1,

F2 : S2,

. . .

F

l

: S
L

,

(2)

where S

i

is the secret value obtained from the sensor (factor)
and l is a number of factors required to reconstruct the
secret. Important to note, that providing the actual secrets
to the verificator is not an option especially in case of
sensitive biometric data due to the fact that our fingerprint
is basically unchangeable factor, e.g. letting even a trusted
instance obtain the corresponding data is a questionable step
to make. Controversially to the method from subsection III-A,
the modified algorithm implies that S

i

are obtained from our
factors, i.e. the only one and only one polynomial describes
the corresponding curve, as it is shown in Fig. 4. In other
words, the proposed methodology produces the system secret
S based on the collected factor values S

i

instead of assigning
them in the first place.

S

f(x)

x=0 F1

S3
Sl

S2
S1

F2 F3 Fl x

Fig. 4. Reversed method based on Lagrange polynomial.



A system of equations associated by Lagrange interpolation
formula with the factors, their values and secret for system
access is

8
>>><

>>>:

S1 = S + a1F1 + a2F
2
1 + · · ·+ a

l�1F
l�1
1 = f(F1)

S2 = S + a1F2 + a2F
2
2 + · · ·+ a

l�1F
l�1
2 = f(F2)

. . .

S

l

= S + a1Fl

+ a2F
2
l

+ · · ·+ a

l�1F
l�1
l

= f(F
l

)

,

(3)
where f(x) = S+a1x+a2x

2+ · · ·+a

l�1x
l�1 and f(0) = S.

The system of equations (3) has just one solution for S and
it well-known from the Lagrange interpolation formula.

Lemma 1: One and only one polynomial curve f(x) of de-
gree l � 1 could be described by l points on the plane
(x1, y1), (x2, y2), . . . , (xl

, y

l

)

f

x

= a0 + a1x+ . . .+ a

l�1x
l�1

, {f(x
i

) = y

i

}l
i=1 .

Hence, the system secret S could be recovered based on l

collected shares by ordinary Lagrange interpolation formula
without the need to transfer the original factor secrets S

i

to the verificator, i.e. the sensitive person-related data is
kept private, as

S = (�1)l�1
lX

i=1

S

i

lY

j = 1, j 6= i

F

j

F

i

� F

j

. (4)

C. Improvement considering possible factors’ static behavior

The main drawback of the proposed solution in lack of
continuous randomness in the factor shares due to the issue
with our biometric data being preliminary unchanged over
lifespan. The developed algorithm could be improved by
simply adding one more factor F

l+1 of a timestamp T as

F1 : S1,

F2 : S2,

. . .

F

l

: S
L

,

F

l+1 : T.

(5)

The ordinary approach of the hashing function with argu-
ments as value of its factor F

l+1 and collected system access
secret could be utilized for additional randomization purpose.
Instead, we continue to use here Lagrange interpolation to
keep this system more natural. Then, the system of equations
is updated accordingly

8
>>>>>><

>>>>>>:

S1 = S + b1F1 + b2F
2
1 + · · ·+ b

l�1F
l�1
1 + b

l

F

l

1

S2 = S + b1F2 + b2F
2
2 + · · ·+ b

l�1F
l�1
2 + b

l

F

l

2

. . .

S

l

= S + b1Fl

+ b2F
2
l

+ · · ·+ b

l�1F
l�1
l

+ b

l

F

l

l

T = S + b1T + b2T
2 + · · ·+ b

l�1T
l�1 + b

l

T

l

, (6)

where b

i

are the corresponding generated coefficients.
Then, the secret recovery Lagrange interpolation formula is

S = (�1)l
l+1X

i=1

S

i

l+1Y

j = 1, j 6= i

F

j

F

i

� F

j

, (7)

where F

l+1 = T . The proposed modifications are required
to assure the uniqueness of the acquired data, for example,
see Fig. 5.

Due to the feature of Lagrange system, there could be
just one curve described by the corresponding polynomial
(Lemma 1), therefore, each set of [F

i

: S
i

] would produce its
unique S.

However, if the biometric data collected by MFA has not
been changing over time, the secret would be always the same,
which is an obvious vulnerability of the developed system. On
the other hand, the simple addition of the timestamp would
always produce an unique curve, as it is shown in Fig. 5
for T, T and T .

x=0 F1

S3
Sl

S2
S1

T

T

T

S
S

S

F2 F3 Fl FT x

t

Fig. 5. Improved reversed method based on Lagrange polynomial.

D. Comparison of the MFA frameworks

Conventional SSS is based on the secret S and curve
f(x). The secret shares S

i

are then generated and distributed
between users, as it is shown in Fig. 3.

The first version of the proposed algorithm is based on
existing secrets S

i

, i.e. the collected biometric factors’ values.
The curve f(x) is then generated and resulting S is calculated
based on it, as it is shown in Fig. 4.

Final modification of the solution extends the first one and
provides resistance against the case when all S

i

are unchanged
over time. This is achieved by adding unique factor of time
T which enables the presence of unique factor F

l

with the
corresponding secret, as it is shown in Fig. 5. It is necessary
to mention that the considered threshold scheme based on
Lagrange interpolation formula utilizes the RSA or ElGamal
encryption/decryption algorithm for authentication during the
final step [63]. It is proven that in this case we obtain secure
threshold scheme related to secrets S

i

in [63].



IV. PROPOSED FLEXIBLE MFA SOLUTION FOR V2X
APPLICATIONS

Indeed, the proposed solution may operate out-of-the-box
in case only all l factors are present. This may be crucial for
a number of reasons:

1) Providing varied level of risk related to False Acceptance
Rate and False Recognition Rate (FAR/FRR) [64], [65];

2) A possibility to distinguish and report outdated factor
information, for example, weight fluctuation;

3) Access to the service automation in case some of the
factors are not present.

In order to fulfil the listed goals, we have developed a
flexible extension of the proposed solution. Assuming that the
number of factors in our system is l = 4, then the system
secret S could be represented in a simplified way as group of

S  
⇥
F1 F2 F3 F4

⇤
.

Here, if any of the S

i

were modified – the secret recovery
mechanism would fail. The improvement of the algorithm is
delivered by providing separate system solutions S

i

for lower
number of factors collected. Basically, for l = 3 the number
of possible combinations of factors with a missing one would
be equal to 4

S1  
⇥
F1 F2 F3

⇤

S2  
⇥
F1 F3 F4

⇤

S3  
⇥
F1 F2 F4

⇤

S3  
⇥
F2 F3 F4

⇤
(8)

The device may therefore grant access based on the pre-
defined risk function. As the second benefit, it may inform
the user (or authority) that F1 should be updated based on
the failed S

i

combination. Indeed, this modification brings
some marginal transmission overheads but, on the other hand,
enables more flexibility in authentication and missing fac-
tor validation.

A. Trusted authority help in the case of factor lost

Another interesting scenario for the MFA is potential TA
assistance in resistance against F

i

: S
i

mismatch or loss. In
case the user failed to provide enough the factors, the trusted
authority could be requested for the temporary factor keys, as
it is shown in Fig. 6.

For example, assuming that user forgot or lost two factors
F2, F3 and corresponding keys S1 = f(F1), S2 = f(F2), and
the trusted authority is willing to assist in authentication – two
temporary keys S�1 = f(�1), S�2 = f(�2) are generated
and sent to the user via secure channel. Obtaining these keys
and applying Lagrange interpolation formula with RSA or
ElGamal encryption/decryption-based threshold authentication
procedure with factors and keys

x=0 F1 Ф1

Sl
ST

S2
S1

S

F2 Fl FTF1

t

SФ1

SФ2

Ф2 x

Fig. 6. Trusted authority assistance in authentication procedure in case when
user lost/(forget) two factors

F1 : S1,

F2 : S2,

. . .

F

l

: S
L

,

F

l+1 : T,

�1 : S�1 ,

�2 : S�2 ,

(9)

as in [63], would allow to gain access for the device.

V. DISCUSSION AND CONCLUSIONS

The digitalization of the modern world strides securely
enabled by the authentication. In this work, we have shown
the evolution of the authentication from single- through two-
and towards multi-factor systems. Particularly, we focused on
the factors to be utilized for vehicular MFA presenting state-
of-the-art and future possible directions.

The proposed MFA solution is based on reversed Lagrange
polynomial from Shamir’s Secret Sharing Schema. It was
extended covering the cases of authenticating the user even
if some of factors being mismatched or absent, and further
qualifying the missing factor without providing the sensitive
data to the verificator.

Generally, the proposed solution is designed explicitly to
fulfill the MFA step of the evolution, i.e. its usage for cases
of SFA and 2FA is questionable. This is mainly due to the
features of Lagrange interpolation formula. Basically, for the
SFA case and without the F

l+1 : T factor, the equation could
be simply represented as S1 = S + b1F1, i.e. it would be ‘a
point’. Even adding the random timestamp factor would not
provide any valuable level of biometric data protection, since
the eavesdropper would be able to immediately recover the
factor secret.

In is not suitable for the 2FA neither, since providing
two factors allows the curve to have linear behavior, i.e.
the eavesdropper would require two attempts to recover the



secrets. However, the timestamp factor here allows to provide
the necessary level of safety with 3 actual factors, as following.

Currently, authors are working on the implementation of the
proposed solution and the corresponding secure communica-
tions protocol development.
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