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Abstract: The functioning and resilience of modern societies have become more and more dependent
on critical infrastructures. Severe disturbance to critical infrastructure is likely to reveal chaotic
operational conditions, in which infrastructure service providers, emergency services, police,
municipalities, and other key stakeholders must act effectively to minimize damages and restore
normal operations. This paper aims to better understand this kind of operational environment
resulting from, for example, a terrorist attack. It emphasizes mutual interdependencies among key
stakeholders in such situations. The empirical contribution is based on observations from a workshop,
in which participants representing the critical services and infrastructures in Finland discussed in
thematic groups. Two scenarios guided the workshop discussions; nationwide electricity grid
disruption and presumably intentionally contaminated water supply in a city. The results indicate
that more attention should be paid to the interdependencies between critical infrastructures, as well
as to the latent vulnerabilities hidden inside the systems. Furthermore, producing security seems to
require continuous interaction and creation of meanings between extremely different actors and logics.
This implies a need for changes in thinking, particularly concerning the ability to define problems
across conventional administrative structures, geographical boundaries and conferred powers.

Keywords: critical infrastructure; resilience; interdependencies; water; energy; terrorism

1. Introduction

Today, approximately half of the world’s population lives in urban areas, and it is assumed
that urbanization will accelerate so that only one third will live outside urban areas by 2050 [1]. This
development raises a variety of challenges that also impact the infrastructures, the reliable and effective
functioning of which will determine how cities are able to respond to the demands of quality of life [2].
Some of these infrastructures are called ‘critical’ as societal well-being is fundamentally built on their
reliability. They can be understood as the backbones of societal sustainability, safety and security of
supply. The functioning of critical infrastructure impacts directly and indirectly on the prices of goods,
economic competitiveness, public health, education, potential to fulfill oneself, and through all of these
also societal resilience, i.e., the ability to cope and recover after crises [3–5]. Critical infrastructures
provide people with access to a wide range of commodities, the availability of which is essential to the
resilience of communities [6,7].
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Alongside urbanization, technological networks that enable ‘normal’ and ‘aspired’ quality of
life have grown in number and density while their importance has also been accentuated. As
interconnectedness and interdependencies also grow, this means that the critical infrastructures
are more vulnerable to systemic risks and the possibility of unpredictable and extensive failures [8].
The ‘criticality’ of critical infrastructures implies that more attention has to be paid to their security.
Disruptions to critical infrastructures can have such strong and widespread effects that they can also
deteriorate the public sense of security and trust in the structures and institutions that uphold social
stability. Severe disruptions of critical infrastructure services can seriously challenge the general
public’s trust in the systems that have generally been seen as reliable and are expected to function
efficiently in recovery after a crises [9].

This is where the interconnection of sustainability, security, and resilience is displayed in the
context of critical infrastructure. Without delving too deeply into the meanings of these much used,
and in many ways blurred, concepts, it can be said that their interconnections lie at the heart of
societal development. Resilience has succeeded in bringing a new perspective to security discourses in
which, instead of the classical probabilistic worldview, the underlying instability and the root cause
of uncertainty are taken as the starting points [10]. Then again, resilience has often been applied
too uncritically and as automatically good, whereas some safety investments made in the name of
resilience have in fact reduced safety or hidden the resilient nature of various negative threads [11,12].
The concept of resilience has helped in understanding sustainability, and as a result, it has been possible
to enhance the sustainability of systems by reinforcing their resilience. On the other hand, strong
resilience has been shown to be the reason for the unsustainability of some systems [13]. It is also
possible that sustainability and security can be pursued by reducing redundancy, which, as one of the
essential aspects of complex infrastructure systems resilience, has produced systemic vulnerability
and thus resulted in completely the opposite outcome [13]. Thus, resilience can be said to be focused
on the adaptability of the system over a relatively short time span, while security and sustainability
are broader and more far-reaching phenomena. The relationship between them is ambiguous. In
any case, the infrastructures of urban environments are interesting in the sense that they are material
compositions at the very heart of urban development, creating and modifying the ways and conditions
of human co-existence [14]—they are the hard core of sustainability and security.

Severe disruption caused by humans, including terrorism, targeted at critical infrastructures
undoubtedly shakes understandings of secure and sustainable living environments. Because of the
essential role of critical infrastructures in society, it is easy to understand that an attack on them would
match the terrorist modus operandi of causing severe disruption to societal stability. Furthermore,
critical infrastructure has not been planned and built to take into account these kinds of human-induced
threats. As Koppel maintains, it is difficult to add security aspects afterwards to a system that has not
originally been planned to take these into account [15]. It is probable that in the case of intentional
attacks and attempts to influence critical infrastructure, conventional risk preparedness will not suffice
as the authorities’ and utility service providers’ operational environment will be considerably altered
due to human threat. Thus, the central motivation of this paper is to better understand the operational
environment in a situation where critical infrastructure is the target of terrorist activities or other
intentional disturbance.

From the point of view of terrorism, urban environments are particularly tempting targets because
cities can be seen as the nodes on the networks where people, value streams, ideas and information
meet [16]. Coaffee argues, that particularly after the 9/11 terrorist attack, modern megacities have
become the central scenes of terrorism as they offer a wide spectrum of economically, socially, and
symbolically valuable targets and a suitable context for terrorism [17]. New forms of terrorism have
revealed the vulnerabilities of urban areas and incited new forms of security production. Accordingly,
it can be argued that terrorism is nowadays a part of urban redevelopment.

In addition to the fact that the operational environment is tainted by an ever more complex
risk landscape, the actor network involved in preparing and responding to risks is also increasingly
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complex [18]. One key issue is how authorities and utility service providers are able to provide
safety and security and restore normality after a severe disruption to critical infrastructure. An
attack on critical infrastructure would expose unpredictable interdependencies and cause cascading
effects that do not align according to the conventional structures and hierarchies of risk and safety
management [19–22]. This kind of attack would challenge the vulnerabilities embedded in the
conceptions of preparedness and the ability to respond both as separate entities and as part of a
collaborative effort [23]; this kind of situation would, rather, necessitate self-direction, extended
mandates, or even unauthorized solutions and require unforeseen capabilities within unusual roles.
It would, e.g. urge authorities to exceed conferred powers, which is strictly forbidden and not even
necessary in normal situations. Emergency management is primarily based on bureaucratic procedures;
the strict orders, legal regulations, contingency plans, and operational guidelines are an important
part of their justification and authorization. As discussed, severe disruption in critical infrastructure
would challenge these premises and it is topic of interest in this paper.

This paper can be characterized as an examination of theory that is guided by empirical
observations. The first goal of the paper is to illustrate the mutual interdependencies revealed by
severe disturbances of critical infrastructure and thus to perceive the multi-actor situations that open
up. The second goal, based on the preceding one, is to describe some of the key requirements of the
main actors that emerge as a result of a serious disruption to critical infrastructure. As the paper
progresses, excerpts from the empirical material are used to guide and concretize the theoretically
oriented discussion.

The theme of this paper will be approached by first discussing the role and characteristics of
critical infrastructure in modern societies. The empirical contribution of this paper is based on the KIVI
project workshop focused on the vulnerability of critical infrastructure and the operational capability
of authorities. The context and methodology are described in section three. The KIVI (“Vulnerability of
critical infrastructure and operational capability of authorities”) project aims to enable the anticipation
of and preparedness for crises and disturbances of human origin, related to authorities and service
providers of critical infrastructure. Results are discussed in section four by presenting an exploration
of the key components of critical infrastructure from the point of view of severe intentional disruption.
Lastly, the findings of this study are concluded in section five.

2. Critical Infrastructure as the Foundation of Normality and Security

To begin with, it is necessary to define what is meant by infrastructure and why some of it is
considered to be socially critical. In this section, the definitions and most important aspects of critical
infrastructure will be discussed.

2.1. Producing the Mundane

By definition, infrastructures refer to structures that form the underlying base or background,
enabling activities that happen in the front or above this base [24]. Infrastructures maintain the
vital functions of society and regeneration, and make our everyday life foreseeable, safe and healthy.
Infrastructures provide resources for the creation and renewal of everyday practices. They are,
therefore, the material compositions that shape the spectrum of social practices. In shaping the
dynamics of a daily life course, they impact what is considered to be normal and sufficient [25,26].
However, their wide-ranging benefits to societal and sustainable development do not always get the
attention they deserve in decision-making processes [27]. As the impact of infrastructure has been
embedded in mundane practices when they function as expected, they are simultaneously everywhere
but not really anywhere.

The interweaving of infrastructures and social life—or the co-evolution of infrastructures and
the society surrounding them [28]—results in the fact that the convenience, safety, and healthiness
of everyday life are bound to, and our societal processes rely on the access to, infrastructures and
their impeccability. Societies are thus increasingly vulnerable to disruptions in these infrastructures.
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In other words, the more unreservedly everything relies on infrastructures, the more damaging
their failures [29,30]. Infrastructures can thus become critical in relation to those who rely on them.
Concretely, the criticality of an infrastructure can be assessed in the event of a disturbance, which
reveals, in addition to technological vulnerabilities, how unreservedly the reliability of infrastructures
is trusted. This is of particular interest because infrastructures are in many ways, and on many levels,
interconnected and dependent on each other’s existence and performance.

2.2. Criticality of Infrastructures

Some infrastructures are called critical when referring to their particular relevance or necessity.
The US National Infrastructure Protection Plan 2013 [31] uses the following formulation to define
critical infrastructure: “Systems and assets, whether physical or virtual, so vital to the United States that
the incapacity or destruction of such systems and assets would have a debilitating impact on security,
national economic security, national public health or safety, or any combination of those matters”.
Following this definition, critical infrastructure plays an essential role, for example, in processes that are
crucial for the functioning of society. They are therefore systems whose disruption or collapse would
lead to serious consequences and crises of social order. Their criticality can be assessed by outlining the
importance of a system for citizens, the economy or the ability of service providers to function. In this
case, the factors to be taken into account in the assessment are factors related to the duration, extent,
and absorption capacity of the system in case of disruption [32]. Criticality assessment can also be done
by paying attention to, for example, system preparedness, interdependencies, dependence of people
and activities on the systems, and relevant risks [33]. On the other hand, the definition of the criticality
of infrastructures has expanded so that the systems can be called critical quite loosely. For example,
Fjäder quite rightly asks: if everything is considered critical, is anything really critical anymore [34]?
A similar position is maintained by Riedman, whose case studies suggest that in some cases the worst
scenarios related to the so-called critical infrastructures, did not, in reality, cause particularly dramatic
damage [35].

In Finland criticality is defined, for example, in the Criminal Code of Finland [36], according
to which a sentence of criminal mischief is given for person who causes serious danger to “power
supply, public health care, defense, administration of the law or another corresponding important
societal function”. Also in relation to data and communication offenses, the Criminal Code defines,
with slightly different wording, actions that could endanger “the energy supply, general health care,
national defense, the administration of justice or another function that is important to society and that
is comparable to these”.

2.3. Interdependencies

The aforementioned interconnection of systems is often referred to as interdependency, which, in
the case of infrastructure systems, may occur between different types of systems, between different
stages of system development, and between the different operational and maintenance phases of
systems [37]. Interdependencies have a significant impact on the disruption dynamics of critical
infrastructure. Due to the interdependencies, an abnormal event in one system may cause an impact
somewhere else, which in turn may still cause further effects both to the original system and to other
systems that are connected to it. Due to the interconnections and the socio-technical nature of critical
infrastructure, disturbances can be very nonlinear and unforeseen. Interdependencies can act as an
intensifying structure as they transport effects from different levels and places to others [38]. It is also
worth noting that the diversity of systems, together with the interdependencies between them, make
urban areas vulnerable to cascading effects [37].

Without discussing comprehensively cascading failures, it is worth mentioning some examples.
The floods in Europe in 2002, the volcanic ash cloud created by the eruption of Eyjafjallajökull in 2010
and Hurricane Sandy in 2012 are all examples of cases where external shock caused by natural forces
has caused significant cascading effects in addition to direct destruction. The power outage in Italy in
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September 2003 and the Northeast blackout in the same year are examples of cases where a relatively
small fault in the power plant, such as a software bug that activated in the alarm system, has had
far-reaching effects. As Helbing points out, extreme events do not necessarily need a massive external
shock to happen, but also the internal aspects of the system can transfer and escalate effects [8].

The interdependence of infrastructures was first highlighted in 1997, when the pioneering
report Critical Foundations: Protecting America’s Infrastructures was published by the President’s
Commission on Critical Infrastructure Protection (CIP). The report noted that national security,
prosperity and social well-being depend on reliable infrastructures that are increasingly complex
and interdependent [39]. For example, the National Infrastructure Protection Plan 2013 [31] defines
dependency as “The one-directional reliance of an asset, system, network, or collection thereof—within
or across sectors—on an input, interaction, or other requirement from other sources in order to function
properly” and interdependency, respectively, as mutually reliant relationship between entities; the
degree of interdependency does not need to be equal in both directions. Although ‘dependencies’ and
‘interdependencies’ are conceptually simple, as a phenomenon they are apt to increase the overall
complexity of critical infrastructures dramatically and to impact the qualitative aspects of the risk and
vulnerability landscape: First, the potential of cascading and escalating effects is increased. Second, it
brings forth new kinds of vulnerabilities that are hidden in the qualities of interdependencies and the
functionalities of various interfaces. Third, possibilities for intentional harm are also increased [40–42].
Various interdependencies may arise unnoticed when systems are designed, built and developed
partly on the reliability of existing structures. In other words, it is not evident how and which other
systems a system is dependent on.

Because interdependencies are a characteristic of critical infrastructures, they should also be
perceived from a system-of-systems (SoS) perspective. SoS outlines the understanding of critical
infrastructure as a joint formation of different components, each of which are large scale systems
in their own right and can operate autonomously both technically and administratively. However,
each subsystem is exposed to effects resulting from an impact to one or more other subsystems [43].
From this point of view, interaction is more important than the autonomous function [43], which
motivated by systems and complexity theories, emphasizes the emergent interaction between the
parts and the whole. Maier [44] emphasizes communication as a defining element of a SoS and
information exchange as a prerequisite for its ability to organize. In this case, the focus is on the
interfaces between different systems. The interactions and interdependencies of complex SoS systems
also explain how a micro-level phenomenon can trigger dynamic processes leading to macro-level
consequences [43,45,46].

In practice interdependencies are manifested, for example, when a seemingly insignificant
disruption in one technical component is transmitted from one system, service, and process to another,
eventually causing a severe threat to health and safety. It becomes obvious that a component level
disruption may, in a suitable situation, trigger a chain reaction the final effects of which will only be seen
after the interdependencies have materialized [47]. Pescaroli and Alexander outline a new perspective
for understanding the vulnerability of critical infrastructures [48]. They apply the concept of panarchy
referring to the dynamic interaction of the different layers of hierarchical systems. The disruption of
critical infrastructure cascading to disaster can result from the vulnerabilities nested on various levels
of the system. The connections in interdependent systems reinforce the structural weaknesses of these
systems as they transmit these weaknesses from one level to another. In other words, a situation that
escalates into a catastrophe does not need to be caused by a massive external shock, but a suitable
combination of inner systemic vulnerabilities suffices [8,48]. A locally restricted component-level
disruption may result in a series of non-linear development paths where the progression of the
disturbances may occur faster than the recovery, and the scale of the consequences no longer correspond
to scales of origin of the disturbance. In this sense, the issue of critical infrastructure security is also
becoming a part of global economic and security themes [47]. Nonetheless, it is worth pointing out
that the positive causal relationship between interdependencies and vulnerabilities is not always as
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self-evident as is implied, because of the impact of the topology of networked structures, cascade
mechanisms, and interconnections of vulnerabilities between systems. In other words, it is possible
that the increase in interdependencies actually reduces the risk of cascading failures [49].

2.4. Systemic Resilience

When examined from the point of view of intentional disturbance it is worth noting that the
interdependence of systems forms critical nodes whose adept exploitation can cause large-scale and
profound consequences to the social order and trust with relatively small effort [50,51]. Thus, critical
infrastructure needs to be included in the debate on terrorism and the means of combating it. Adapting
Ulrich Beck’s idea of a ‘risk society’, a rather fertile ground has been created for extensive intentional
disturbance. It is important to note that the effects of critical infrastructure disruptions may today
be different from those a few decades ago as the functions and processes, which rely on critical
infrastructures, have increased and become more complex. Critical infrastructures as socio-technical
systems not only provide security, healthiness, and convenience, but also increase the operational
reliability of those processes that manage the interoperability of different systems. It is thus part of
society’s system for resilience.

In this context, the resilience of critical infrastructure is seen as the system’s ability to absorb
disruption effects and to reorganize to maintain crucial functions, the most necessary structures
and identity [52]. According to Little, the magnitude and intensity of the consequences of critical
infrastructure disruptions depend on the quality of the interference, the number, and nature
of the interdependences, the redundancy in the systems and the available capacity to produce
countermeasures to restore the situation [53]. In this sense, the issue is also linked to the management
of critical infrastructure as it has a crucial effect on the systemic vulnerability of systems with
interdependencies [18]. Resilience cannot therefore be seen solely as a technocratic or sector-specific
reduction, but rather as a cross-border and socially charged concept [54]. Referring to “the tragedy of
the commons” phenomenon, Haimes examines the resilience of interdependent infrastructure systems
from the SoS perspective, and illustrates how the different missions, goals, and schedules of different
actors alone constitute a collection of human factors whose discordance with other interdependent
systems’ can have a significant impact on the functioning of a given SoS [43]. In this sense, the
challenge is precisely to see the integration of one’s own activities into entities of which no one has
complete knowledge.

The impacts of management solutions are not always obvious. There are latent vulnerabilities and
resident pathogens that occur during the design, construction and operation of critical infrastructures.
They are hidden inside the systems for long periods of time and appear as unexpected components
when disruptions cascade and the situation escalates [55–57]. In other words, there are always causal
factors of a severe disruption embedded in critical infrastructure. These are invisible and inactive
in normal conditions but still embedded in the depths of the socio-technical systems, waiting to be
triggered when the conditions are favorable. These latent vulnerabilities determine the spread and
escalation of the consequences of disturbances [8,48,58]. As Pescaroli and Alexander point out, in a
system susceptible to cascade effects the magnitude of systemic vulnerabilities is more defining than
the magnitude of the original phenomenon [38]. Although the triggering of cascading disruptions
cannot generally be predicted, their potential can be integrated into preparedness and resilience
thinking. In this respect, resilience is also the ability to ensure that the system is not overwhelmed by
latent vulnerabilities.

3. Methodology

The main empirical material for this paper was collected in a workshop organized at the Police
University College in Tampere, Finland, in January 2018 in association with a steering group meeting of
the KIVI project. The workshop was facilitated by a modified Open Space method. As an orientation to
the workshop, the participants were introduced to two different scenario-based exercises that reflected
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the model for comprehensive security defined in the national Security Strategy for Society [59] and
related to the vulnerabilities identified in the National Risk Assessment 2015 [60]. In the first scenario,
participants tackled a case in which a nationwide electricity grid disruption occurs in the freezing
conditions of late December. The second scenario presented a situation where presumably intentionally
contaminated drinking water causes serious illness and disease in a city. Both cases were severe,
abnormal situations but not (yet) formally defined “states of emergency” which would have an impact
on the powers of the authorities.

Unlike the original Open Space method participants did not suggest topics for discussion; instead
they were invited to discuss under four preliminary prepared topics. Three of these derived from the
Security Strategy for Society: formation of situation picture/awareness, competencies and resources
in crisis management and crisis communications [59]. In addition to these participants were invited
to provide support for the development of a new kind of self-assessment tool in terms of continuity
management. In line with the Open Space method, participants were allowed to move freely between
the topics (discussion groups). Researchers from the KIVI project facilitated, recorded and later
analyzed and transcribed the discussions.

The workshop participants represented the following Finnish organizations: Energy Authority,
Fingrid (Finland’s electricity transmission system operator), Finnish Energy, the Finnish Red Cross,
the Finnish Water Utilities Association, Helsinki City Rescue Department, Police University College,
National Emergency Supply Agency, Tampere University of Technology, the Finnish National Rescue
Association, the National Cyber Security Centre of Finnish Communications Regulatory Authority, the
National Police Board, the Pirkanmaa Safety and Security Cluster, and the Security Committee. The
total number of participants was sixteen. The participants represented the key actors who would be
involved in scenarios such as those discussed in the workshop.

Although this paper does not deal with the case of Finland per se, it is appropriate to briefly
describe the concept of security in a Finnish context, as this can be assumed to contribute to the
shaping of the workshop participants’ thinking processes and methods. In 2012, the Government of
Finland gave a Resolution on Comprehensive Security, which emphasized the networking of society,
the interconnection of threats and the consequent difficulty of forecasting. According to this, securing
of critical societal functions should be carried out in collaboration between the authorities, the business
sector and citizens. The Government Resolution on Comprehensive Security covers the management
of disruptions, including measures taken by the responsible authority, mutual assistance between
authorities, and ensuring the information exchange between the various parties to produce up-to-date
situational awareness and make relevant decisions. However, Branders, in her doctoral dissertation,
points out that the idea of comprehensive security takes a view that all identified security threats could
be managed [61]; this differs from our view in this paper, which emphasizes systems’ ability to cope in
general and in particular with unpredictability.

As the workshop participants were experts responsible for preparedness actions, civil protection
and/or represented organizations vital for the security of supply, much of the collected information is
confidential or security sensitive. Protecting such information is an absolute prerequisite for carrying
out research, and has an impact on the publishing of the results [62] (pp. 257–264). Therefore, in this
paper, phenomena are treated in a way and at a level that respects the requirements of enhanced
security but still strives to deepen our understanding of the phenomena being examined.

One more thing needs to be taken into account. The kinds of phenomena that are of interest in
this paper are such that there is limited amount of experience of them. Thus, the situations that emerge
from the workshop scenarios are novel, and discussion is based on the creative adaptation of prior
experience and knowledge. It is assumed, that the workshop experts, with their vast experience, have
a sophisticated understanding of many of the structural features related to critical infrastructures and
their disruptions. However, the analysis provides only a limited view of the development needs for
preparedness. Rather, this paper contributes to the preliminary analysis and exemplification of the
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research topic. Ultimately, this paper seeks to find the building blocks of the logic that determines
either success or failure in the case of a severe disruption of critical infrastructure.

4. Critical Infrastructure in the Face of Severe Disruptions

In this section we examine the results based on the workshop discussions. Direct excerpts from
the empirical material provide examples of the discussions and thus concretize the theoretically
oriented results. First, attention is turned to the challenging operational environment that emerges as
a result of severe disruptions to critical infrastructure. Second, the role and formation of situational
awareness in decision-making are considered. Third, the new challenges facing critical infrastructure
sectors are explored and their impact on vulnerability is discussed. Fourth, the potentiality of critical
infrastructure as a target of terrorist attack is given serious consideration.

4.1. Disruption Requires an Innovative Search for Resources and Competencies

As mentioned earlier, the convenience of modern everyday life is based on many self-evident
structures. A good example of this is critical infrastructure that as a collaborative socio-technical
system helps to produce normality. When it works as expected, no single service, function, or actor is
distinguished from the whole that it is a collaborative part of. Such a requirement for collaboration
exists in both normal and exceptional situations, but it is noteworthy that the participating actors may
vary depending on the situation. An actor that is perceived as an ‘outsider’ in normal situations can
become an important collaborator in exceptional situations. In the workshop, participants discussed
the multi-actor situation emerging from the scenarios:

“This isn’t only for the police, but it is for multiple authorities. Even if there was a crime
committed and that belongs in police jurisdiction there is still stuff that concerns public
health, social services and what not. This would require all sorts of arrangements. I mean,
this whole [city district] would be uninhabitable. And public health services, one hospital
cannot cope with all these patients. This would require a collaborative effort from several
authorities to get people to some habitable place.”

It is noteworthy that exceptional circumstances necessitate effective collaboration even if the
actors are institutionally fragmented. Critical infrastructures have been the subject of substantial
reform and change over the last decades. As part of fragmented urbanism, the management of critical
infrastructures has shifted to the hands of highly specialized professional groups [63]. This has enabled
each group to focus on maintaining and enhancing their own area of expertise. The underlying
problem of this development is that the understanding of systemic vulnerabilities has deteriorated.

Through fragmentation, the security and resilience of critical infrastructures are largely seen as
an inter-organizational issues, i.e., processes formed in various contractual networks and interaction
relationships. Then again, the deterioration of the understanding of systemic entities suggests that
connections to the meta-strategies of comprehensive security are weakened. If this is true, seeing
infrastructure management as part of the context of internal and external security, the prevention of
terrorism and crisis management become increasingly distant. To counteract this, the Nordic countries,
for example, have been striving to reinforce the principles of comprehensive security and a broader
concept of security that interweave public administration, business, non-governmental organizations,
and citizens to improve the resilience of society [64]. The role of such actors may be vital in exceptional
situations; they may be essential for continuity even if they are not thought to be relevant when
designing systems or managing them in normal situations.

A further feature of a severe disturbance in critical infrastructure is that many of the resources
needed by key actors will become inadequate with respect to the level of needs in the situation. At the
same time as the available resources and information seem inadequate decisions should be taken to
manage the situation and to protect citizens. One example of this was manifested as the workshop
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participants discussed the congestion of the emergency response centre and the decision-making
pressure in the water scenario.

“112 [emergency number] will probably be congested just by the relevant phone calls, as
there will be so many of them. And then the capacity, I have to get back to the fact that there
is no such resource that if in real life an area of this size was badly polluted that there would
be any chance to have a system to treat the patients. [ . . . ] Of course, there are antidotes
for the poison, but how quickly can they be taken into use, well, I suspect it won’t be very
quick.”

“In these situations, there’s a need to make big decisions very rapidly. Prohibition of water
use, closing water taps, moving people, full mandatory evacuation at some point . . . well, I
wouldn’t want to be the one making these decisions.”

4.2. Shared Situational Awareness and Collaborative Sense-Making Are a Necessity

One major theme in the workshop discussions was the formation of a situational picture and
awareness. In normal situations much of the information is such that one specific actor can keep
it to him or herself, but in a case of disturbance this information must be efficiently shared so that
decision-making can be based on appropriate understanding of the overall situation. Participants in
the workshop maintained that the formation of more or less uniform situational awareness is a key
prerequisite for decision-making. It is noteworthy, however, that the preconditions for the shared
situational awareness are formed long before the real need for information exchange and joint analysis
materializes; preconditions are comprised of operational practices and cultures, levels of trust, judicial
frameworks, and their interpretations.

“It would be absolutely essential that we could make the right conclusions. After the right
conclusions have been made, it is a different story what happens then. But the point is how
to reach the [conclusions], you will most definitely need information from other actors. [
. . . ] Once we have formed the right situation picture and awareness only then can action
proceed and the right measures be taken. Before that it is quite unclear.”

“This comes down to the fact of how well the cooperation between the healthcare, the police
and the rescue has been built, so that a situation picture can be formed. Environmental health
[department], water utility, all these [actors].”

“And then, how can this be identified as regional or local. So, how do different provinces
and hospital districts talk to each other? So, the formation of a kind of nationwide picture of
this, on top of everything.”

Multiagency situational awareness and a picture are the essential elements in decision-making
when talking about the ability of key actors to function in dynamically changing operating
environments such as in the case of critical infrastructure disruptions. For example, Pescaroli
emphasizes the importance of access to information and the preconditions for establishing a dialogue
in coordinating cooperation [19]. Baber and McMaster talk about ‘collaborative sensemaking’
highlighting that it is important not only to participate in the information gathering and sharing
processes, but also to understand who should be involved in these processes [65] (p. 14). It is necessary
so that the key actors can effectively focus scarce resources on the most important issues. Baber and
McMaster further point out that the idea of collaborative sensemaking is not to ensure that each actor
has the same schema and knowledge structure as the knowledge needs and the responses generated
based on the information are actor-specific [65] (p. 66–69). In other words, it needs to be noted that the
situational awareness has a tendency to develop from interaction between actors, and each actor has
their own interpretation of the emerging patterns and no one can claim sole ownership for them. One
workshop participant discussed this issue in the following way:
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“This is an important question. We have been thinking about this a lot in our organization.
Should an authority that is generally responsible for leadership in the situation be sharing
its own situation picture or an overall shared situation picture? If it shares its own picture,
other actors may not understand anything about it. [...] When every sector has their own
language (and mode of action) that others do not understand. It would be good to get them
into understandable language and to all the important actors. But it really requires that you
are in touch with each other and talk about what the situation actually is. If one authority,
let’s say rescue, tries to make a situation picture of its own, then it goes down the drain.”

As can be seen in the above citation, the multi-actor situation opened up by the severe disruption
of critical infrastructure also causes management challenges. The widespread nature of the effects
of disruption complicates the division of tasks and responsibilities, especially in situations where no
prior experience exists. But above all, the difficulty is accentuated by the change of context: if, in
a normal situation, critical infrastructure systems can be seen as technical objects severe disruption
forces them to be examined anew. Working in the framework of comprehensive security, collaboration
and shared situational awareness is not just a continuation of normal activities, but a different way of
thinking. It was also emphasized that, instead of exclusively sector-specific tasks and responsibilities,
key actors also have common requirements necessitating collaboration. A severe disruption brings
forth actors whose ability to contribute to a collaborative set-up is essential to the system’s ability to
recover. Such capabilities are determined as the disruption is triggered and the scale and severity of
the situation begin to become evident. As Boin and Smith point out, it is not even always evident
from the beginning, which infrastructures and actors prove to be critical in a particular case [66]. The
disruption reveals actors whose functional capacity is essential for the recovery and functioning of the
entire system of collaboration.

The communication and information processing practices adopted by organizations are also latent
factors in the system, which may, in the face of severe disruption weaken the collaborative capabilities
of actors [56]. Their consequences may become tangible when collaboration is needed, even though
they might have previously been difficult to identify and out of the reach of the established ways
of thinking and traditional risk management. When looking at the communication of organizations,
the focus should therefore be on the interdependencies, collaborative sensemaking and the presence
of ignorance and unpredictability [65,67]. Workshop participants illustrate the difficulty of sharing
information with an example of health care in a situation where information related to the state of
health and symptoms should be rapidly dispersed:

“If we are now thinking about the health side of things, for example. When in a situation
described by the scenario, the patient is brought in, so he trusts that information will not
be revealed, but that health issues are kept secret. There may be a big threshold to give out
information.”

“And what really interferes with much of the cooperation, even between authorities, are
these privacy protections; they cannot share information about people with each other. It
is a continuous problem, especially in major accidents. Help does not reach those in need
because of these information security challenges.”

4.3. Threats against the Cyber Domain Have Increasingly Serious Repercussions in Urban Environments

In addition to the characteristic interdependencies of critical infrastructures, it needs to be noted
that due to the development and strengthening of automation and telecommunications technology, the
systems are ever more merged into the ubiquitous ‘social fabric’. With smart technologies, the Internet
of Things (IoTs), automation of transportations, and so on, algorithms that guide telecommunications
and operations have become part of the foundation of modern living. At the same time, they offer
additional opportunities for intentional criminal mischief and terrorist acts. One workshop participant
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describes a denial-of-service attack and points out, for example, how individual households may
unintentionally become part of the attack.

“There was recently this one case where a boiler had supposedly been hacked. But in reality
the case was that the boiler was directly connected to the Internet, and when it was online, a
malware that scanned only IoTs with vulnerabilities, got access to the boiler and started a
denial-of-service attack on the other side of the world. And as the boiler is not designed for
that, it crashed. So, there needs to be no direct cyber influence on the boiler, but it can still be
involved with something else inadvertently. And the big problem is that when the number
of devices online is growing so damn fast, and no manufacturer of refrigerators has probably
done any software before, they are bound to repeat the mistakes made by IT experts a long
time ago. So the quality of the software can go back to the beginning of the 1990s and all
the same basic problems will return. Then we have a terrible pile of crappy devices. And,
as a result of these enormous amounts of devices, the attack potential will become huge.
Denial-of-service attacks can be made with a large number of inefficient devices.”

The effects of the development of telecommunications technology are most evident in urban
environments. A person in the city is inadvertently served by a number of different IT systems.
Industrial systems that are controlled over the Internet have also been incorporated into critical
infrastructure management. Simply put, increasing numbers of people, devices, and objects are
interconnected. The structural functionality of modern cities is thus also defined by the underlying
algorithms, software and their security. Due to this threat, discussion of management and safeguarding
of critical infrastructure has incorporated terms like cyber warfare and cyber terrorism [68,69].

This development has provided undeniable benefits, but it has also increased the potential for
hybrid influencing in densely populated urban environments, where attacks on computer networks
and infrastructures are not only harmful due to increased dependency of digitalized services, but can
also be effectively combined with other methods of hostile influencing. Hybrid influencing refers to
the coordinated use of economic, political or military means such as cyber, physical, and economic
operations. The term hybridity emphasizes the attempt to combine two or more commonly separately
used systems to produce the desired synergistic effects [70]. This also manifests the fact that critical
infrastructure is seen as a potential target and in some cases an instrument of terrorism.

4.4. Potential Terrorist Target

As a severe disruption of critical infrastructure is likely to cause widespread and profound
implications for the convenience and security of everyday life, inflicting disruptions can be seen as
a means of causing deliberate harm [71]. In addition to direct and immediate impacts, attacks on
critical infrastructure would undermine the stability-maintaining structures and create a climate of
insecurity; it would be a psychological shock that would have an impact on people’s sense of fear
and attitudes towards governance to a much larger extent than the actual attack [72–74]. Like any
purposeful organization, terrorist groups seek to find cost-effective solutions that could produce
the desired effect, such as harnessing the leverage of social structures to advance their own agenda.
Critical infrastructure, with all its interdependencies, forms a metasystem of societal welfare, and
by intervening in its functionality, it is possible to turn the system against itself [75,76]. Thus, the
sophistication of society also means increasing its vulnerability; the strength, progression, and capacity
of a system are at the same time its Achilles heel [76].

If one thinks about water services, the context of one of the scenarios covered in the workshops,
modern societies have invested heavily in order to organize water services so that that they cover as
large a part of the population as possible, and the quality is high. People can trust the quality of the
water services. Intentional contamination of drinking water, for example, biologically or chemically
would alter the systems producing public health and mundane convenience to a system spreading
disease, death, mistrust, and fear in a way that would make it one of the most effective instruments
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for terrorism [75,77,78]. From a mechanical point of view, the system would work impeccably, but its
ultimate purpose and quality would have been manipulated. According to Meinhard, the intentional
contamination of water would also cause unforeseen difficulties for health care [79]. This kind of a
situation would create an operational environment where the central actors have hardly any prior
experience, and where the element of surprise is of considerable proportions [80].

“As a citizen, I think that this would cause such horror. When there is no clear cause [of
illnesses and deaths] known, then that is the most horrible situation. And the doubt of
whether I can count on the authorities to tell me the truth. One starts to doubt everything.
[...] Then the rumors break out that this is terrorism or what is it?”

Critical infrastructure can thus be seen as a structure that intensifies disruptions and social distrust,
and therefore it is an interesting instrument from the point of view of terrorists [81–86]. In this regard,
one dimension when assessing the criticality of critical infrastructure should be the extent of impact
one can achieve by changing the functional identity of the system. By exploiting critical infrastructure,
terrorists can manifest and symbolize the vulnerability of social order. At the same time, the influence
would target structures that are present in the formation of everyday well-being and terrorists would
thus be able to convey a psychologically important message that no one is safe [73].

The potential of critical infrastructure to be the target is increased by the terrorist tendency to
attack so-called soft targets, the tendency to increase the complexity of attacks, and the tendency to
maximize the number of victims [66,87–90]. When targeting critical infrastructure, the aim would be
to cause disruption to services that people strongly rely on, and to undermine citizens’ confidence in
the ability of government to protect citizens [72]. This has been manifested by the terrorist attacks in
Madrid in 2004 and a year later in London. In this sense, it is not particularly surprising that according
to intelligence data the water services networks, in addition to other critical infrastructures, have been
identified as objects of interest for terrorist organizations [91,92]. The participants of the working
group note that the intentionality of the disruption impacts the way it is handled:

“Yes, this is a really tricky case, even though one could identify the toxic substance, but to
identify the cause to be able to do something about it. But the reason behind it will also
impact what is to be done, what to prepare for and what places to protect.”

“The nasty thing when dealing with human beings is that if they don’t get caught, then they
can continue. In that sense, the cause does not disappear before that person has been found.”

If critical infrastructure were the target of a terrorist attack, this would mean a very different
kind of operational logic in comparison to cases with disturbance caused by, for example, a storm,
malfunction, or human error. When the cause is of intentional human origin, then the cause responds
actively and intelligently at least in the light of its own purpose. As a result, restoring the situation
becomes essentially more difficult. Awareness that the attacker is intentionally trying to cause damage
has an impact on the restoration process. In addition, scarce resources would be needed not only to
deal with the acute disruption and its effects in a life-threatening environment, but also to anticipate
and prepare for possible future strikes. For example, the terrorist attacks in Paris in November 2015
illustrated how in the case of one attack, the authorities had to focus their attention on the potential for
subsequent strikes that could occur, for example, on the other side of a metropolis. Moreover, because
of the human origin of the disturbance, the possibility of hybrid operations cannot be excluded;
concrete physical attacks can be prepared for a long time by a continuous means of influence to
maximize the desired effect.

5. Conclusions

Looking at urban environments and critical infrastructures as their central components, it can be
seen that sustainability is linked to securing the preconditions of continuity and development. The



Sustainability 2019, 11, 838 13 of 18

focus is on the creation and maintenance of vitality, and avoidance of societal collapse, whether it is a
fast or slow process [93]. Adapting Romero-Lankao et al. [94], it can be said that urban sustainability,
security and resilience surface from a dialogue about desired futures. This paper has examined this
very broad and complex issue in the context of critical infrastructure vulnerability and disruption. It is
time to sum up the key findings of this paper and reflect on the future directions they provide in the
framework of security, sustainability, and resilience.

First, it is necessary to underline the intensification of complexity, the importance of which is
particularly emphasized in urban areas. Interconnected systems construct fertile soil for disruptions
to spread through cascade-effects. For example, Helbing describes this phenomenon through the
concepts of systemic risk and hyper-risk, where the number of possible cascade paths and non-linearity
are characteristic [8]. The situation is twofold in the sense that, on the one hand, there is a strong
aspiration in society, with the help of risk management and contingency planning, to prevent the
emergence of catastrophes and curb their adverse effects. On the other hand, this orientation, together
with the development of society, lays the groundwork for even worse vulnerabilities. This is mostly
a matter of improving performance in the field of modern threat scenarios and the realities of the
operational environment, which differs from the more traditional risk management field in which
critical infrastructure producers and other key actors have demonstrated their capacities [95]. In this
regard, it could be argued that strengthening resilience requires understanding that the traditional
way of tackling vulnerabilities through identification, knowledge and management does not do the
trick in a world of systemic and interdependent vulnerabilities.

Second, this paper illustrated the socio-technical nature of critical infrastructures. A severe
disruption in the system can go beyond geographical, organizational, and administrative boundaries,
thus activating a multifaceted set of actors whose ability to collaborate is required to restore the
situation. The workshop discussions illustrated some of the challenges associated with the coordination
of various human subsystems. For example, the importance of reliable, up-to-date information from
other key actors was highlighted throughout the discussions as a driving force for their own actions.
The primary guiding principle seems to be that taking the necessary action requires the presence of
sufficient certainty. In this regard, it is argued that strengthening resilience requires understanding that
the information available in a situation of severe disruption to critical infrastructure may inevitably be
undesirable both in quantity and quality, but still the expectations and requirements for the effective
management of the situation remain. The required activity may not be able to claim legitimacy from
established administrative-legal institutions, so the ability to cross different conventional boundaries
becomes one of the factors determining the resilience of the overall system. Producing security requires
continuous interaction and creation of meanings between extremely different actors and logics.

Third, the importance of the preparedness and contingency thinking is emphasized. As Kachali et
al. point out, a preparedness perspective going beyond sectoral boundaries should be integrated in the
development of activities [18]. The challenge is that the development of the activities is often driven by
the calculations between the inputs and the benefits gained, but the benefits of taking the preparedness
perspective are not realized in concrete sense. Their realization is, at best, that the unwanted does
not happen. In general, the causal relationships between inputs and non-occurrence are not easily
perceived. In addition, even when the benefits are manifest, they are not known at the investment
stage. From the point of view of the input-output perspective, preparedness may at worst appear
as a no-win situation. In this regard, it can be stated that the strengthening of resilience requires
understanding that the development of functions from the point of view of normal situations does
not necessarily say much about the capacity to perform in exceptional circumstances. As noted in the
workshop discussions, the severe disturbance of critical infrastructure is likely to create an operational
environment in which many of the things that are taken for granted in normal circumstances are
called into question. These observations also align with the SoS-perspective formulated by Haimes,
according to which such complex SoS emergent properties should guide the processes of strategic
preparedness, response and recovery. These emergent features are “system features that are not
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designed in advance, but rapidly evolve based on sequences of events that create the motivation and
responses that ultimately develop into features characterizing the Complex SoS.” [43] (p. 667).

Fourth, the paper also emphasized that the sectors of critical infrastructure should be prepared to
fight and also to face the attacks organized by a malicious actor whether it be of governmental origin
or something else. Producing security and sustainability in this context would seem to require the
ability of key players to perceive themselves as a networked organization. However, the idea of a
networked organization is not easily adopted by the authorities, infrastructure producers and other
key players. In line with the SoS typology by Maier [44], the issue is, especially for the authorities, how
essentially ‘directed’ systems that are based on the implementation of specific goals in a centralized
manner, are able to adapt the methods of ‘collaborative’ systems, where systems have to work more or
less voluntarily on a common goal. However, the need for a more networked ‘defense’ is emphasized
in the face of the development of threats such as organized crime, hybrid action and terrorism in an
increasingly networked, diverse and technically sophisticated direction. For example, Simon argues
that the next wave of terrorism will be heavily technology-inspired, turning the power of society’s
own technological advancement against itself [96]. Information and communication technologies are
one aspect of this; i.e., cyber terrorism, whereby interest is focused firstly on cyber-attacks against
the critical infrastructure control systems, and secondly, on “cyber facilitated” terrorism, in which
the idea is to utilize cyber in the planning of a traditional attack and to enhance its impacts. In this
sense, enhancing the resilience of a system necessitates new ways to protect and produce safety. The
introduction of critical infrastructure into the context of terrorism reflects the idea discussed throughout
this paper that what makes our society stronger also weakens it. It should also be noted that the
established ways of producing security are not necessarily suited to the new challenges. To conclude,
it can be said that societal development itself has inspired an operating environment in which the
limitations of systemic understanding can become the main vulnerability of our time.
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