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Abstract

Fingerprints are graphical flow-like ridges present on human fingers. The formation of

the fingerprints depends on the initial conditions of the embryonic development, and their

ridge pattern is unchanged throughout the entire life. Since the first scientific studies of

fingerprints in the mid-1800 till today no two fingerprints from different fingers have

been found to have the same ridge pattern. A common hypothesis, confirmed by the

experience accumulated during a century of forensic use of fingerprints, is that certain

local discontinuities of the ridge pattern, called minutiae, are able to capture the invariant

and discriminatory information present in the fingerprint image.

The present dissertation develops novel approaches for design and implementation of

fingerprint-based biometric systems. Most of our work concentrates onto the design of fin-

gerprint matching algorithms based on fingerprint minutiae, though the use of alternative

features that may result in smaller fingerprint representations is also investigated.

The quality of the acquired fingerprint image constitutes the major factor that in-

fluences the accuracy of the minutiae detection process. Unfortunately, the fingerprint

images are perhaps among the noisiest of image types, due to the fact that the fingers

are our direct form of contact for most of the manual tasks we performed. An image

enhancement technique is thereby required prior to minutiae detection in order to re-

duce the noise, and reliably localize the fingerprint ridges. We investigate the problem

of fingerprint image enhancement and introduce two novel enhancement algorithms that

efficiently detect the fingerprint ridges based on the curvature of the discrete gray-level

intensity surface of the digital image.

The minutiae are usually detected in a thinned representation of the ridge pattern.

Due to inherent artifacts induced during the enhancement and thinning operations, the

minutiae detection process is characterized by a high false alarm rate; several structures

detected as minutiae having no meaningful correspondent in the fingerprint image. Iden-

tifying the most common types of false minutiae structures, we develop an algorithmic

procedure capable to recognize and cancel most of the false minutiae encountered in the

fingerprint pattern.
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iv Abstract

We investigate the problems involved in the design of a minutiae-based fingerprint

matching algorithm. A necessary foundation for achieving desired performance is to es-

tablish a realistic model of the variations that may be encountered between different

impressions of the same finger. We assume a model that tolerates most of the situations

which may occur in practice. Next, we introduce a new minutia representation that is

invariant under the assumed model. The new representation allows us to identify the

correspondences between minutiae from one fingerprint and minutiae from the another

fingerprint, in order to evaluate the similarity degree between the two fingerprint impres-

sions. Two different approaches of corresponding minutiae identification are proposed.

The first one collects corresponding pairs among the most similar minutiae under the

constraint that a minutia from one impression can be paired with at most one minutia

from the another impression. The second approach of corresponding minutiae identifi-

cation estimates first the pose transformation between the two fingerprint impressions,

following then to collect corresponding pairs under certain geometric constraints.

The use of fingerprint-based authentication in a network environment posses important

security requirements that have been less addressed in the open literature. We investigate

the possibilities to reduce the risk of replay attacks in a fingerprint-based remote authen-

tication application, and propose a new minutiae-based fingerprint matching algorithm

that relies on a different set of fingerprint features for each execution of the authentication

protocol.

Finally we investigate the use of features extracted from the wavelet transform of the

fingerprint image, as an alternative to minutia details. The motivation underlying this

study is the need to reduce both the complexity of the feature extraction module, as well

as the size of the fingerprint representation. We show throughout several experiments

that the use of the proposed features for fingerprint recognition is a promising approach.
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Chapter 1

Introduction

In our vastly interconnected information society, determining the identity of a person has

become a critical task in many areas of day-to-day life. Traditional techniques of personal

identification rely on “something that you know” (knowledge-based), or on “something

that you have” (token-based), without using any inherent attributes of the individual

that follows to be identified. Apart of other obvious disadvantages, these techniques are

unable to differentiate between an authorized person and an impostor who fraudulently

obtained the token or knowledge of the authorized person [25, 48].

Biometrics is a technology that emerged as the most reliable method of personal iden-

tification. Biometric-based identification relies on “something that you are” (physiological

characteristics), or on “something that you do” (behavioral characteristics), and hence it

can relatively easy differentiate between an authorized person and an impostor.

Any physiological or behavioral human characteristic can be used as a biometric as

long as it satisfies the following requirements [87]:

• Universality, meaning that every person has this characteristic;

• Uniqueness, indicating that the characteristic should not be identical for two differ-

ent persons;

• Permanence or Immutability, which means that the characteristic is not changing

in time;

• Collectability, which means that the characteristic can be measured quantitatively.

In addition, application related requirements are also of utmost importance in practice:

• Circumvention, which refers to how easy is to fool the system by fraudulent tech-

niques;

1



2 Introduction

• Performance, which refers to the achievable identification accuracies; the resource

requirements for an acceptable identification accuracy, and the working or environ-

mental factors that affects the identification accuracy;

• Acceptability, which refers to what extend people are willing to accept the biometric

system.

Physiological and behavioral human characteristics widely accepted as biometrics or

under investigation include: face, iris, retinal pattern, fingerprints, palm-prints, hand

geometry, signature, voice print, gait, gesture. While some of the requirements described

above like universality, and collectability are relatively easy to verify for a certain human

characteristic, others like immutability, and uniqueness require extensive tests on a large

number of samples in order to be verified.

Fingerprints are perhaps the most popular human characteristic used as biometric.

Fingerprint identification is much more reliable than other kinds of popular personal

identification based on signature, face, or voice [24]. Personal identification based on

fingerprints has a very long history. Archaeological evidences reveal that fingerprints have

been used as a form of identification since 7000 BC by the ancient Assyrians and Chinese

[41, 50]. The scientific studies of fingerprints that begun in the mid-1800, led to the use

of fingerprints for criminal identification. The history of scientific use of fingerprints is

one that other types of biometric do not come close to. Thus there is an experience of

a century of forensic use and hundreds of millions of fingerprint matches by which we

can say with some authority that fingerprints are unique and their used in automatic

identification is extremely reliable [50].

Fingerprints are graphical flow-like ridge patterns present on human fingers. The for-

mation of the fingerprints depends on the initial conditions of the embryonic development,

and their ridge pattern is unchanged throughout the entire life (immutability).

The widespread use of fingerprints has been and still is largely for law enforcement

applications and criminal identification. It is perhaps this reason why fingerprints have a

lower acceptability than other biometrics like face, signature, or voice print. The need for

easy-to-use and reliable people authentication procedures required by the explosive growth

of network and Internet transactions, combined with a relatively recent combination of

factors like small and inexpensive fingerprint capture devices, fast computing hardware,

etc., favor the use of fingerprints for the huge market of personal authentication [50].

The present dissertation investigates the problems involved in the design and imple-

mentation of personal authentication systems based on fingerprints. Novel solutions of

fingerprint matching and fingerprint features extraction are presented. The work con-
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centrates mostly on the design of fingerprint matching algorithms based on landmark

features, called minutiae, though the use of alternative features that may result in smaller

representations of the fingerprint pattern is also considered.

The application of biometric-based personal authentication in open networks and dis-

tributed system environments poses important security requirements for acceptability.

Unfortunately current biometric based authentication systems suffer from the problem

that the biometric information is often transmitted in plaintext over network lines that

can be tapped thus allowing replay at a latter time [5]. We investigated the problem

of safe and efficient transmission of fingerprint data across network lines and a practical

solution to reduce the risk of replay attacks is presented in the thesis.

1.1 Preliminaries

A fingerprint-based biometric system can be logically divided into two distinct operational

phases: enrollment, and recognition.

During the enrollment phase the fingerprint features of an individual are collected

in order to create a compact representation, called reference template. The reference

template is usually stored in a system database, along with other identification information

of the enrolled person. The enrollment phase can take place in a controlled environment

where the person to be enrolled may be assisted by an expert. The time consumption is

less important than the need to create an accurate and complete reference template. In

practice, the acquired reference templates must pass a quality check in order to be stored

in the system database.

During the recognition phase the features extracted from a single fingerprint impres-

sion are used to produce a similar representation as the reference template. The new

representation, called test template, is fed into a fingerprint matching algorithm that

compares it against one, or more reference templates stored in the system database in

order to verify, or retrieve the user’s identity.

1.1.1 Classification of fingerprint-based biometric systems

Depending on the application context we may distinguish between two types of systems:

authentication (verification) systems, and identification (recognition) systems.

In a verification system, also called one-to-one matching system, a person desired

to be identified submits an identity claim along with the test template extracted from

his/her finger, to the system. The system verifies the claimed identity by matching the
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test template against the corresponding reference template stored in the database.

In an identification system, also called one-to-many matching system, the system re-

trieves the identity of an unknown person by matching a test template extracted from

a fingerprint impression belonging to that person, against all reference templates in the

database.

There is also an informal third type of system that is termed small-scale recognition

system, or one-to-few matching system. This is for practical applications where the system

is used only be “a few” users, such as by the members of a family to enter their house. A

number that constitutes “few” is usually accepted somewhere between 5, and 20 [50].

1.1.2 Design of fingerprint-based biometric systems

A fingerprint-based biometric system is essentially a pattern recognition system. It can be

designed in a sequential phase-by-phase modular architecture including image acquisition,

feature extraction, and matching.

A number of methods are used to acquire fingerprints [87]. The inked impression

method is the most popular one being a standard in law-enforcement agencies for more

than 100 years. For computer-aided fingerprint identification, an inked fingerprint im-

age is obtained by scanning a paper that contains an inked impression of the finger. The

method is cumbersome, and socially unacceptable for identity verification in modern civil-

ian applications. A more convenient and faster approach consists of directly acquiring the

fingerprint image in digital form using an ink-less fingerprint sensor1. Several types of

sensors (e.g., optical, capacitive, thermal, ultrasonic) have been produced in the last few

years by different companies. The basic idea of all ink-less acquisition technologies is

that only the fingerprint ridges are in direct contact with the sensor (or glass platen for

optical devices). For example, one of the most popular technology to obtain an ink-less

fingerprint image relies on the optical frustrated total internal reflection (FTIR) concept

[26]. The finger is placed on a glass platen, that can be one side of a prism, and it is

illuminated by a light source placed on the second side of the prism. A camera, placed

on the third side of the prism, captures the light reflected from the glass platen. The

light incident on the glass platen at the glass surface touched by the fingerprint ridges

is randomly scattered, whereas the light incident on the glass surface corresponding to

valleys suffers a total internal reflection, generating a fingerprint image on the imaging

plane of the camera.

The reduce size/price of the fingerprint sensors as well as the enhanced quality of

1Also called live scan sensor
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the acquired image are among the major factors that favor the use of fingerprint-based

authentication in several modern applications.

The conventional inked impression method for fingerprint acquisition results in a nail-

to-nail image of the finger, known as rolled impression. The rolled impression covers a

significant area of the fingerprint pattern, and hence it includes a large number of feature

points for representing the finger. On the other hand, with the use of ink-less fingerprint

sensors as input devices, the digital image acquired, known as dab impression, is restricted

only to the area of the finger that came in contact with the sensor. Consequently, the

use of ink-less sensors poses a new and important challenge for the fingerprint matching

procedures since the degree of match is related to the amount of overlap between the

two impressions. During enrollment of a person, a rolled impression would be prefered in

order to extract a complete reference template2. Nevertheless, for social considerations

the enrollment process must often rely only on dab impressions. Common practices to

overcome the limitations imposed by the restricted area of the dub impressions include:

the storage of more than one reference template for a finger, or the creation of a more

reliable reference template based on multiple dub impressions of the same finger.

As in any pattern recognition problem the selection of a representation scheme for

the objects at hand directly influences the design of feature extraction and matching

modules. Representation schemes for fingerprint patterns include: representations based

on the entire gray scale profile of the fingerprint image, representations based on transform

features, and representation based on fingerprint minutiae.

Representations based on the entire gray-scale fingerprint image are used in combi-

nation with fingerprint matchers based on optical correlation [14, 84]. Smaller templates

can be obtained using transform features, resulting in efficient solutions for small-scale

fingerprint recognition systems [40].

The most popular fingerprint representations rely on local structures of the fingerprint

ridges, called minutiae. It is the general belief that minutia details form a pattern that is

unique for each fingerprint [41]. There are more than 100 types of local ridge structures

that have been identified [41]. It would be however extremely difficult to automatically

dissociate between all these types, and hence the automatic fingerprint authentication

systems rely only on the two most prominent structures: ridge endings, and ridge bifur-

cations. The design of reliable minutiae detection algorithms is still an open research

problem. The current minutiae detection algorithms are heavily dependent of the quality

of the acquired fingerprint image. Most of the approaches proposed in the open literature

2MasterCard sends inked fingerprint kits to its credit card costumers with the intention to use the

inked fingerprint impressions for enrollment [26].
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detect minutiae in a thinned representation of the fingerprint ridge pattern [87, 38, 79], or

directly form the gray scale fingerprint image [43, 29, 30]. Regardless of the method used

there is a significant possibility to detect false minutiae, as well as to miss several genuine

minutiae present in the fingerprint. Consequently, the fingerprint matching algorithm

based on fingerprint minutiae should not assume perfect minutiae detection.

In general, the designer of a minutiae-based fingerprint matcher should consider certain

assumptions about the distortions that may occur between two impressions captured from

the same finger [26]. Some common assumptions are as follows:

• The finger can be placed at different positions onto the acquisition sensor, resulting

thereby in a global translation between the test and reference minutiae.

• The finger can be placed in different orientations, resulting in a rotation between

the minutiae detected in the two templates.

• The finger may exert an unevenly distributed pressure onto the acquisition sensor

resulting in nonlinear deformations due to the elasticity of the skin.

• Often the minutiae detection algorithm delivers spurious minutiae, and misses gen-

uine minutiae from both the test and reference templates.

• There may be only a small amount of overlap between the two fingerprint impres-

sions, such that several minutiae are not “visible” in both instances.

The matching algorithm may take into account more or less such assumptions in or-

der to decide a model of the variations between the two impressions. For instance, in a

controlled environment given the guides on the hardware, or the use of automatic sys-

tems that guide the user in placing his/her finger onto the sensor, one can restrict the

amount of rotation and translation allowed between the two impressions [83]. Of course,

the matching algorithm may run the risk to achieve poor performance if the conditions

are changed. A common practice is to assume a rigid transformation between the two

impressions, and employ an elastic matching approach which tolerates to some extend

the presence of nonlinear deformations due to the elasticity of the skin. An extreme case

would be to release any geometric constraint and identify the correspondence between

minutiae of the two templates based on certain invariant features that characterize each

individual minutia. The final answer regarding the ability of the adopted model to ac-

curately describe the real situation is obviously given by the system performance whose

definitions constitute the topic of the following section.
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1.1.3 Performance evaluation

The accuracy, and the response time constitutes the main performance parameters that

must be reported in order to evaluate a certain biometric system. Although in the fol-

lowing discussion we will refer to fingerprint-based biometric systems, the performance

measures presented here are generally used in the evaluation of any other biometric sys-

tem.

First of all, it is of importance to emphasize that the performance of a biometric sys-

tem are random variables, and hence they cannot be measured, but can only be estimated

based on empirical data. Unfortunately, the estimated performance are very data depen-

dent being meaningful only for a specific collection of samples (database) captured in a

specific test environment. An objective evaluation must rely on a large number of sam-

ples that are representative for the population of future users of the system, when such

population can be identified. Several factors like the environmental conditions; the age,

gender, occupation of the future users; etc, are of utmost importance in the data collection

process [23, 50]. In the following we define the most important accuracy parameters used

for system evaluation, assuming that a representative database of fingerprint samples has

been collected.

A verification system performs a one-to-one comparison between a test template, and

a reference template in order to decide either to accept, or reject the identity claimed

by a certain person. There are two states of nature called respectively genuine, and

impostor. The first one means that the test template and the reference template belong

to the same finger (the person is a genuine user), and the second one means that the

two templates belong to different fingers (the person is an impostor). The accept/reject

decision of the system is based on the similarity between the two templates, which is

quantified in a matching score. The higher the matching score, the more likely it is that

the person is a genuine user. Therefore, if a threshold (or decision criterion) is decided,

the system will accept as genuine only those users whose test templates compared against

the corresponding reference templates achieve a matching score higher than the threshold.

The problem faced by the system fits thereby into the classical framework of statistical

decision theory [35]. In the context of biometrics the usual terms for the four possible

outcomes of the system are: False Accept, Correct Accept, False Reject, and Correct

Reject. Obviously the first and the third outcomes are errors (called Type I and Type II

error respectively), whereas the other two outcomes are the ones sought. Manipulating

the threshold value, the relative probabilities of the four outcomes can be adjusted such

that to reflect their associated costs and benefits. These may be very different in different
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applications. In a forensic applications for instance, the cost of a False Reject error may

exceed the cost of a False Accept error, whereas just the opposite may be true in a high

security access application.

Given a collection of samples, the False Accept Rate (FAR), and the False Reject Rate

(FRR) for a certain decision criterion can be estimated as follows

FAR =
NFA

NIE
× 100%, FRR =

NFR

NGE
× 100%, (1.1)

where NFA and NFR are the number of impostor matching experiments that achieved

matching scores above the threshold, and the numbers of genuine matching experiments

that achieved matching scores bellow the threshold, respectively. NIE is the total number

of impostor matching experiments, and NGE is the total number of genuine matching

experiments [87].

The two error rates trade off against each other. For instance, moving the threshold

towards higher matching scores the FRR is increased, whereas the FAR is decreased.

Therefore, the value of any of the two error rates alone has no mining. A system that

rejects everything would achieve a zero FAR, and similarly a system that accepts every-

thing would achieve a zero FRR. A more informative performance parameter is the Equal

Error Rate (EER) which is the point at which the FAR and FRR meet or crossover, as is

illustrated in Figure 1.1 (a).

EER

FAR FRR
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Threshold FAR
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R
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better performance
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Figure 1.1: Performance measures: the error rates (a), and two hypothetical ROC curves

illustrating desirable and less desirable system performance (b).

An alternative way of summarizing the recognition performance is to plot FRR versus

FAR in a Receiver Operating Characteristic (ROC), as illustrated in Figure 1.1 (b). The
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ROC curve provides an empirical assessment of the system performance at different de-

cision criteria. Each point on the ROC curve corresponds to FAR and FRR estimated at

a certain decision criterion, and defines a so called operational point of the system. The

selection of the appropriate operational point on the ROC depends of the costs associated

with the two error rates by a given application.

1.2 Aims of this work

The aims of this dissertation can be summarized as follows:

• To introduce new and efficient minutiae-based fingerprint matching approaches that

are robust to distortions often encountered in practice (Chapter 4).

• To investigate the use of fingerprint-based authentication in distributed systems,

and introduce a novel approach of fingerprint matching that reduces the risk of

replay attacks (Chapter 5).

• To investigate the use of wavelet transform features as an alternative to minutia de-

tails with the purpose of reducing the size of the fingerprint template, and improving

the efficiency of the feature extraction module (Chapter 6).

• To design novel fingerprint enhancement and minutiae extraction algorithms (Chap-

ter 2, and Chapter 3).

1.3 Structure of the dissertation

The dissertation is organized in seven chapters. In accordance with the natural order of

processing modules included in a fingerprint-based biometric system, we start by address-

ing the problems of image enhancement and minutiae detection in Chapters 2-3, following

that fingerprint matching to constitute the main subject of Chapters 4-6.

Chapter 2 considers the problem of fingerprint image enhancement, and introduces

novel solutions based on the observation that fingerprint ridges constitute regions where

the discrete intensity surface of the gray-scale image exhibits a positive curvature.

Chapter 3 deals with the problem o minutiae detection, and introduces a post-processing

algorithm meant to reduce the number of false minutiae detected in the fingerprint image.

Chapter 4 introduces new algorithms of minutiae-based fingerprint matching moti-

vated by the need to implement robust, simple, and fast fingerprint verification schemes.
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Two different approaches for finding the correspondences between minutiae stored in

the test template, and minutiae stored in the reference template, are presented. Both

approaches are capable to detect corresponding minutiae pairs without resorting to ex-

haustive search, and are robust to errors (i.e. missing and spurious minutiae) usually

induced by a minutiae detection algorithm. The first approach relies on a similarity mea-

sure between minutiae combined with the unique interpretation constraint. The approach

is used to develop two fingerprint matching algorithms whose performance are evaluated

on a set of ink-less fingerprint impressions. The second approach of corresponding minu-

tiae detection includes geometric constraints in addition to the similarity degree between

minutiae. The approach is used to develop a fingerprint matching algorithm that is eval-

uated comparatively on two public domain fingerprint databases.

Chapter 5 is dedicated to the problem of remote authentication based on fingerprints,

and provides a practical solution to reduce the risk of replay attacks. The fingerprint

matching algorithm introduced in this chapter relies on different test templates for each

execution of the authentication protocol. In cryptographic authentication the communi-

cating party is challenged to authenticate itself by demonstrating its ability to encipher

or decipher a certain item, with a private key stored on a secure storage device [5]. Our

fingerprint-based authentication protocol follows this basic idea attempting to replace the

key with the user’s finger.

Chapter 6 investigates the potential use of wavelet transform features for fingerprint

recognition. Most of the work done in fingerprint recognition have been concentrated onto

the use of fingerprint minutiae that prove to be the most reliable fingerprint features. Nev-

ertheless, the computational complexity behind a reliable minutiae detection algorithm

as well as the size of the resulted template, are perhaps less motivated in applications

dealing with small-scale fingerprint recognition systems. We show that the use of features

extracted from the wavelet decomposition of the fingerprint image for fingerprint recog-

nition, is a promising approach. Both the complexity of the features extraction module,

as well as the size of the fingerprint templates being dramatically reduced in comparison

with conventional minutiae-based methods.

Chapter 7 concludes the dissertation, by summarizing the results obtained and indi-

cating future developments.

1.4 Author’s contribution

The author’s contribution to the existing developments is mainly in Chapters 2-6. The

original contribution is in the methods of fingerprint image enhancement, feature extrac-
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tion, and matching. In addition, to the author’s knowledge no work has been done before

towards developing fingerprint-based remote authentication protocols robust to replay at-

tacks. The structure of the thesis is constructed such that to follow easily these results in

a natural order imposed by a generic pattern recognition application.

The main contribution of this thesis is in the following points:

1. Algorithms of fingerprint image enhancement based on the sign of second order

derivative of the discrete intensity surface of the image; topics within Chapter 2

have been presented at ICASSP-2001 [73], and submitted to [75].

2. An algorithm of fingerprint post-processing meant to reduce the number of false

minutiae erroneously detected in the fingerprint image; presented at The 34-th Asilo-

mar Conf. on Signals, Systems, and Computers 2000 [71].

3. Fingerprint matching algorithms based on a new minutiae representation; topics

within Chapter 4 have been presented at SPIE-2001 [65], and submitted to [72].

4. A remote authentication system based on fingerprints; this part has been submitted

to [74]

5. Methods of fingerprint recognition based on wavelet features; topics within Chapter

6 have been published in Electronics Letters [66], and presented at ISCAS-2001 [63].

Other results related with one part or another of the present thesis deal with fingerprint

classification [64, 54, 51], point pattern matching [76, 77], image segmentation [67, 70],

minutiae detection [7], and image retrieval [68, 69, 45].



12 Introduction



Chapter 2

Fingerprint image enhancement

Fingerprint images are usually captured as gray scale images, with an intensity range from

0 to 255. Depending on the image acquisition device, the image resolution defined as the

number of pixels per unit length, varies between 250 and 625 pixels (dots) per inch. The

resolution of 500 dots per inch being used as a common standard in forensic applications.

Because the fingers are our direct form of contact for most of the manual tasks we

performed, the captured fingerprint images usually exhibit various types of noise. Several

factors like the presence of scars; excessively worn, wet, dry or dirty fingers; very high or

very low pressure between the finger and the platen during the acquisition process, etc.,

substantially decrease the quality of the captured image, as exemplified in Figure 2.1.

Figure 2.1: Examples of low quality fingerprint images.

The goal of fingerprint image enhancement is to reduce this noise and improve the

definition of ridges against valleys in order to facilitate subsequent minutiae extraction.

13
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Although there are graduations of the gray level intensity of the ridges, their information

is essentially binary. Therefore, apart of noise filtering, image enhancement typically

includes a ridge segmentation operation meant to transform the gray scale image in a

binary representation of the ridge pattern, called ridge map image.

This chapter details some of the main aspects involved in fingerprint image enhance-

ment, and presents two fingerprint image enhancement algorithms proposed by the author.

A brief survey of the most representative methods proposed in the literature is presented

in Section 2.1. A method of local ridge orientation estimation is described in Section 2.2.

Sections 2.3, 2.4, and 2.5 introduce the new fingerprint image enhancement approaches

based on the sign of the second directional derivative of the gray-level intensity surface.

2.1 Overview of fingerprint enhancement methods

Noting that the ridges exhibit lower gray values than other image regions, a first attempt

of ridge segmentation may consists of a global thresholding technique. Indeed, very good

quality images may exhibit a bimodal histogram where the selection of a threshold can be

easily performed [10]. Nevertheless, in general, the average gray level varies dramatically

in different image regions. For example a region where the pressure between the finger

and the platen was too high (low), exhibits a lower (higher) average gray level than other

image regions. Thresholding the image at a particular intensity level would transform

these regions in compact black or white areas where the ridge and valleys cannot longer

be discriminated.

Moayer and Fu [49], use a Laplacian operator in order to cancel the average gray

level, and hence attempting to achieve a fairly uniform average intensity. They applied

the operator repetitively, followed each time by a pair of global thresholds that map very

light and very dark pixels to zero and one respectively. The thresholds are getting closer

one to each other at each iteration. Finally a binary pattern is obtained when the two

thresholds becomes equal.

Wahab, et al. [79], use a local histogram equalization of each image area of 16 × 16

pixels, based on a method adopted from [52]. In this way they achieve an improvement

in the definition of ridges against valleys in different image regions.

The most popular technique to cope with variations in the average gray level intensity

consists of applying a locally adaptive threshold [23, 79, 59, 65]. For each small image

area the threshold is derived either based on the local gray level histogram, or by simply

computing the local average gray level intensity.

The redundancy of parallel ridges in the fingerprint image suggests specific techniques
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to reduce the noise present in the image. Selecting a small local area in the fingerprint

image we may note that the ridge orientation, as well as the ridge period are maintain

almost constant inside this area, whereas the noise present in the image does not exhibits

any such regularity. The vast majority of the fingerprint enhancement methods rely

on these observation. Most of these methods design filters tuned on the corresponding

orientation and ridge frequency of each image region, and enhance the image by applying

these filters either in the spatial or in the frequency domain.

Jain et al. [26] proposed the use of two filter masks of size 11× 7 that are adapted to

the local ridge orientation in each image region. These masks are capable of adaptively

accentuating the local maximum gray-level values along a direction normal to the local

ridge orientation. The ridge pixels are identified by comparing the two filtered images

with a certain global threshold.

Gabor filters constitute an attractive tool for fingerprint image enhancement. Hong,

et al. [19], report very good results using Gabor filters of size 11× 11 tuned on the ridge

orientation and ridge frequency priorly estimated in different image regions.

For computational reasons, spatial domain techniques must limit the size of the filter

masks used. Typically this size is of the order of 7 × 7 to 15 × 15 pixels. In the Fourier

domain however, the size of the filter does not constitutes an impediment. The fingerprint

image can be convolved with filters of full image size, since the two dimensional fast

Fourier transform algorithm can be used to calculate the convolution efficiently. Based

on this observation, Sherlock, et al. [59] proposed a directional Fourier domain filtering

for fingerprint enhancement. They design a set of 16 directional filters tuned on different

orientations between 0 and π. Applying each filter onto the entire fingerprint image they

obtain 16 filtered images. Next, the value of each pixel in the enhanced image is selected

from one of the 16 filtered images based on the ridge orientation in the neighborhood of

that pixel. The enhanced image renders the fingerprint ridge structure in the form of

smooth gray scale ripples with little residual noise. Finally the binary ridge map image is

obtained by a locally adaptive thresholding technique where the local gray scale average

within 32 × 32 pixel neighborhoods yields the threshold surface.

Instead of designing filters tuned on corresponding spatial frequency of each image

region, one may use as filter directly the magnitude of the Fourier transform of the local

image region. Indeed, this magnitude already exhibits most of the qualities required from

a proper designed enhancement filter. It has a dominant component at the corresponding

ridge orientation and frequency, and on the other hand, due to the noise irregularity it

exhibits small other components. This is the basic idea of the method used by Candela

et al. [8], and initially designed by engineers from DeLaRue Printrak Inc. in 1985. The
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method achieves very good enhancement results, but due to the time consumption it is

mostly recommended for forensic applications rather than for civilian applications that

include fingerprint based authentication.

2.2 The estimation of local ridge orientation

We may conclude based on the brief survey presented in the previous section, that the

ridge orientation constitutes a critical parameter in almost any fingerprint enhancement

algorithm. The local ridge orientation usually guides the enhancement algorithm to adapt

itself to the local image geometry.

Several methods for estimating the ridge flow orientation have been proposed in liter-

ature. The method proposed by Stock and Swonger [61], subsequently adopted by Karu

and Jain [31], as well as the methods proposed by Kawagoe and Tojo [33], and Mehtre,

et al. [47] estimate the ridge orientation on the basis of pixel alignments relative to a fix

number of reference orientations between 0 and π. Other methods, perhaps more reliable

proposed by Kass and Witkin [32], as well as by Rao [56] estimate the ridge orientation

based on the intensity gradient vectors determined in a certain image region. In the fol-

lowing, we outline the general principles of these gradient based techniques, that have

been adopted by several authors in their work [38, 24, 43].

It is well known that the intensity gradient vector is oriented along the direction of

maximum change of the gray level intensity of the image. Ideally, in the absence of noise,

the ridge orientation in a certain image pixel would be orthogonal to the intensity gradient

vector measured in that pixel. The presence of noise, obviously degrades the performance

of such an estimator based on a single sample. Nevertheless, a better estimator can be

developed based on the same observation. Assuming that the ridge orientation is constant

in a certain image region, we can estimate it as the “most orthogonal orientation” onto

all intensity gradient vectors measured in the pixels located inside the region.

Let N denotes the number of image pixels within the region where the ridge orientation

must be estimated. Also let vn = [vx(n) vy(n)]T denotes the intensity gradient vector for

the n-th pixel located inside the region. The least squares estimator (LSE) of the local

ridge orientation (θ) is obtained by minimizing the least squares error

J(θ) =
N∑

n=1

(
uTvn

)2
= uT

(
N∑

n=1

vnv
T
n

)
u = uTVu, (2.1)

where the dependence of J on θ is via u = [cos θ sin θ]T .
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We note that since u is a unity vector the least squares error (2.1) is extremized by the

two unit eigenvectors u1, and u2 of the 2 × 2 matrix V. The corresponding eigenvalues

λ1, and λ2 of V being the values of these extrema.

Because V is symmetric positive semidefinite, λ1 and λ2 are real positive, and u1 and

u2 are orthogonal to each other. Assuming that λ1 > λ2, the eigenvector u1 maximizes

(2.1), and hence it is oriented along the dominant orientation exhibited by the given set of

gradient vectors {vn; 1 ≤ n ≤ N}. Consequently, the local ridge orientation is given by

u2 which is the “most orthogonal” unity vector to the gradient vectors {vn; 1 ≤ n ≤ N}.
Neglecting some mathematical details, one can show that the formula of the LS esti-

mator of the local ridge orientation is

θ =
1

2
atan

(
Y

X

)
+

π

2
, (2.2)

where arctangent is computed using two arguments, and lies in the range [−π, π), and

X = V(1, 1) − V(2, 2) =
N∑

n=1

(
v2

x(n) − v2
y(n)

)
,

Y = V(1, 2) + V(2, 1) = 2
N∑

n=1

vx(n)vy(n).

(2.3)

The gradient vectors inside the considered image region may exhibit, or not a prefer-

ential orientation. This is reflected by the range of J(θ) given by ρ = λ1 − λ2, and called

from now on certainty level. If the gradient vectors are chaotic oriented, like the velocity

vectors in the Brownian motion, then they do not exhibit any preferential orientation.

In such a case, the estimated ridge orientation (2.2), is less reliable as long as it shares

its properties with any other orientation between 0 and π. This is reflected by the small

certainty level. On the other hand, a large certainty level reflects the existence of a pref-

erential orientation, and hence the estimation (2.2) is more reliable. Using the notations

(2.3), we derive the formula of the certainty level as follows

ρ =
√

X2 + Y 2. (2.4)

An example of ridge orientation estimated with (2.2) is illustrated in Figure 2.2. The

local ridge orientation estimated in each image region of 16 × 16 pixels is represented

by a line segment overlayed on the original image. The length of each line segment is

proportional to the certainty level (2.4) in that image region.
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Figure 2.2: Example of local ridge orientations estimated in a fingerprint image.

2.3 Fingerprint ridges as regions of positive curva-

ture of the discrete intensity surface

Suppose that we construct a one dimensional sequence by collecting the intensity values of

the pixels located along a short line segment orthogonal to the local ridge orientation, as

shown in Figure 2.3. The sequence usually exhibits an almost sinusoidal shape with low,

and high intensity values corresponding to pixels located respectively on the ridges, and

on the valleys intersected by our segment, as shown in Figure 2.3(b). The discrimination

between the two classes can be thereby performed based on the sign of the second deriva-

tive of the one dimensional sequence. The positive, and negative values of this derivative

corresponding to pixels located on ridges, and valleys respectively.
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Based on this observation, we localize the fingerprint ridges in those image pixels

where the second derivative (called also normal curvature [60]) of the discrete intensity

surface along the direction orthogonal to the local ridge orientation is positive.
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Figure 2.3: The gray values of the pixels located along a short line segment that traverses

several fingerprint ridges.

Let z = f(x, y) denotes the equation of a continuous two-dimensional (2D) real func-

tion that approximates the discrete intensity surface of the digital image. Also, let

v = [− sin θ cos θ]T , denotes the unity vector orthogonal to the local ridge orientation

(θ), as illustrated in Figure 2.4.

The normal curvature of the continuous surface along the direction v is given by

f ′′
v

= vT
Hv, (2.5)

where

H =

⎡⎢⎢⎢⎣
∂2f

∂x2

∂2f

∂x∂y
∂2f

∂x∂y

∂2f

∂y2

⎤⎥⎥⎥⎦ , (2.6)

denotes the Hessian matrix.

In order to compute (2.5) for each image pixel we need to estimate the equation of

the continuous surface z = f(x, y) that approximates the discrete intensity values in the

neighborhood of that pixel. This is the basic idea of the facet model used as an important

tool in several computer vision and image processing applications including edge detection
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Figure 2.4: Illustration of the local ridge coordinate system: u denotes the longitudinal axis

along the local ridge orientation, and v denotes the transversal axis orthogonal to the local

ridge orientation.

[17, 46, 55], topographic feature extraction [80], optical flow estimation [86], shape from

shading [78].

In essence, the facet model treats the observed digital image as a noisy realization of

an underlying piecewise continuous intensity surface. Local properties of the digital image

(e.g., directional derivatives, topographic features) being interpreted as the corresponding

properties of the underlying image surface.

The most popular forms of facet models include flat facet model, sloped facet model,

and quadratic facet model. In general, a parametric form of the underlying surface is

assumed. Fitting the surface over the intensity values of the image pixels in a certain

neighborhood is thereby reduced to the estimation of the surface parameters. Often a

least squares estimation is performed by minimizing the sum of residues between the gray

values of fitted surface and the gray values of the image pixels.

2.3.1 The approximation of partial derivatives

Let g(i, j) denotes the gray value of the pixel (i, j) of the image. Also, let R(i, j) denotes

a rectangular region of size (2L+1)×(2L+1) pixels that has the pixel (i, j) in the center,

as illustrated in Figure 2.5.
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Figure 2.5: The approximation window (R(i, j)) taken in the neighborhood of an image pixel.

The problem we consider is to determine a continuous surface z = f(x, y) that fits over

the gray values of the pixels located in R(i, j). This surface, called by Haralick [17] the

underlying surface of the image, carries our assumptions about the local image structure.

We approximate the (p + q)-th order partial derivative of the digital image at (i, j) by

g(p,q)(i, j) ≈ ∂p+qf(x, y)

∂xp∂yq

∣∣∣∣∣
x=0,y=0

. (2.7)

The image formation model is based on the assumption that the gray values of the

pixels located in R(i, j) represent noisy observations of the continuous underlying surface

f(x, y). This is,

g(i + �1, j + �2) = f(�1, �2) + ξ(�1, �2), for any − L ≤ �1, �2 ≤ L, (2.8)

where g(i + �1, j + �2) denotes the gray value of the pixel (i + �1, j + �2) ∈ R(i, j), and

ξ(�1, �2) denotes the residual error between the gray value of the image pixel and the gray

value of the underlying surface.

A parametric form of the underlying surface must be assumed in order to estimate it

from (2.8). In our work we restrict the class of continuous surfaces to the two-dimensional
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(2D) functions of the form

f(x, y) =
K∑

k1=0

K∑
k2=0

ck1,k2
hk1

(x)hk2
(y), (2.9)

where {ck1,k2
; 0 ≤ k1, k2 ≤ K} denotes the set of unknown parameters of the surface,

and {hk(x); 0 ≤ k ≤ K} denotes a set of K + 1 one-dimensional (1D) real functions

defined on [−L, L]. In addition, the following development would require also a finite

energy constraint for the discrete versions of these functions

L∑
�=−L

|hk(�)|2 < +∞, for any 0 ≤ k ≤ K. (2.10)

Using (2.9), and adopting a matrix notation we express the equations (2.8) as follows

G = HCHT + Ξ, (2.11)

where G is a (2L + 1) × (2L + 1) observation matrix containing the gray values of all

pixels in R(i, j)

G =

⎡⎢⎢⎣
g(i + L, j + L) · · · g(i + L, j − L)

...
. . .

...

g(i − L, j + L) · · · g(i − L, j − L)

⎤⎥⎥⎦ , (2.12)

H is a (2L + 1) × (K + 1) matrix given by

H =

⎡⎢⎢⎣
h0(L) · · · hK(L)

...
. . .

...

h0(−L) · · · hK(−L)

⎤⎥⎥⎦ , (2.13)

C is a (K + 1) × (K + 1) matrix containing the unknown surface parameters

C =

⎡⎢⎢⎣
c0,0 · · · c0,K

...
. . .

...

cK,0 · · · cK,K

⎤⎥⎥⎦ , (2.14)

and Ξ denotes the (2L + 1) × (2L + 1) residual error matrix

Ξ =

⎡⎢⎢⎣
ξ(L, L) · · · ξ(L,−L)

...
. . .

...

ξ(−L, L) · · · ξ(−L,−L)

⎤⎥⎥⎦ . (2.15)
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Using a matrix to vector transformation the equation (2.11) can be rewritten as

vec(G) = (H ⊗ H)vec(C) + vec(Ξ), (2.16)

where vec() is an operator that maps the elements of a matrix into a vector by row

ordering, and ⊗ denotes the Kronecker product operator.

The LS estimator of the unknown parameters ck1,k2
of f(x, y) can be found by mini-

mizing

E = vec(Ξ)T vec(Ξ). (2.17)

This is easily accomplished since E is a quadratic function of the coefficients ck1,k2
.

Using the notation H = H ⊗ H and replacing (2.16) in (2.17) we have

E = (vec(G) −Hvec(C))T (vec(G) −Hvec(C)). (2.18)

Setting the derivative ∂E/∂vec(C) equal to zero yields the LS estimator

vec(Ĉ) = (HTH)−1HT vec(G), (2.19)

where we assumed that HTH is invertible.

The p + q-th order partial derivative of the discrete image at (i, j) is approximated by

the corresponding partial derivative of the underlying surface at (0, 0)

g(p,q)(i, j) ≈
K∑

k1=0

K∑
k2=0

ĉk1,k2
h

(p)
k1

(0)h
(q)
k2

(0), (2.20)

where h
(p)
k (0) stands for the p-th order derivative of hk at 0.

In matrix notation, the equation (2.20) is equivalent with

g(p,q)(i, j) ≈ hT
p Ĉhq = (hp ⊗ hq)

T vec(Ĉ), (2.21)

where hp = [h
(p)
0 (0) · · · h

(p)
K (0)]T stores the p-th order derivatives at 0 of the K + 1

continuous functions {hk; 0 ≤ k ≤ K}.
Replacing (2.19) in (2.21) we obtain the approximation formula for the p + q-th order

partial derivative of the image surface at site (i, j)

g(p,q)(i, j) ≈ (hp ⊗ hq)
T (HTH)−1HT vec(G), (2.22)

that carried out for all image pixels is equivalent to a convolution between the image data

and the (2D) finite impulse response (FIR) filter

Fp,q = vec−1
(
(hp ⊗ hq)

T (HTH)−1HT
)

, (2.23)
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where vec−1() is the inverse of vec() operator.

The filter (2.23) has a region of support of (2L + 1) × (2L + 1) pixels. As a direct

consequence of the manner we chosen our model (2.9), the (2L + 1) × (2L + 1) matrix

Fp,q has rank 1, and hence the filter (2.23) is separable. Indeed, using the properties of

the Kronecker product we have

(hp ⊗ hq)
T (HTH)−1HT = (hT

p ⊗ hT
q )[(HT ⊗ HT )(H ⊗ H)]−1(HT ⊗ HT )

= (hT
p ⊗ hT

q )[(HTH)−1 ⊗ (HTH)−1](HT ⊗ HT )

= (H(HTH)−1hp)
T ⊗ (H(HTH)−1hq)

T .

The equation (2.22) becomes

g(p,q)(i, j) ≈ (H(HTH)−1hp)
TG(H(HTH)−1hq) = fT

p Gfq, (2.24)

where fp = H(HTH)−1hp, and fq = H(HTH)−1hq are the impulse responses of two 1D

finite impulse response filters acting respectively along the columns and rows of the digital

image.

Discrete Chebyshev polynomials

We note that the 1D FIR filters used in (2.24) do not depend on image data. Therefore,

they can be computed beforehand once the K + 1 functions {hk; 0 ≤ k ≤ K}, and the

size (2L+1)×(2L+1) of the approximation window around each image pixel are decided.

In our work we use polynomial functions, orthogonal with respect to the l2 discrete

inner product

< hk1
, hk2

>=
L∑

�=−L

hk1
(�)hk2

(�), (2.25)

These functions, known as discrete Chebyshev polynomials, can be constructed as

follows [17]. The zero order polynomial is defined as h0(x) = 1. Next, the higher order

polynomials are successively constructed such that to preserve the orthogonality condition.

Assuming that the polynomials {hk′(x); 0 ≤ k′ ≤ k − 1} have been constructed, the

k coefficients of the k-th order polynomial

hk(x) = xk + ak−1x
k−1 + · · · + a0,

are determined by solving the linear system of k equations

< hk, hk′ >= 0, for all 0 ≤ k′ ≤ k − 1.
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The first four polynomial functions constructed as above are

h0(x) = 1,

h1(x) = x,

h2(x) = x2 − L(L + 1)/3,

h3(x) = x3 − x(3L2 + 3L − 1)/5.

The orthogonality property simplifies the derivation of the 1D finite impulse response

filters fp = H(HTH)−1hp in a close form. For instance, using Chebyshev polynomials up

to the second degree the 2L + 1 taps of the first three filters are given by

f0,L(�) =
3(3L2 + 3L − 1 − 5�2)

(2L + 1)(2L − 1)(2L + 3)
,

f1,L(�) =
−3�

L(L + 1)(2L + 1)
, (2.26)

f2,L(�) =
30(3�2 − L2 − L)

L(L + 1)(2L + 1)(2L − 1)(2L + 3)
,

where −L ≤ � ≤ L.

2.3.2 The estimation of directional curvature

Using the notations introduced in the previous section, the directional normal curvature

(2.5) of the discrete intensity surface at site (i, j) is approximated with

g′′
v
(i, j) = g(2,0)(i, j) sin2 θ + g(0,2)(i, j) cos2 θ − g(1,1)(i, j) sin 2θ, (2.27)

which, using (2.24) becomes

g′′
v
(i, j) = fT

2,LGf0,L sin2 θ + fT
0,LGf2,L cos2 θ − fT

1,LGf1,L sin 2θ. (2.28)

where G is the (2L + 1) × (2L + 1) observation matrix defined in (2.12).

From equation (2.28) we note that the computation of the directional curvature g′′
v
,

can be performed by combining three filtered versions of the image, each of them being the

result of a convolution between the image and a precomputed filter. The operation has a

low computational complexity since the precomputed filters can be applied efficiently as

one-dimensional convolutions along the image rows and columns.

The algorithm for directional curvature computation, called curvature estimator, is

illustrated in Figure 2.6. It receives the original image at the input and delivers the value

of the directional curvature (2.28) at each image pixel. The curvature estimator algorithm
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Figure 2.6: Diagram of the fingerprint ridge detection algorithm using precomputed one-

dimensional filters of the same size (i.e. 2L + 1 taps) over the entire image.

is embedded into a ridge detector algorithm that delivers a binary representation of the

input fingerprint ridge pattern.

The ridge detector algorithm adaptively enhance the fingerprint image according to the

local ridge orientation (θ). Unfortunately, it does not take into consideration the distance

between adjacent ridges, called ridge period, which, together with the ridge orientation

characterizes the geometric properties of the fingerprint pattern.

If the size (2L + 1) × (2L + 1) of the approximation window (R(i, j)) is selected

in accordance with the ridge period in the neighborhood of each image pixel then the

algorithm is able to reduce the noise and accurately detect the fingerprint ridges, as

exemplified in Figure 2.7 (c). However, if L is too small (Figure 2.7 b), or too large (Figure

2.7 d) then the algorithm fails to produce an accurate binary ridge map image. On one

hand for small values of L there is only a small number of pixels in the approximation



Fingerprint ridges as regions of positive curvature 27

window, and hence the continuous surface z = f(x, y) may overfit the observed data

being unable to distinguish and cancel the noise. On the other hand, for large values of

L the given parametric surface z = f(x, y) may be too simple for fitting the ripples of

the fingerprint ridges included in the approximation window, and hence it may alter the

signal.

(a) (b) (c) (d)

Figure 2.7: Binary ridge map images obtained using different sizes of the approximation

window: the original gray-scale image (a), binary representations obtained with L = 2 (b),

L = 4 (c), and L = 10 (d).

The size of the approximation window is thereby critical for the fingerprint enhance-

ment algorithm, and its value must be selected in accordance with the ridge period. Noting

that the ridge period does not change significantly inside a small image region (e.g. a

region of size 16×16, or 32×32 pixels), we consider a partition of the input image in non-

overlapping blocks of size W × W pixels inside which we can assume an almost constant

ridge period. Instead of selecting the appropriate filters for each image block in accor-

dance with the local average ridge period, we chose to apply a slightly different approach.

The entire image is processed using either the ridge detector, or the curvature estimator

algorithm with M different values of the parameter L (i.e. L1 < L2 < . . . < LM). Next,

the output binary ridge map image is obtained by selecting, based on a certain criterion,

the best representation of each image block among the M possible choices.

In the following, we present two methods of fingerprint image enhancement that use

different criteria in order to select the best representation of each image block from the

M available candidates. The first method estimates the ridge period inside each one of

the M representations of an image block, and selects that representation where the most

reliable estimate was found. The second method decides that the best representation of

an image block is the one that has the maximum a posteriori (MAP) probability given

the observed gray-scale representation of the given block.



28 Fingerprint ridges as regions of positive curvature

2.4 Fingerprint image enhancement based on ridge

period estimation

The ridge period estimator, introduced in the following, relies on the observation that

the gray-level intensities of the image pixels along a direction orthogonal to the ridge

orientation exhibits an almost sinusoidal shape, as exemplified in Figure 2.3. Ideally, in

the absence of noise, we may consider that the gray level intensities along the v axis (see

Figure 2.4) are samples of the continuous function

f(v) = A cos
(

2π

τin

v + Φ
)

+ B, (2.29)

where τin denotes the local ridge period expressed in inch. The constant factor B stands

for the local average gray level intensity, and A and Φ denote respectively the amplitude

and the phase of the sinusoidal wave.

The second derivative of (2.29) is given by

f ′′(v) = −
(

2π

τin

)2

A cos
(

2π

τin

v + Φ
)

, (2.30)

and hence one can determine the ridge period by noting that

τin = 2π

[
−f(v) − B

f ′′(v)

]1/2

, (2.31)

for any v where f ′′(v) �= 0.

A discrete signal g(n) = f(nT ), is obtained by sampling the sinusoidal wave (2.29).

The sampling period T depends on the resolution used for image acquisition; for instance

T = 0.002 inch if the image is acquired at a resolution of 500 dots per inch. The discrete

signal can be written as

g(n) = A cos
(

2π

τ
n + Φ

)
+ B, (2.32)

where τ = τin/T denotes the ridge period expressed in number of pixels. Next, the second

derivative of the discrete signal can be approximated using, for instance, the filter f2,L

from (2.26)

g′′(n) =
L∑

�=−L

f2,L(�)g(n − �) =

⎡⎣ L∑
�=−L

f2,L(�) cos
(

2π

τ
�
)⎤⎦A cos

(
2π

τ
n + Φ

)
. (2.33)

It is clear that in the discrete case we cannot determine the ridge period as simple

as in the continuous case. Nevertheless, the ratio on the right hand side of (2.31) is still
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useful since it eliminates the nuisance parameters A, and Φ. Therefore, given the discrete

signal g(n) and its second derivative g′′(n), we can calculate first the value

Γ = −g(n) − B

g′′(n)
, (2.34)

for any n where g′′(n) �= 0, following then to determine τ as the solution of the equation

L∑
�=−L

f2,L(�) cos
(

2π

τ
�
)

= − 1

Γ
. (2.35)

Unfortunately, the equation (2.35) is difficult to solve analytically, except for the

particular case when the ridge period is relatively large in comparison with the length of

the filter f2,L. In such a case we can write

cos
(

2π

τ
�
)
≈ 1 − 1

2

(
2π

τ

)2

�2, for any − L ≤ � ≤ L, (2.36)

and using the properties
L∑

�=−L

f2,L(�) = 0, and
L∑

�=−L

f2,L(�)�2 = 2 we obtain

L∑
�=−L

f2,L(�) cos
(

2π

τ
�
)
≈ −

(
2π

τ

)2

, (2.37)

which replaced in (2.35) yields τ ≈ 2π
√

Γ.

In general however, the approximation (2.36) does not stand, and hence we adopted

the following solution. Noting that Γ is a monotonically increasing function of τ (for

τ ≥ 2L), and that the ridge period is typically between 3 and 20 pixels, we calculate

beforehand the values of Γ at τ ∈ {3, 4, . . . , 20} and store them in a lookup table.

Subsequently, for a given Γ the value of the ridge period (τ) stored in the nearest entry

is delivered.

Until now we introduced the theoretical framework of our approach. For simplicity,

we assumed an ideal sinusoidal model of the ridge profile in the absence of noise, and

hence the parameter Γ took the same value at all n where g′′(n) �= 0. In practice, because

the ridge profile is not a perfect sinusoid, as well as because of the presence of noise, we

must estimate Γ from its observed values at different samples n. The value of Γ observed

at the n-th sample (g′′(n) �= 0) is given by

γn = −g(n) − ḡ

g′′(n)
, (2.38)

where ḡ denotes the sample average of the observed data.
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We assume that the N observed values of Γ are corrupted by an independent identically

distributed noise ηn

γn = Γ + ηn, 1 ≤ n ≤ N, (2.39)

whose distribution is approximated by Laplacian distribution (see Figure 2.8).
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Figure 2.8: The distribution of additive noise (ηn). The figures represent the estimated prob-

ability density functions (pdf) of ηn (thin line), and the theoretical Laplacian pdf (thick line).

Both figures have been constructed based on 5000 samples of a unity amplitude sinusoidal

wave in Gaussian noise of variance 0.5. The period of the sinusoidal wave was 10 in (a), and

4 in (b), and the size of the filters used were L = 5 in (a), and L = 2 in (b).

Consequently, the maximum likelihood (ML) estimate of Γ is the median [2] of the N

observed values

Γ̂ = median{γ1, γ2, . . . , γN}, (2.40)

and the ML estimate of noise variance is given by

var(ηn) = 2

[
1

N

N∑
n=1

|γn − Γ|
]2

. (2.41)

Let us now make some considerations about the approximation of the second derivative

(g′′(n)). The formula (2.33) carried out for all samples n of the discrete signal is equivalent

to a convolution between the signal g(n) and a certain FIR filter (f2,L). The length of this
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filter (2L + 1) must be chosen in accordance with the ridge period in order to obtain an

accurate estimate of the parameter Γ, and hence an accurate estimate of the ridge period.

To break this vicious circle, we note that the variance (2.41) can be used as an indicator

of the accuracy achieved in estimating Γ. In addition, because filters of different length

have different energy values

e(L) =

⎡⎣ L∑
�=−L

|f2,L(�)|2
⎤⎦1/2

(2.42)

we also normalize the estimated second derivative (2.33) in accordance with the energy

of the filter used.

Let L1 < L2 < . . . < LM denote M preselected values of the parameter L, each of them

being used to design a certain filter, using for instance (2.26). Applying these filters onto

the given signal we obtain M different approximations of g′′, and hence M different sets

of observations (2.38). Let {γ(m)
n ; 1 ≤ n ≤ N} denotes the set of observations obtained

using a filter of length 2Lm + 1, and Γ̂(m) denotes the estimated value of parameter Γ in

this case. The selection criterion that shall be minimized can be expressed by

Cm =
e(Lm)

N

N∑
n=1

|γ(m)
n − Γ̂(m)

n |. (2.43)

The diagram of the fingerprint image enhancement algorithm presented in this section

(from now on FIE-RPE), is shown in Figure 2.9. The second derivative along the direction

orthogonal to the local ridge orientation is approximated with (2.28) using the filters (2.26)

designed for M different values of the parameter L. The input image as well as the M

candidate images are divided in non-overlapping blocks of size W × W . The output

enhanced image is constructed by selecting the best representation of each image block

among the M possible choices based on the criterion (2.43). In addition to the enhanced

fingerprint image the proposed algorithm may also provide the values of the average ridge

period inside each image block, as exemplified in Figure 2.10.

2.4.1 The segmentation of the region of interest

The region of interest (ROI) is defined as the image zone where the fingerprint ridge

pattern is located. The segmentation of ROI is primarily required in order to avoid

detection of false features outside the fingerprint pattern due to the presence of extraneous

details in the image. In addition, once the region of interest is located, we may reduce the

amount of data that undergo subsequent processes by cutting out the bounding rectangle

of ROI from the original image [27].
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Figure 2.9: The diagram of the FIE-RPE algorithm.

In our implementation the region of interest is segmented based on the magnitude

of the second directional derivative (2.28) computed in each image pixel during the en-

hancement algorithm. Larger values of this magnitude are expected inside the fingerprint

pattern. Consequently, the procedure commences by identifying the pixels where the

magnitude of the directional curvature exceeds a certain threshold. Using the image par-

tition in non-overlapping image blocks, we analyze each block separately in order to decide

whether it is located inside or outside ROI. This is, an image block is labeled 1 if the

magnitude of the directional curvature exceeds the given threshold in at least 30% of its

pixels, or it is labeled 0 otherwise. Finally, assuming that there is only one fingerprint

pattern in the image the region of interest is identified with the largest group of connected

1 labeled blocks.

2.4.2 Experimental results

We tested the FIE-RPE enhancement algorithm on several live-scan, and inked fingerprint

impressions. In addition, the method has been used in all the experiments performed in

Chapters 4, 5.
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Figure 2.10: Example of ridge period estimation: fingerprint image of size 512 × 512 pixels

divided in blocks of 32 × 32 pixels (a), and the estimated ridge period inside each block (b).

In the following experiments the image is divided in blocks of 16 × 16 pixels (i.e.

W = 16), and the ridge orientation inside each image block is estimated using the formula

(2.2). A number of M = 4 triplets of filters (2.26) designed for L ∈ {1, 2, 3, 4} have been

used to compute the M candidate directional curvature images.

Four enhancement results are shown in Figure 2.11, and Figure 2.12. In all cases

the region of interest in the fingerprint image has been automatically identified using the

approach described before.

The two images shown in Figure 2.11 have been captured with an optical live-scan

device. We note that their acquisition qualities are different. The fingerprint ridges are

quite difficult to identify in some regions of low contrast present in the second fingerprint

image (Figure 2.11 (c)). This is due perhaps to a very low pressure between the finger

and the platen during the acquisition process of this image. The enhancement algorithm

determines a quite accurate binary ridge-map image in both cases. As expected the

enhancement results are better in the first case. We have chosen both images from the

same finger in order to facilitate a visual inspection that may determine some errors

produced by the enhancement algorithm in the second ridge-map image.

The enhancement results of two inked fingerprint images are shown in Figure 2.12.
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(a) (b)

(c) (d)

Figure 2.11: Examples of enhancement results for live-scan fingerprints: (a), and (c) are

the original images of size 300 × 300 captured with an ink-less optical sensor manufactured

by KeyTronic; (b), and (d) show the binary ridge map images obtained with the proposed

enhancement algorithm.
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(a) (b)

(c) (d)

Figure 2.12: Example of enhancement results for two inked fingerprint impressions selected

from database DB3 (see Appendix A): (a), and (c) are the original images of size 512× 512;

(b), and (d) show the binary ridge map images obtained with the proposed enhancement

method.
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Again the results are fairly accurate, except some smudgy regions present in both images

where the errors are due to errors in the estimation of local ridge orientation. In addition,

we may note the errors in ROI segmentation due to the written artifacts present in the

image.

By definition, the principal objective of an enhancement technique is to process an

image such that the result is more suitable than the original image for a specific application

[16]. A fingerprint image enhancement algorithm is meant to process a fingerprint image

in order to facilitate a more accurate minutiae detection, and hence to improve in the end

the overall performance of the fingerprint recognition system. Therefore, the enhancement

algorithm can be judged in combination with a minutiae detection algorithm that receives

as input the enhanced image.

A number of 20 fingerprint images (four of them shown in Figure 2.13) have been used

for experiments. The images have different qualities ranging from very good (the first

image) to poor (the forth image). The “ground truth” consists of the fingerprint minutiae

manually detected in each fingerprint image. These minutiae are marked over the four

fingerprint images shown in Figure 2.13.

Let {t1, t2, . . . , tn} denotes the set of n ground truth minutiae manually detected in a

fingerprint image. Also let {d1, d2, . . . , dm} denotes the set of m minutiae automatically

detected in the same fingerprint image. We define the following terms:

1. Paired minutiae: Two minutiae di and tj are said to be paired if the following

two conditions are both true

• The Euclidean distance between tj and di is smaller than the Euclidean distance

between tj and dk for any k �= i.

• The Euclidean distance between tj and di is smaller than 10 pixels.

2. Spurious minutia: A detected minutia di that cannot be paired with any ground

truth minutia tj is called spurious minutia.

3. Missing minutia: A ground truth minutia tj that cannot be paired with any

automatically detected minutia di is called missing minutia.

The minutiae detection performance are mainly expressed by the numbers of missing,

and spurious minutiae A good algorithm should be able to detect all genuine minutiae

in the fingerprint (zero missing minutiae), and on the other hand it should not introduce

false details that may generate spurious minutiae. Based on these numbers we can define
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(1) (2)

(3) (4)

Figure 2.13: Ground truth minutiae marked over four of the fingerprint images used in exper-

iments.
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Image Ground truth Enhancement Missing Spurious

minutiae method minutiae minutiae

1 45 a 0 5

b 17 1

2 46 a 12 7

b 22 17

3 14 a 0 1

b 5 2

4 23 a 3 18

b 13 11

Table 2.1: Performance of minutiae detection algorithm applied to fingerprint images enhanced

with different enhancement methods: (a) is the method described in this chapter; and (b) is

the method described in [8].

the following performance measures (Sherlock et al. [59]):

Sensitivity = 1 − Missing minutiae

Ground truth minutiae
,

Specificity = 1 − Spurious minutiae

Ground truth minutiae
.

(2.44)

A comparison between our enhancement algorithm, and the algorithm described in

the paper by Candela et al. [8] has been performed. Using each of the two enhancement

algorithms in combination with our minutiae detection module (described in Chapter 3)

we performed a quantitative evaluation based on the 20 images used for experiments. The

results obtained for the four images shown in Figure 2.13 are shown in Table 2.1.

We found out that for all images a lower number of missing minutiae is achieved with

our enhancement algorithm than with the algorithm described in [8]. This is also reflected

by the average sensitivity that is 87% when our enhancement algorithm is used, and 54%

when the other enhancement method is used. On the other hand, the method [8] induces

less spurious minutiae than our enhancement algorithm in some images. In average the

method [8] achieves a higher specificity (75%) than our enhancement algorithm (72%).
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2.5 Fingerprint image enhancement based on MAP

criterion

The diagram of the enhancement algorithm presented in this section and abbreviated

from now FIE-MAP, is shown in Figure 2.14. A number of M candidate ridge map

images are computed using filters designed for different values of the parameter L (i.e.

L1 < L2 < . . . < LM). A partition of the input image in non-overlapping blocks of size

W ×W is considered, and the output binary ridge map image is constructed by selecting

the best binary representation of each image block among the M available candidates.

The main difference between this algorithm, and the FIE-RPE algorithm introduced in the

previous section consists of the selection criterion use to identify the best representation

of each image block.
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Figure 2.14: The diagram of the FIE-MAP algorithm.
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2.5.1 The best binary representation of an image block

Let N = W 2 denotes the number of pixels within a certain image block. Without any loss

of generality we may assume that the pixels located inside the block are indexed by a single

scalar value n ∈ {1, 2, . . . , N}. The original gray-scale image block is regarded as a random

field G = {G1, G2, . . . , GN}, where Gn (1 ≤ n ≤ N) is the random variable that models

the gray-level intensity of the n-th pixel. Similarly, the binary representation of the image

block is thought as a random field B = {B1, B2, . . . , BN}. The observed image block is

thereby a realization of G denoted here by g = {g1, g2, . . . , gN}, whereas the M candidate

binary representations are realizations of B denoted by bm = {b(m)
1 , b

(m)
2 , . . . , b

(m)
N }, where

1 ≤ m ≤ M .

The problem that we are facing is the following: Given an observed gray-scale image

block g and the set of its M binary representations {b1, b2, . . . , bM}, select the best

binary representation that describes the fingerprint ridges present in g. In our work we

consider that the best binary representation is the one that has the maximum a posteriori

probability given the observation. Also, each one of the M binary representations is

thought as a “model”, based on which, the observed data could have been generated.

Let P (bm|g) denotes the posterior probability of bm. From Bayes’ theorem we have

P (bm|g) =
p(g|bm)P (bm)

p(g)
, (2.45)

where p(g|bm) is the probability density function of the observed data given that it is

generated by the binary representation bm, P (bm) is the prior probability of bm, and p(g)

is the probability density function of the data. Since

p(g) =
M∑

m=1

p(g|bm)P (bm), (2.46)

has the same value for all m ∈ {1, 2, . . . , M}, it does not influence our decision to select

a certain binary representation. Taking negative logarithm in (2.45), and dropping the

factor p(g) yields the following criterion to minimize

Cm = − log p(g|bm) − log P (bm). (2.47)

It is worth noting that the criterion (2.47) can be interpreted as a code length, since

the first term can be thought as the ideal code length of the data given that it is generated

by the model bm, and the second term can be thought as the ideal code length of the

model itself. The first term, called from now on prediction term, expresses the ability of

a certain model to predict the observed data, whereas the second term, called here bias

term, expresses our prior preference toward a certain model. In the following we derive

the expressions of these two terms for our problem.
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The prediction term

In order to compute the prediction term we assume that the gray-level intensity of the

n-th pixel is a random variable Gn that has a conditionally Gaussian distribution given a

realization of Bn

Gn ∼
{ N (µ0, ν0) if bn = 0

N (µ1, ν1) if bn = 1
(2.48)

where N (µ, ν) denotes the normal distribution of mean µ, and variance ν.

Assuming that the random variables Gn (1 ≤ n ≤ N) are conditionally independent

we have

p(g|ψ, bm) =
N∏

n=1

p(gn|ψ, b(m)
n ), (2.49)

where ψ = [µ0 µ1 ν0 ν1]
T denotes the parameter vector.

The marginal density of the data given the model can be determined by assuming a

prior probability density function p(ψ) of the parameter vector

p(g|bm) =
∫

p(g|ψ, bm)p(ψ)dψ. (2.50)

Choosing a “wide” prior probability density function p(ψ) such that not to bias our

result, and assuming that the number of samples N is large, we can use an asymptotic

approximation for the integral (2.50) as those presented in [12], or in [36]. The logarithm

of the density (2.50) can be thereby expressed as

− log p(g|bm) ≈ − log p(g|ψ̂m, bm) +
1

2
log |I(ψ̂m)|, (2.51)

where ψ̂m denotes the maximum likelihood estimate of the parameter vector (i.e. ψ̂m =

arg maxψ p(g|ψ, bm)), and |I(ψ̂m)| is the determinant of the Fisher information matrix

evaluated at ψ̂m [34].

Evaluating (2.51) for the distribution (2.49), and dropping all terms that do not depend

on m, we get the following approximation for the prediction term

− log p(g|bm) ≈ log
(
N

(m)
0 N

(m)
1

)
+

N
(m)
0 − 3

2
log ν̂

(m)
0 +

N
(m)
1 − 3

2
log ν̂

(m)
1 , (2.52)

where

N
(m)
0 , N

(m)
1 denote the number of zero and one pixels respectively that are contained into

the binary representation bm;

ν̂
(m)
0 , ν̂

(m)
1 denote the estimated variances of the observed intensity values gn correspond-

ing to binary values b(m)
n = 0, and b(m)

n = 1 respectively.
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The bias term

The noise present in the fingerprint image is quite difficult to model but, fortunately

the data is relatively simple to characterize due to the redundancy of parallel ridges. The

bias term models our “idea” about a noise free binary representation of the observed ridge

pattern. This term is meant to bias our preference toward those binary representations

that exhibit specific characteristics which are likely to appear in a fingerprint pattern. For

instance, in order to reduce the effect of various noisy factors (e.g., scars, cuts, smudgy

regions) that may cause false ridge breaks as well as irregularities of the ridge profile, one

may require that the binary representation of a certain image block to be smooth and

unfragmented along the direction of the local ridge orientation.

In our work we model the binary representation B of a certain image block as a two-

dimensional Markov Random Field (MRF). For simplicity, as well as in order to reduce the

computational load, we assume only horizontal and vertical spatial dependencies between

adjacent pixels.

A pair of horizontally adjacent pixels is called horizontal clique, and similarly a pair

of vertically adjacent pixels is called vertical clique1. In order to preserve the spatial

continuity in the binary image along the local ridge orientation (θ), we define the potential

of a clique as follows

V (bi, bj) =

⎧⎪⎪⎨⎪⎪⎩
cos2 θ if (i, j) ∈ H and bi �= bj

sin2 θ if (i, j) ∈ V and bi �= bj

0 if bi = bj

(2.53)

where H, and V denote the collections of horizontal and vertical cliques respectively.

The probability mass function of B can be assumed to have the form

P (B = b) =
1

Z
exp

⎛⎝−α
∑

(i,j)∈C

V (bi, bj)

⎞⎠ , (2.54)

where C = H ∪ V, and Z is a normalizing constant that guarantees
∑M

m=1 P (bm) = 1,

and hence it does not influence the selection of the best binary representation. Taking

logarithm in (2.54) and dropping Z we obtain an approximation of the bias term

− log P (bm) ≈ α
∑

(i,j)∈C

V (b
(m)
i , b

(m)
j ). (2.55)

1Definitions for some of the concepts used in this section can be found also in the paper by Derin and

Elliott [11]
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Finally, using the formulas (2.52), and (2.55) the selection criterion (2.47) can be

expressed as

Cm = log
(
N

(m)
0 N

(m)
1

)
+

N
(m)
0 − 3

2
log ν̂

(m)
0 +

+
N

(m)
1 − 3

2
log ν̂

(m)
1 + α

∑
(i,j)∈C

V (b
(m)
i , b

(m)
j ),

(2.56)

where the parameter α is taken such that to balance the relative importance of the two

terms (i.e. prediction term and bias term) in the selection criterion.

2.5.2 Experimental results

In the following experiments we use filters designed as in Section 2.3.1 based on Chebyshev

polynomials up to the third degree. The input images are divided in blocks of size 16×16

pixels, and the parameter α in the expression of the selection criterion (2.56) is set to 10.

An example of fingerprint image enhancement using FIE-MAP algorithm is shown in

Figure 2.15. The two candidate images (Figure 2.15 b and c) have been calculated using

filters of length 7 and 11 taps respectively. We note that neither one of the candidate

images is able to accurately represent the entire fingerprint pattern. Nevertheless, both

of them perform reasonably well in certain image zones, which, are successfully selected

based on the proposed criterion (2.56), and eventually included in the output binary ridge

map image (Figure 2.15 d).

The evaluation method presented in Section 2.4.2 requires to perform the tedious op-

eration of manual minutiae detection in order to create the ground truth samples for

testing. Because of this, the evaluation must relies only on a small number of test images.

More reliable estimation of performance indicators for the enhancement algorithm can

be achieved based on larger test collections that include images of various qualities. The

experimental policy adopted here relies on the observation that the effectiveness of an

enhancement algorithm is reflected into the overall performance of the fingerprint recog-

nition system. If the same algorithms of minutiae detection and fingerprint matching

are used in combination with different fingerprint image enhancement algorithms then

the estimated matching performance objectively reflect the actual performance of each

enhancement algorithm. In our experiments we used the minutiae detection algorithm

presented in Chapter 3, as well as the fingerprint matching algorithm based on Weighted

Generalized Hough Transform that is presented in Chapter 4.

The matching performance obtained when a certain enhancement algorithm is used

are represented in the form of a ROC curve (see Figure 1.1). They are estimated based
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on a test collection comprising 400 fingerprint images that have been selected from the

database DB2 (see Appendix A). The test collection includes the images of 50 fingers with

8 impressions per finger. In order to determine the matching performance we matched

each image from the test collection against all other 399 images.

The matching performance achieved when using the FIE-RPE and FIE-MAP algo-

(a) (b)

(c) (d)

Figure 2.15: Example of binary ridge map computation using M = 2 candidates calculated

with filters of size L1 = 3, and L2 = 5 respectively. The figure represents: the input fingerprint

image (a), the first candidate ridge map image (b), the second candidate ridge map image

(c), and the output binary ridge map image (d).
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Figure 2.16: ROC curves obtained when using the two enhancement algorithms introduced in

this chapter (a), and the enhancement algorithms proposed in [83] (b), and in [57] (c). In (a)

the ROC curves obtained by using the FIE-MAP, and the FIE-RPE algorithms are represented

with continuous line and dotted line respectively.

rithms are shown in Figure 2.16 (a). We note that the two algorithms have almost similar

performance, though FIE-MAP seems to be slightly superior. For comparison we imple-

mented and tested other two fingerprint enhancement algorithms proposed in the open

literature. Both algorithms divide the input image into small processing blocks following

then to adaptively enhance each image block according to the local geometric characteris-

tics. The first algorithm, whose performance are represented in Figure 2.16 (b), has been

recently proposed in [83] (see also [8] for an older version). The algorithm relies on the

observation that the magnitude of the Fourier transform of an image block has a dominant
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component at corresponding ridge orientation and frequency, and hence it constitutes a

spontaneously created enhancement filter for that block. The second algorithm, whose

performance are shown in Figure 2.16 (c), has been proposed in [57]. The algorithm pro-

cess each image block based on the local ridge orientation, and detects fingerprint ridges

as local minima along the orthogonal direction to the ridge orientation.



Chapter 3

Minutiae detection

Minutiae, called also Galton’s characteristics [43], are salient features derived from local

ridge structures present in the fingerprint pattern. Although several local ridge structures

have been identified [41], most of the automated fingerprint identification and verification

systems adopted the model used by the Federal Bureau of Investigation [82] that relies

only on the two most prominent structures called ridge ending and ridge bifurcation. The

two ridge structures are defined as follows [88]. A ridge ending is the place where a ridge

line terminates or, alternatively, begins; and a ridge bifurcation is the place where a ridge

splits into two ridges or, alternatively, where two separate ridges combine into one.

Although rather different from one other, the vast majority of the minutiae detection

methods proposed in the literature [24, 57, 79], extract minutiae details from a thinned

version of the binary ridge map image (see Figure 3.1). The ridge endings and the ridge

bifurcations are detected by simply computing the crossing number [39, 58] of each ridge

pixel (1 valued pixel) in the thinned ridge map image. The crossing number of a pixel is

given by the number of 0 to 1 transitions met when making a full clockwise trip along its 8

neighboring pixels. If there is only one such transition then the pixel is classified as a ridge

ending. If the number of transitions is 3 then the pixel is classified as a ridge bifurcation.

For reasons that will become clear in the following we call the minutiae detected in this

way as candidate minutiae.

The method of minutiae detection described above may result in a significant number

of spurious minutiae, as exemplified in Figure 3.2 (a). Most of the candidate minutiae have

no meaningful correspondence in the fingerprint image, they being erroneously generated

because of various factors like the presence of scars, smudgy regions, segmentation errors,

thinning of non-smooth ridges, etc. Consequently, a post-processing step meant to reduce

the number of false minutiae detected, must be applied before fingerprint matching, as

47
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(a) (b)

Figure 3.1: Binary ridge map image (a), and thinned ridge map image (b).

(a) (b)

Figure 3.2: Example of minutiae detection: the candidate minutiae (a), and the “surviving”

minutiae after post-processing (b).

exemplified in Figure 3.2 (b).

The false minutiae may be identified in the thinned binary image either as part of

false minutia structures (e.g. spikes, bridges, holes, breaks, spurs, ladder structures) or

at the boundary of the region of interest (boundary effect).

The problem of fingerprint image post-processing have been addressed by several au-
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thors. Ratha, Chen, and Jain [57] used three heuristic rules in order to eliminate ridge

breaks, spikes and boundary effect. Hung [21] proposed a set of algorithms for detecting

and removing spurs, holes and bridges. Hung’s algorithms relies on the duality between

the ridge and valley structures whose thinned versions are represented as graphs. A com-

bined statistical and structural approach for removing ridge breaks, and false bifurcations

has been proposed by Xiao and Raafat [85].

In this Chapter we introduce a fingerprint post-processing algorithm [71]. The algo-

rithm is able to detect and cancel spurious minutiae which are included in false minutia

structures like spikes, holes, bridges, ladder structures, and spurs. The algorithm ana-

lyzes the neighborhood of each candidate minutia in order to decide whether the minutia

is false or not. The experimental results reveal that the proposed algorithm combined with

a simple boundary effect treatment succeeds to reduce an important number of spurious

minutiae encountered in the thinned ridge map image.

3.1 False minutia structures

The most common types of false minutia structures which may be encountered into a

thinned fingerprint image are exemplified in Figure 3.3. Each such structure generates

two or more false minutiae.

The spike structure generates two false minutiae and may occur when thinning a non-

smooth ridge. The bridge and ladder structures usually occur between close ridges. Very

wide ridges may generate hole structures and very wide valleys may generate spurs. The

presence of scars in the fingerprint may determine ridge breaks in the thinned ridge map

image.

In addition, a large number of false minutiae are always detected close to the boundary

of the region of interest (boundary effect). The boundary effect is treated by cancelling all

minutiae which are bellow a certain distance to the boundary of the fingerprint pattern.

3.2 The post-processing algorithm

It is assumed that the distance between two valid minutiae situated on the same ridge

cannot be smaller than the local ridge period. The post-processing algorithm presented in

the following tests the validity of each candidate minutia by analyzing the thinned ridge

map image in a W × W neighborhood centered in the minutia, where the dimension W

is chosen in accordance with the local average ridge period.
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Figure 3.3: Types of false minutia structures. From left to right and up to bottom we have:

spike, bridge, hole, break, spur, and ladder structure. The false minutiae generated by each

structure are marked as (x) false ridge ending, and (o) false ridge bifurcation.

Algorithm 3.1 .
For each candidate minutia (ridge ending or ridge bifurcation):

1. Create and initialize with 0 an image L of size W ×W . Each pixel of L corresponds

to a pixel of the thinned ridge map image, which is located in a W ×W neighborhood

centered in the candidate minutia.

2. Label with −1 the central pixel of L (Figure 3.4a, Figure 3.5a). This is the pixel

corresponding to the candidate minutia point in the thinned ridge map image.

3. If the candidate minutia is a ridge ending then:

(a) Label with 1 all the pixels in L which correspond to pixels connected with the

candidate ridge ending in the thinned ridge map image (Figure 3.4b).
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(b) Count the number of 0 to 1 transitions (T01) met when making a full clockwise

trip along the border of the L image (Figure 3.4c).

(c) If T01 = 1, then validate the candidate minutia as a true ridge ending.

4. If the candidate minutia is a ridge bifurcation then:

(a) Make a full clockwise trip along the 8 neighborhood pixels of the candidate

ridge bifurcation, and label in L with 1, 2 and 3 respectively the three connected

components met during this trip (Figure 3.5b).

(b) For each � = 1, 2, 3 (Figure 3.5 c,d,e), label with � all pixels in L which:

i. have the label 0;

ii. are connected with a � labeled pixel;

iii. correspond to 1 valued pixels in the thinned ridge map image;

(c) Count the number of 0 to 1, 0 to 2 and 0 to 3 transitions met when making a

full clockwise trip along the border of the L image. The above three numbers

are denoted by T01, T02 and T03 respectively as shown in Figure 3.5f.

(d) If T01 = 1 ∧ T02 = 1 ∧ T03 = 1, then validate the candidate minutia as a true

ridge bifurcation.

Figure 3.4: Validation of a ridge ending. The figure shows the changes in the L image after

different steps of the algorithm.

Two examples of minutiae which are canceled by the proposed algorithm are shown

in Figure 3.6.
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Figure 3.5: Validation of a ridge bifurcation. The figure shows the changes in the L image

after different steps of the algorithm.

Figure 3.6: Example of false minutiae cancelation: hole configuration (a), and spike configu-

ration (b).

3.3 Experimental results

The performance achieved by the post-processing algorithm have been evaluated using a

number of 100 fingerprint images selected from the database DB1 (see Appendix A).



3.3 Experimental results 53

The main performance criteria is given by the number of false minutiae cancelled

by the proposed algorithm. We evaluate the algorithm in two different preprocessing

conditions:

a) The fingerprint ridge segmentation is carried out using a locally adaptive thresh-

olding operation with no prior noise filtering. The value of the local threshold is

computed as the average gray level in a certain neighborhood of each image pixel.

The pixel is then classified either as ridge or valley pixel if its gray level is smaller

or larger respectively than the local threshold. No other image enhancement (e.g.

directional filtering) is used and hence the thinned ridge map image looks rather

noisy containing a large number of spurious minutiae.

b) The method of fingerprint enhancement described in Chapter 2 is used in order

to obtain the binary ridge map image from the original gray scale image of the

fingerprint. The method results in a quite accurate binary ridge map image, such

that most of the false minutiae are already eliminated during the enhancement stage.

The smoothing effect induced by the approximation of partial derivatives eliminates

most of the small noisy details, as well as ridge breaks caused by the presence of

scars in the fingerprint.

In both cases, the binary ridge map image is further simplified by submitting it to a

thinning process in order to reduce the width of each ridge to one pixel. The thinning

algorithm presented in [53] (pp.333-336) has been used in our work.

The post-processing algorithm has been successively applied onto each one of the 100

fingerprint images used for experiments. Each time the number of minutiae before and

after post-processing have been recorded. Statistical results obtained over the entire set

of fingerprint images are shown in Table 3.1.

In order to study only the outcome of the proposed algorithm the false minutiae due

to the boundary effect have not been considered. The boundary effect have been treated

by cancelling all minutiae within a distance smaller than 16 pixels from the boundary of

the region of interest. Also, in the case the preprocessing method (a) is used, a simple

ridge break treatment has been applied prior to the application of the proposed algorithm.

This is, two ridge endings which are in a distance smaller than 10 pixels one to another,

and have opposite directions are cancelled. The false ridge endings detected as above

have not been considered among the minutiae encountered before the application of the

algorithm.

The results in Table 3.1 reveal that the proposed algorithm is capable to reduce an

important number of false minutiae detected in the fingerprint image. Better performance
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Preprocessing Minutiae Before After

Method (a) bifurcations 132.8(69.6) 10.4(4.8)

endings 82.6(46.3) 37.3(11.4)

Method (b) bifurcations 30(16.8) 10.5(4.3)

endings 50.9(25.9) 28.6(7.6)

Table 3.1: The number of minutiae (average and standard deviation) before and after the

application of the proposed algorithm.

are obtained in cancelling the false ridge bifurcations. The number of ridge bifurcations

encountered after the application of the proposed algorithm is almost the same in both

preprocessing cases. This result suggests that for this kind of minutiae the post-processing

algorithm is less dependent of the method used for fingerprint enhancement. A less

elaborate method with a lower computational load (as method (a)) suffices from this point

of view. The number of false ridge endings is also decreased by the proposed algorithm.

However, the performance are improved by using the preprocessing method (b). This

is because this method succeeds to remove most of the ridge break configurations that

cannot be cancelled by the post-processing algorithm. The simple ridge break treatment

used in the case of method (a) seems to be insufficient.

Two examples of minutiae validation using the proposed algorithm are shown in Figure

3.7, and Figure 3.8. The example shown in Figure 3.7 uses the preprocessing method (a).

For this particular example the algorithm reduces the number of minutiae from 322 to

72. The example shown in Figure 3.8 uses the preprocessing method (b). This method

is able to cancel an important number of false minutiae. For example the scar present

in the upper part of the fingerprint would generate more than 10 false ridge endings.

Nevertheless, due to the directional smoothing performed by the enhancement algorithm,

the scar is eliminated. For this example the proposed algorithm validates 21 minutiae

from a number of 38 minutiae present before its application.

A final test has been performed in order to determine the improvement in matching

performance caused by the post-processing algorithm. To do this, we used the FIE-MAP

enhancement algorithm introduced in Chapter 2 in combination with a fingerprint match-

ing algorithm based on the Generalized Hough Transform that is presented in Chapter 4.

Using the database DB1 we estimated the matching performance achieved when the post-

processing algorithm is included into the system, and compare them with the performance

achieved in the absence of the post-processing algorithm. The two ROC curves are shown
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(a) (b)

(c) (d)

Figure 3.7: Example of minutiae validation when the image is segmented using a locally

adaptive threshold: the original image (a), the thinned ridge map image (b), the candidate

minutiae over the thinned ridge map image (c), and the valid minutiae over the thinned ridge

map image. The ridge endings and ridge bifurcations are marked with squares and circles

respectively.
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(a) (b)

(c) (d)

Figure 3.8: Example of minutiae validation when the image is enhanced using the method

described in Chapter 2: the original image (a), the candidate minutiae over the thinned ridge

map image (b), the valid minutiae over the original image (c), and the valid minutiae over the

thinned ridge map image. The ridge endings and ridge bifurcations are marked with squares

and circles respectively.
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in Figure 3.9. In order to determine only the outcome of the proposed post-processing

algorithm the boundary effect has been treated a priori in both matching experiments.

10
−1

10
0

10
1

10
2

10
−1

10
0

10
1

10
2

FAR (%)

F
R

R
 (

%
)

Figure 3.9: ROC curves obtained in the absence of the post-processing algorithm (dashed

line), and when the post-processing algorithm is included into the fingerprint-based biometric

system (continuous line).
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Chapter 4

Minutiae-based fingerprint matching

Fingerprint matching is the basic operation in any fingerprint-based biometric system.

The matching algorithm determines whether two fingerprint impressions have been cap-

tured from the same finger or not.

The vast majority of contemporary automated fingerprint identification and verifica-

tion systems include fingerprint matching algorithms that rely on minutia details. These,

so called minutiae-based matching approaches, include methods based on point pattern

matching [38, 24, 65], graph matching [22, 18], or structural matching [20, 79].

The key task of any minutiae-based fingerprint matching algorithm is to identify corre-

sponding features (minutiae) which are cast by the same physical detail in both fingerprint

impressions that must be compared. The problem may be solved either by directly iden-

tifying pairs of corresponding minutiae, or by estimating the pose transformation between

the two impressions such that to bring the minutiae from one template in the proximity of

their corresponding counterparts from the another template. In this chapter we investi-

gate both alternatives, and derive new approaches of minutiae-based fingerprint matching

using on a novel minutiae representation.

4.1 Overview of minutiae-based fingerprint matching

Each minutia detected in a fingerprint image can be characterized by a list of attributes

that usually includes [88, 24, 38, 41, 87]:

• the type of minutia (ending, or bifurcation),

• the position of the minutia with respect to the fingerprint image frame,

• the angle that the ridge associated with the minutia makes with the horizontal axes.

59
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The last attribute, called minutia direction, is an angle in the range [0, 2π) that can be

derived from the local ridge orientation by means of a certain convention [88].

The internal representation of the fingerprint, called fingerprint template (or minutiae

list), comprises the attributes of all detected minutiae. Two fingerprint impressions are

compared by matching their minutiae lists. The degree of similarity between the two

fingerprint impressions is reflected in a matching score that can be computed, for instance

based on the number of corresponding minutiae identified between the two impressions.

The main difficulties encountered by a minutiae-based fingerprint matcher arise from

the following factors.

• The minutiae list stores the minutiae in an arbitrary order. Consequently, even if

two minutiae lists have been extracted from two impressions of the same finger, the

correspondences between minutiae of the first list and minutiae of the second list

are not known.

• The minutiae attributes (except the type of minutia) are variant to rotation and

translation. In addition, due to the elasticity of the skin, the relative position and

orientation of minutiae one with respect to another may be changed.

• The type of minutia may be also affected by noise. Often a minutia is erroneously

assigned to different types in different instances of the same fingerprint.

• The minutiae lists extracted from two instances of the same fingerprint may exhibit

sometimes a quite small percent of common minutiae. This may be caused either

by changes in the position of the finger such that several minutiae are not “visible”

(reproducible) in both instances, or by the presence of noise, and errors induced

during preprocessing that may determine significant numbers of spurious minutiae

and missing minutiae.

Several approaches have been proposed to overcome these difficulties. Some of them

extend the list of attributes of each minutia by including attributes describing the inter-

minutiae relationships like the number of fingerprint ridges, or the Euclidean distance

between minutiae. Frequently the minutiae are treated either as a pattern of points [26],

or as the vertices of a graph [87].

The methods proposed by Germain, et. al. [15], Hrechak and McHugh [20], as well

as Wahab, et. al. [79], use groups of minutiae to define local structural features, which

embrace geometrical invariant properties. Coupling groups of minutiae may result in
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a high sensitivity to noise (i.e spurious minutiae, missing minutiae). To achieve some

immunity against noise Germain [15] uses redundant combinations of triplets of minutiae.

The methods proposed by Jain et. al. [24], and Ratha et. al. [38] comprise two phases.

First a rigid geometrical transformation that aligns one minutiae pattern with respect

to another is estimated. Applying this geometrical transformation, the minutiae from

one template are brought in the proximity of their corresponding counterparts from the

another template, reducing therefore the difficulty of identifying corresponding minutiae,

in the second phase of these algorithms. Ratha et. al. [38] use the generalized Hough

transform in order to register the two minutiae patterns one with respect to another

before identifying the corresponding minutiae between the two templates. The method

proposed by Jain et. al. [24] relies on extending the list of attributes of each minutia. In

addition to minutia position and direction, they also store the associated ridge segment

of each minutia in the fingerprint template. Two fingerprint templates are aligned one

with respect to another by aligning the ridge segments of two corresponding minutiae.

Subsequently the corresponding minutiae between the two templates are identified using

an adaptive elastic matching algorithm.

4.2 The proposed model

A necessary foundation for achieving the desire matching performance is to establish a

realistic model of the variations that may be encountered between two different impres-

sions of the same finger. The assumptions underlying the model adopted in this chapter

are as follows:

1. The minutiae detection algorithm may deliver spurious minutiae, and miss genuine

minutiae in both fingerprint impressions.

2. The finger can be placed at different positions onto the acquisition sensor, resulting

in a global translation between the minutiae from one template and the minutiae

from the another template.

3. The finger can be placed in different orientations, resulting in a rotation between

the minutiae detected in the two impressions.

4. The finger may exert an unevenly distributed pressure onto the acquisition sensor

resulting in local nonlinear deformations due to the elasticity of the skin.

5. There may be only a small amount of overlap between the two fingerprint impres-

sions, such that several minutiae are not “visible” in both instances.
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The first property of the proposed model suggests us to reduce the inter-dependencies

between minutiae of the same template during the matching process. A minutia repre-

sentation independent of all other minutiae from the same template would be desirable.

The attributes of each minutia (i.e. position, direction, and type) are indeed independent

of all other minutiae detected in the same impression, but unfortunately they are variant

under the second and the third assumptions of the proposed model.

Because of this, we define a new minutia representation which extends the list of

attributes of each minutia with a set of features that are invariant to rotation and trans-

lation. These features roughly characterize the appearance of the fingerprint pattern in

a certain neighborhood of the minutia, and are used to calculate the similarity between

each pair of minutiae detected in the two fingerprint impressions.

4.3 The proposed minutia representation

In the following we make a distinction between the meaning of the terms direction, and

orientation. The term direction refers to an angle in the range [0, 2π), whereas the term

orientation refers to angles in the range [0, π). Two vectors of opposite directions θ and

θ + π, respectively, are both along a line of orientation θ.

l2

l1

1θ 2θλ( , )
2θ 1θλ( , )

1θ 2θ

Figure 4.1: The relative orientation.

Let θ1 and θ2 denote the orientations of two lines l1 and l2, respectively. We define the

relative orientation of l1 with respect to l2 as the minimum angle required to rotate the

line l2 in the counterclockwise sense such that to make it parallel with l1. The relative

orientation denoted by λ(θ1, θ2) is graphically illustrated in Figure 4.1, and it can be
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formally expressed as

λ(θ1, θ2) =

{
θ1 − θ2 if θ1 ≥ θ2,

π + θ1 − θ2 otherwise.
(4.1)

The dissimilarity between two orientations θ1, and θ2 can be expressed by means of a

metric, called orientation distance that is defined as follows

Λ(θ1, θ2) = min{λ(θ1, θ2), λ(θ2, θ1)}. (4.2)

The list of attributes of each minutia is extended with a feature vector that exhibits

certain geometrical invariant properties. Let p = [x y]T denotes the position of a minutia

with respect to the fingerprint image frame. Also, let θ denotes the direction of the

minutia with respect to the horizontal axis.

The feature vector of the minutia comprises orientation information extracted from K

neighborhood points equally distributed along a circle of radius r centered in the minutia,

as shown in Figure 4.2. The K points {p(k); 1 ≤ k ≤ K} are ordered in a counterclockwise

manner starting with the point located along the minutia direction (θ).

r

p θ
p

p

p

p

p

p

(2)

(3)

(5)

p(1)

(6)

(7)

(8)

p(4)

Figure 4.2: The neighborhood points organized in a circular pattern around the minutia p.

Let Θ(p(k)) denotes the local ridge orientation estimated in the neighborhood the k-th

point, using for instance the method described in Chapter 2. Rotation invariant features

are extracted by computing the relative orientation (4.1) of each point p(k) with respect

to θ (or θ − π if θ > π), in order to create the feature vector of the minutia that can be
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formally expressed by [
λ
(
Θ(p(1)), θ

)
· · · λ

(
Θ(p(K)), θ

)]
(4.3)

The feature vector constructed in this manner, is invariant to rotation, and translation.

Nevertheless, the presence of nonlinear deformations may affect the relative orientations

{λ
(
Θ(p(k)), θ

)
; 1 ≤ k ≤ K}. Consequently, the feature vector of the minutia is variant

to nonlinear deformations that are assumed in the fourth property of the proposed model.

We solve the problem, to some extend, by allowing a certain tolerance ε of the value

estimated for each relative orientation. Thus, two orientations are distinguishable only

if the orientation distance between them exceeds ε. A similarity function between two

orientations α, and β is formally expressed by

s(α, β) =

{
1 if Λ(α, β) ≤ ε,

0 otherwise
. (4.4)

Of course, we cannot say that the problems involved by the presence of nonlinear

deformations are completely solved by this simple technique. In addition, we also assume

that the nonlinear deformations are local, and hence they affect only a subset of the

fingerprint minutiae.

Let a, and b denote two minutiae extracted from two different fingerprint images

denoted respectively by A and B. Also let f(a) = [α1 · · · αK ], and f(b) = [β1 · · · βK ]

denote the two corresponding feature vectors. The similarity degree between minutiae is

expressed in terms of the following similarity function between their feature vectors

S(a, b) =
1

K

K∑
k=1

s(αk, βk), (4.5)

where the normalization factor 1/K maps the similarity function in the range [0, 1], inde-

pendent of the length K of the feature vector.

It is of importance to mention that the formula (4.5) cannot be applied as it is for

all minutiae detected in the fingerprint images. It has to be amended for those minutiae

which are close to the boundary of the region of interest (ROI). This is because some

of the K neighborhood points of such minutia may fall outside ROI, and hence their

orientations are irrelevant being determined by extraneous details and noise present in

the background. For this reason, the features corresponding to points located outside

ROI are ignored when compute the similarity between two minutia.
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4.4 Corresponding minutiae identification based on

minutia similarity

The approach of corresponding minutiae identification, described in this section, relies on

the similarity values (4.5) computed between minutiae from the two fingerprints. High

similarity values are expected between minutiae that represent the same physical detail

in both images. A threshold value is first calculated in order to eliminate initial matches

exhibiting low similarity values. Next an algorithmic procedure to extract pairs of corre-

sponding minutiae is developed, based on the constraint that a minutia from one image

can be paired with at most one minutia from the another image.

4.4.1 Pruning the set of initial matches

Let us denote by A the minutiae list comprising the attributes of N minutiae extracted

from the first fingerprint image

A = {a1, a2, . . . aN} . (4.6)

Similarly, let B denotes the minutiae list, of length M , extracted from the second

fingerprint image

B = {b1, b2, . . . bM} . (4.7)

If the two fingerprint images have been captured from the same finger, then there is

a certain number of common minutiae that are detected in both instances. For each pair

of minutiae (an, bm) (an ∈ A, and bm ∈ B) we must decide between the following two

competing hypotheses:

H1: an, and bm represent the same physical minutia detected in both instances,

or in other words (an, bm) is a corresponding minutiae pair;

H0: an, and bm represent different physical minutiae detected in both instances,

or in other words (an, bm) is not a corresponding minutiae pair.

Naturally, the number of pairs of corresponding minutiae cannot exceed the number

of minutiae detected in either one of the two images. Therefore, it is reasonable to assign

the prior probabilities of the two hypotheses as follows

P (H1) =
min(N, M)

NM ,

P (H0) = 1 − min(N, M)
NM ,

(4.8)
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where N , and M denotes the number of minutiae detected respectively in the first image,

and in the second image.

The similarity value (4.5) is computed between two minutiae a ∈ A, and b ∈ B by

counting the number of similar orientation features in the two feature vectors f(a) =

[α1 · · · αK ], and f(b) = [β1 · · · βK ] respectively. We assume that the probability that

two orientation features αk, and βk are similar (s(αk, βk) = 1, see (4.4)) is independent of

their position k in the feature vector. Let p1 denotes the value of this probability when

the two minutiae form a corresponding pair. Similarly let denote by p0 the value of this

probability when the two minutiae do not form a corresponding pair. Formally we can

write
p1=Prob{s(αk, βk) = 1 | H1},
p0=Prob{s(αk, βk) = 1 | H0}. (4.9)

for any k (1 ≤ k ≤ K).

The similarity (4.5) takes discrete values 0, 1/K, 2/K . . . , 1 and can be modeled as a

random variable X that has a binomial distribution of order K. Thus under the i-th

hypothesis (i = 0, 1) we have

p(x|Hi) =

(
K

xK

)
pxK

i (1 − pi)
(1−x)K , for x = 0, 1/K, 2/K, . . . , 1 (4.10)

From Bayes rule we can derive the a posteriori probabilities for both hypotheses

P (Hi|x) =
p(x|Hi)P (Hi)

p(x|H0)P (H0) + p(x|H1)P (H1)
, i = 0, 1 (4.11)

As per the maximum a posteriori (MAP) decision rule [35], we choose in the favor of

that hypothesis whose a posteriori probability is maximum. Thus we will decide H1 if

p(x|H1)P (H1)

p(x|H0)P (H0)
≥ 1, (4.12)

which, using (4.8) and (4.10) becomes

1

max(N, M) − 1

(
p1

p0

)xK (
1 − p1

1 − p0

)(1−x)K

≥ 1. (4.13)

Taking logarithms yields

x ≥ T, (4.14)

where the threshold T is given by

T =
ln[max(N, M) − 1] + K ln

1 − p0

1 − p1

K ln
p1

p0

+ K ln
1 − p0

1 − p1

. (4.15)
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We note that the value of the threshold (4.15) depends on the number of minutiae

detected in the two fingerprints. A larger threshold results when the number of minutiae

gets larger. Obviously, this is a direct consequence of the manner in which we have chosen

our priors (4.8). Nevertheless, the interpretation of this result is perhaps less obvious. Let

us assume a uniform spatial distribution of minutiae over the fingerprint image area. If the

total number of minutiae gets larger then the number of minutiae detected in every image

region is also increased. Consequently, there would be several pairs of non-corresponding

minutiae that may achieve high similarity values. In order to discriminate them from

the true corresponding pairs we must increase the threshold such that to improve the

selectivity power of the detection approach.

Let us now make some considerations about the estimation of the two probabilities

p0, and p1 involved in formula (4.15). Assuming that we know L similarity values Si =

{x(i)
1 , x

(i)
2 , . . . , x

(i)
L } collected under the hypothesis Hi, the maximum likelihood estimator

(MLE) of pi is given by

p̂i =
1

L

L∑
�=1

x
(i)
� , i = 0, 1. (4.16)

The estimation of p0 turns out to be easy. This is because the number of pairs of

corresponding minutiae that can be found is much smaller than the total number of pairs

NM , and hence we can write

p̂0 =
1

NM

N∑
n=1

M∑
m=1

S(an, bm). (4.17)

In order to estimate p1, one must devise a methodology to collect several similarity de-

grees between pairs of corresponding minutiae. Let S1 denotes a set where these similarity

values are stored. To create S1 we select several pairs of typical images1, where each pair

represents the same finger. For each pair of images A, and B we compute the similarity

degrees S(an, bm) (1 ≤ n ≤ N , 1 ≤ m ≤ M), where without loss of generality we assume

N ≤ M . Because both images represent the same finger we expect that some of the

similarity degrees to be computed between corresponding minutiae. Roughly we identify

N such values as {max1≤m≤M S(an, bm); 1 ≤ n ≤ N}, and included the largest N/2 into

S1. Processing in the same way each pair of images we obtain a set S1 where most of

the similarity values have been determined between corresponding minutiae. Next, the

probability p1 is estimated by simply computing the average of the similarity values stored

in S1.

1By typical images we mean that the images must be quite representative for the acquisition quality

that can be obtained with the fingerprint scanner used.
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4.4.2 The selection of corresponding pairs

Until now we described the computation of a threshold value meant to prune the set of

initial matches. Excluding the minutia pairs that exhibit a low similarity value, we reduce

the number of “corresponding” minutiae that can be erroneously detected between images

that represent different fingers, such that to maintain a low false acceptance rate (FAR).

In addition, pruning the set of initial matches results in a significant reduction of

computational load as long as a small subset of matches must be further analyzed in

order to collect pairs of corresponding minutiae.

In order to extract pairs of corresponding minutiae we must impose the unique inter-

pretation constraint, that a minutia from one fingerprint can be paired with at most one

minutia from the another fingerprint.

Ideally, our objective would be to determine a set of pairs

C = {(n, m) |an ∈ A, bm ∈ B} , (4.18)

where each pair (n, m) designates the labels an and bm that are associated with the same

physical minutia detected in both instances.

A N × M matrix S storing the similarities between minutiae of the two lists is con-

structed. The similarity degree (4.5) between the n-th minutia of the list A and the

m-th minutia of the list B is stored in S(n, m), if it is larger than the threshold (4.15).

Excluding the initial matches that exhibit a similarity degree smaller than the threshold

T we have

S(n, m) =

⎧⎪⎪⎨⎪⎪⎩
S(an, bm) if S(an, bm) ≥ T

0 otherwise

(4.19)

The selection of corresponding minutiae pairs can be formulated as a linear assign-

ment problem. This is, determine the set C which maximize
∑

(n,m)∈C S(n, m) subject to

the unique interpretation constraint. Several iterative algorithms [4, 55, 37] have been

proposed for solving the linear assignment problem. These algorithms are inherently slow

because of their iterative nature, and hence they are not suitable in a fingerprint matching

application where the time consumption is a very important issue.

We adopted a fast but sub-optimal solution using a greedy algorithm that proved to

work reasonably well in practice.

The approach used to collect the corresponding minutiae pairs is described in Algo-

rithm 4.1.
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Algorithm 4.1 . Correspondence algorithm

Input:

S

Output:

C
begin

C ← ∅
NZ ← The number of non-zero elements in S

while NZ > 0

(n0, m0) ← arg max(n,m) S(n, m)

C ← C ⋃{(n0, m0)}
Reset all elements on the same row or column :

S(n0, :) ← 0; S(:, m0) ← 0

NZ ← The number of non-zero elements in S

end

end

4.4.3 Experimental results

Several fingerprint matching strategies can be developed based on the proposed approach

of corresponding minutiae identification. A fast and simple matching strategy would use

directly the number of corresponding minutiae pairs detected between the two fingerprints

(i.e., the cardinality of C) as the matching score between the two fingerprints. Indeed,

as we show in this section a much larger number of corresponding minutiae are usually

detected between images captured from the same finger than between images captured

from different fingers. Other matching strategies may use the method of corresponding

minutiae identification as a first step, following then to compute the fingerprint matching

score based on other features, e.g. the number of ridges between minutiae. Also, one

may use the pairs of corresponding minutiae in order to estimate [1] the geometrical

transformation required to register the two minutiae lists one with respect to another, and

compute the matching score based on the the number of matched minutiae encountered

after registration [38].

In the following experiments we used the database DB1 (see Appendix A), comprising

the images of 21 fingers with 8 impressions per finger for a total of 168 images.
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For the experiments shown in this section, the values of different parameters used

in our system have been set as follows. The feature vector of each minutiae comprises

features extracted from K = 16 points located on a circle of radius r = 40 centered in

the minutia (see Figure 4.2). The angular tolerance ε allowed between two orientation

features (4.4) was chosen ε = 18◦. The probability p1 has been evaluated to p1 = 0.8,

based on three pairs of images, each pair representing the same finger. The probability

p0 is computed separately for each matching experiment. An average value of p0 = 0.3

has been noted.

Three examples of corresponding minutiae identification are shown in Figure 4.3. Each

example represents two impressions of the same finger. The corresponding minutiae found

by the algorithm are labeled with the same number in both impressions in order to

facilitate the visual inspection.

The two impressions shown in the first example (Figure 4.3(a)), exhibit only a slight

rotation and translation one with respect to another. In this case, the algorithm is able

to detect 14 pairs of corresponding minutiae.

In the second example, shown in Figure 4.3(b), there is a significant change in the

position of the finger between the two images. Consequently, the two impressions exhibit

only a small common area. A large number of minutiae are not “visible” in both images.

An algorithm based on point pattern matching whose objective is to maximize the number

of overlapped minutiae between the two images may fail in such a case. A number of 5

corresponding minutiae pairs are detected by our algorithm. These five correspondences

can be subsequently used in order to estimate the geometrical transformation required to

align the two images.

Due to the elasticity of the skin, nonlinear deformations may be also encountered in

fingerprint images. Such an example is shown in Figure 4.3 (c). Because in our approach

the feature vector of a minutia is variant to nonlinear deformations, the algorithm can-

not detect corresponding minutiae in the core region of the two impressions where the

nonlinearity is accentuated. Nevertheless, the algorithm is able to detect a number of 6

correspondences in the image region where there is a smaller nonlinearity. Because of the

nonlinearity a rigid alignment between the two images may fail to match the impressions.

In such a case one may determine the matching score based on the number of fingerprint

ridges between the minutiae.

We evaluate the number of corresponding minutiae detected between images of the

same finger by matching each image against all other 7 images captured from the same

finger. On the other hand, the number of erroneously detected pairs of corresponding

minutiae has been evaluated by matching each fingerprint impression against the first



4.4 Corresponding minutiae identification based on minutia similarity 71

(a)

(b)

Figure 4.3: Example of corresponding minutiae detected between two instances of the same

finger. For visual inspection, the minutiae that constitute a pair of corresponding minutiae

(included in C) are labeled with the same number in both figures.
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(c)

Figure 4.3: Continued.

impression of all other fingers. The average number of corresponding minutiae between

images captured from the same finger was 13.5, whereas the average number of ”corre-

sponding” minutiae pairs detected between images captured from different fingers was

0.9. Consequently, the number of corresponding minutiae pairs detected between the two

images may constitute a criterion to decide whether the two images have been captured

from the same finger or not. Let C denotes the minimum number of corresponding minu-

tiae which must be detected between two images in order to decide that they have been

captured from the same finger. The matching performance expressed in terms of false

acceptance rate (FAR), and false rejection rate (FRR) are shown in Table 4.1.

C 3 4 5 6 7 8 9

FRR[%] 1.36 2.55 5.10 6.97 9.69 13.26 17.68

FAR[%] 13.80 5.71 1.90 1.42 0.95 0.95 0

Table 4.1: The matching performance of the first matching scheme.

Next, we designed a second matching scheme that works in the following two phases.

In the first phase the corresponding minutiae are detected using the approach described
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in the previous section, and in the second phase the matching score is computed based

on the number of ridges between minutiae. To explain, let us consider that the minutiae

of a fingerprint constitutes the set of vertices in a weighted graph [9]. The weight of each

edge is equal with the number of fingerprint ridges between the two vertices (minutiae)

that define the edge. An edge (i, j) from the first fingerprint is matched with an edge

(k, �) from the second fingerprint if: (i) the pairs (i, k) and (j, �) are both included in C,

and (ii) the two edges have the same weight.

The fingerprint matching score is given by the number of matched edges found be-

tween the two fingerprints. The average number of matched edges between impressions

of the same finger was 67.8, whereas only an average number of 0.09 matched edges was

determined between images captured from different fingers. Consequently, the number of

matched edges is capable of differentiating fingerprints at high correct rate. Let E de-

notes the minimum number of matched edges required in order to decide that two images

represent the same finger. The two error rates at different values of E are shown in Table

4.2.

E 1 2 3 4 5

FRR[%] 1.53 2.89 4.59 5.78 7.65

FAR[%] 7.61 0.95 0.47 0.47 0

Table 4.2: The matching performance of the second matching scheme.

Both matching schemes described in this section have been implemented on a Sun

ULTRA 1 workstation. The average CPU time for a matching have been evaluated to

less than 0.1 seconds for both methods. Consequently, the response time is mainly due

to the time required for feature extraction, as shown in Table 4.3.

Feature extraction Matching Response time

1.15 sec < 0.1 sec 1.25 sec

Table 4.3: Average CPU time required for feature extraction and fingerprint matching.
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4.5 Corresponding minutiae identification via pose

estimation

An approach of corresponding minutiae identification that includes geometric constraints

in addition to minutia similarity is introduced in this section. The basic idea is that

the pairs of corresponding minutiae can be collected by first registering the two tem-

plates one with respect to another, and then pair each minutia from one template with

a neighborhood minutia from the another template. The objective of the first phase,

called registration, is to estimate the rigid geometrical transformation that superposes the

first minutia pattern over the second one. Applying this geometrical transformation the

minutiae in the first template (A) are brought in the proximity of their corresponding

counterparts in the second template (B). The minutia direction, and position after regis-

tration are taking into account in addition to the similarity degree between minutiae, in

order to collect corresponding pairs.

As mentioned in the preamble of this Chapter, similar approaches to fingerprint match-

ing have been used in the paper by Ratha et. al. [38], as well as in the paper by Jain

et. al. [24]. The novelty here consists of using the similarity degree between minutiae

in order to guide the registration process as well as in order to improve the accuracy of

corresponding pairs identification.

4.5.1 Registration

The generalized Hough transformed (GHT) proposed by Ballard [3] can be used to esti-

mate the geometrical transformation required to register two patterns of points. It is the

merit of Ratha et. al. [38] to have applied this approach for fingerprint registration.

In this section we introduce an enhanced form of GHT approach for fingerprint reg-

istration. The algorithm relies on weighting the Hough parameter space according with

the similarity degree (4.5) between minutiae. Several visual examples are shown in order

to illustrate the robustness of our algorithm against the conventional GHT approach.

Let A = {an; 1 ≤ n ≤ N}, and B = {bm; 1 ≤ m ≤ M} denote two fingerprint

templates. The following notations are used to denote the attributes of each minutia

χn, where χ stands for a, or b. The minutia direction is denoted by θ(χn), the minutia

position is denoted by (x(χn), y(χn)), and the feature vector of the minutia is denoted, as

before, by f(χn).

The rigid geometrical transformations considered here are composed of three param-

eters: rotation angle (α), horizontal translation (tx), and vertical translation (ty). The
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parameters of the rigid geometrical transformation that registers the two templates are

denoted by (α̂, t̂x, t̂y), and are collectively called registration parameters.

The GHT method estimates the registration parameters by detecting the maximum

peak in the Hough space of transformation parameters. Let A denotes a three dimen-

sional matrix, called accumulator, which represents a discrete version of the Hough space.

Each entry A(α, tx, ty) corresponds to a unique geometrical transformation composed of

rotation α, and translation vector [tx ty]
T , where the three parameters are assumed to

take only discrete values in a priorly specified range.

The procedure commences by reseting to zero all entries in the accumulator A. Next,

for each pair (an, bm) the parameters (α, tx, ty) of the geometrical transformation that

superposes an over bm are calculated in order to add evidence wnm > 0 to the correspond-

ing entry A(α, tx, ty). Finally the registration parameters are identified by the maximum

entry (A(α̂, t̂x, t̂y)) of the accumulator.

We distinguish between the following two forms of the generalized Hough transform.

The first form is the conventional GHT that uses a uniformly weighted parameter space

where the evidences wnm have the same value (usually 1) for all minutia pairs. The second

form, called weighted generalized Hough transform (WGHT), uses a weighted parameter

space where the evidence wnm may take different values for each pair (an, bm).

The conventional GHT approach assumes that any pair of minutiae is equally likely

to constitute a corresponding pair. As a consequence several spurious maxima can be

encountered in the accumulator due to the presence of noise manifested in missing and

spurious minutiae. In addition because the unique interpretation constraint is not embed-

ded into the GHT method, the maximum entry in the accumulator can be erroneously

generated by pairs between a minutia from one image and more than one minutia from

the another image.

The WGHT approach makes use of certain prior knowledge regarding the likelihood

that each pair (an, bm) to constitute a corresponding pair. In our implementation the

prior knowledge comprises the similarity degree (4.5) computed for all minutiae pairs.

The estimation of the registration parameters is therefore guided by the priorly computed

similarity values between minutiae, being prefered those geometrical transformation that

overlap the most similar minutiae, not necessarily the maximum number of minutiae as

it is the case in conventional GHT. In addition, the WGHT method is less affected by the

lack of the unique interpretation constraint. Although a minutia from one finger may be

paired with several minutiae from the another finger, there is only one such pair whose

similarity degree is large enough in order to add a significant evidence in the accumulator.

The registration algorithm based on WGHT approach is presented in Algorithm 4.2.
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Algorithm 4.2 . Registration using the WGHT method

Input:

A, B
Output:

(α̂, t̂x, t̂y)

begin

Reset the accumulator :

A ← 0

Add evidences in the accumulator :

forn ← 1 to N

form ← 1 to M

α ← θ(bm) − θ(an)

[
tx
ty

]
←

[
x(bm)

y(bm)

]
−
[

cos α sin α

− sin α cos α

] [
x(an)

y(an)

]

A(α, tx, ty) ← A(α, tx, ty) + S(an, bm)

end for

end for

Select the maximum entry in the accumulator :

(α̂, t̂x, t̂y) ← arg max(α,tx,ty) A(α, tx, ty)

end

Registration examples based on conventional GHT, and WGHT are shown in Figure

4.4, 4.5. In all three cases the WGHT algorithm achieves the correct result. In the ex-

amples shown in Figure 4.4, several spurious maxima are encountered in the accumulator

when using conventional GHT approach. To cope with this problem one would have to

devise a method to select the correct maximum. In the absence of such method the reg-

istration fails as shown in Figure 4.4 (a), and (c). The example shown in Figure 4.5 (a)

illustrates a case when the conventional GHT approach fails because it does not consider

the unique interpretation constraint. For visual considerations we represent only three

pairs of minutiae that contribute to the maximum entry in the accumulator. Nevertheless,

the total number of pairs that contribute to this entry is 8, most of them being formed

between a minutia from one finger and several other minutiae from the other finger.
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(a)

(b)

Figure 4.4: The pairs of minutiae that determine the maximum entry in the accumulator using

conventional GHT (a) and (c); and WGHT (b) and (d). The two minutiae of each pair are

labeled with the same integer in both images in order to facilitate the visual inspection.
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(c)

(d)

Figure 4.4: Continued.
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(a)

(b)

Figure 4.5: The pairs of minutiae that determine the maximum entry in the accumulator using

conventional GHT (a), and WGHT (b). For visual considerations only 3 out of 8 pairs are

shown in (a). Most of these pairs are formed between a minutia from the left image and more

than one minutia from the right image.
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4.5.2 Matching score computation

The registration parameters (α̂, t̂x, t̂y) determined with the Algorithm 4.2, are used to

register the N minutiae from A with respect to the minutiae from B. Let

A′ = {a′
1, a

′
2, . . . , a

′
N}, (4.20)

denotes the list of geometrically transformed minutiae whose attributes are calculated as

follows [
x(a′

n)

y(a′
n)

]
=

[
cos α̂ sin α̂

− sin α̂ cos α̂

] [
x(an)

y(an)

]
+

[
t̂x
t̂y

]
,

θ(a′
n) =θ(an) + α̂,

f(a′
n) =f(an),

(4.21)

where 1 ≤ n ≤ N .

Because of various factors like errors induced by the enhancement and thinning algo-

rithms, as well as the presence of nonlinear deformations, the minutiae from A′ will not

overlap over their corresponding counterparts from B. Nevertheless, if the registration pa-

rameters are accurate then the minutiae from A′ are located in the neighborhood of their

corresponding minutiae from B. The list of possible corresponding pairs can be therefore

reduced by imposing geometric constraints with respect to the position and direction of

minutiae. Two minutiae a′
n ∈ A′, and bm ∈ B may form a corresponding pair if

1. the Euclidean distance between them is smaller than a certain tolerance ∆s,

2. the angular difference between their directions does not exceed a value ∆θ.

A N × M matrix S similar with (4.19) is constructed based on the two geometric

constraints described above. The value of each matrix element (n, m) is calculated as

follows

S(n, m) =

{
S(an, bm) if the geometric constraints are satisfied

0 otherwise
(4.22)

Next, the set C of corresponding minutiae pairs is created by submitting S to the

Algorithm 4.1. Thus, C includes the most similar minutiae pairs that also satisfied the

imposed geometric constraints.

Sometimes, two images captured from the same finger may share only a relatively small

common region of interest as exemplified in Figure 4.3(b). We recall that this assumption

has been included as the fifth property of our model (see Section 4.2). In order to evaluate

the similarity between the two fingerprints we must take into account only those minutiae

that are located inside the common area of the two impressions. These minutiae can be
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roughly identified based on the bounding rectangles of the two minutiae lists A′, and B.

Let AB denotes the number of minutiae from A′ that are located inside the bounding

rectangle of B, and similarly let BA denotes the number of minutiae from B located

inside the bounding rectangle determined by the minutiae from A′. The matching score

that reflects the degree of similarity between the two fingerprints is calculated with the

following formula

Matching score =

⎧⎪⎪⎪⎨⎪⎪⎪⎩ 100

∑
(n,m)∈C

S(an, bm)

ABBA
if AB > k0, andBA > k0,

0 otherwise,

(4.23)

where k0 is the minimum number of minutiae that must appear in the region of interest

common to both impressions.

4.5.3 Experimental results

The image collections DB1, and DB2 have been used to perform the experiments described

in this section. Each of these databases contains 8 different impressions for each finger.

A matching between two impressions from the same finger is called genuine, whereas

a matching between two impressions captured from different fingers is called impostor.

Genuine matching experiments have been performed by comparing each fingerprint im-

pression against all other 7 impressions captured from the same finger. Impostor matching

experiments have been performed by matching the first impression of each finger against

the first impressions captured from all other fingers in the database. If the matching of

image A against image B have been performed than the symmetric matching experiment

of B against A was not executed. Consequently, for each database including the images

of n fingers, the number of genuine matching experiments was n× 8× 7/2 = 28× n, and

the number of impostor matching experiments was n(n − 1)/2.

The distribution of genuine and impostor matching scores achieved in the matching

experiments performed on the database DB1 are shown in Figure 4.6. Impostor matching

scores are mainly concentrated at low values, having an average of 0.98 and a standard

deviation of 0.88. On the other hand, the genuine matching scores have an average

of 18.67 with a standard deviation of 7.43. Therefore, our matching algorithm is able

to discriminate fingerprints from this database at high correct rate, providing that an

appropriate threshold value is decided between the two extreme matching scores. The

two error rates (i.e. False Acceptance Rate (FAR), and False Rejection Rate (FRR)) at

different threshold values are plotted in Figure 4.7. An Equal Error Rate (EER) of about

1% results in the matching experiments on this database.
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Figure 4.6: The distributions of genuine and impostor matching scores.
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Figure 4.7: The error rates at different threshold values.
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As mentioned earlier the accumulator A represents a discrete version of the Hough

parameter space. Consequently, the registration process and the matching performance

may be affected by changing the resolution of this partition. Let ∆α denotes the dimension

of each accumulator bin along the rotational axis, and ∆t the dimension along each of the

two translational axes. The volume of each bin is therefore ∆α×∆t2, and it directly affects

the size of the accumulator as long as the ranges of possible rotations, and translations

are fixed.

The matching performance obtained on the database DB1 using accumulators of differ-

ent sizes are shown in Table 4.4. For comparison we implemented the matching approach

proposed in [38]. The approach in [38] performs registration based on conventional GHT

algorithm, whereas in our approach the registration is performed using the WGHT algo-

rithm. In addition, our approach uses the similarity degree between minutiae in order to

identify corresponding pairs, and to calculate the matching score between the two finger-

prints. All these contribute to an important improvement in matching performance as it

is reveal by the results shown in Table 4.4.

The Receiver Operating Characteristics (ROC) of the two methods for three different

values of the bin volume are shown in Figure 4.8.

Let us now make some considerations about these results. First, it is worth to empha-

size that our approach, based on WGHT algorithm, achieves almost similar performance

regardless of the selected bin volume. On the other hand, we note that the dimension of

the accumulator bin constitutes a critical parameter when the conventional GHT algo-

rithm is used for registration. Using large bin volumes the uncertainty in the estimation

of the registration parameters is increased. In addition, due to the presence of spurious

minutiae combined with the fact that the unique interpretation constraint is not im-

posed, there is an increased possibility that the maximum value in the accumulator does

not corresponds to the desired geometrical transformation. Using small bin volumes the

contributions of corresponding minutiae pairs are spread among several accumulator bins,

and hence several spurious maxima may be encountered in the accumulator. Based on the

results shown in Table 4.4 we may conclude that the best choice of the bin volume when

the conventional GHT algorithm is used on this particular database, must be somewhere

in the neighborhood of (π/16) × 122.

Another set of experiments has been performed in order to evaluate the matching

performance of our algorithm on the database DB2. This database contains the images of

100 fingers (8 impressions per finger). The images are of different qualities, some of them

constituting a real challenge for the image enhancement, and minutiae extraction modules

included in the fingerprint verification system. A number of 11 fingerprint verification
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Accumulator size Bin volume Equal Error Rate (%)

Our method The method in [38]

7000 bins
π

8
× 242 1.97 8.40

14000 bins
π

16
× 242 1.15 5.58

28000 bins
π

8
× 122 1.65 5.75

56000 bins
π

16
× 122 1.39 4.03

112000 bins
π

8
× 62 1.24 4.85

224000 bins
π

16
× 62 1.07 5.02

Table 4.4: The matching performance for different number of bins in the accumulator.

systems designed by different companies, and academic research groups have been tested

on this databases, and the results have been published in [42]. Using the same test policy

as described in [42], we obtained an equal error rate of 7.04% (the bin volume was chosen

π/16 × 122). This result situates our algorithm on to the fourth place among the other

11 fingerprint verification systems.

It is worth noting that the matching performance can be further improved in practice

by: (i) imposing a quality control check during enrollment such that to reject poor quality

images, (ii) using systems that guide the user in positioning his/her finger onto the glass

platen and, (iii) storing more than one fingerprint template for each finger in the database.

We have tested the third option described above. Without performing any quality

check we selected the first k impressions of each finger, and stored the k corresponding

templates in the system database. The verification is performed by matching an input

fingerprint template against all k templates, and computing an overall score based on the

k matching scores achieved. In our experiments the overall score has been computed as

the average, the minimum, and the maximum of the k individual matching scores. The

verification results obtained on the database DB2 using this technique are shown in Table
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Figure 4.8: ROC curves obtained with our matching algorithm (a), and with the matching al-

gorithm proposed in [38] (b). The volume of each accumulator bin is (π/16)×122 (continuous

line), (π/8) × 242 (dashed line), and (π/16) × 62 (dotted line).

4.5 for k = 2, 3, 4.

We note that computing the overall score as the minimum of the k individual matching

scores is not a good practice. The reason is that our matching algorithm succeeds very

well to reject impostors, the impostor matching scores being well concentrated at very

low values. The real problem is that the genuine matching scores are quite spread some

of them achieving very low values. This is a natural consequence of the presence of very

low quality images in the test database, as well as of the fact that several impressions of

the same finger share a relatively small common region of interest. Because of these the

verification performance are improved by computing the overall score as the maximum
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Number of templates Equal Error Rate (%)

min average max

2 9.13 5.90 6.13

3 10.34 4.29 5.06

4 11.27 4.23 4.79

Table 4.5: Equal error rates achieved when several templates from each finger are stored as

reference in the system database.

of the k matching scores. Nevertheless, in this way there is however a risk to increase

the FAR. A better practice, as shown in Table 4.5, is to compute the overall score as the

average of the k individual matching scores.



Chapter 5

Remote authentication using

fingerprints

In an open-network communication environment, a reliable authentication between com-

municating parties is a necessary foundation for securing any transaction. The use of

biometric based authentication in combination with state of the art cryptographic tech-

niques can improve the ability of the system to reliably authenticate individuals, rather

than machines. Nevertheless, as pointed out in the paper by Bird et al. [5], most of

the biometric based authentication systems suffer from the problem that the biometric

information is often transmitted in plaintext over network lines that can be tapped thus

allowing replay at a later time.

In this chapter we describe the design and implementation of a remote authentication

system based on fingerprints. The fingerprint features captured at a client terminal are

transmitted over network lines to a central server location where the verification takes

place. A safe transmission of the biometric data between network terminals constitutes

thereby one of the most important requirements posed by such an authentication system.

Apart from data encryption the biometric system can be designed such that to offer im-

munity against various forms of attacks that may take place. The fingerprint matching

approach described in this chapter relies on different fingerprint features for every execu-

tion of the authentication protocol such that to reduce the risk of one such attack, called

replay attack.

This chapter is organized as follows. A general overview of the remote fingerprint

authentication system is presented in Section 5.1. Besides the fingerprint minutiae, the

system uses also other fingerprint features whose extraction is discussed in Section 5.2.

Section 5.3 describes the fingerprint matching algorithm that comprises two phases image

87
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alignment, and minutiae matching. The matching performance, as well as the degree of

resistance to replay attacks have been evaluated on a set of live-scan fingerprint images,

and the results are shown in Section 5.4 of this chapter.

5.1 Overview of the remote fingerprint authentica-

tion system

A remote authentication system based on fingerprints can be organized as a client-server

application. The server application, running at a central location, maintains a database

containing the reference fingerprint templates, as well as other identification information

(ID) of all the users previously enrolled in the system. A user may attempt to gain

access into the system from a remote location where the client application is running. For

this purpose, the user must present a valid ID as well as his enrolled finger. The client

application creates a test fingerprint template based on the features extracted from the

user’s fingerprint, and then submits both the test template and the user’s ID to the central

location for verification. The server retrieves from its database the reference template that

corresponds to the received ID, and decides either to accept or reject the user by matching

this reference template against the test template received from the client.

One of the main problems encountered with such fingerprint verification system consist

of the vulnerability of the system to replay attacks. This is, the user’s ID and the test

template transmitted via the communication channel may be intercepted by an intruder

and used at a latter time to get access into the system with a false identity. Even if the

data is enciphered, an intruder may still copy the cryptic message and transmit it latter

without bothering to decipher it.

To overcome replay attacks we propose to transmit a different test template for each

execution of the authentication protocol. The test template includes fingerprint features

that are selected according with an item, called challenge, received from the central lo-

cation. Modifying the challenge each time, the central location is therefore expecting to

receive a different test template for each authentication session. Although a certain test

template have been successfully authenticated by the central location during an authenti-

cation session, the same test template transmitted again will be rejected because it does

not comply with the new challenge.

The test template includes only a subset of the fingerprint features each time. Nev-

ertheless, it must always include enough features such that to allow the central location

to perform a reliable matching against the reference template. To accommodate these
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requirements we decide to structure the test template in two feature groups. The first

group comprises features that are always included in the test template regardless of the

challenge. The presence of these features, called challenge-independent features, in each

test template constitutes a guarantee that a reliable matching can be performed at the

central location each time. The second group of features, called challenge-dependent fea-

tures, are selected in accordance with the current challenge, and hence they determine a

different test template for each authentication session.

ID

tim
e

Extract the challenge−independent features

and include them into the test template

challenge

Extract the challenge−dependent features

and include  them into the test template
test template

OK / N
OT OK

central location

Generate a new challenge

that corresponds to the received ID

Retrieve from the database 

the reference template

remote location

Match the test template against 

the reference template

using the current challendge

Figure 5.1: The time sequence diagram of the authentication protocol.

The time sequence diagram of the authentication protocol proposed here is shown

in Figure 5.1. The communication is initiated by the user from the remote location by
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submitting a valid ID to the central location. The central location retrieves from its

database the reference template that corresponds to the received ID, and generates a new

challenge for the remote location. Once the challenge is received, the remote location is

able to extract the challenge-dependent features and include them into the test template

together with the challenge-independent features previously extracted. Finally, the test

template is submitted to the central location where it is matched against the reference

template in order to verify the user’s authenticity.

It is worth noting here that the authentication strategy described above follows the

basic idea used in cryptographic authentication [5]. This is, the communicating party

being authenticated must be challenged to prove its identity by demonstrating the ability

to encipher or decipher a certain item (challenge), using a key stored in a secure storage

device. In our approach the key is replace by the user’s finger, and the test template

extracted from it can be considered as an enciphered version of the challenge. To further

increase the communication security one may avoid to transmit the challenge in plaintext,

reducing in this way the risk of a known plaintext attack [5].

The fingerprint matching algorithm presented in this chapter relies on fingerprint minu-

tiae. Two fingerprints are matched by counting the number of common minutiae found in

both images. The presence of noise as well as the distortions induced by different image

preprocessing operations, may result in several missing minutiae and spurious minutiae.

Because of this, we cannot decide in advance which minutiae extracted at the remote

location have a correspondent in the reference template stored at the central location. In

order to avoid a degradation of matching performance we include in the test template

the list of all minutiae extracted from the user’s fingerprint at the remote location re-

gardless of the current challenge. In other words, the fingerprint minutiae constitutes the

challenge-independent features of the test template in our implementation.

The fingerprint matching procedure comprises two phases, i.e. (i) alignment, and

(ii) minutiae matching. In the first phase a geometrical transformation that aligns the

test minutiae against the reference minutiae is estimated. Applying this geometrical

transformation the minutiae from the test template are bringing in the proximity of their

corresponding counterparts from the reference template such that, in the second phase

the matching score can be evaluated based on the number of test minutiae that are similar

(in position, orientation, and type) with corresponding reference minutiae.

Unlike other fingerprint matching methods proposed in the literature [38, 24], our

approach does not use minutiae in the alignment phase. Instead, we estimate the align-

ment parameters by searching for the best fit between the ridge orientations of the two

fingerprints. To do this, we select a number of K points distributed over the area of the
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first fingerprint (test fingerprint), and estimate the ridge orientation in the neighborhood

of each point. Next, the alignment parameters are estimated by searching for the best

position of the K orientations over the area of the second fingerprint image (reference

fingerprint). The process is graphically illustrated in Figure 5.2, where the orientations

in the selected points are represented by short line segments.

reference fingerprint

alignment

test fingerprint

Figure 5.2: Illustration of the alignment procedure.

The challenge is used to derive the coordinates of the K points distributed over the

fingerprint image captured at the remote location, following that the ridge orientations

estimated in these points to constitute the challenge-dependent part of the test template.

At the central location, the coordinates of the K points are re-constructed based on the

same challenge, and their corresponding orientations are retrieved from the test template.

Next, the alignment parameters are estimated, as explain above, by searching for the best

fit of the K orientations over the entire orientation image of the fingerprint stored in the

reference template.

The alignment fails if the K orientations that form the challenge-dependent part of
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the test template, have not been collected based on the current challenge. Therefore the

same test template submitted again will be rejected by the central location that is unable

to align it with respect to the corresponding reference template.

5.2 Feature extraction

This section describes the creation of the test and reference templates used by the au-

thentication system. Both templates include the list of all minutiae extracted from the

fingerprint image. The image enhancement, and minutiae extraction approaches described

in Chapter 2, and Chapter 3 respectively are used for this purpose.

5.2.1 The test template

Apart from fingerprint minutiae, the test template extracted at the remote location in-

cludes challenge-dependent features that consist of a set of ridge orientations estimated

in different pixels of the fingerprint image.

The challenge, created and submitted by the central location, consists of the coordi-

nates of K points located inside the square [0, 1]× [0, 1]. The position of these points can

be chosen in a random manner providing that they are distributed quite uniform over the

entire area of the square.

At the remote location the K points follow to be distributed over the region of interest

(ROI) of the test fingerprint image. To do this, we first determine a rectangle of maximal

area included inside ROI, as shown in Figure 5.3. Next, the [0, 1]× [0, 1] square is mapped

over this rectangle by multiplying respectively the horizontal and vertical coordinates of

each point with the width and height values of the rectangle. The resulted coordinates

rounded to integers, represent the positions of the K pixels {(nk, mk); k = 1, . . . , K}
distributed over the region of interest of the fingerprint image. The ridge orientation (θk)

in each pixel (nk, mk) is estimated using (2.2), based on the gradient vectors located in a

W × W rectangular region centered in (nk, mk).

Figure 5.3 shows two examples of the orientation patterns selected in a fingerprint

image based on two different challenges.

Let us assume that the test and reference fingerprints have been captured from the

same finger. Consequently, the alignment algorithm, briefly described in the previous

section, must successfully estimate the rotation, and the translation required to superpose

the two images one over each other. In doing this, the algorithm relies on the pattern

formed by the K orientations selected inside the test fingerprint image. Nevertheless, not
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Figure 5.3: Example of orientations selected based on two different challenges of size K = 10

points. The orientations in the 10 selected points are represented as short line segments

overlayed to the original image. The figures show also the rectangle of maximal area determined

inside the region of interest.

all these orientations are equally reliable. To differentiate them we define a parameter,

called reliability, based on the following observations.

• As shown in Chapter 2, we may assign a certain degree of certainty (2.4) to an

estimated orientation. For example, an orientation estimated in a noisy area, or in

the neighborhood of a singular point (i.e, core or delta) exhibits a lower certainty

than the orientations estimated in other image regions. Consequently, a parameter

that affects the reliability of a point (nk, mk) in the alignment process is the certainty

(2.4) determined in the neighborhood of (nk, mk).

• Different impressions captured from the same finger may exhibit different portions

of the fingerprint pattern. Therefore, some of the K points selected as above may

fall outside the fingerprint ridge pattern captured at the central location during

enrollment (reference fingerprint). Assuming that the central part of the fingerprint

pattern is more likely to be ”visible” in different impressions, we assign higher

reliability to those points that are closer to the center of the fingerprint. A good

candidate for the center of the fingerprint is the core point that can be detected as
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in [64, 31]. In the case there is no core point in the fingerprint, we select the center

of the fingerprint in the center of mass of ROI.

Let {ρk; 1 ≤ k ≤ K} denote the certainty levels (2.4) determined in the neighborhood

of each of the K points. Also let {dk; 1 ≤ k ≤ K} denote the Euclidean distances between

the center of the fingerprint and each of the K points. The reliability of the k-th point,

denoted by rk, is defined as follows

rk = αρ̃k − d̃k, (5.1)

where α is a real value,

ρ̃k = ρk

/
max

1≤�≤K
ρ� , and d̃k = dk

/
max

1≤�≤K
d� .

The K points {(nk, mk); 1 ≤ k ≤ K} are sorted in the decrease order of their reliabil-

ities (5.1), retaining only their indices {ik; 1 ≤ k ≤ K} in the sorted array. The index of

a point constitutes an indicator of the importance of that point in the alignment process.

The index of the most important point is 1, whereas the least important point has the

index K.

The parameter α can be used to emphasize either the certainty (ρk), or the distance to

the center of the fingerprint (dk) for each point. Two extreme cases are shown in Figure

5.4. In our experiments we used an α = 0.1, considering therefore more important those

points that are close to the center of the fingerprint, almost regardless of their certainty.

Nevertheless, in low quality fingerprint images we may expect that an α > 1 to be a better

choice as long as it would balance the importance towards those points that are located

in less noisy areas.

We conclude this subsection by summarizing the items that constitute the challenge-

dependent part of the test template:

• The width and height of the rectangle selected inside ROI;

• The K orientations {θk; k = 1, . . . , K};

• The K indices {ik; k = 1, . . . , K}.

5.2.2 The reference template

During the enrollment process, performed at the central location one or more images

of the user’s finger(s) are captured. After a successful extraction of the corresponding

reference templates the user is granted with a valid ID.
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(a) (b)

Figure 5.4: Examples of indices {ik; 1 ≤ k ≤ 10} assigned to the selected points according

with their importance. The parameter α is 0.1 in (a), and 10.0 in (b). The points have been

selected in both cases based on the same challenge.

The reference template extracted from a fingerprint image includes the list of all

minutiae, and the orientation image of the fingerprint. The orientation image comprises

the ridge orientation estimated in each pixel (n, m) of the fingerprint image. Formula (2.2)

is used to produce this estimation based on the gradient vectors located in a rectangular

neighborhood of size W × W centered in (n, m).

It is worth noting that the computation of the orientation image may become a time

consuming task for large neighborhood sizes (e.g., W = 9, or larger). Although the

time consumption does not constitutes a very important issue during the enrollment

process, one can speed up the computation to some extent by calculating the sums (2.3)

in a separable manner. To do this, we create first two matrices X, and Y that have

the same size as the original image. The value of the (n, m) entry in each matrix is

given respectively by X(n, m) = g2
x(n, m) − g2

y(n, m), and Y(n, m) = 2gx(n, m)gy(n, m),

where [gx(n, m) gy(n, m)]T denotes the intensity gradient vector in the pixel (n, m) of the

original image. The sums (2.3) in each pixel (n, m) can be computed by convolving the

two matrices with a 2D FIR filter mask F of size W × W whose elements are all equal

to 1. Because F has rank one it can be decomposed in two 1D FIR filters, and hence the
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computation can be performed as a group of 1D convolutions along the rows and columns

of the two matrices.

5.3 The matching approach

The matching between the test and reference templates comprises two phases i.e., align-

ment , and minutiae matching. The alignment algorithm, described in the following

section, estimates the parameters of a geometrical transformation that register the test

minutiae with respect to the reference minutiae. Applying this geometrical transformation

the minutiae from the test template are bringing in the proximity of their corresponding

counterparts from the reference template. A matching score between the two templates

is computed in the minutiae matching phase based on the number of test minutiae that

are similar in position and orientation with corresponding reference minutiae.

5.3.1 The alignment algorithm

Let us assume that the position of the K points {(nk, mk); k = 1, . . . , K} have been

reconstructed at he central location based on the current challenge as well as on the

information received in the test template. Also, we assume that the points have been

sorted according with the set of indices {ik; k = 1, . . . , K} received from the remote

location, such that the first point (n1, m1) is the most important, whereas the last one

(nK , mK) is the least important.

The alignment algorithm follows to estimate the rotation angle (θ∗), and the transla-

tion vector ((t∗n, t∗m)) required to register the test minutiae against the reference minutiae.

The estimation is performed by searching for the best fit between the pattern of K ori-

entations, received from the remote location, and the orientation image, stored in the

reference template.

Let Θ denotes the orientation image stored in the reference template. A certain

geometrical transformation composed of a translation ((tn, tm)), and a rotation (θ) brings

the K points {(nk, mk); k = 1, . . . , K} over K pixels {(n′
k, m

′
k); k = 1, . . . , K} of the

orientation image (Θ). The coordinates of these pixels are given by[
n′

k

m′
k

]
= round

([
cos θ sin θ

− sin θ cos θ

]
·
[

nk

mk

])
+

[
tn
tm

]
, (5.2)

where round(·) truncate the rotated coordinates to integers.

In addition, the above geometrical transformation modifies also the K orientations

{θk; k = 1, . . . , K} by increasing them with θ. Denoting by {θ′k; k = 1, . . . , K} the set
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of transformed orientations, we can determine the goodness of fit achieved with this geo-

metrical transformation based on the similarity between each (θ′k) and the corresponding

orientation Θ(n′
k, m

′
k) stored in the orientation image. The goodness of fit, denoted by

F (θ, tn, tm), can be expressed by

F (θ, tn, tm) =
1

K

K∑
k=1

1ROI(n
′
k, m

′
k) · Sim (θ′k, Θ (n′

k, m
′
k)) , (5.3)

where 1ROI(·, ·) stands for the indicator function determined by the region of interest of

the reference fingerprint image

1ROI(n, m) =

{
1 if (n, m) ∈ ROI,

0 otherwise,
(5.4)

and Sim : [0, π) × [0, π) → [0, 1] denotes a similarity function between two orientations.

The following function has been used in our implementation in order to measure the

similarity between two orientations

Sim(θ1, θ2) = exp

(
−tan(θ1 − θ2)

2

2σ2

)
, (5.5)

with 0.2 ≤ σ ≤ 0.5.

The estimation of the alignment parameters (i.e., rotation angle θ∗, and translation

vector (t∗n, t∗m)) can be thereby formulated as an optimization problem

(θ∗, t∗n, t∗m) = arg max
(θ,tn,tm)

F (θ, tn, tm). (5.6)

The searching space can be quite large, and hence an exhaustive search would be

impractical for a fingerprint verification application, where the response time is a very

important issue to consider.

To solve the problem with less computational effort, we adopt a suboptimal solution

by restricting the searching space only to those geometrical transformations that achieve

an exact match for one of the K points, called pivot.

Let θp, np, mp denote respectively the orientation, and the coordinates of the pivot

point. An exact match between the pivot and a pixel (n, m) of the orientation image Θ

is achieved by applying a geometrical transformation that translates the pivot in (n, m),

and aligns its orientation θp with respect to the orientation Θ(n, m) stored in the orien-

tation image. The three parameters (θ, tn, tm) of this geometrical transformation can be

computed as follows
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θ = Θ(n, m) − θp,

[
np(θ)

mp(θ)

]
= round

([
cos θ sin θ

− sin θ cos θ

] [
np

mp

])
, (5.7)

[
tn
tm

]
=

[
n − np(θ)

m − mp(θ)

]
.

Because there is no sense associated with an orientation, there are two rotations (i.e.

θ, and θ + π) that both result in an an exact alignment of θp with respect to Θ(n, m).

Therefore, a second geometrical transformation of parameters (θ, 2n− tn, 2m− tm) can be

used as well in order to fit the pivot over the pixel (n, m) of the orientation image. The

Algorithm 5.1 evaluates the goodness of fit for both geometrical transformations, selecting

the one that maximizes (5.3).

Algorithm 5.1 . Evaluation of (5.3) for both geometrical transformations that fit the

pivot (np, mp) over the pixel (n, m) of the orientation image Θ. It is assumed that the

orientations are quantized on Q levels between 0 and π, and all Q possible rotations of the

pattern of K points {(nk, mk); k = 1, . . . , K} have been computed beforehand, in order to

reduce the subsequent computational effort. The transformed orientations and coordinates

of the K points after applying the q-th rotation (with qπ/Q, q ∈ {0, . . . , Q − 1}) are

denoted by {{θk(q), nk(q), mk(q)}; k = 1, . . . , K}.
Input:

p, (n, m), Θ,

{{θk(q), nk(q), mk(q)}; k = 1, . . . , K, q = 0, . . . , Q − 1}).
Output:

F, (θ, tn, tm).

begin

Calculate the rotation angle :

q ←
{

Θ(n, m) − θp(0) if Θ(n, m) ≥ θp(0)

Q + Θ(n, m) − θp(0) otherwise
The first geometrical transformation :[

t′n
t′m

]
←

[
n − np(q)

m − mp(q)

]

F ′ ← 1

K

K∑
k=1

1ROI(n
′
k, m

′
k)·Sim (θk(q), Θ(n′

k, m
′
k)) , where

[
n′

k

m′
k

]
←

[
nk(q) + t′n
mk(q) + t′m

]
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The second geometrical transformation :[
t′′n
t′′m

]
←

[
n + np(q)

m + mp(q)

]

F ′′ ← 1

K

K∑
k=1

1ROI(n
′′
k, m

′′
k)·Sim (θk(q), Θ(n′′

k, m
′′
k)) , where

[
n′′

k

m′′
k

]
←

[
nk(q) + t′′n
mk(q) + t′′m

]
Select the best transformation :

if F ′ ≥ F ′′

then F ← F ′; (θ, tn, tm) ← (q, t′n, t′m)

else F ← F ′′; (θ, tn, tm) ← (q, t′′n, t′′m)

end

One way to perform the optimization procedure is to apply the Algorithm 5.1 in order

to fit the pivot over each pixel (n, m) located inside the region of interest of the reference

fingerprint image, and retain the geometrical transformation that maximizes (5.3). The

size of the searching space is now proportional with the number of pixels in the orientation

image. Consequently, the time consumption can be still too high especially for large image

sizes.

Noting that the ridge orientation is almost similar in the neighborhood pixels of the

orientation image, we can further reduce the size of the searching space, by applying the

following two stage procedure. In the first stage the Algorithm 5.1 is applied in order to fit

the pivot only over the pixels of a rectangular lattice L = {(iL, jL); i, j ∈ ZZ}, defined over

the domain of the orientation image. Let (n0, m0) ∈ L denotes the lattice pixel where

the maximum goodness of fit has been achieved. In the second stage, the geometrical

transformation that maximizes (5.3), is determined by applying the Algorithm 5.1 to

fit the pivot over the pixels (n, m) ∈ R(n0, m0), where R(n0, m0) denotes a rectangular

neighborhood of size (2L + 1) × (2L + 1) centered in (n0, m0).

The selection of the pivot point is critical for the alignment algorithm. The algorithm

fails when the pivot is not “visible” in the reference fingerprint image, or it has been

selected in a noisy area of the test fingerprint image. The first point (n1, m1) is the most

reliable one selected in the test fingerprint image, as shown in Section 5.2.1. Consequently,

this point is the most eligible to be chosen as pivot in the alignment process. Neverthe-

less, the fact that this point achieves maximum reliability (5.1), does not constitutes a

guarantee that it is “visible” in the reference fingerprint image. To reduce the risk of a

misalignment due to a wrong selection of the pivot point, we successively chose as pivot

several points in the decrease order of their reliability (5.1).

The alignment algorithm (see Algorithm 5.2) commences by choosing the first point
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(n1, m1) as pivot. If the best goodness of fit (5.3) achieved exceeds a certain threshold then

the algorithm stops, and delivers the corresponding parameters (θ∗, t∗n, t∗m). Otherwise,

the algorithm continues in the same way but, with the next point (n2, m2) as pivot. After

using as pivot a number of P < K points, the algorithm delivers the parameters (θ∗, t∗n, t∗m)

corresponding to the best goodness of fit that have been achieved during this search.

Algorithm 5.2 . The alignment algorithm.

Input:

Θ, {{θk(q), nk(q), mk(q)}; k = 1, . . . , K, q = 0, . . . , Q − 1}).
Output:

(θ∗, t∗n, t∗m)

begin

Fmax ← 0

forp ← 1 to P

First stage :

fmax ← 0

forall pixels (n, m) ∈ L with 1ROI(n, m) = 1

Compute the goodness of fit F between the pivot (np, mp) and (n, m)

using the Algorithm 5.1.

if F > fmax

then fmax ← F ; (n0, m0) ← (n, m)

end for

Second stage :

forall pixels (n, m) ∈ R(n0, m0) with 1ROI(n, m) = 1

Use the Algorithm 5.1 to determine the goodness of fit F and

the geometrical transformation (θ, tn, tm) that fits the pivot (np, mp) over (n.m).

if F > Fmax

then Fmax ← F ; (θ∗, t∗n, t∗m) ← (θ, tn, tm)

end for

if Fmax ≥ Threshold

then return (θ∗, t∗n, t∗m)

end for

return (θ∗, t∗n, t∗m)

end

Two alignment examples are shown in Figure 5.5.
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(a) (b)

(c) (d)

Figure 5.5: Alignment examples: (a), and (c) are the test fingerprint images; (b), and (d)

are the corresponding reference fingerprint images. The orientations in the K = 10 points

selected inside the test fingerprint images are represented as short line segments overlayed

on the image. The best positions found by the alignment algorithm for the patterns of 10

orientations inside the reference fingerprint images are shown in (b), and (d).
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5.3.2 Minutiae matching

Ideally, after a successful alignment the minutiae of the test template (test minutiae) would

overlap perfectly over the minutiae stored in the reference template (reference minutiae),

providing that the two images have been captured from the same finger. In practice,

because of various distortions induced by preprocessing operations, as well as because

of the presence of nonlinear deformations the test minutiae may often be displaced with

respect to reference minutiae, as shown in Figure 5.6. Consequently, we must employ an

elastic matching approach in order to determine the correspondences between minutiae.

The matching approach should tolerate, to some extent, certain offset in the positions,

and orientations of the test minutiae with respect to the reference minutiae [38, 24].

Each minutia is characterized by its orientation, and position. Let

{{θr, nr, mr}; r = 1, . . . , R}, (5.8)

denotes the list of attributes of the R reference minutiae extracted.

Similarly, let

{{θ′t, n′
t, m

′
t}; t = 1, . . . , T} (5.9)

denote the attributes of the T test minutiae after alignment.

We define a similarity function between minutiae based on geometric constraints. This

is, two minutiae {θr, nr, mr}, and {θ′t, n′
t, m

′
t} are similar if:

1. The difference between the minutiae orientations θr, and θ′t does not exceed a thresh-

old ∆θ.

2. The Euclidean distance between the positions of two minutiae (nr, mr), and (n′
t, m

′
t)

is bellow a certain tolerance ∆s.

Of course, a minutia from one template may be similar with more than one minutia

from the another template. Nevertheless, for a successful alignment, and for adequate

selection of ∆θ, and ∆s we may assume that the true corresponding minutiae are also

similar one to each other.

Based on this assumption, we define the confidence that the t-th test minutia corre-

sponds to the r-th reference minutia as follows

C(t, r) =

⎧⎪⎨⎪⎩
S(t, r)∑T

i=1 S(i, r) +
∑R

j=1 S(t, j) − S(t, r)
if S(t, r) �= 0,

0 otherwise,

(5.10)
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(a) (b)

(c) (d)

(e)

Figure 5.6: Minutiae matching: (a), and (b) are the test and reference fingerprints respec-

tively; (c), and (d) represent the test and reference minutiae respectively; (e) shows the test

minutiae overlapped on the reference minutiae after alignment.
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where S(t, r) = 1 if the t-th test minutia is similar to the r-th reference minutiae, and

S(t, r) = 0 otherwise.

Pairs of corresponding minutiae are successively selected in the decrease order of their

confidence levels (5.10). Once a pair (t, r) is selected, the confidences C(t, j) (1 ≤ j ≤ R),

and C(i, r) (1 ≤ i ≤ T ) are set to zero, as long as the t-th test minutiae, or the r-th

reference minutia cannot longer be paired with other minutiae. The selection process

continues until there is no remaining pair of nonzero confidence to select.

Let c denotes the number of corresponding pairs that have been identified using the

procedure described above. The matching score between the two templates is computed

with the formula

Matching score =
c2

T · R. (5.11)

The values of ∆θ and ∆s depend on the fingerprint image resolution. We empirically

determined the values ∆θ = 18◦, and ∆s = 20 pixels, for the fingerprint images used in

our experiments.

5.4 Experimental results

In the following experiments we used the database DB1 (see Appendix A) comprising the

images of 21 fingers with 8 impressions per finger, for a total of 168 images.

A first set of experiments have been conducted in order to evaluate the matching

performance of the proposed system. For this purpose the test template extracted from

each fingerprint was compared against the reference templates extracted from all other

fingerprints. Let Tij and Rij denote the test and reference template respectively, extracted

from the j-th impression of the i-th finger (j ∈ {1, . . . , 8}, i ∈ {1, . . . , 21}). A matching

of a test template (Tij) against a reference templates (Rik) extracted from different im-

pressions (j �= k) of the same finger, was called genuine, whereas a matching between a

test template (Tij) and a reference template (R�k) extracted from different fingers (i �= �)

was called impostor.

The distributions of genuine and impostor matching scores obtained after performing

all 28056 (168×167) matching experiments are shown in Figure 5.7. We may note that all

of the impostor matching experiments result in low matching scores (bellow 0.2), whereas

the genuine matching scores are mostly distributed between 0.2 and 0.8. Therefore, one

may reject all impostors by imposing a threshold at about 0.2, and deciding to accept

only those test templates that achieve a matching score above the threshold. In this

way, however, some of the genuine matchings will be also rejected (about 7%) as shown
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in Figure5.8, where the two error rates, i.e., False Acceptance Rate (FAR), and False

Rejection Rate (FRR) are shown for different values of the threshold between 0 and 1.
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Figure 5.7: The distributions of genuine and impostor matching scores.

The same challenge, of size K = 30 points, has been used in all previous experiments.

To study the manner in which the challenge size affects the matching performance we

repeated the same experiments for different values of K. Three Receiver Operating Char-

acteristics (ROC) obtained for challenge sizes of 10, 20, and 30 respectively, are shown

in Figure 5.9. One may note an improvement in matching performance as the size of

the challenge gets larger. This is because the knowledge about the ridge orientation of

the test fingerprint is increased, and hence a more accurate alignment can be performed

between the two templates at the central location. We noted that further increase of the

challenge size does not bring important improvements in the matching performance for

this fingerprint database, and hence the remaining experiments have been performed with

a challenge size K = 30.

As shown in Section 5.3.1, our alignment procedure may use a maximum number of

P < K points as pivots when search for the best fit between the pattern of K orientations
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Figure 5.8: The error rates in the matching experiments.

extracted from the test fingerprint, and the orientation image of the reference fingerprint.

The number of pivots actually used for alignment is highly influenced by the reliability

(5.1) assigned to each of the K points selected in the test fingerprint image at the remote

location (Section 5.2.1). If the most reliable point declared there is “visible” in the

reference fingerprint at the central location then the alignment algorithm may succeed

after using only this point as pivot. The performance of our approach used to sort the K

points in the order of their reliabilities (5.1) is directly reflected in the number of pivots

require for alignment. The distributions of the number of pivots used for alignment in

genuine and impostor matchings are shown in Table 5.1. We note that in most of the

genuine matching experiments (80%) a single pivot suffices to perform the alignment of

the test template against the reference template. The results also reveal that our matching

approach will spend more time in attempting to match two different fingerprints, as long

as all available P = 5 pivots are used in about 95% of impostor matchings experiments.

Apart from rejecting test templates that are extracted from other fingers than the

corresponding reference templates, the system must also reject those test templates that
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Figure 5.9: ROC curves obtained for different challenge sizes.

Number of pivots used Genuine matchings Impostor matchings

(%) (%)

1 80.3 3.6

2 2.6 1.0

3 0.6 0.3

4 0.3 0.2

5 16.2 94.9

Table 5.1: The distributions of the number of pivots used for genuine and impostor matching

experiments.

are extracted from the same fingers but under a different challenge. In this way an intruder

that succeeded to copy the test template transmitted during a certain authentication

session, cannot get access into the system by simply re-submitting again the same test

template. To study this ability of the system to reject replay attacks we extract from
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each fingerprint impression a number of 10 different test templates using 10 different

challenges. Let {Tij(c); c = 1, . . . , 10} denotes the set of test templates extracted from

the j-th impression of the i-th finger. Next, each template Tij(c) was compared against

all reference templates Rik (j �= k), under the circumstances that the central location

generates the first challenge c = 1 each time. A genuine matching is a matching that

involves the first test template (Tij(1)) of each fingerprint impression, whereas all other

matchings are considered impostors. The two error rates for different threshold values are

shown in Figure 5.10, where the Type I error is labeled False Challenge Acceptance Rate

(FCAR). The FRR is identical with the one shown in Figure 5.8 that has been determined

based on the same genuine matchings. We note that a threshold of about 0.1 may be

used to reject any replay attack in this case.
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Figure 5.10: The error rates in matching experiments with different challenges.

For practical acceptability, the response time of a fingerprint verification system should

be within a few seconds. The average CPU times for different operations performed by

our system on a Sun ULTRA 1 workstation are shown in Table 5.2. The extraction of
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Reference template Test template Alignment and Total time for

extraction extraction minutiae matching on-line operations

(seconds) (seconds) (seconds) (seconds)

2.90 1.15 0.10 1.25

Table 5.2: The average CPU time for test template extraction, reference template extraction,

and matching on a Sun ULTRA 1 workstation. The time required for alignment and minutiae

matching has been determined only for genuine matchings.

the reference template is performed off-line during the enrollment process, and hence it

does not affect the response time of the system. The on-line operations performed by our

system are the extraction of the test template, alignment and minutiae matching. From

Table 5.2 results that our system achieves an average response time below 1.3 seconds.
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Chapter 6

Wavelet features for fingerprint

recognition

Most of the work done in fingerprint recognition have been concentrated onto the use of fin-

gerprint minutiae that prove to be the most reliable fingerprint features. Nevertheless, the

computational complexity behind a reliable minutiae detection algorithm, as well as the

size of the resulted fingerprint template, are perhaps less motivated in applications deal-

ing with small-scale fingerprint recognition systems. Fingerprint representations based on

other features than fingerprint minutiae may be used to achieve good performance with a

lower computational cost. In this chapter we investigate the use of a new fingerprint repre-

sentation based on features extracted from the wavelet transfom of the fingerprint image.

The fingerprint pattern is represented by an image descriptor that resembles an approxi-

mation of image energy distribution over different scales, and orientations. The features

are extracted directly from the gray-level fingerprint image without pre-processing, and

hence the approach described here has a lower computational complexity than most of

the fingerprint recognition methods proposed up to date. Recognition tests performed

with a k-NN classifier show that the proposed fingerprint representation exhibits valuable

properties for matching complex patterns of oriented textures like fingerprints.

6.1 The image descriptor

The two-dimensional (2D) wavelet decomposition on J octaves of a discrete image a0[n, m]

represents the image in terms of 3J + 1 subimages (see Figure 6.1)[
aJ ,

{
d1

j , d
2
j , d

3
j

}
j=1, ..., J

]
, (6.1)

111
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where aJ is a low resolution approximation of the original image, and dk
j are the wavelet

subimages containing the image details at different scales (2j) and orientations (k). Wavelet

coefficients of large amplitude in d1
j , d2

j , and d3
j correspond respectively to vertical high

frequencies (horizontal edges), horizontal high frequencies (vertical edges), and high fre-

quencies in both directions [44].
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Figure 6.1: The layout of wavelet decomposition.

In most of the natural images the amplitude of wavelet coefficients increases when the

scale 2j increases. Nevertheless, the above property is not valid for oscillatory patterns.

High frequency oscillations create coefficients at large scales that are typically smaller than

at the fine scale which matches the spatial frequency of the oscillation. Such oscillatory

patterns are encountered in fingerprint images, as well as in other types of texture patterns.

The energy of certain middle scales subimages dk
j may exceed the energy of higher scales

subbands. Therefore the energy distribution over different scales (2j) and orientations (k)

is a quite informative criterion for fingerprint pattern recognition. The energy of different

subbands give information regarding both the ridge spatial frequency as well as the ridge

orientation.

The Frobenius norm

‖dk
j‖F =

⎡⎣ ∑
(n,m)

|dk
j (n, m)|2

⎤⎦1/2

, for all 1 ≤ j ≤ J, and 1 ≤ k ≤ 3, (6.2)

is used as a measure of the energy of each wavelet subimage.
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The image is characterized by a descriptor of length 3J[
{e1

j e2
j e3

j}j=1, ..., J

]
, (6.3)

where

ek
j =

‖dk
j‖F

J∑
i=1

3∑
�=1

‖d�
i‖F

, (6.4)

for all 1 ≤ j ≤ J , and 1 ≤ k ≤ 3.

The descriptor (6.3) represents an approximation of the image energy distribution

over different scales (2j) and orientations (k), comprising information of signal behavior

in different frequency bands. It manifests valuable discriminatory properties for finger-

print patterns, as shown in Figure 6.2. The three fingerprint images shown in this figure

have been decomposed on 4 octaves, and the corresponding descriptors of length 12 have

been computed as in (6.3), and (6.4). In order to facilitate the visual inspection the

feature vectors are represented in gray-levels, emphasizing also the scale level (j) and

the orientation (k) of each component. One can note a high similarity between descrip-

tors extracted from images representing the same finger (the first two images), whereas

important differences may be noted between the descriptors extracted from images that

represent different fingers.

Assuming that different instances of the same fingerprint have similar energy distri-

bution across scales, and orientations, we use the intersection operator (IO) introduced

by Swain and Ballard [62], in order to measure the similarity between descriptors (6.3).

This is, for two descriptors x, and y of length 3J we have

IO(x,y) =
3J∑
i=1

min(xi,yi). (6.5)

6.1.1 Block descriptor

The image descriptor introduced in the previous section comprises features extracted from

the wavelet decomposition of the entire image. It therefore captures information regarding

the behavior of the 2D signal in different spatial frequency bands, without preserving any

information regarding the spatial location of different details. In order to overcome this

problem one can decompose the image in blocks, and extract a separate descriptor for each

image block via a wavelet decomposition. Once the fingerprint images are registered based

on their core points, they are compared by individually match each pair of corresponding

blocks. The algorithmic description of the feature extraction procedure is presented in

the following [63]
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Figure 6.2: Fingerprint images (a), and their corresponding descriptors (b). The first two

images have been captured from the same finger.

Algorithm 6.1 .

1. Detect the reference point (core point) in the fingerprint image.

2. Crop from the fingerprint image a N ×M rectangular subimage (from now on called

central subimage) that has the reference point in the middle, and it is located inside

the fingerprint pattern.

3. Divide the central subimage in non-overlapping blocks of size W × W .

4. Compute the wavelet decomposition on J octaves of each W × W block, and create

its descriptor of length 3J as in (6.3), and (6.4).

5. Concatenate the individual descriptors of all W ×W blocks within the central subim-

age, in order to create an overall image block descriptor.
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6.2 Experimental results

The database DB1 comprising 168 fingerprint images captured from 21 fingers (8 images

per finger) has been used for experiments. For the k-NN classifier we select k images per

finger as the training set, and the remaining 8 − k images of each finger as the test set.

A wavelet decomposition on 6 octaves of each fingerprint image has been performed

in order to create an image descriptor (6.3) of length 18. We have tested different wavelet

bases, and the best recognition results have been achieved with Daubechies, and Symmlet

orthonormal wavelet filters. The recognition rates obtained by using Daubechies filters

with 5, 6, and 10 vanishing moments, as well as Symmlet filters with 6, 9, and 10 vanishing

moments are shown in Table 6.1. High recognition rates of 95.2% are achieved for 3-NN,

and 4-NN classifiers. The relatively low recognition rate of 85% for 1-NN classifier is due

to the fact that several pairs of images collected from the same individual exhibit portions

of the finger that overlap in less than 50% of their area, as exemplified in Figure 6.3.

Filter 1-NN 2-NN 3-NN 4-NN

[%] [%] [%] [%]

(a) Daubechies 5 84.4 91.3 92.4 92.9

Daubechies 6 82.3 91.3 95.2 94.0

Daubechies 10 80.9 91.3 92.4 95.2

Symmlet 6 85.0 92.9 95.2 92.9

Symmlet 9 83.0 92.1 94.3 94.1

Symmlet 10 80.3 90.5 92.4 94.1

(b) Symmlet 6 91.2 97.4 100 100

Symmlet 9 90.1 98.7 100 100

Table 6.1: Results of recognition rate using an image descriptor of length 18 that is created

based on features extracted via the wavelet decomposition of the entire image in different

wavelet bases. The tests have been performed on to the entire database (a), and on to a

subset of 104 fingerprints selected from the database (b).

For the following experiments, we select a subset of the database comprising the im-

pressions of 13 fingers with 8 images per finger for a total of 104 fingerprint images. The

selection has been made based on the position of the fingerprint pattern inside each image,

being prefered those images where the core point of the fingerprint is located close to the

center of the image. The recognition rates on this subset of the database obtained by

using Symmlet filters with 6, and 9 vanishing moments are shown in the last two lines of
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Figure 6.3: Fingerprint images captured from the same finger. The images share only a small

common region of interest.

Table 6.1.

Using the Algorithm 6.1 with parameters N = M = 64, W = 32, and J = 4, we

create an image block descriptor of length 48 for each fingerprint image in the selected

subset of the database. The core point has been pointed out manually in order to avoid

errors caused by a core point detection algorithm. The recognition results using different

wavelet bases are shown in Table 6.2.

We compared our approach with the method proposed by Lee and Wang in [40]. In

their work, Lee and Wang used Gabor filter-based features for fingerprint recognition. In

our implementation the 64× 64 central subimage is divided in 64 non-overlapping blocks

of 8 × 8 pixels, and magnitude Gabor features on � orientations are extracted from each

block. In this way, an image descriptor comprising 64 × � magnitude Gabor features is

created for each fingerprint image in the subset of the database. The only difference with

respect to the original implementation [40] consists of the size of the central subimage

chosen in each fingerprint. We found out that a larger central subimage than 64×64 would

include also extraneous details located outside the fingerprint pattern and therefore would

decrease the performance of Lee and Wang’s method. The recognition rates achieved by

using the image descriptor proposed in [40] are shown in the last two lines of Table 6.2.

The results are slightly inferior to the performance achieved in some wavelet bases using

the method proposed here. In addition we use a shorter image descriptor (of length 48)
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Filter 1-NN 2-NN Descriptor

[%] [%] length

Our method

Haar 93.4 100

Daubechies 2 93.4 100

Daubechies 3 92.3 98.7

Daubechies 4 97.8 100

Daubechies 5 97.8 100

Daubechies 6 97.8 98.7

Daubechies 7 95.6 100

Daubechies 8 97.8 100

Daubechies 9 96.7 100 48

Daubechies 10 97.8 100

Symmlet 4 98.9 100

Symmlet 5 100 100

Symmlet 6 94.5 100

Symmlet 7 95.6 100

Symmlet 8 96.7 98.7

Symmlet 9 96.7 100

Symmlet 10 92.3 100

The method proposed in [40]

Gabor (� = 4 orientations) 90.1 98.7 256

Gabor (� = 8 orientations) 95.6 100 512

Table 6.2: Comparative results on a subset of the database.

than the image descriptor (of length 256, or 512) required in this case by the method of

Lee and Wang.

A final set of experiments has been performed in order to evaluate the potential use of

the proposed image descriptor for texture classification. A number 30 textures obtained

from Brodatz’s texture album [6] have been used for classification testing. As per the

numbering system assigned in the Brodatz’s album the labels of the 30 textures are: D3,

D4, D6, D9, D11, D16, D19, D21, D24, D29, D34, D36, D52, D53, D55, D57, D65, D68,

D74, D77, D78, D79, D82, D83, D84, D92, D95, D102, D103, D105. Each texture image

of size 640× 640 pixels has been divided in non-overlapping blocks of 128× 128 pixels in

order to create 25 different samples of the same texture. The classification tests has been

thereby performed onto 30 different texture classes, each one counting 25 samples, for a
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total of 750 images. Following the same experimental policy as in the recognition tests

with fingerprints, we used k images from each texture class (30k images) as the training

set for the k-NN classifier, and the remaining 30 × (25 − k) images have been used for

testing.

An image descriptor (6.3) comprising 15 wavelet features has been created based on

a wavelet decomposition on 5 octaves of each image sample.

For comparison we also implemented real-valued even-symetric Gabor filters [28]

h(x, y) =
1

2πσxσy

exp

[
−1

2

(
x2

σ2
x

+
y2

σ2
y

)]
cos(2πFx). (6.6)

Different orientations of the filter can be obtained by rotations of the x-y axis. As in

[28], we used four orientations (0◦, 45◦, 90◦, and 135◦), a half-peak magnitude frequency

bandwidth BF = 1 octave, and an orientation bandwidth Bo = 45◦. Based on the fact that

our image samples have size 128×128, we used 6 radial frequencies (
√

2, 2
√

2, 4
√

2, 8
√

2,

16
√

2, 32
√

2 cycles image-width−1) in order to cover nearly uniform the entire spatial-

frequency domain. Given the orientation and frequency bandwidths we determined the

variables σx, and σy with

σx =

√
ln 2(2BF + 1)√
2πF (2Br − 1)

, σy =

√
ln 2√

2πF tan(Bo/2)
. (6.7)

The 24 Gabor filters designed as above have been used to extract 24 features from

each texture sample. Let ri denote the image filtered with the i-th Gabor filter. The

corresponding feature is computed as follows

fi =
1

1282

128∑
x=1

128∑
y=1

|ψ(ri(x, y))| , for all 1 ≤ i ≤ 24, (6.8)

where

ψ(t) =
1 − e−0.5t

1 + e−0.5t
. (6.9)

Jain and Farrokhnia [28] compute the features (6.8) on smaller image regions as long

as their goal is to perform an image segmentation. Nevertheless, larger windows (in this

case the entire 128 × 128 image sample) improves the texture recognition abilities, as

pointed out in [28].

The texture classification performance using different wavelet bases as well as the

Gabor filters are shown in Table 6.3. We note that the recognition rates are less sensitive

to the selection of the wavelet basis used for creating the proposed image descriptor (6.3).

The results reveal that the use of proposed image descriptor for texture classification is a

promising approach.
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Filter 1-NN 2-NN 3-NN 4-NN

[%] [%] [%] [%]

Using our wavelet based image descriptor

Haar 92.8 95.1 94.7 94.1

Daubechies 2 93.8 95.8 95.8 95.4

Daubechies 3 92.6 95.5 95.3 96.7

Daubechies 4 92.8 96.2 95.9 96.3

Daubechies 5 93.1 95.7 96.4 96.2

Daubechies 6 93.1 95.9 95.5 96.5

Daubechies 7 93.8 97.1 97.0 97.9

Daubechies 8 93.8 97.2 97.4 98.3

Daubechies 9 92.1 96.5 96.4 97.0

Daubechies 10 94.2 95.9 96.1 97.0

Symmlet 4 93.1 95.7 94.8 96.0

Symmlet 5 93.6 96.8 97.0 97.9

Symmlet 6 93.8 95.8 95.6 96.2

Symmlet 7 94.0 96.8 96.7 97.1

Symmlet 8 93.2 96.5 96.4 96.7

Symmlet 9 94.0 96.8 97.6 97.6

Symmlet 10 93.8 96.4 96.7 96.5

Using the Gabor features proposed in [28]

Gabor 88.2 95.7 96.8 97.6

Table 6.3: Results of recognition rate for 30 classes of Brodatz’s textures.

6.3 Conclusions

In this Chapter we introduced a non-minutiae based fingerprint recognition approach.

The fingerprint image is treated as common texture pattern, and an image descriptor that

approximates the energy distribution of the image over different scales and orientations

is created via a wavelet decomposition. Several experiments have been conducted in

order to evaluate the discriminatory properties of the proposed image descriptor. The

potential use of the proposed image descriptor for texture classification have been also

investigated. The high recognition rates achieved show that the proposed wavelet features

exhibit important discriminatory properties for fingerprints, as well as for other texture

patterns.
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6.4 Appendix

In this appendix we describe the principle of the k -Nearest Neighbor rule and the ap-

proach used in our work to handle ties among classes, that may be encountered in the

classification.

Let X = {x1, . . . ,xn} be a set of n classified sample vectors that form the training

set. Also, let y denotes a sample vector of unknown classification, and x′ ∈ X be the

classified sample nearest to y. The nearest neighbor rule for classifying y is to include it

into the class where x′ belongs [13]. The idea can be extended to the k-Nearest Neighbor

rule that classifies y by including it into the class most frequently represented among its

k nearest neighbors. Of course, when more than one neighbor is considered (k > 1), there

is a possibility to have a tie among classes with a maximum number of neighbors in the

group of k nearest neighbors of y.

To handle the occurrence of a tie we used the following approach. The sample vector y

is assigned to the class, of those classes that tied, for which the sum of distances between

y and each neighbor in the class is a minimum. Of course, this could still lead to a tie, in

which case we decide to assign y arbitrarily to the first class encountered amongst those

which tied.



Chapter 7

Conclusions

The aim of this thesis has been to introduce novel solutions for different problems involved

in the design and implementation of fingerprint-based biometric systems. As a typical

pattern recognition system, the fingerprint-based biometric system can be organized in a

modular architecture including image acquisition, fingerprint image enhancement, feature

extraction, and matching. Our efforts have been concentrated on designing solutions for

the implementation of fingerprint image enhancement, feature extraction and fingerprint

matching modules, though a short presentation of the most representative methods of

fingerprint image acquisition has been also included in the preamble of the dissertation.

A number of factors influence the performance of a fingerprint verification / identifica-

tion system. Among them, the quality of the acquired digital image is perhaps the most

serious one. We investigated the problem of fingerprint image enhancement in Chapter

2, and found that an efficient and accurate solution consists of discriminating the ridge

and valley lines based on the curvature of the discrete gray-level intensity surface. We

developed two fingerprint image enhancement algorithms that adaptively enhance the in-

put image based on the local geometric characteristics (i.e. ridge orientation and ridge

period). Both enhancement algorithms rely on selecting the best representation of the in-

put fingerprint pattern among different enhanced image candidates. The first algorithm,

abbreviated FIE-RPE, estimates the local ridge period inside each image candidate. Next,

the algorithm chooses as the best representation of the input ridge pattern, that image

candidate where the most accurate estimation of the ridge period has been performed. The

second enhancement algorithm, abbreviated FIE-MAP, selects as the best representation

of the input image, the image candidate that has the maximum a posteriori probability

given the observed ridge pattern. The experimental results assess objective performance

indicators for the proposed algorithms and reveal that both algorithms outperform two

121
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fingerprint image enhancement methods recently proposed in the open literature.

Due to the presence of noise, as well as due to several artifacts erroneously induced

during preprocessing, minutiae detection process is usually characterized by a very high

false alarm rate. Most of the detected minutia details have no meaningful correspondent

in the fingerprint pattern. Based on the fact that false minutiae are usually associated

with certain structures, we introduced in Chapter 3 a post-processing algorithm capable

to identify and cancel most of the spurious minutiae detected in the image.

We addressed the problem of minutiae-based fingerprint matching in Chapter 4. The

matching schemes introduced here rely on a model for the variations between different

impressions of the same finger that tolerates: rotation and translation between the two

impressions; local non-rigid deformations due to elasticity of the skin; as well as missing

and spurious minutiae. It has been emphasized that the main task of a minutiae-based

fingerprint matching algorithm is to identify the correspondences between minutiae from

the test template, and minutiae from the reference template. The problem can be solved

either by directly identifying corresponding pairs of minutiae, or by estimating the pose

transformation between the two templates such that to bring the minutiae from one

template in the proximity of their corresponding counterparts from the another template.

In order to achieve a high immunity to missing and spurious minutiae, we adopted a

new minutia representation meant to reduce the inter-dependencies between minutiae from

the same template. The proposed minutia representation includes orientation features

invariant to rotation and translation that roughly characterize the appearance of the

fingerprint pattern in a certain neighborhood of the minutia. These features have been

used to define a similarity measure between a minutia from one template and a minutia

from the another template independent of any other minutia details present in the two

templates.

A first solution to the correspondence problem has been developed based on the as-

sumption that the likelihood that two minutiae are correspondent is directly reflected

by the similarity between their representations. The problem of identifying correspond-

ing minutiae between the two templates has been thereby transformed into a statistical

decision problem. The MAP decision rule has been used to reduce the set of possible

corresponding pairs, following that a set of corresponding minutiae to be collected by

imposing the unique interpretation constraint. Two matching strategies have been im-

plemented based on this approach of corresponding minutiae identification. The first

strategy uses directly the number of corresponding pairs as the matching score between

two fingerprints. The matching performance have been improved in a second matching

scheme which relies on the number of fingerprint ridges between minutiae. Both schemes
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are fast, the response time being mainly due to the time required for feature extraction.

A second solution to the correspondence problem, comprising two processing phases,

has been designed as follows. In the first phase the pose transformation between the two

templates is estimated. In this phase we assumed that a rigid transformation suffices

to approximately overlap the two minutiae patterns. In the second phase, an elastic

matching approach, that tolerates small non-rigid distortions, has been employed in order

to collect pairs of corresponding minutiae between the two templates. For the estimation

of pose transformation between the two templates, we investigated both the conventional

Generalized Hough Transform (GHT), and the Weighted Generalized Hough Transform

(WGHT). Several experimental results and comparisons shown that WGHT overcomes in

accuracy and robustness the conventional GHT.

Future work in this area includes the development of a minutia representation invariant

to non-rigid transformations.

The use of biometric systems for personal authentication in open network environments

poses important security requirements for acceptability. Current biometric systems suffer

from the problem that the biometric information transmitted over network lines can be

intercepted by an intruder and used at a later time in order to get access into the system

with a false identity. In Chapter 5 we introduced a remote authentication protocol based

on fingerprints. To achieve immunity against replay attacks we developed a fingerprint

matching algorithm that relies on a different test template for each execution of the

authentication protocol. In order to avoid a degradation of the matching performance

we structured the test template in two feature groups. One group of features being

always transmitted in order to guarantee a reliable matching, whereas the second group

of features is changing each time according with an item received from the system. It is of

importance to emphasize that the proposed authentication protocol can be used not only

to authenticate persons in a network environment, but also for the purpose of generating

different templates from the same finger to be used in different places. For example one

template may be used for authentication in bank transactions, whereas another may be

used to enter into the house, and yet another to open the car, etc. If a template is stolen,

it cannot be used in all authentication places, and in addition it can be easily replaced.

Future research will concentrate on extending this idea to other biometrics.

The computational complexity behind a reliable minutiae detection algorithm, as well

as the size of the resulted template motivate us to investigate in Chapter 6 alternative fea-

tures extracted from the wavelet transform of the fingerprint image. Both the complexity

of the feature extraction module, and the size of the resulted template were dramatically

reduced in comparison with approaches based on minutia details. Very good recogni-
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tion rates have been achieved, proving that the use of the proposed wavelet features for

fingerprint recognition is a a promising approach. Nevertheless, the reduced size of the

fingerprint representation may limit the ability to distinguish between a large number of

fingerprint patterns, and hence we conclude that such an approach is suitable only for a

small-scale fingerprint recognition system. Because the proposed representation makes no

assumptions about the application domain (fingerprints) it may be useful also in classify-

ing other types of patterns. This hypothesis has been confirmed by the high recognition

rates achieved in classification experiments conducted on several types of texture patterns

from Brodatz’s album.

As a final conclusion we can state that this thesis succeeded to get ready several

solutions to relatively difficult problems, and it can provide also enough possible topics

for future research.



Appendix A

Test images

Different collection of images have been used throughout the thesis to demonstrate the

performance of different processing and matching algorithms. A short description of each

image collection is presented in the following.

DB1 Database created by Biometric System Lab., University of Bologna, Cesena - Italy

(www2.csr.unibo.it/research/biolab/). The collection comprises the images of 21

fingers with 8 impressions per finger, for a total of 168 images. All images in the

database have size 256 × 256, and have been captured on 256 gray levels using an

ink-less fingerprint scanner.

DB2 Fingerprint database comprising the images of 100 fingers with 8 impressions per

finger for a total of 800 images. The images of size 300 × 300 have been captured

with a low-cost optical sensor manufactured by KeyTronic. The results of different

matching tests performed on this database can be found in [42].

DB3 Inked fingerprint image samples from NIST Special Database 4 [81].

DB4 Texture images obtained from Brodatz’s texture album [6].
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