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Abstract

Traditionally, computer programs have been thought of as entities which
take some input, execute a sequence of statements that process this input,
and then return the result. More recently, concurrent and reactive computer
systems have become increasingly important. Concurrency means that the
system consists of several independent, interacting components, and reac-
tiveness means that the system is capable of continuous and simultaneous
communication in several directions. Examples of concurrency and reac-
tiveness can be found in operating systems, embedded systems, computer
networks and mobile communication.

Designing concurrent and reactive systems is difficult and error-prone.
This is because the existence of concurrent components usually enables an
enormous number of possible sequences of events in the system, and the
complex communication patterns of reactive behaviour can be difficult to
specify and analyse. It is hoped that concurrent and reactive systems can
be made more reliable if we use precise mathematical models to represent
these systems, and develop methods and computer tools for analysing their
behaviour through these models.

Process algebra is one approach for modelling concurrent and reactive sys-
tems. In the process-algebraic model the system components make progress
by executing actions, which are indivisible, atomic units with identity. Com-
munication between concurrent entities is based on executing common ac-
tions synchronously. An important advantage offered by this approach is
compositionality, which means that different components of a system can be
considered in isolation and described by the behaviour that can be observed
at their interface. This makes it possible to replace one component with
another, simpler and smaller component that behaves in an equivalent way,
which reduces the complexity of the overall system model.

However, we must first have a precisely defined notion of equivalent be-
haviour. A behavioural equivalence must support compositionality, that is,
it must be a congruence, and it should not make unnecessary distinctions
between systems, that is, it should be as weak as possible. Here we identify
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weakest congruences related to the progress properties of systems, namely,
to livelocks and deadlocks.

Another issue related to progress is fairness. This means that even though
a system is allowed to make individual choices freely, it is not allowed to
constantly favour some choices at the expense of others. We investigate how
fairness can be used to guarantee progress in a compositional setting.

Sometimes compositionality makes it possible to handle arbitrarily large
systems by using invariants that guarantee that the behaviour of a system
stays the same when we add any number of certain components. As an
example, we present a case study in which invariants are used to show that
the external behaviour of a communication protocol is independent of the
capacities of the underlying channels.
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Chapter 1

Introduction

Computer systems have been the subject of a great deal of research for a
long time, and much theoretical work has been done in order to increase
our understanding of the behaviour of these systems. In particular, models
and techniques have been developed which allow us to prove that computer
programs are correct, that is, satisfy their specification. Most of the early
work concentrated on sequential computer programs. Later, concurrent and
reactive computer systems have become more and more important, and these
systems have become the focus of much of the theoretical work.

In this chapter we take a brief look at concurrent and reactive systems,
and at how they differ from sequential programs. We also look at the prob-
lems that we face when building and modelling such systems.

1.1 Concurrent and Reactive Systems

A concurrent system consists of distinct, simultaneously active entities. The
entities co-operate to accomplish their collective task, and therefore, they
need to communicate with one another. Often, the entities have also some
autonomy, so that between the communications they act independently of
the other components.

It follows that in a concurrent system there are simultaneously several
independent program states, for example, several programs counters. There-
fore, a concurrent system differs from a sequential program, which has only
one program counter, in other words, one thread of program execution.

It should be noted that we often view a sequential program as a compo-
sition of components, such as modules or objects. However, the total system
has only one program counter, and the point of program execution moves
from one component to another, as determined by the calling structure of
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the procedures. In contrast, the different components in a concurrent system
can execute simultaneously.

On the other hand, we should also observe that even in a concurrent sys-
tem the different program threads do not necessarily run physically at the
same time. For example, a concurrent system may consist of processes that
are running on a single-processor computer. Since there is only one pro-
cessor available, the operating system has to interleave the execution of the
processes. For this purpose the operating system has a scheduler that gives
the processes execution turns, one at a time, according to some scheduling
policy. In reality, at any given moment only one process is running.

However, because there are several program counters, there can be two
or more processes simultaneously enabled for execution, and therefore the
scheduler has to make a choice among several candidates. Depending on the
scheduling policy this choice can be based on the times the processes have
spent in the queue waiting for their turn, process priorities, and random
selection.

Without knowing every detail about the scheduler and the current state of
the system, we cannot predict which process will be running next. Including
such information in our model of the system could make the model excessively
complicated. In any case, an outside observer that is communicating with
the processes does not have such knowledge. Instead, the observer sees that
the processes make progress but possibly in an unpredictable order. Thus,
it is sensible to consider the system of processes as concurrent rather than
sequential.

For this reason, a distinction is sometimes made between concurrent and
parallel systems. The former refers to communication between independent
program threads, and the latter means simultaneous execution of instructions
in hardware. Some systems are both of these at the same time. However, as
described above, a system may be concurrent even though it is not parallel,
and a system can also be parallel with little or no synchronisation between
the program threads.

A feature of systems often closely associated with concurrency is reac-
tiveness. Traditionally, programs are considered to be entities that first take
some input, then perform processing on the input, and finally return the
result of the processing. Therefore, a program is considered to implement
a function from some input domain to some output domain. This view has
been adopted, for example, in the theory of computability and computational
complexity.

However, reactive systems cannot be described simply as a mapping from
an input to an output. Instead, reactive systems are characterised by contin-
uous, never-ending interaction with their environment, and a reactive system
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has to be constantly ready to accept stimuli arriving from two or more dif-
ferent directions and respond to these stimuli.

There is a close connection between concurrency and reactiveness. On
the one hand, the different components of a concurrent system may commu-
nicate independently with their environment, and this makes the behaviour
of the total system reactive. On the other hand, implementing a system that
is capable of simultaneous, reactive actions often requires using several com-
ponents that act simultaneously. Furthermore, in many cases the different
functions of a reactive system, such as an embedded control system or a web
server, are physically distributed, which naturally introduces concurrency.

1.2 Why Formal Models Are Needed

Because the different subprocesses in a concurrent system may make progress
at unknown relative speeds, there are potentially a very large number of dif-
ferent sequences of events that are possible, and a large number of states
of the composite system that can potentially be reached. This is some-
times called the state-explosion problem. It is very difficult for human beings
to think of all the possible ways that events in the system can take place.
Rather, people tend to think in terms of sequential scenarios, where every-
thing progresses in some pre-planned order. In this way one can fail to notice
possible orders of events that have fatal consequences for the behaviour of
the system.

One of the greatest problems in validating concurrent systems is that
these systems are inherently nondeterministic. The interactions that take
place in a concurrent system can depend on the relative speeds of the con-
currently running processes, and this may change from one execution of the
system to another. Therefore, even if we run the system with the same initial
parameter values and give the same inputs during the execution, the outcome
of the execution may be different.

A consequence of these problems is that it is very difficult to validate con-
current systems by testing. Firstly, when the number of potential execution
orders in the system is very large, even thorough testing covers only a part
of the executions. Typically, the system will be in real use for a much longer
period of time, so it is likely that a far greater proportion of the potential
executions are realised during the lifetime of the system. Therefore, it is
possible that some of the executions that were not covered during testing
cause fatal errors during operation.

Another problem is that if we encounter a fault during a test which, say,
crashes the system, we would obviously like to be able to recreate the fault
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in order to analyse more closely the events that caused the fault. However,
with a nondeterministic system this is not necessarily possible, because the
fault may not occur in the following test runs even if we give exactly the
same inputs to the system.

What is perhaps even worse is that if we find an error in the system and
make some modification in order to correct it, we cannot be sure that the
problem has been fixed just by running the test case again. The behaviour
of the system may now appear to be correct simply because the modification
we have made has changed the delicate timing properties in such a way that
the error does not show itself in the following test runs.

A problem with reactive systems is that it may be difficult even to spec-
ify what the correct behaviour of the system should be. As described above,
the system does not just map an input to an output, but different inputs
can arrive at the system and responses given in a number of different or-
ders. Furthermore, the system has no end state where success or failure
can be determined, but the interaction with the environment can continue
indefinitely.

As an alternative or, as a complement, to testing, we can formulate math-
ematical models of concurrent systems, and design techniques that can be
used to investigate the properties of these models. In this way we may be in
a better position to make reliable conclusions about the behaviour of concur-
rent systems. Since computers are able to systematically explore a far greater
number of different possibilities than human beings, we can use computers
to run verification algorithms based on these techniques, and explore more
complex system behaviours. In this way we are able to combine the benefits
of human thinking and the raw processing power of computers to improve
the reliability of concurrent and reactive system designs.
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Chapter 2

Examples of Concurrent and

Reactive Systems

There are many reasons why real systems exhibit concurrent and reactive be-
haviour. Here we take a brief look at some important examples of concurrent
and reactive systems.

2.1 Parallel Processing

One advantage offered by concurrency is the possibility of obtaining more
processing power, because several parallel processing units can perform more
operations in a time unit than a single processing unit. Thus, we can try
to solve laborious computational problems faster by dividing the processing
burden over several processors.

In practice, this idea can be applied in different ways. At a higher level,
a computer can have several processors, which either access the same sys-
tem memory, or communicate with each other by using other mechanisms.
Also, several computers can be connected together into a computer cluster,
connected by a high-speed data network.

At a lower level, individual processors usually contain a varying number of
parallel execution units for arithmetic operations, memory access, branching
logic, and so on. The scheduling of instructions (operations) to the parallel
units may be performed on the fly by a dedicated hardware unit, as in so-
called “superscalar” architectures, or the units of parallel execution may be
determined beforehand by the compiler and be part of the instruction stream,
as in VLIW (Very Large Instruction Word) architectures.

In practice, computers with high processing power are needed for nu-
merical simulations in many natural sciences. One of the earliest and most
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important application areas is computational physics, which includes many-
body problems, quantum field theory, fluid dynamics, and problems of tech-
nical mechanics. Many applications can also be found in chemistry, biology,
cosmology and meteorology. High processing power is also needed for optimi-
sation problems in many different fields. Yet another important application
area is image processing and other types of signal processing.

However, it is important to notice that whether, and how much, bene-
fit the use of multiple processing units can bring depends crucially on the
problem that we are trying to solve. Some problems can be easily divided
into independent subproblems that can be distributed over several proces-
sors, while for other problems this is difficult. It should also be noted that a
restricting factor in distributed computation is organising the communication
between the processing units, because the effort required for communication
can reduce, and even exceed, the benefit obtained from having more process-
ing power available.

An example of a problem that can be easily parallelised is an image pro-
cessing task such as median filtering where the resulting pixel values depend
only on the original values of the nearby pixels. Even for some problems,
like a discrete cosine transform, where this does not hold, it is possible to
find a reasonably parallelised order of computing. On the other hand, an
example of an algorithm that is difficult to parallelise is a depth-first search
in a graph, because the order in which states are encountered during the
search is crucial.

2.2 Embedded Systems

One of the motivations for studying concurrent and reactive systems is the
growing importance of embedded computer systems. These are computers
that have been integrated into a mechanical or electrical system in order to
help monitor and control these systems. Embedded computer systems have
a wide variety of applications. Examples include process control systems
in industry, cellular phones, cash register systems, control relays in power
distribution as well as modern everyday consumer products such as washing
machines, microwave ovens, and video and audio systems. An important
application area is also transportation systems like aeroplanes, trains, ships
and cars.

In many cases the concurrency in an embedded control system reflects
the physical functions of the controlled system, because these are distributed
and occur simultaneously. For example, an aeroplane may have sensors for
measuring the speed of the air flowing past the aeroplane, the amount of
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fuel in the fuel tanks and the temperature of the engine. On the other
hand, dedicated actuators control the flaps, ailerons and landing gear of the
airplane. All these components are connected to each other and to a central
computer through a network.

In embedded systems, fault-tolerance is often an important issue. This
means that the system should be able to withstand limited failure in some
part or parts of the system without critical failure of the overall function.
Distribution and isolation of components can be used to increase fault tol-
erance, because a malfunction in one component does not necessarily cause
failure in other components. A critical component can also be replicated to
improve fault-tolerance.

2.3 Operating Systems

Historically, one of the first initiatives for studying concurrent phenomena
was created by the development of operating systems. Even in a single-
user operating system concurrency is more or less unavoidable for the same
reason as in embedded systems, namely because the operating system has to
control several physically independent devices that operate simultaneously.
Examples of devices controlled by an operating system could be a hard disk,
display card, sound card and network card, as well as parallel ports which
connect a keyboard, mouse and a printer. The devices send independently
requests for services to the operating system. Typically, the operating system
also controls queues of requests from programs for transferring data to and
from the devices. These requests can arrive simultaneously from different
sources and be partly overlapping. In practice, an operating system contains
a number of device drivers, each controlling a particular device, and these
are implemented as system processes or interrupt routines.

A multi-user operating system also interleaves the execution of user pro-
cesses, and handles the execution of periodic tasks. Often the operating sys-
tem provides mechanisms for communication between user processes, such
as signalling, semaphore operations, or character queues.

2.4 Digital Circuits

Techniques that have been developed for the verification of reactive and con-
current systems can be applied also at the lowest level in digital information
processing, namely, to digital circuits. A synchronous circuit can be de-
scribed in terms of a basic model which has a number of input and output
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Figure 2.1: A synchronous digital circuit

lines, and which contains a register and logic, as shown in Figure 2.1. The
operation of the circuit is controlled by a clock signal. The register stores
the values at its input ports, and presents these values at its output ports
during the next clock cycle (in reality, of course, the system may have sev-
eral physical registers, but the combination of these can be considered as one
large register). The system inputs and the register outputs are the input
to the logic, which is a combination of memoryless logical ports. Finally,
the outputs of the system of logical ports form the system output lines and
inputs to the register.

We can take the values of the register outputs and the system inputs
as the variables defining the system state. At each clock cycle the system
changes its state as dictated by the logic. We notice that the operation of
a synchronous circuit is entirely deterministic, that is, from each given state
a unique new system state follows, and synchronous circuits are in this way
different from most concurrent systems. In an asynchronous circuit there
are more degrees of freedom, since the operations of the components are
not dictated by a single clock, and synchronisation can be controlled at the
local level between individual components. Model checking with the help of
BDDs (binary decision diagrams) has been perhaps the most frequently used
technique for verifying hardware circuits; see Section 3.2.

2.5 Software Architecture

One less obvious source of concurrency can be found in software design, in
the methods and notations for specifying software architecture.
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An example is the structured analysis (SA) approach, where a central no-
tion are data flow diagrams (DFDs). The basic elements in these diagrams
are processes (or transformations), drawn as “bubbles”, which represent the
functional units in the system, data stores, which represent data storage and
buffering, and data flows, drawn as arrows in the diagram, which represent
the flow of information from one process to another and between processes
and data stores. An example is shown in Figure 2.2. A process can hierar-
chically consist of a diagram of subprocesses, and so on.

In essence, the processes of a DFD can be viewed as concurrent entities
that communicate with each other. Since DFDs have been regarded by many
as a useful and easily understandable design approach, this would seem to
suggest that concurrency is a natural way for humans to perceive a complex
system. Another example could be the object-oriented approach, which has
become perhaps the most important design paradigm. Here, a system is
designed through a hierarchy of objects. The objects are entities which exist
simultaneously and interact with each other. Again, this could be seen as a
representation of concurrent behaviour.

In practice, however, systems that have been designed using data flow dia-
grams or the object-oriented approach are usually implemented in a way that
contains concurrency only where this is unavoidable. Typically, data flow di-
agrams are sequentialised into a hierarchy of function calls, and objects call
the methods (procedures) of other objects in a sequential manner (see Section
3.5 for an alternative object-oriented approach that supports concurrency).
This is mainly because of the practical difficulties involved in developing con-
current software. In his 1982 book Controlling Software Projects [14] Tom
DeMarco, one of the first software engineers to suggest the SA approach,
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writes (notice that the terms “synchronous” and “asynchronous” refer to
what we call “sequential” and “concurrent”, respectively):

While an asynchronous implementation would be in many ways
the most natural one (that is, most closely related to the un-
derlying perception of the requirement), present-day technology
discourages it. Most developers have such a healthy respect for
the difficulty of building asynchronous systems that they would
never introduce asynchronism into any application that could be
built without it. I believe that this practice will change drastically
during the 1980s: By the end of the decade, we’ll be routinely
building systems with a maximum of asynchronism, rather than
minimum. But for the present, most systems are designed to run
as a single task, so the design activity entails creating a model of
a synchronous implementation.

Needless to say, the prediction in the above quotation turned out to be
hopelessly over-optimistic, and the design of concurrent systems has proven
a subtle problem that still remains largely unsolved.

2.6 Communication Protocols

One of the most promising uses for a mathematical theory of concurrency
can be found in solving problems related to the design of communication
networks. Communication networks are, of course, needed in the applica-
tion areas discussed above, especially in parallel processing and embedded
control systems. However, there are also other reasons why communication
networks have become vitally important. Nowadays most companies depend
on computer systems for controlling the storage and distribution of goods,
as well as for invoicing and accounting, and the local systems at different
towns or countries must be able to communicate with each other. Commu-
nication networks such as the Internet can also be used for presenting and
selling products and services to the customers. Computer networks are also
used for public administration, for everyday communication, as a forum for
exchanging opinions, and for many other purposes.

Digital communication is also needed in telephone networks for trans-
mitting telephone calls and other data. An especially important application
can be found in mobile phones and other wireless devices, which require both
communication over a radio signal between a basestation and nearby wireless
devices, as well as transmitting data in the fixed network that connects the
basestations to each other and to other networks.
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What is common to all forms of communication over a network is the need
to agree on conventions on how the interaction between the participants
takes place. There are a great many issues that need to be solved before
such communication can work correctly. For example, we have to define
when each party can send and receive data, how data items are distinguished
from each other in the communication stream, and how data items should
be routed through the nodes of the communication network. The rules of
communication should guarantee that the participants never become blocked
by others, and they should enable recovery from the possible loss, corruption
and duplication of data in the network, and other abnormal situations.

Since we cannot expect there to be human beings present to supervise the
interaction between the communicating parties, intuitive “common sense”
rules are not sufficient for solving these problems. Instead, we need to find
simple, straightforward and unambiguous rules that can be encoded as an
algorithm, and the rules should, ideally, guarantee correct operation when
followed by each participant.

A collection of rules governing the actions of the communicating parties
is called a protocol. In its widest sense, the concept of a protocol is very
broad. For example, the definition of a file format for exchanging information
could be classified as a protocol. However, the types of protocols for which a
mathematical theory of concurrency can bring the most benefit are those that
involve communication in two or more directions, and where simultaneous,
independent actions by the participants are possible. When this is true there
is usually a very large number of possible sequences of events that can take
place, and it is therefore very difficult for humans to understand all aspects
of the system behaviour and define correct rules for the interaction.

There will be further discussion of communication protocols, especially
protocol layers and the OSI (Open Systems Interconnection) model, in
Chapter 6.
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Chapter 3

Formal Verification of

Concurrent Systems

A formal approach to the design of concurrent systems requires a mathe-
matical model that represents these systems. We also need a theory which
allows us to reason about the behaviour of the model, and this includes the
definition of what aspects of behaviour should be taken into consideration.
We can then identify techniques that can be used to verify the presence or
absence of such behaviours.

Often the conclusion we are seeking is that the behaviour of the model
fulfills some specification of correct behaviour. Sometimes, we want to check
the observed behaviour of the model against an informal specification. At
other times, we transform the informal specification into a formal specifica-
tion, which can be either a model of the same type as the system model, or
expressed in some other mathematical formalism. In either case, we must
also have a formal definition of what it means to satisfy a specification.

Ideally, we could maintain a distinction between the formal models of
systems and the techniques that are used to reason about the models, but in
practice some techniques are tied to specific models, and therefore we cannot
entirely separate the description of these two topics.

In the rest of this chapter we give a brief overview of some influential
models, theories and verification techniques of concurrent systems. We begin
by considering some general questions in modelling concurrency.

3.1 Models of Interprocess Communication

One of the first requirements for a concurrent system is a mechanism that
the concurrent entities can use to communicate with each other. In real
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systems interprocess communication can take many forms. In a single com-
puter different processes or program threads may communicate by writing
to and reading from common memory locations in the system memory. On
the other hand, communication between programs on two different comput-
ers ultimately requires communication over a physical communication link.
In most cases this also requires various other phases where data is trans-
ferred between the application program and various parts of the operating
system which manage the communication protocols and the communication
hardware.

However, it is often useful to look at the situation at a higher level of
abstraction, because giving consideration to everything that happens during
interprocess communication would obscure our understanding of concurrent
behaviour by unnecessary technical detail. We often find that technically
different communication mechanisms produce similar patterns of concurrent
behaviour.

In order to perform their tasks, concurrent processes need to exchange
information with each other. In addition, the processes need to synchronise
their actions, so that, for example, one process does not proceed until some
information has been provided to it by another process. A special case of such
synchronisation is mutual exclusion, which means that only one process at a
time is allowed to perform some operation. For example, only one process
may be allowed to perform a sequence of critical operations on a common
variable, in order to avoid a confused state of the system.

In concurrent programming languages several mechanisms have been pro-
posed for interprocess communication. One primitive mechanism is sema-

phores, which can be used for synchronisation, while common variables can
be used for exchanging information. In conditional critical regions and moni-

tors access to a group of common variables is protected by automatic mutual
exclusion. In the former, other forms of synchronisation are implemented
by evaluating boolean guards, and in the latter by interprocess signalling.
Rendezvous communication and remote procedure calls (RPC ) are based on
calling a procedure in another process. In the call, parameters can be passed
to the procedure and return values transmitted back. In rendezvous commu-
nication, only one procedure call is allowed at a time, while in RPC, several
instances of the procedure can be invoked to handle simultaneous calls. Also,
in the latter, communication can take place between programs on different
computers. In some languages and operating systems communication is based
on sending messages through first-in-first-out (FIFO) queues. In this case,
both synchronisation and transmitting information are handled by the same
mechanism. [3]

When developing a general model for concurrency and communication,
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it is probably wise to try to find a simple and general communication mech-
anism. A useful way to characterise communication mechanisms is distin-
guishing between synchronous and asynchronous modes of communication.

In synchronous communication, the communicating parties have to com-
mit themselves simultaneously to the communication action. If one party
wants to communicate with another party, it has to wait until that other
party is also willing to communicate. Only after the communication is over,
the parties can continue with other tasks.

In asynchronous communication the communicating parties do not have
to act simultaneously. One party can leave a message for the receiving party,
and then continue with some other tasks. The receiving party can read the
message when it is ready to do so.

Common variables are one form of asynchronous communication, because
one process can write a value into the variable and continue with other tasks
without waiting for the other process to read from the variable. A more
general version of this type of communication is the FIFO message queue
mentioned above. When the receiving process is ready, it can read the mes-
sages from the queue in the same order they were sent.

Finally, there is another way we can try to classify formal models of
concurrency. A concurrent system, or any computer system, can be seen as
having a state, and it changes its state by performing actions. Thus, it is
possible to base a formal model either on the states or on the actions of the
system or, to some degree, both.

3.2 Model Checking and Temporal Logic

In the classical model checking approach [12, 13, 39], the system model con-
sists of a collection of states, and (invisible) moves by which it is possible
to change the state. Typically, the properties of states are described by a
collection of propositions, that is, assertions, that are either true of false in
each state. This model is called a Kripke structure. In some cases, the model
is considered to be the result of the asynchronous parallel composition of
programs which communicate through common variables. Then each state
consists of the values of the program variables, possibly including the pro-
gram counter of each subprogram, and the assertions can be predicates on
the values of the variables.

The correct behaviour of a system is specified by using a temporal logic

which describes the temporal ordering of states. Temporal logic is distin-
guished from ordinary propositional logic by the use of modal temporal oper-
ators, such as “always”, denoted by “2” or “G”, and “eventually”, denoted
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request

grant

Figure 3.1: An example Kripke structure, where the initial state is denoted
by a small arrow, and propositions that hold are shown inside each state

by “3” or “F”. The purpose of model checking is to decide whether the
Kripke model satisfies the temporal logic specification.

One of the most well-known temporal logics is linear temporal logic (LTL)
[29, 36] which expresses properties which must hold of every (infinite) exe-
cution path in the Kripke model. As an example, if we have proposition
request which states that a request for access to some resource is issued,
and grant which states that access is granted, then we could make the re-
quirement “always if a request is made, then eventually access is granted”.
In LTL, this can be expressed with 2(request ⇒ 3grant) or, equivalently,
G(request ⇒ Fgrant). For example, the simple Kripke structure in Figure
3.1 does not satisfy this property, because it is possible to loop forever in the
topmost state at right. This is an example of a liveness property, because it
states a requirement of the form “something good must eventually happen”.
In general, any property can be seen as a combination of a liveness property
and a safety property, which states a requirement of the form “nothing bad
must ever happen”. An example of the latter could be “no new request is
made until the previous one has been served”.

Another class of temporal logics are branching time logics, which ex-
press not only properties of linear executions, but also, at every point during
the execution, preserve the possible futures of the system. These logics are
characterised by the presence of path operators, most commonly “for every
execution path” (starting at a given state), denoted “A”, and “for some ex-
ecution path”, denoted “E”. One of the most well-known of these logics is
CTL. With this logic it is possible to express the requirement “always if a
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request is made, then a sequence of events is possible where access is finally
granted”. This is expressed with AG(request ⇒ EFgrant). The example
system in Figure 3.1 satisfies this property.

The logics CTL and LTL are incomparable in expressive power. How-
ever, the more general branching time logic CTL*, which allows arbitrary
combination of quantifiers, contains both CTL and LTL as special cases.

The most important practical problem in applying model checking is the
state-explosion problem. Often the state-space grows so large that it is impos-
sible to construct it. Several techniques have been developed to alleviate this
problem. One such technique is binary decision diagrams (BDDs), which are
a potentially more compact representation for state sets and state-transition
relations. In some cases BDDs allow handling a large number of system tran-
sitions in one step. In practice, BDDs have been frequently used in model
checking of digital hardware circuits. E. Allen Emerson writes in [16]:

BDD-based model checkers have been remarkably effective and
useful for debugging and verification of hardware circuits. For
reasons not well understood, BDDs are able to exploit the reg-
ularity that is readily apparent even to the human eye in many
hardware designs.

It should be noted that the ideas of temporal logic and model checking
are not limited to a Kripke structure. They can be applied also in the action
based setting of process algebras. An example of such application is in the
enclosed publication [IV], where temporal logic is used to express fairness

constraints for a process-algebraic system. A fairness constraint means that
even though the system is allowed to make nondeterministic choices, we do
not allow it to endlessly favour some choices at the expense of others.

3.3 Petri Nets

Petri nets [40, 41] are a class of automata-like systems that have been ex-
tensively studied over several decades. In the basic setting, a Petri net (or,
a place/transition net) consists of a finite number of places and transitions.
The places are intended as holding places for tokens. The places are con-
nected to transitions, and transitions to places, by arcs. A simple example
net from [17], representing a process control system, is illustrated in Figure
3.2.

Initially, there are some tokens situated in the places of the net. This is
called the initial marking. The system changes its state when the transitions
fire. When a transition fires, tokens are removed from the places which are
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Control

SendMessage

messages

Execute

working waiting

instructions

Figure 3.2: An example Petri net with initial marking

connected to this transition through arcs, and new tokens appear to the
places to which this transition is connected. In our example system, the
transition SendMessage is initially enabled, because there is a token in the
only place, working , that is connected to it. When SendMessage fires, the
token disappears from the place working , and one token appears in the place
waiting , and another one appears in the place messages . In this way a new
marking, or state of the system, has been reached. In the example system, the
transition Control can fire next, removing the token from the place messages ,
and producing one in the place instructions. Now the transition Execute

becomes enabled, and firing it returns the system back to the initial marking.
Questions we could ask about the behaviour of a Petri net include whether

a particular marking is reachable from the initial marking through the firing
of transitions, and whether some reachable marking is dead, meaning that no
transitions are enabled in it. An individual transition can be, for example,
live, meaning that from every reachable marking it is possible to make it
enabled by possibly first firing some other transitions, or dead, meaning that
it can never be fired. It is also important to notice that even though the Petri
net formalism is not Turing-strong (that is, it cannot model an arbitrary
computer), the state-space of a Petri net can be infinite. Therefore, an
important question is whether the net is bounded, that is, whether there is
some finite limit to the number of tokens that the places can contain. This
is true precisely when the state-space is finite.

In addition to various analysis techniques that are specific to Petri nets
(such as those based on the structure of the net), for bounded nets it is
possible to form a reachability graph, whose nodes are the reachable markings
of the net, and whose edges are labeled by the transitions that lead from one
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marking to the other. In this way it is possible to apply model checking
techniques similar to the ones described above to analyse the behaviour of a
Petri net.

A characteristic of Petri nets is that, in contrast to many other approaches
that concentrate either on the states or on the actions of a system, Petri nets
treat both the places and the transitions as “first class citizens” in the sense
that it is possible to express properties concerning both. Also, an appealing
feature of Petri nets, especially for end users, is their visual appearance.

As a tool for modelling systems, it could be said that it is easy and
natural to model some types of systems as Petri nets, while for some other
systems this can be difficult. For example, Petri nets lend themselves nat-
urally to modelling interprocess synchronisation semaphores. On the other
hand, there is no straightforward way to model a message buffer as a Petri
net. Also, from the fact that transitions in a Petri net represent linear oper-
ations on the markings, it follows that firing transitions “backwards” results
in a unique marking. This means that it is difficult to model operations that
lose information about the state of the system, especially assignment into a
variable, for example “x := 0”.

The basic Petri net paradigm can be modified in various ways. Perhaps
the most important extension are the so-called Coloured Petri nets, which
allow including data to the tokens [23].

3.4 Theorem Proving

Theorem proving is a general approach that is not especially tied to concur-
rent systems, and refers to the construction of the proof of a mathematical
theorem from a set of axioms and definitions with the help of a computer
tool. There are computer tools that can verify the validity of proof steps
presented to it, and some tools use advanced heuristic techniques to auto-
matically construct proofs for theorems. In general, the degree of automation
that is possible in proving theorems is related to the expressiveness of the un-
derlying logic. Simple logics like propositional logic are decidable but make
it difficult to express system properties. On the other hand, more expres-
sive logics, especially higher order logics, allow easier formulation of system
properties, but are more difficult to automate. See, e.g., [37, 18, 34, 35].

With theorem proving it is possible to take advantage of symbolic repre-
sentation of systems. In many cases a correctness proof can be independent
of the concrete values of some system parameters, such as the range of a
variable, and this may allow verifying systems with arbitrarily large or in-
finite state-spaces. However, a drawback is that, in practice, constructing
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a proof requires a great deal of assistance from the user, and therefore the
user has to have a very detailed understanding of the proof system and of
the behaviour of the model under investigation. It should also be noted that
even with finite-state techniques it is sometimes possible to verify arbitrarily
large state-spaces; an example can be found in the enclosed publication [V].

3.5 Action Systems

The Temporal Logic of Actions (TLA) [28] is an approach for modelling
concurrent systems where both the system implementation and the speci-
fication of its correct behaviour are expressed in same the logic, and the
“implements”-relation between them reduces to ordinary logical implication.
Similarly as in Section 3.2, a system state is assumed to consist of the current
values of system variables; the variables are allowed to have infinite ranges.
The actions of the system are defined as predicates on two copies of the sys-
tem variables, that is, on a pair of states. The idea is that the system may
make a step from one state to another precisely when some action predicate
holds for this pair of states.

A formula of TLA is applied to sequences of states (i.e., executions), and
may contain, in addition to ordinary logical operators, the temporal operator
“2” (always), which has a similar meaning as in LTL (see Section 3.2). If
A is an action, then 2A holds of a state sequence when A holds of each
subsequent pair of states in the sequence. A concurrent program can be
defined in the canonical form Init ∧2[M]V ∧F . Here, Init defines the initial
state of the program, M is (the disjunct of) the actions of the program, and
the notation [. . .]V means that also so called stuttering actions, which do not
change the system state, are allowed. Finally, F is a conjunction of fairness
constraints towards subsets of actions, to ensure progress in the system.

We can consider any predicate on states as an action that only refers
to the first state of the state pair. Thus, any property that a program
should satisfy can be expressed in the same logic. The fact that a program
satisfies a property means that the program logically implies the property.
The property can also be another program, which can be seen as a more
abstract specification.

DisCo [4, 22, 30] is an object-oriented specification and verification ap-
proach that has been built on the formal basis of TLA. In DisCo, a system
consists of objects and actions. As in ordinary object-oriented languages, the
state of an object consists of the present values of its variables. However,
here objects have no methods. Instead, the actions provide roles for objects,
and when there exist objects that fit into the given roles, and whose states
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satisfy the guard of the action, the action is executed jointly by these objects.
The execution of an action changes the states of the participating objects as
defined in the body of the action.

In DisCo, it is possible to start from an abstract specification of a sys-
tem, and use stepwise refinement, or superposition, to transform the system
towards a more detailed and deterministic implementation. At each refine-
ment step, new object classes and actions can be created, new variables can
be introduced to objects, the guards of actions can be strengthened, and
statements affecting the new variables can be added to the action bodies.
Safety properties are automatically retained in each step, meaning that the
new system implies the old system in the underlying TLA interpretation.

3.6 Finite-State Machines with Unbounded

FIFO-Queues

One possible model of concurrent systems is a set of finite-state machines
which communicate asynchronously by sending messages over unbounded
FIFO-queues. Transitions of the machines are labelled with actions which
either write to or read from the queues. At any moment, the state of the sys-
tem consists of the states of the automata and of the contents of the queues.
This approach is especially aimed at verifying communication protocols, with
the queues an obvious representation for channels.

Automata with unbounded message queues can be used to simulate a Tur-
ing machine, and therefore most interesting verification questions for these
systems are undecidable. However, it may be possible to represent an infi-
nite set of queue contents by a finite means. One possibility is using finite
automata, called Queue-content Decision Diagrams, or QDDs [8, 9]. In case
the queues represent lossy channels, it is possible to use a simpler repre-
sentation, called Simple Regular Expressions, or SREs [1, 2]. With these
representations it is possible to use semi-algorithms which search for loops
in the system behaviour and, if they terminate, produce a finite represen-
tation of the infinite state-space. In this way it is possible to check safety
properties of these systems. However, checking liveness properties is more
problematic since an unbounded number of messages can be input to an un-
bounded queue. Also, this model does not seem to lend itself very easily to
compositional (piecewise) construction of systems, which is discussed in the
next section and in Chapters 4–7.

Examples of the application of these models to communication protocols,
some of which are similar to the protocols discussed in Chapter 6, can be
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found, for example, in [1] and [8].

3.7 Process Algebras

In process algebras [32, 7, 5, 21, 42] processes change their state by executing
actions, and the actions are either visible, representing external behaviour, or
invisible, representing internal activity. Communication between processes
is based on executing visible actions synchronously, although the details of
the synchronisation differ slightly in different process algebras.

In a process language such as CSP [21, 42], CCS [32], ACP [7, 5] or LO-
TOS [10], processes are defined from primitive processes and actions by using
process operators and recursive equations. An alternative approach is to give
the operational semantics of processes directly as state-transition diagrams.
Processes can be combined by using process operators, most importantly the
parallel composition and hiding operators.

The primitive synchronous communication mechanism of process alge-
bra is general enough to simulate other communication mechanisms, such as
asynchronous communication through common variables or message queues.
For example, we can model a common variable as a process which stores the
value of the variable and offers actions for writing values to and reading from
the variable. In this way the communication mechanism does not restrict the
applicability of the model.

A characteristic of process algebras is that any composition of processes
is also a process, and it is possible to construct a system from constituent
processes in a number of different ways. Process algebras also place emphasis
on the actions of the system rather than on the states. In a sense, the visible
actions form the interface to a process. In this way we can concentrate
on the externally observable behaviour, and develop semantic equivalences
that determine whether or not the external behaviour of two processes is
the same. This helps us tackle the state-explosion problem, because we can
replace a subprocess in a composition by any equivalent, but possibly simpler
and smaller process, thus simplifying the composite system. In order to find
automatically simpler equivalent processes we can use reduction algorithms.

The approach described above is called compositional. Another benefit
of the compositional approach is that it allows us to “calculate” with pro-
cesses as mathematical entities using algebraic laws. This allows, among
other things, the use of invariants in system composition, and thereby ver-
ification of arbitrarily large state-spaces; see Section 7.1 and the enclosed
publication [V].

One benefit of the process-algebraic approach is that it allows the use
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of visual verification. This means that the user does not have to make be-
forehand a specification and then check whether or not the system design
fulfills it. Instead, the external behaviour of the system design is shown as a
graphical diagram which the user can investigate. This is both user-friendly
and allows one to find errors that might be difficult to think of during the
specification phase. Examples of the use of visual verification can be found,
for example, in [26, 27, 45, 48].

It should also be noted that it is possible to add state-based information
to process algebras. Similarly as in a Kripke structure, we can have a set of
propositions which are true or false in each state. Some of the propositions
can have a special significance, such as forbidden state, cut state, and so on.
Excluding the special propositions, it is possible to encode the state-based
information in the actions of the system, allowing us to retain the action-
oriented approach [19].

In this work we use process operators similar to those in CSP and LOTOS,
and we model processes as state-transition diagrams. The model is described
in more detail in the next chapter.
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Chapter 4

Processes and Process

Composition Operators

In this chapter we will define the formal model that we use for representing
concurrent and reactive systems.

4.1 LTSs

We will from now on consider a process as an entity that has a state, and
which changes its state by executing named actions. Therefore, we can rep-
resent the behaviour of a process as a labelled directed graph. The nodes
(vertices) represent the states of the process and the arcs (edges) represent
the possible transitions between the states. The label of each transition is
the action that is executed. One of the nodes is a designated initial state
where the process starts its execution.

Since we will later want to distinguish between internal (invisible) and
external (visible) behaviour of a system, we will designate one action, called
τ , as an invisible action. All other actions are visible actions. We attach
to each process a set of visible actions called the alphabet of the process. A
process can only execute actions in its alphabet and the τ -action. In a sense,
the alphabet describes the interface of the process to the external world.

We will call the model described above a labelled transition system, or
LTS. An example LTS is shown in Figure 4.1, which is a simple representa-
tion of the behaviour of a cash point from the point of view of the customer.
The initial state of the LTS is s1, and it is denoted by the small arrow in
the picture. From the initial state it is possible to execute only the action
InsertCard and thereby move into state s2. From s2 it is possible to execute
the actions Withdraw or Cancel . After the former, the system may choose
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Figure 4.1: The behaviour of a cash point

between two courses of actions, shown as τ -actions, which represent the de-
cision to accept or deny the withdrawal request. The alphabet of this LTS is
{InsertCard ,Cancel ,Withdraw ,Grant ,Refuse,CardOut}. We will return to
this example later.

Formally, an LTS is defined as follows.

Definition 1 A labelled transition system (LTS) is a four-tuple (S, Σ, ∆, ŝ),
where

• S is the set of states,

• Σ is the alphabet of the process; we assume that τ /∈ Σ,

• ∆ ⊆ S × (Σ ∪ {τ}) × S is the set of transitions, and

• ŝ ∈ S is the initial state.

An LTS is finite if and only if the constituent sets S, Σ and ∆ are finite.

We will next define some notation that will make it easier to discuss the
possible executions in an LTS. The s−η→ s′ notation means that from state
s it is possible to execute the finite sequence of actions η and reach state s′.
By s−η→ we mean that from s it is possible to execute the finite or infinite
sequence of actions η.
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Definition 2 Let (S, Σ, ∆, ŝ) be an LTS, let s, s′ ∈ S, and a, a1, a2, a3, . . . ∈
Σ ∪ {τ}. We write

• s −a→ s′ if and only if (s, a, s′) ∈ ∆,

• s −a1a2 · · · an→ s′ if and only if there are s0, s1, . . . , sn ∈ S such that

s = s0, sn = s′ and si−1 −ai→ si when 1 ≤ i ≤ n,

• s−a1a2 · · · an→ if and only if there is s′ ∈ S such that s−a1a2 · · · an→s′,

• s −a1a2a3 · · ·→ if and only if there are s0, s1, s2, . . . such that s = s0

and si−1 −ai→ si when i ≥ 1.

In the example of Figure 4.1 , we see that, among others, the following
executions are possible:

s1 −InsertCard→ s2

s1 −InsertCard Withdraw→ s3

s3 −τ Refuse CardOut→ s1

s1 −InsertCard Cancel CardOut InsertCard Withdraw τ Grant CardOut→ s1

4.2 Process Operators

Since we are developing a theory of concurrency, individual processes are
usually not interesting as the objects of study. Rather, we would like to
model the behaviour of a group of concurrent processes that communicate
with one another. As described in Section 3.7, the process-algebraic approach
is based on a primitive synchronous communication mechanism. Therefore,
in our model processes communicate by executing actions synchronously.
More precisely, every visible action is simultaneously executed by precisely
those processes that have that action in their alphabet, while other processes
retain their state during the execution of the action. This means that if even
one process that has the action in its alphabet is not ready to execute it,
then the action cannot be executed.

The τ -actions do not synchronise, so every τ -action is executed by exactly
one process, while other processes retain their states. Of course, if a visible
action is in the alphabet of only one process, it will also be executed only by
that process.

Formally, we construct the state set of the parallel composition by using
the Cartesian product of the state sets of the parameter processes. However,
not all the combinations (tuples) of states may be reachable in the parallel
composition. As the unreachable states do not affect the behaviour of the
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system, it is technically more convenient if we do not have to later consider
the unreachable states. Therefore, we choose to remove unreachable states
from the parallel composition. (Not surprisingly, computer tools that im-
plement parallel composition also remove unreachable states.) We will first
define the product of LTSs, which has all the state combinations as its state
set. The actual parallel composition is then the part of the product LTS that
is reachable from the initial state.

Definition 3 Let L1 = (S1, Σ1, ∆1, ŝ1) and L2 = (S2, Σ2, ∆2, ŝ2) be LTSs.

Their product is the LTS (S ′, Σ, ∆′, ŝ) such that the following hold:

• S ′ = S1 × S2

• Σ = Σ1 ∪ Σ2

• ((s1, s2), a, (s′
1
, s′

2
)) ∈ ∆′ if and only if either

– a ∈ (Σ1 ∪ {τ}) \ Σ2 and (s1, a, s′
1
) ∈ ∆1 and s′

2
= s2, or

– a ∈ (Σ2 ∪ {τ}) \ Σ1 and (s2, a, s′
2
) ∈ ∆2 and s′

1
= s1, or

– a ∈ Σ1 ∩ Σ2 and (s1, a, s′
1
) ∈ ∆1 and (s2, a, s′

2
) ∈ ∆2

• ŝ = (ŝ1, ŝ2)

The parallel composition L1||L2 is the LTS (S, Σ, ∆, ŝ) such that

• S = { s ∈ S ′ | ∃η ∈ (Σ ∪ {τ})∗ : ŝ −η→ s }

• ∆ = ∆′ ∩ (S × (Σ ∪ {τ}) × S)

One of the main themes in this work is compositionality, so it is important
to notice that the result of parallel composition belongs to the same class as
the parameters, that is to say, the parallel composition of LTSs is also an
LTS. Therefore, the result can be used as a parameter process for further
parallel composition or other operators.

Another mathematical property of parallel composition that supports
compositionality is the fact that it is symmetric, so that L1 ||L2 is equivalent
to L2 ||L1, and associative, so that (L1 ||L2) ||L3 is equivalent to L1 || (L2 ||L3).
This means, in essence, that it does not matter in what order we compose
processes in parallel. However, before formalising this result we must define
more precisely what we mean by “equivalent”, because in this case we can-
not use identity of LTSs. For example, states of (L1||L2)||L3 are of the form
((s1, s2), s3), but states of L1||(L2||L3) are of the form (s1, (s2, s3)), where s1,
s2 and s3 are states of L1, L2 and L3, respectively. However, apart from the
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states, the transition structures of the processes are identical. We can cap-
ture this property by the notion of isomorphism, which requires that there is
a 1-1 mapping (bijection) between the states of the two LTSs which respects
the transition structure, and which maps the initial states to each other. No-
tice that we will only speak of isomorphism or equivalence between processes
that have the same alphabet, so that they have, in a sense, the same interface
to the external world.

Definition 4 Let L1 = (S1, Σ, ∆1, ŝ1) and L2 = (S2, Σ, ∆2, ŝ2) be LTSs. L1

and L2 are isomorphic, denoted L1
∼= L2, if and only if there exists a bijection

f from S1 to S2 such that

• f(ŝ1) = ŝ2

• (s, a, s′) ∈ ∆1 if and only if (f(s), a, f(s′)) ∈ ∆2

We can now formally state the symmetry and associativity of “||”.

Proposition 5 Let L1, L2 and L3 be LTSs. Then

• L1 ||L2
∼= L2 ||L1

• (L1||L2)||L3
∼= L1||(L2||L3)

Proof The required bijection f is in the first case f(s1, s2) = (s2, s1), and
in the second case f((s1, s2), s3) = (s1, (s2, s3)). Showing that these bijec-
tions respect the transitions between states is straightforward but tedious. 2

Since we will never need to distinguish between isomorphic processes,
this means that we can skip parenthesis in expressions like (L1 ||L2) ||L3,
and write simply L1 ||L2 ||L3. This generalises easily to any greater number
of processes.

Parallel composition allows us to construct concurrent systems, but the
resulting systems can be very complex and have a very large number of
states and transitions. This makes the analysis of their behaviour and their
further use as components difficult. On the other hand, we are usually not
interested in all the details of the behaviour, but rather some specific aspects
of it, such as the actions that are visible from the outside of the system. We
were already anticipating this by including the invisible τ -actions in the LTS
model.

For this purpose we will next introduce the hiding operator which can
be used to convert visible actions into τ -actions. A typical application of
the hiding operator is to conceal actions that are used for synchronisation
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between subprocesses, but which are considered to be internal actions of
the composite system and not visible to the external world (it should be
noted that in some process algebras, especially CCS, synchronised actions
are automatically hidden).

The τ -actions cannot be distinguished from each other, and we usually
take the view that it is not possible to see from the outside how many τ -
actions are executed. Therefore, declaring actions as internal usually sim-
plifies the visible behaviour of the system, and may allow us to replace the
original, complicated system with another, simpler and smaller system.

Formally, the hiding operator is defined as follows.

Definition 6 Let L = (S, Σ, ∆, ŝ) be an LTS and X any set of action names.

Then hide X in L is the LTS (S, Σ′, ∆′, ŝ) such that the following holds:

• Σ′ = Σ \ X

• (s, a, s′) ∈ ∆′ if and only if

a = τ ∧ ∃b ∈ X : (s, b, s′) ∈ ∆, or a /∈ X ∧ (s, a, s′) ∈ ∆.

Notice that in the enclosed publication [V] we use an alternative postfix
notation for hiding, L \ X, because this makes the manipulation of complex
terms easier.

It is possible to define other process operators, such as renaming, choice

and interrupt. A version of the renaming operator is used in [V]. Definitions
and examples of the use of the other operators can be found, for example, in
[10, 42, 47].
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Chapter 5

Behavioural Equivalences

5.1 Equivalences

Our objective is to have a notion of equivalence between processes, such that
when processes P and Q are equivalent, denoted P ≃ Q, then no matter
in what environment we place these processes, P will always behave in the
same way as Q.

Formally, an equivalence is a relation over the set of LTSs. A relation �

over a target set T can be defined as a subset of the set of pairs of elements
of T , namely those pairs that are in the relation: � ⊆ T × T . We often use
an infix notation, so that instead of (P,Q) ∈ � we write P � Q.

An equivalence is a relation that has three special properties, each of
which is intuitively more or less obvious. Namely, an equivalence is reflexive,
so that every process is equivalent with itself, and symmetric, so that if P
is equivalent to Q, then Q is equivalent to P . Finally, an equivalence is
transitive, so that if P is equivalent to Q and Q is equivalent to R, then P
is equivalent to R.

Definition 7 A relation � over a set T is an equivalence, if and only if for

all P,Q,R ∈ T the following hold

• P � P (reflexivity)

• If P � Q then Q � P (symmetry)

• If P � Q and Q � R, then P � R (transitivity)
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5.2 Congruences

Earlier we described how compositionality is supported at the operator level.
Compositionality should also be supported at the level of behavioural se-
mantics, and therefore we have to place an additional requirement for a
behavioural equivalence, one that may not be as immediately obvious as the
above three requirements.

Namely, assume that we have a system that is composed of processes P ,
Q and R, and we find that process P is equivalent to a simpler process P ′,
so we replace P by P ′ in order to simplify the construction. Then, we would
obviously like that after the replacement the new composite system is still
equivalent to the original system. This requirement is formally captured by
the congruence property.

To define the congruence property formally, let us first investigate the no-
tion of process contexts. A process context is a function that maps LTSs to an
LTS, and represents one way of constructing a system from parameter pro-
cesses by using process operators and other LTSs. If a process context C has
n parameters, we let L1, . . . , Ln represent the process parameter places, and
write C[L1, . . . , Ln]. A context could involve just one operator, for example:

C1[L] ≡ hide {a, b} in L

C2[L1, L2] ≡ L1 ||L2

More complicated contexts can involve any combination of operators, for
example:

C3[L1, L2, L3] ≡ hide {a, b} in (L1 ||hide {b, c, d} in (L2 ||L3))

Formally, we can define a process context as follows:

Definition 8 Assume

Γ = {op
1
(L1, L2, . . . , Lm1

),
op

2
(L1, L2, . . . , Lm2

),
. . . ,

opk(L1, L2, . . . , Lmk
)}

is a set of process operators. Syntactically, a process context with n param-
eters, C, is any of the following

1. Li for any i = 1, . . . , n

2. any LTS P

3. opi(C1, C2, . . . , Cmi
), where i = 1, . . . , k, and C1, C2, . . . , Cmi

are pro-

cess contexts with n parameters
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Let P1, . . . , Pn represent any LTSs. Semantically, C denotes a function that

maps n LTSs into an LTS such that, corresponding to the above forms,

C[P1, . . . , Pn] is

1. Pi

2. P

3. opi(C1[P1, . . . , Pn], C2[P1, . . . , Pn], . . . , Cmi
[P1, . . . , Pn])

When we are using a particular context C[L1, . . . , Ln], we want to be able
to replace any of the parameter processes with equivalent processes while
retaining the equivalence of the result.

Definition 9 An equivalence “≃” is a congruence with respect to a process

context C[L1, . . . , Ln] if and only if for any LTSs P1, . . . , Pn, P ′

1
, . . . , P ′

n such

that P1 ≃ P ′

1
, . . . , Pn ≃ P ′

n, it holds that C[P1, . . . , Pn] ≃ C[P ′

1
, . . . , P ′

n].

We will say that the equivalence “≃” is a congruence with respect to a process
operator op if and only if it is a congruence with respect to the corresponding
context C[L1, . . . , Ln] ≡ op(L1, . . . , Ln).

However, with any nontrivial operators there will be infinitely many pos-
sible process contexts, so we cannot prove the congruence property of an
equivalence for each of them separately. Fortunately, this is not necessary,
because it suffices to prove the congruence property for each of the operators
we are using.

Proposition 10 Let Γ be a set of process operators. An equivalence “≃”

that is a congruence with respect to each operator op ∈ Γ, is a congruence

with respect to any process context C[·] formed by using the operators in Γ.

Proof We use induction on depth k of nested operators in the context. If
k = 1, then the context C contains a single operator, and “≃” is a congru-
ence for C because it is a congruence for the operator. Then assume that
the result holds for all contexts with at most k levels of nested operators,
and that context C has k + 1 levels of nested operators. All the parame-
ters of the topmost operator op(L1, . . . , Lm) of C are contexts with at most
k levels of operators. Thus, when the parameter LTSs P1, . . . , Pn at the
lowest level are replaced by equivalent LTSs P ′

1
, . . . , P ′

n, then the induction
hypothesis implies that all the parameters of the topmost operator become
replaced by equivalent LTSs. Since “≃” is a congruence with respect to op,
it follows that C[P1, . . . , Pn] ≃ C[P ′

1
, . . . , P ′

n], and this concludes the proof. 2
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For this reason we will only discuss the congruence property of equiva-
lences with respect to individual operators. However, it is also important
to notice the difference to the axioms of equivalence. Fulfilling the axioms
was a property of the relation itself, but whether or not an equivalence is a
congruence potentially depends on the set of operators that we are allowed
to use in constructing systems. We will usually require that any equivalence
we use should be a congruence at least with respect to parallel composition
and hiding. Fortunately, it often turns out that when an equivalence can be
made a congruence for these operators, many other operators can be covered
without major changes to the equivalence.

There is, however, one desired property of equivalences we have not dis-
cussed yet. Namely, if we would not equate any two (syntactically different)
LTSs, then this notion of “equivalence” is trivially an equivalence relation
and a congruence with respect to any operator. However, such an equiva-
lence is not of much use, because it differentiates LTSs even if these would
behave in the same way in all respects that we are interested in. Therefore,
this is a too strong, or fine, notion of equivalence.

The desired property we were referring to is that our equivalence should
not make unnecessary distinctions between processes, that is, distinctions
that are not required by our concept of process behaviour or by the congru-
ence requirement. In other words, we want our equivalence to be as weak, or
coarse, as possible. Formally, equivalence ≃w is weaker than equivalence ≃s

if ≃s ⊆ ≃w, in other words, if P ≃s P ′ implies P ≃w P ′ for any LTSs P, P ′.
We also say that the stronger equivalence preserves the weaker. Typically,
we want to find the weakest congruence that preserves an equivalence which
describes the process behaviour that we are interested in. The fact that a
(unique) weakest preserving congruence always exists is proven formally in
the following.

Proposition 11 Let Γ be a set of process operators, and let ≃ be any equiv-

alence. Define the relation ∼= by P ∼= P ′ if and only if for all one-parameter

process contexts C formed from Γ, C[P ] ≃ C[P ′]. Then, ∼= is a congruence

that preserves ≃. Furthermore, it is the weakest such congruence.

Proof It is easy to see that ∼= is reflexive and symmetric. For transi-
tivity, if P1

∼= P2 ∧ P2
∼= P3 then ∀C : C[P1] ≃ C[P2] ∧ ∀C : C[P2] ≃ C[P3],

so ∀C : (C[P1] ≃ C[P2] ∧ C[P2] ≃ C[P3]) and, since ≃ is an equivalence,
∀C : C[P1] ≃ C[P3], so P1

∼= P3. Thus, ∼= is also an equivalence. Assume P
and P ′ are any LTSs such that P ∼= P ′. Then, because any combination of
contexts is also a context, it holds that ∀C ∀D : D[C[P ]] ≃ D[C[P ′]], which
implies that ∀C : C[P ] ∼= C[P ′]. We have shown that ∼= is a congruence
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for any one-parameter context. In an n-parameter context we can fix all
parameters except one as constant LTSs, and replace the chosen parameter
process Pi with an equivalent process P ′

i , and then by the previous result the
system remains equivalent to the old one. In this way we can, one by one,
replace all the parameter processes. Therefore, the result generalises to an
arbitrary n-parameter context. To show that ∼= implies ≃ it suffices to use
the identity (empty) context. Finally, if ∼=′ is a congruence that preserves ≃,
then P ∼=′ P ′ implies ∀C : C[P ] ∼=′ C[P ′] and, since P ∼=′ P ′ implies P ≃ P ′,
that ∀C : C[P ] ≃ C[P ′]. Thus, P ∼= P ′. 2

These somewhat abstract ideas will be made more concrete in the follow-
ing when we discuss different ways of looking at process behaviour.

A concept closely related to an equivalence is that of a preorder. A pre-
order between processes is usually intended to formalise the idea that one
process behaves in a “better” or “more deterministic” way than the other
process. This is useful when we do not require that two processes behave
exactly in the same way but, say, that the one process is a specification and
the other process must fulfill that specification. Formally, any relation ≤
that is reflexive and transitive is a preorder, so that, compared to the defini-
tion of an equivalence in Definition 7, we drop the requirement of symmetry.
In analogy with the congruence property defined above, a preorder that de-
scribes the behaviour of systems should be a precongruence, so that replacing
parameter processes with smaller or equivalent processes produces a smaller
or equivalent result.

Every preorder ≤ defines a corresponding equivalence ≃, namely the one
for which P ≃ Q if and only if P ≤ Q and Q ≤ P . This also means that
showing a relation to be a preorder in both ways can be used to show that it
is the corresponding equivalence. It should be noted, however, that several
preorders can correspond to the same equivalence. In practice, this means
that if we have a behavioural preorder, then we automatically have also a
behavioural equivalence. On the other hand, a preorder compatible with a
given equivalence must be explicitly designed.

A preorder is used, for example, in the enclosed publication [V].

5.3 Isomorphism and Tree-Equivalence

In our model, the behaviour of a process consists of executing actions, and
we cannot directly observe the state that the process is in. Therefore, as was
already discussed in Section 4.2, it is not sensible to require identity between
LTSs, because this differentiates LTSs which have an identical transition
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Q

a

P

a a a a

Figure 5.1: Two non-isomorphic, but similarly behaving processes

structure but different internal construction of states. As was proposed there,
the problem can be avoided by using isomorphism between LTSs, given in
Definition 4, because isomorphism preserves only the transition structure and
ignores the syntax of the states.

However, the notion of isomorphism is very restrictive. This can be seen
by comparing processes P and Q in Figure 5.1. These processes cannot be
isomorphic, because they have different numbers of states. However, if we
look at the execution of actions, both processes clearly behave in the same
way, because all they can do is execute endlessly a:s.

We notice that the only difference between the two LTSs is that the latter
starts repeating the same state one “a” later than the former. This suggests
a different notion of equivalence. Namely, we can ignore the identity of states
in an execution, and only look at the possibility, at each point, of executing
further transitions. We start from the initial state of the LTS and “unfold”
the LTS into a possibly infinite tree [50, 42]. The tree has no cycles, and
there is a unique route from the root node (initial state) to every other node.
We get the behavioural equivalence by requiring that the unfolded trees of
the two LTSs must be isomorphic.

This solves the present problem, because both of the example processes
unfold into a tree with the same structure, namely, an infinite sequence of
a-transitions, as shown in Figure 5.2.

However, a problem with this idea is that a system may have several
branches with the same behaviour, as exemplified by process R in Figure 5.3.
Because of the extra branch, the unfolded tree of R is different from those
of P and Q, as shown in the picture, and therefore R cannot be equivalent
to these processes according to the tree equivalence. Of course, it would
be possible to take the view that the existence of several identical branches

a a a

Figure 5.2: The unfolded tree of processes P and Q of Figure 5.1
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Figure 5.3: A process with two identical branches and its unfolded tree

is a property of the system and should be preserved. However, since our
main aim is to simplify systems by abstracting away unessential features of
system behaviour, in most cases we do not wish to preserve different branches
with identical behaviour. Therefore, we want to find a less strict notion of
behavioural equivalence.

5.4 Strong Bisimilarity

One intuitive idea for defining behavioural equivalences is that equivalent
processes should be able to “simulate” each other’s behaviour in every pos-
sible situation. This is the idea used in bisimulation-based equivalences.

Intuitively, if two processes are bisimilar, there exists a correspondence, or
simulation, between their states; here we allow one state to simulate several
states of the other process. The initial states of the processes must simulate
each other, and always when the processes are in simulating states and one
process can perform an action, the other process must be able to perform
the same action in such a way that the two processes end up in simulating
states.

Expressing this idea formally, we can define strong bisimilarity, or strong

observation equivalence between two processes as follows.

Definition 12 Let L1 = (S1, Σ, ∆1, ŝ1) and L2 = (S2, Σ, ∆2, ŝ2) be LTSs.

The binary relation ∼ ⊆ S1 × S2 is a strong bisimulation if and only if for

every a ∈ Σ∪{τ} and for all s1 ∈ S1, s2 ∈ S2 such that s1 ∼ s2, the following

hold:

• If s1−a→s′
1

for some s′
1
, then s2−a→s′

2
for some s′

2
such that s′

1
∼ s′

2
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• If s2−a→s′
2

for some s′
2
, then s1−a→s′

1
for some s′

1
such that s′

1
∼ s′

2

L1 and L2 are strongly bisimilar (strongly observation equivalent) if and only

if there exists a strong bisimulation ∼ between them such that ŝ1 ∼ ŝ2.

It is easy to establish a strong bisimulation between process P (or Q)
in Figure 5.1 and process R in Figure 5.3, and therefore these processes are
strongly bisimilar.

It can be shown that strong bisimilarity is an equivalence and a congru-
ence with respect to parallel composition and hiding. Strong bisimilarity is
generally considered to be the strongest, i.e., the most discriminating, equiv-
alence between processes that one may wish to use. This means that any
two processes that are strongly bisimilar will also be equivalent according to
any behavioural equivalence that we will discuss in the following.

5.5 Weak Bisimilarity

It is important to notice that strong bisimilarity treats invisible τ -actions no
differently from visible actions. For example, processes P and Q in Figure
5.4 are different by strong bisimilarity. However, we usually take the view
that a finite number of τ -actions is not directly observable from the outside,
so that, for example, whether the system executes one, two or some other
finite number of τ -actions makes no difference.

Therefore, at the semantical level we usually want to abstract away from
the internal invisible actions. As discussed earlier in connection with the
hiding operator, this may allow us to replace the original, complicated system
with another, simpler and smaller system. Thus, strong bisimilarity is usually
too strong as a behavioural equivalence notion, although it will nevertheless
be very useful for many purposes.

In order to make it easier to discuss the executions of systems only in
terms of the visible actions, we will in the following define the “ =σ⇒ ”-
notation, which is analogous to the “ −η→ ”-notation, except that only the
visible actions along the execution are listed.

τ aτ
P

aτ
Q

Figure 5.4: Two weakly bisimilar processes distinguished by strong bisimi-
larity
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Definition 13 Let (S, Σ, ∆, ŝ) be an LTS, let s, s′ ∈ S, b, b1, b2, b3, . . . ∈ Σ.

We write

• s =ε⇒ s′ if and only if there are s0, s1, . . . , sn ∈ S such that s = s0,

sn = s′ and si−1 −τ→ si when 1 ≤ i ≤ n (notice that s =ε⇒ s for all

s ∈ S),

• s=b⇒s′ if and only if there are s1,s2 ∈ S such that s=ε⇒s1−b→s2=ε⇒s′,

• s =b1b2 · · · bn⇒ s′ if and only if there are s0, s1, . . . , sn ∈ S such that

s = s0, sn = s′ and si−1 =bi⇒ si when 1 ≤ i ≤ n,

• s =b1b2 · · · bn⇒ if and only if there is s′ such that s =b1b2 · · · bn⇒ s′,

• s=b1b2b3 · · ·⇒ if and only if there are s0, s1, s2, . . . ∈ S such that s = s0

and si−1 =bi⇒ si when i ≥ 1.

Let us again look at the example in Figure 4.1. The following holds of
the system:

s1 =ε⇒ s1

s1 =InsertCard⇒ s2

s1 =InsertCard Withdraw⇒ s3

s3 =Refuse CardOut⇒ s1

s1 =InsertCard Withdraw Grant CardOut InsertCard Cancel⇒ s4

s1 =ε⇒
s1 =InsertCard Withdraw Grant⇒

By using a similar idea of mutual simulation as with strong bisimilarity,
while only looking at the visible actions that the system executes, we can
define weak bisimilarity, or weak observation equivalence between processes.

Definition 14 Let L1 = (S1, Σ, ∆1, ŝ1) and L2 = (S2, Σ, ∆2, ŝ2) be LTSs.

The binary relation ≈ ⊆ S1 × S2 is a weak bisimulation if and only if for

every b ∈ Σ∪{ε} and for all s1 ∈ S1, s2 ∈ S2 such that s1 ≈ s2, the following

hold:

• If s1 =b⇒ s′
1

for some s′
1
, then s2 =b⇒ s′

2
for some s′

2
such that s′

1
≈ s′

2

• If s2 =b⇒ s′
2

for some s′
2
, then s1 =b⇒ s′

1
for some s′

1
such that s′

1
≈ s′

2

L1 and L2 are weakly bisimilar (weakly observation equivalent) if and only if

there exists a weak bisimulation ≈ between them such that ŝ1 ≈ ŝ2.
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Figure 5.5: Two processes distinguished by branching bisimilarity

Weak bisimilarity is a congruence with respect to parallel composition and
hiding. However, it is not a congruence with respect to the choice operator
which was mentioned in Section 4.2. Therefore, weak observation congruence

≈c is defined to be the weakest equivalence that preserves weak bisimilarity
and is a congruence with respect to the choice operator [32].

It should be noted that weak bisimilarity does not preserve the ability of
systems to diverge (livelock), i.e., to perform an infinite sequence of invisible
τ -actions (see Section 5.8). However, it is possible to define a divergence-
sensitive variant of weak bisimilarity, so that divergent states are not allowed
to simulate non-divergent states [15, 49].

It has been argued that weak bisimilarity, unlike strong bisimilarity, does
not preserve all of the branching behaviour of a process. A counterexample
could be the processes P and Q in Figure 5.5. In P it is possible to execute
the sequence of visible actions “a b” in such a way that between these two
actions we do not pass through a state with the following property: it is still
possible to execute c, but not possible to execute d. However, in Q the (only)
execution of “a b” necessarily passes through such a state between a and b.
Therefore, it is argued, the branching structures of P and Q are different.
However, P and Q are weakly bisimilar.

The proposed solution is branching bisimilarity [50]. We arrive at this
equivalence by requiring that also the intermediate states of the two execu-
tions must simulate each other in a certain way. Branching bisimilarity is
therefore able to differentiate between the example processes P and Q above.
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5.6 Denotational Semantics

In defining behavioural equivalences it is possible to take an approach that is
different from the idea of bisimulation presented above. In this approach, we
consider a system as a kind of “black box”. The system communicates with
the external world through the execution of visible actions. Therefore, the
visible actions form the interface of the “box”. Looking at the “box” from
the outside, we cannot directly observe the internal τ -actions, or see the state
the system is in. The question which follows is what kind of behaviour the
system may exhibit when it is communicating with the external world in this
way.

As our first example of such behaviour, we may want to know what visible
actions and in which order the system can execute, in any finite amount of
time, assuming the environment does not constrain the execution of actions.
In other words, we would like our model to include the sequences of visible
actions that the system can execute. We will call these sequences traces.

Definition 15 Let L = (S, Σ, ∆, ŝ) be an LTS. Then,

Tr(L) = {σ ∈ Σ∗ | ŝ =σ⇒ } is the set of traces of L.

We can use the set of traces as our model of process behaviour, and the
corresponding notion of equivalence is obtained by comparing the trace-sets
of two processes:

Definition 16 Let L and L′ be LTSs with the same alphabet.

• The trace model of L is the set Tr(L)

• L and L′ are trace-equivalent, L ≃Tr L′, if and only if Tr(L) = Tr(L′)

Before looking at other forms of behaviour that a system may exhibit, let
us first generalise on the above reasoning that led to the trace-equivalence.
Notice that the set of traces, Tr is a function that maps an LTS into a set
of sequences of actions. Assume now that we have captured the interesting
aspects of process behaviour by functions m1,m2, . . . ,mk, where each mi

maps an LTS into some mathematical structure that represents a particular
aspect of the behaviour. Then, our model of the behaviour of a process L is
the tuple (m1(L),m2(L), . . . ,mk(L)). The corresponding equivalence is the
obvious one that demands equal models of system behaviour, that is, L ≃ L′

if and only if m1(L) = m1(L
′), m2(L) = m2(L

′), . . . , and mk(L) = mk(L
′).

We will call this equivalence “m1-m2-. . .-mk-equivalence”. This approach is
sometimes called denotational, because the collection of items that model the
process behaviour can be said to denote the process.
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It is easy to see that any relation defined in this manner fulfills the three
axioms in Definition 7, and is therefore an equivalence. Proving that a par-
ticular denotational equivalence is a congruence, on the other hand, can
be significantly more difficult. However, the denotational representation of-
fers a standard approach for proving the congruence property. Namely, the
m1-m2-. . .-mk-equivalence is a congruence with respect to process operator
op(L1, . . . , Ln) if and only if the components in the denotational model of
the resulting LTS can be obtained as functions of the components in the
denotational models of the parameter processes. For example, Tr(L1 ||L2)
can be given as a function of Tr(L1) and Tr(L2), namely

Tr(L1 ||L2) =
{σ ∈ (ΣL1

∪ ΣL2
)∗ | restr(σ, ΣL1

) ∈ Tr(L1) ∧ restr(σ, ΣL2
) ∈ Tr(L2) }.

Here, restr(σ,A) means the removal of all actions from the sequence σ that
are not in A. The existence of the above function shows that Tr -equivalence
is a congruence with respect to the parallel composition operator “||”. In the
same manner we can show that Tr -equivalence is a congruence with respect
to the hiding operator (and, in fact, with respect to more or less any other
reasonable process operator one may want to consider; this means that Tr -
equivalence is a very robust equivalence with respect to process operators).
The general idea is presented formally in the following result.

Proposition 17 The m1-m2-. . .-mk-equivalence ≃ is a congruence with re-

spect to a process operator op(L1, . . . , Ln) if and only if there exist functions

g1, . . . , gk such that for all LTSs P1, . . . , Pn,

mi(op(P1, . . . , Pn)) = gi(m1(P1), . . . ,mk(P1),
m1(P2), . . . ,mk(P2),

. . . ,
m1(Pn), . . . ,mk(Pn))

for each i = 1, . . . , k.

Proof For the “⇒” part, assume that the equivalence is a congruence
with respect to the operator. For any mi(op(P1, . . . , Pn)), it holds that if
the parameter processes are replaced by arbitrary processes with the same
m1, . . . ,mk-values, then those processes are, by definition of the m1-. . .-mk-
equivalence, equivalent to the old ones. Thus, by the congruence property,
the result remains equivalent and therefore the mi-value of the result remains
the same. Thus, the mi-value has to be a function of the m1, . . . ,mk-values
of the parameter processes.
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For the “⇐” part, assume that the given functions gi exist. If we replace
the parameter LTSs P1, . . . , Pn with any equivalent LTSs P ′

1
, . . . , P ′

n, respec-
tively, then, by definition, the new parameters have the same m1, . . . ,mk-
values as the old parameters. The existence of the functions gi then implies
that mi(op(P1, . . . , Pn)) = mi(op(P ′

1
, . . . , P ′

n)) for each i = 1, . . . , k. Thus,
op(P1, . . . , Pn) ≃ op(P ′

1
, . . . , P ′

n). 2

5.7 Deadlocks and Stable Failures

It is easy to see that trace-equivalence alone does not capture all aspects
of behaviour that one may consider important. For example, the processes
in Figure 5.6 (a) and (b), which could represent the behaviour of a simple
communication protocol, are equivalent in the trace-semantics, because they
can execute the same sequences of visible actions, namely Tr(P1) = Tr(P2) =
(send rec)∗ ∪ (send rec)∗send . However, after executing send , process P2 can
execute an invisible τ -action and enter a state where no actions are possible.
We call such a state a deadlock state. Being in a deadlock state means that
the process stops permanently.

We would usually like to know if the system can deadlock and, in most
cases, we would also like to know the traces after which a deadlock can occur.
Therefore, the semantics should preserve the following set.

Definition 18 Let L = (S, Σ, ∆, ŝ) be an LTS. Then, Dltr(L) = {σ ∈
Σ∗ | ∃s ∈ S : ŝ =σ⇒ s ∧ ∀a ∈ Σ ∪ {τ} : ¬(s −a→ ) } is the set of deadlock
traces of L.

It may seem like a good idea to add the deadlock traces to our model
of process behaviour, so that we would compare processes by using Tr -Dltr -

send

rec

(a)

send

rec τ

(b)

Figure 5.6: A non-deadlocking and deadlocking process
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Figure 5.7: Three processes which can execute the same sequences of actions
branching at different points

equivalence. However, it turns out that this equivalence is not a congruence
with respect to the parallel composition operator. For example, if we consider
the processes P1 and P2 shown in Figure 5.7, we notice that they have the
same set of traces, and neither have any deadlock traces, so P1 and P2 are
equivalent according to Tr -Dltr -equivalence. However, when combined in
parallel with the process Q, as shown in Figure 5.8, P2 ||Q deadlocks but
P1 ||Q does not.

The problem is that after executing a a, process P1 is in a state which
offers both actions a and b, but P2 is either in a state which offers only a,
or in a state which offers only b. Process Q offers in the corresponding state
only the action b, and P1 will accept this. However, if P2 happens to be
in the former state, it cannot agree on any action with Q, and the system
deadlocks. Therefore, we need to include in our model information about the
ability of the process to refuse visible actions.

We also notice that if a state of a process has an outgoing invisible ac-
tion, then the system cannot be deadlocked while the process is in this state,
because irrespective of what visible actions are offered or refused by the
environment, the process can always choose the invisible action. These ob-
servations lead to the definition of stable failures.

Definition 19 Let L = (S, Σ, ∆, ŝ) be an LTS. Then, Sfail(L) = { (σ,A) ∈
Σ∗ × 2Σ | ∃s ∈ S : ŝ =σ⇒ s∧ ∀a ∈ A∪ {τ} : ¬(s−a→ ) } is the set of stable
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failures of L.

Clearly, for any LTS L = (S, Σ, ∆, ŝ) it holds that

Dltr(L) = {σ ∈ Σ∗ | (σ, Σ) ∈ Sfail(L) }.

Therefore, any equivalence that preserves Sfail preserves Dltr . Also, we can
show by a similar technique as above that Sfail -equivalence is a congruence
with respect to “||” and “hide”; the required functions can be found, for
example, in [47] or in the enclosed publication [II].

5.8 Divergences

Apart from deadlocks, there is another reason why a system may stop re-
sponding to visible actions offered by the environment. Namely, if we look
at the system in Figure 5.9, we see that after send this system may exe-
cute infinitely many invisible τ -actions and thus stop doing anything visible.
This phenomenon is called a livelock, or divergence. In analogy with deadlock
traces, we define divergence traces as the traces that can lead to a divergence.

Definition 20 Let L = (S, Σ, ∆, ŝ) be an LTS. Then, Divtr(L) = {σ ∈
Σ∗ | ∃s : ŝ =σ⇒ s ∧ s −τω→ }, where τω denotes the infinite sequence of

τ -actions, is the set of divergence traces of L.

a

a

a

b

a

a

b

P

b

|| Q|| QP

aa a

aa

Q 21

Figure 5.8: Process Q and its parallel composition with P1 and P2
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Figure 5.9: A diverging process

It can be shown that the traces of the LTS L = (S, Σ, ∆, ŝ) can be de-
termined from its stable failures and divergence traces by the following for-
mula [47]; intuitively, this is because after executing a particular trace the
system has to either eventually stabilise or execute endlessly τ -actions.

Tr(L) = Divtr(L) ∪ {σ ∈ Σ∗ | (σ, ∅) ∈ Sfail(L) }

This shows that in the presence of Sfail and Divtr in the semantic model,
the Tr component becomes redundant. Thus, Tr -Sfail -Divtr -equivalence is
the same as Sfail -Divtr -equivalence.

However, it again turns out that Sfail -Divtr -equivalence is not a con-
gruence when we allow arbitrary (namely, infinite) LTSs, and this time the
problem is not parallel composition but hiding. Namely, infinite execution
sequences with infinitely many visible actions can turn into divergences when
visible actions are hidden. In general, the Sfail and Divtr components do not
preserve enough information about these execution sequences to allow us to
always correctly determine the divergences that result from hiding [47]. To
remedy this problem we can include in our model also the infinite sequences
of visible actions that the system can execute.

Definition 21 Let L = (S, Σ, ∆, ŝ) be an LTS. Then,

Inftr(L) = { ξ ∈ Σω | ŝ =ξ⇒ } is the set of infinite traces of L.

Now our model of the behaviour of a system L is the tuple

(Sfail(L),Divtr(L), Inftr(L))

and the corresponding equivalence is the Sfail -Divtr -Inftr -equivalence. These
are called the Chaos-Free Failures Divergences (CFFD) model and equiva-
lence [47]. CFFD-equivalence can be shown to be a congruence with respect
to parallel composition and hiding, as well as certain other operators such as
renaming. By including also the so-called initial stability bit to the model,
which tells whether or not there are τ -transitions from the initial state of the
LTS, the equivalence becomes a congruence also for the choice operator.
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5.9 Notes on Equivalences

When looking at the bisimulation-based equivalences and the denotational
equivalences, we notice that these represent two somewhat different philo-
sophical and practical approaches to behavioural semantics. In the first ap-
proach, we try to retain the internal structure of the behaviour as much as
possible, given the division into visible and invisible actions. On the other
hand, the view in the other approach is that since we are, in any case, dis-
carding information about details of the behaviour, we may as well discard
any information that does not affect the specific external behaviours that we
are interested in.

The difference between these two approaches is related to the difference
between the linear time and branching time logics discussed in Section 3.2.
However, we should observe that the stable failures are not a purely “linear”
property of systems, because they involve branching time information about
the possible actions that can be executed next. On the other hand, such
branching properties are of a very special and restricted form, and give just
enough information to enable predicting deadlocks. Sometimes this type of
a semantics is called a “decorated trace semantics”.

If we again look at Figure 5.7, we notice that trace equivalence equates all
three LTSs, P1, P2 and P3. The semantics based on stable failures that were
discussed above distinguish between P1 and P2, because of their different
failure behaviour after a a, but they equate P2 and P3 which have identical
failure behaviour. The bisimulation based equivalences, however, distinguish
between all three processes. This is because in P2 both the executions a a
and a b are still possible after the first a, while in P3 this is not the case.

As another example, we can take a look at the behaviour of a cash point
shown in Figure 5.10 and compare this with the original behaviour in Figure
4.1. We notice that the new system may choose to refuse the service already
before the user has made a request. From the first viewpoint discussed above,
we could say that the system makes the decision at a different point, and
therefore the two behaviours are different. From the other point of view,
we could say that the customer interacting with the cash point has no way
of distinguishing the two behaviours. After the request has been made the
system can, in any case, give either response, and therefore the external
behaviours of the two systems are the same.

The benefit of preserving as little information as possible about the be-
haviour is that this allows greater reduction of systems. However, there are
some situations where it can be useful to know what courses of actions are still
possible. This is especially true of systems which involve stochastic choices.
If the system has entered a livelock, we may want to know if an alternative
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Figure 5.10: An alternative behaviour of a cash point

correct behaviour is also possible. This can give a hint as to whether the
livelock is caused by the same choice being repeated over and over again,
or whether there is a real error in the design of the system. However, some
progress is being made in this area through the use of fairness constraints
with denotational semantics; see Section 7.1 and the enclosed publication
[IV].

On the other hand, because of the coinductive way the bisimulation-based
equivalences are defined, it can be more difficult to obtain an intuitive under-
standing of all the behavioural properties that these equivalences preserve.
For partly the same reason, if two processes turn out to be inequivalent in a
denotational model based on elements such as traces, stable failures etc., a
counter-example can be expressed directly in terms of one of these elements,
while expressing a counter-example for a bisimulation-based equivalence can
be more complicated.

In any case, it is likely that no single equivalence can serve all purposes.
The equivalences form a hierarchy, where different equivalences preserve dif-
ferent properties and allow different types of reduction; see, for example,
Figure 7.1 in Section 7.1. Therefore, it is very useful if a verification tool is
able to support a hierarchy of different equivalences.
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Chapter 6

Application to Protocol

Verification

Perhaps the most important application of process algebra has been in the
design and verification of communication protocols, which were introduced
in Section 2.6. In the following we will discuss the concept of communication
protocols with the help of the OSI reference model. We will then use the
so called alternating bit protocol as an example of applying process-algebraic
theory and visual verification to the design of protocols. The verification ex-
amples in the enclosed publications are also based on versions of this protocol.
Examples of the application of closely related methods to the verification of
communication protocols can be found, for example, in [20, 24, 26, 27, 45, 48];
see also the references given in the enclosed publications.

6.1 Communication Protocols and the OSI

Model

If we take a detailed look at a communication action between two appli-
cation programs over a computer network, we find that every exchange of
information requires an enormous number of operations at various parts of
the system. Therefore, without some kind of organisation and abstraction it
would be more or less impossible to understand and design communication
protocols.

A very useful way of understanding protocols is to arrange the commu-
nication actions into separate, independent layers. For this purpose the In-
ternational Standards Organisation (ISO) has introduced the Open Systems

Interconnection (OSI) reference model which divides the functions of a com-
puter network into seven layers, each of which has been assigned a particular
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task. An individual layer offers services to the layer above it, and performs
its task by using the services offered by the layer below it. We will next
briefly look at the functions of these seven layers.

The lowest layer in the OSI model is the physical layer which transmits
a sequence of bits as a signal over a connection between two computers. The
connection can be, for example, a coaxial cable, optic fibre, or a microwave
radio link.

The task of the second layer, data link layer is to transmit frames of
data over the connection from one computer to the other. The data link
layer uses the raw, possibly unreliable, bit stream transportation provided
by the physical layer for transferring the data. The data link layer takes care
of inserting and detecting frame boundaries, calculating frame checksums,
retransmitting frames in case of failures, and so on.

The task of the network layer (layer 3) is to route packets of data through
a network of interconnected computers. Packets are transmitted between
each pair of neighbouring, physically connected computers by using the ser-
vices of the data link layer which controls that connection. At each node, the
network layer has to choose for every received data packet a neighbouring
node to which the packet is forwarded so that it will traverse in the right
direction and, eventually, reach the correct recipient. This decision making
is encoded as a routing algorithm.

The purpose of the transport layer (layer 4) is to provide end-to-end
data transmission services between client programs. One form of service
that is often provided by the transport layer is a reliable data stream in
both directions between two client programs. Typically, the transport layer
breaks the message stream into packets which it hands down to the network
layer. The network layer then routes the packets to the destination computer
where they are handed back to the transport layer, which puts them back
into the correct order. The transport layer may use checksums for detecting
transmission errors, and retransmit the data in case of errors or missing
packets.

In practice, most applications use directly the transport layer for their
communication needs. However, the OSI reference model defines further
layers on top of the transport layer which provide advanced communication
services. These are sometimes referred to as the upper layers.

The session layer (layer 5) controls the dialogue between the communi-
cating parties. For example, it can keep track of whose turn it is to send
data. The session layer also facilitates checkpoints in the communication
stream, allowing a recovery from error situations by returning to a previous
checkpoint. It also provides a mechanism for exception reporting.

It should be noted that the well-known interprocess communication para-

50



digm Remote Procedure Calls (RPC), which was mentioned in Section 3.1,
is usually associated with this layer, even though it does not completely fit
into the OSI model. RPC allows a computer program to call a procedure
that resides on a different computer. From the point of view of the caller
this looks much like an ordinary procedure call, because it is actually calling
a local “client stub”, which encodes the parameters into a message that is
sent to the receiving side. There, a “server stub” decodes the parameters and
calls the target procedure with these parameters. Return values are handled
similarly. The RPC mechanism also has to cope with network failures, server
crashes and other problems. When this happens it can, for example, raise
an exception in the calling program.

The presentation layer (layer 6) is, unlike the lower layers, concerned with
the meaning of the data that is transmitted. Its task is to convert data and
data structures from the local, internal representation at the sending machine
to a machine-independent bit stream that can be transmitted through the
network, and decoded at the receiving end. The presentation layer is also
concerned with the compression and encryption of data.

The seventh and topmost layer is the application layer, which contains
the actual applications that use the network for their communications needs.
However, some applications are so common that they have been standardised
as part of the application layer. This includes remote file access and transfer,
and remote job control. There is also a service for coordinating multiparty
interactions, called Commit, Concurrency and Recovery, which can be used
to group a sequence of operations between different parties into an atomic
action. All operations in the atomic action are either successfully completed,
or otherwise the participants of the action return to their initial states.

6.2 Unreliable Channels

A typical problem we face when designing a communication protocol for
either layer two (data link layer) or layer four (transport layer) of the OSI
reference model is similar to the following. We have a sequence of data
items that we want to send over a communication channel, but the channel
is unreliable and can sometimes corrupt or lose messages.

In practice, we can identify two types of reasons why a channel may be
unreliable. For protocols on layer two, the channel is typically a physical wire
that connects two computers. There are many internal and external factors
that can alter the signal that is used for transmitting the information, such as
thermal noise in the wire and electromagnetic impulses from other lines and
the environment. Furthermore, these errors tend to come as sporadic bursts.
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It has long been known that, due to the nature of the errors, this problem
cannot be solved solely by physical means, for example, by increasing trans-
mission voltage, or by adding protective layering to the cables. Therefore,
the only way to solve the problem is to use communication protocols that
can cope with the errors.

On the other hand, our communication channel can also be a network
of computers through which the data packets are routed. This is typical for
protocols on layer four of the OSI model. Messages can disappear or become
corrupted for the same reason as above, namely because of physical distortion
of a signal in a channel between two computers — even though we would
usually expect that the data link layer on the local nodes can correct errors
of this type. However, when communicating through a network, messages can
disappear for other reasons. Firstly, a computer that is a node in the network
may malfunction or crash, and therefore lose the messages that were stored
in its buffer at that moment. Secondly, even if all nodes were functioning
flawlessly, at times of heavy congestion the nodes of the network may have
to discard messages in order to avoid buffer overflow.

There are at least two ways in which we can try to cope with the problem
of distorted messages. One possibility is to add redundancy to the message
in the form of an error-correcting code, which allows the receiver to recover
the data if only limited damage has been done to the message. However,
this causes significant overhead to the communication, even though in a typ-
ical case errors are relatively infrequent. Furthermore, when errors occur as
bursts they are likely to destroy the message beyond recovery. It is therefore
sensible to use this method only in special circumstances. This is the case
if the response time is too long, for example if we are transmitting data to
a space probe, or if there is no possibility of feedback, such as when we are
broadcasting a message to a very large number of receivers.

Thus, in most cases it is better to add just enough redundancy to a
message to allow detecting that an error has occurred, and retransmit any
damaged data. In practice, random errors can be detected with very high
probability by using a cyclic redundancy checksum (polynomial checksum).
This means that we interpret messages as binary polynomials, where the bits
of the message represent the coefficients, drawn from a modulo 2 arithmetic.
We add to each message a residual checksum which makes the polynomial
formed from the message divisible by a predefined generator polynomial. The
recipient can then simply check whether the received message is divisible by
the known polynomial; if not, then the message must have been corrupted.

It is in many ways more difficult to cope with the possibility that mes-
sages disappear completely in the communication channel, than it is to cope
with the possibility of messages becoming corrupted — assuming that the
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Figure 6.1: The architecture of the suggested protocol

corruption can be detected. In fact, the former problem subsumes the latter
if we assume that the receiving side simply discards all corrupted messages.
This shows that if we devise a protocol that can deal with disappearing mes-
sages, it can also deal with corrupted messages. Thus, in the following, we
will for simplicity only consider disappearing messages.

6.3 The Alternating Bit Protocol

Let us now consider the problem of designing a protocol that can deliver
messages correctly even when the communication channels are unreliable as
described above. This presentation is similar to the one in [45].

The simplest protocol would, of course, be one where the sending side
simply sends the sequence of data messages one by one through the commu-
nication channel to the receiver. The obvious problem here is that one or
several of the messages can be lost in the channel, whereby the receiving side
ends up with an incomplete message sequence.

Assuming that it is also possible to send messages in the reverse direction,
a more or less obvious solution is to send an acknowledgement message back
to the sender for each correctly received data message. After sending a data
message the sender starts to wait for an acknowledgement. When it gets
the acknowledgement the sender knows that the message has been correctly
received, and it can send the next message. However, if no acknowledgement
has arrived after some given time interval, we can suspect that the message
has been lost or corrupted. The sender then has to send the same message
again and wait for an acknowledgement. If the acknowledgement is still not
received, this is repeated again, and so on.

A schematic drawing of the suggested protocol is shown in Figure 6.1.
The processes of this initial protocol are shown in Figure 6.2. The sender
(S) and receiver (R) function as described above. The channels (DC and
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AC ) take a message and then choose nondeterministically between two τ -
transitions. One τ -transition leads back to the initial state, meaning that the
message has disappeared, and the other τ -transition leads to a state which
signifies that the message is kept and is offered to the receiving side.

These four processes are combined in parallel and actions other than the
external actions, as shown in Figure 6.1 are hidden. Thus, we form the
system

P = hide {sd , rd , sa, ra} in (S ||DC ||AC ||R)

We use the TVT toolset [19] to construct and reduce the system with a
CFFD-preserving reduction algorithm, and we get the external behaviour
shown in Figure 6.3. We notice that the behaviour does not appear to be
correct, because after one send -action there can be any number of rec-actions.
If we leave more actions visible, we will see the reason for this. Namely, even
if an acknowledgement has not been received by the sender, this does not
necessarily imply that the data message has actually been lost. It is also
possible that it was the acknowledgement that was lost, or that the data
message or the acknowledgement were delayed. Therefore, the sender may
retransmit a message even if the original message has been correctly received,
which can cause the message to be duplicated in the received sequence. It
is important to notice that in this scenario the receiving side has no way of
knowing whether a message is a duplication or not, because two consecutive
messages in the sequence are allowed to have identical content.

We can avoid this problem by attaching a sequence number to each mes-
sage, so that the receiver can distinguish between a new message and a
retransmission. Of course, we cannot grow the sequence number forever,
because otherwise an unlimited space would be required for encoding the se-
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Figure 6.2: The processes of the initial version of the protocol
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Figure 6.3: The external behaviour of the initial version of the protocol

quence number. Fortunately, it will suffice to have a finite range of sequence
numbers which will rotate back to the beginning when we reach the upper
limit of the range. In fact, we will find that because we are dealing with
a stop-and-wait protocol, meaning that the sender waits until the previous
message has been delivered before sending a new message, it suffices to have
just two different sequence numbers, which is enough to distinguish between
two consecutive messages. Typically, the bits 0 and 1, with the usual modulo
2 addition, are used as the sequence numbers.

Now the receiver can immediately check if the received message contains
the same sequence number as the previous one. If it does, the message is a
duplicate, so the receiver sends an acknowledgement but does not deliver the
message to the receiving client. The new protocol components are shown in
Figure 6.4.

At first sight this arrangement might appear to solve the problem, but
when we construct the external behaviour of the system we get the result
shown in Figure 6.5. We notice from the right part of the picture that
the system can make any number of send -actions without intermediate rec-
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Figure 6.5: The external behaviour of the second version of the protocol

actions. Let us consider the following scenario. The sender first sends a
data message with the sequence bit 0. The receiver receives the message and
sends an acknowledgement, but this is delayed, so the sender retransmits
the message. After that the acknowledgement reaches the sender, and the
sender knows that the message has been delivered. Therefore, the sender
sends a new data message, with bit 1. However, this message is lost in the
channel. At the same time, the receiver has sent an acknowledgement for the
retransmission of the previous message, and this acknowledgement reaches
the sender. The sender believes that the latest message has been successfully
received, and it sends the next data message. Thus, a data message has gone
permanently missing.

The problem here is that the sender erroneously identifies an acknowledge-
ment for one message as an acknowledgement for another message. Therefore,
we need a way of distinguishing the acknowledgements from each other. The
solution is to add the one bit sequence number also to the acknowledgements.
We add the sequence number to the actions sa and ra in S, AC and R. In
S we also include a loop which reads an acknowledgement with the wrong
sequence number away from the channel. The protocol we get in this way is
the so-called alternating bit protocol [6]. The processes of the protocol and
the resulting external behaviour are shown in Section 5 of [IV]. The external
behaviour consists of alternating send and rec-actions, and is therefore what
we would expect. Also, the protocol cannot deadlock. However, there are
two τ -loops, or divergences, in the behaviour. We return to this problem in
Section 7.1.
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6.4 The Self-Synchronising Alternating Bit Pro-

tocol

If the channels of the alternating bit protocol become broken so that they
stop delivering messages, the sender will keep on sending retransmissions
without limit. However, most realistic protocols do not behave in this way.
Instead, they would have an error handling mode, where they refrain from
further retransmissions and notify the client about the problem.

We can therefore make our protocol more realistic, if we limit the number
of message retransmissions to some finite number, and add an action err , by
which the protocol declares to the client of the sending side that it is uncertain
whether the packet reached the recipient. However, the problem with a
straightforward implementation of this idea turns out to be essentially the
same that above forced us to use sequence numbers in the messages. Namely,
in case of a failure to receive an acknowledgement, the actual message may or
may not have disappeared. In this case this means that after a transmission
failure the sender and receiver may have a different perception as to what
the sequence number of the next message should be.

To remedy this problem, we can add a special synchronisation message
to the protocol which is used to synchronise the two sides. When the last
transmission has ended in a failure, and the sender gets a new sending request,
it first sends a synchronisation message, which has the same sequence number
as the failed data message. If it receives an acknowledgement with the same
sequence number, the sender knows that it is in agreement with the receiving
side about the sequence number that should follow. This protocol, which we
can call the self-synchronising alternating bit protocol, was first developed
in [45]; a brief introduction can also be found in [III]. In [38] it was shown
how the protocol can be extended to handle a more general type of channels,
namely channels that may keep a message forever if the receiving side never
accepts it.
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Chapter 7

Conclusions

7.1 Introduction to the Included Publications

In Section 5.2 we stated that an equivalence should not make unnecessary
distinctions between processes, that is, distinctions that are not required by
the properties that we want to preserve or by the congruence requirement.
In other words, we want our equivalence to be as weak (coarse) as possible.

We stated as our goal to preserve traces, deadlock traces and divergence
traces. As mentioned in Section 5.8, CFFD-equivalence preserves these ele-
ments and is a congruence with respect to the parallel composition and hiding
operators. The interesting question now emerges whether CFFD-equivalence
is the weakest congruence that preserves these behaviours. The answer to
this question turns out to be that it is not. More precisely, not all infinite
traces need to be preserved to preserve divergence traces.

In [I] the weakest congruence that preserves divergence traces is identi-
fied, and this is found to be the Tr -Divtr -Enditr -equivalence, where Enditr

stands for the so called eventually nondivergent infinite traces (see [I] for a
formal definition). An implication of this is that the weakest congruence
preserving traces, deadlock traces and divergence traces is the Sfail -Divtr -
Enditr -equivalence. In [I], also the weakest congruence that preserves the
existence of (any) divergences is identified.

It should be noted, however, that CFFD-equivalence has another in-
teresting property. Namely, by using a suitable mapping from the state-
based setting of a Kripke structure to process algebra, CFFD can be shown
to be the weakest congruence that preserves the LTL logic without the
“nextstate”-operator, and preserves the presence of deadlocks ([25, 44]; see
also Section 3.2).

Above we have made a distinction between a deadlock and a livelock,
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i.e., divergence, although in both cases the system stops executing visible
actions. This distinction can be necessary in a situation where one process
that is locked in an infinite internal execution can steal system resources and
thus prevent other processes from making progress. This is true, for example,
when parallel processes are scheduled by a non-pre-emptive operating system.
On the other hand, if we do not need to make this distinction, we can define
the concept of “anylock”, which means that the system can either deadlock or

livelock. In [II] the weakest congruence is identified which preserves anylock ,
that is, tells whether or not the system can stop executing visible actions.
Also the weakest congruence which preserves anylock -traces is identified, that
is to say, traces after which the system can stop executing visible actions.
It should be noted that the “should-testing”-equivalence presented in [11] is
the weakest congruence that preserves anylock for finite-state systems under
the fairness assumption that if a state is encountered infinitely many times,
then all of its outgoing transitions are eventually taken.

Figure 7.1 shows the relative strength of the congruences developed in
[I] and [II] and a number of previously known congruences. The upper part
of each box defines the equivalence, and the lower part, if present, gives
a characterisation for the equivalence as a weakest congruence. If other
operators apart from parallel composition and hiding are required for the
weakest congruence result, this is also indicated.

Here we assume the infinitary version of CSP [42, Chapter 10]. The
predicate dfdl , “divergence-free deadlocks”, is a characterisation for CSP de-
veloped in [II]. The predicate “immediate-any-lock” is a characterisation for
CSP given in [42, Chapters 9–10] (see the errata on the www-page of the book
http://www.comlab.ox.ac.uk/oucl/publications/books/concurrency). The
proof of the latter characterisation requires a more powerful operator than
parallel composition and hiding, namely the multiple (relational) renaming
operator of CSP. This is explained in more detail in Section 5 of [II]. We
should mention that some languages, such as SCCS [31] and ACP [7, 5],
use versions of the parallel composition operator that are powerful enough
to implement multiple renaming. It should also be noted that in [42] the
preserved predicates are expressed as “tests” on processes. Assuming the
finitely nondeterministic case, it is possible to arrive at essentially the same
equivalence by using a different and more general notion of applying tests on
processes, namely the “must-testing” of [33].

Sfail -equivalence is a congruence for parallel composition, hiding, as well
as certain other operators. However, the interrupt operator, denoted by “[〉”
in LOTOS, requires that the Tr -component is added to the equivalence [43].

In Section 6.4 we were discussing the self-synchronising alternating bit
protocol. A bidirectional version of this protocol, which allows sending mes-
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Figure 7.1: The relative strength of different congruences

sages simultaneously in both directions while still only using two channels
between the peers, has been developed in [38] and [III]. When looking at
the behaviour of a bidirectional protocol from the point of view of one trans-
mission direction, we should expect it to behave similarly as a unidirectional
protocol. However, a problem is that since the actions of the other transmis-
sion direction are hidden, these appear as τ -actions in the resulting diagram,
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and since in this protocol the other direction can operate independently of
the visible direction, the τ -actions form cycles, that is, divergences. In [III]
this problem is solved by using a suitable infinite “fairness LTS” to restrict
the operations of the invisible side, so that the divergences disappear. This
is achieved by using a finite lower and upper bound in place of the infinite
fairness LTS, and by a proof which is based on changing the set of visible
actions to reveal information about the internal structure of the divergences.

The problem described above relates to a more general problem in sys-
tem modelling. If we want to build a simple model of a system that involves
stochastic decisions, such as which side of a two-way protocol makes progress,
or whether a channel delivers or loses a message, we have to present these
decisions as unrestricted nondeterministic choices. The problem is that be-
cause the same selection can be repeated forever, the system may lack desired
progress (liveness) properties.

A standard solution to this problem is to use fairness constraints. As
explained in Section 3.2, this means that we restrict the nondeterminstic
choices in infinite executions so that the system is not allowed to constantly
favour some choices at the expense of others. However, with process algebras
it has been difficult to combine fairness constraints with the compositional
approach. A problem is also the potentially infinite and infinitely nondeter-
ministic behaviour that results from using fairness constraints.

The enclosed publication [IV] is devoted to the problem of using fairness in
process algebra. The first goal in [IV] is to provide a careful analysis of what
it means to have fairness constraints in a compositional process-algebraic
setting. We identify potential problems that can, and have, emerged when
one tries to use fairness constraints in such a setting. Secondly, we define a
class of fairness constraints that can be used in a consistent way, and which
are compatible with existing semantics. In addition, we present an algorithm
that allows us to construct a finite representation of a fair system in every
case that one exists.

In Section 6.3 we mentioned that a problem in the external behaviour of
the alternating bit protocol are divergences, or τ -loops. We can guess that
the loops are caused by endless repetition of message loss in the channels and
retransmission of the same message. Clearly, we can hope that this protocol
works as intended only if the channels are guaranteed to deliver messages
correctly at least from time to time. This requirement can be expressed as
fairness constraints of the class mentioned above. In [IV] this protocol is
used as an example, and it is shown that by using such fairness constraints
the behaviour of the protocol is corrected.

In our discussion of the alternating bit protocol and self-synchronising
alternating bit protocol in Chapter 6, a limitation was that we used models
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of communication channels which have capacity one, that is, which can hold
at most one message at a time. In reality, communication channels can have
a greater capacity, and the ability of the channels to store messages could, in
principle, affect the behaviour of a protocol, although we would not expect
this to be the case for the protocols discussed here. Also, we have for simplic-
ity assumed that the self-synchronising protocol transmits each message only
once. Since the number of retransmission attempts should be only a question
of performance optimisation, we would expect that the external behaviour is
independent of the particular number of retransmissions.

The problem in proving that the external behaviour of a system is inde-
pendent of the values of such parameters is that we would actually have to
verify an infinite family of different systems, where each system has greater
and greater parameter values and thereby a larger and larger state-space.
However, by virtue of the compositionality of the process-algebraic approach
we can sometimes use invariants to verify such families of systems. A process
that is used as an invariant has an “interface” for connecting new processes,
and the invariant property means that the behaviour of the system stays
the same (or alternatively, that no new unwanted behaviours are introduced)
with the addition of these processes.

In [46] such invariants were used to show that the behaviour of the self-
synchronising alternating bit protocol, with channels of capacity one, is inde-
pendent of the number of retransmissions. In [V] it is shown by using suitable
invariants and order of system construction that the external behaviour of
the protocol, with one retransmission, is the same with any finite capacities
of the channels. Furthermore, these two proofs are combined in [V] to show
that the behaviour is, at the same time, independent of the channel capaci-
ties and the number of retransmissions. A similar proof can be carried out
for the classical alternating bit protocol presented above. However, if we use
reliable channels with the classical protocol, it turns out that a finite invari-
ant does not exist for proving that the external behaviour is independent of
channel capacities.

7.2 Future Work

There are several ways in which it is possible to continue the work on fairness
in process algebra. First of all, as described in [IV], we can build support for
our method into verification tools. One possible theoretical extension is to
loosen the compatibility requirement in [IV] by allowing certain restrictions
on the process context. In this way it would be possible to apply the method
in a wider variety of situations. For example, the choice between two or more
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visible actions can be made fair, if there is a guarantee that after applying
the fairness operator these actions are hidden.

Another possibility is, as discussed in [IV], to find finite representations
for the fair infinite LTSs, and to prove behavioural properties of the finite
representations through the properties of the underlying ordinary infinite
LTSs. In this way it might not only be possible to remove livelocks, that
is, infinite τ -executions, but also to represent fair choices between visible
actions.

Finally, it may be possible to develop stronger semantic congruences that
preserve fairness-related information, allowing us to use different types of
fairness constraints. It should also be investigated what types of fairness
constraints are most useful in practice.

In [V] it turned out that there does not exist a finite invariant for showing
that the behaviour of the classical alternating bit protocol with reliable chan-
nels is independent of channel capacities. An interesting question is whether
it would be possible to use infinite invariants in an analogous manner to the
way that infinite processes are used by finite-state techniques in connection
with fairness properties.

It would appear that the congruences related to simple behavioural prop-
erties like traces, deadlocks and livelocks have for the most part been iden-
tified. The question of finding characterisations for known congruences may
still need some investigation. Also, as described above, it may be possible to
identify the weakest congruences that preserve more complex properties of
systems, such as those relating to fairness.

7.3 Summary

The process-algebraic approach is one way to specify and verify concurrent
and reactive systems. This work has dealt with issues related to composi-
tionality, which is one of the most important benefits of process algebra. We
have identified new weakest compositional semantics, or congruences, that
preserve the ability of systems to livelock and/or to deadlock. We showed
how to use a class of fairness constraints in the compositional setting of
process algebra to guarantee system progress. We have also made a case
study where we showed by using compositional construction techniques that
the external behaviour of a communication protocol is independent of the
capacities of the underlying channels.
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Abstract. A behavioural equivalence is a congruence, if a system is
guaranteed to remain equivalent when any one of its component pro-
cesses is replaced by an equivalent component processes. An equivalence
is weaker than another equivalence if the latter makes at least the same
distinctions between systems as the former. An equivalence preserves

a property, if no equivalence class contains one system that has that
property and another system that lacks the property. Congruences that
preserve such properties as deadlocks or livelocks are important in au-
tomatic verification of systems, and knowledge of the weakest such con-
gruences is useful for designing verification algorithms. A simple deno-
tational characterisation of the weakest deadlock-preserving congruence
has been published in 1995. In this article simple characterisations are
given to the weakest livelock-preserving congruence, and to the weakest
congruence that preserves all livelocking traces. The results are compared
to Hoare’s failures-divergences equivalence in the CSP theory.

1 Introduction

In this article we investigate weakest congruences for process-algebraic systems.
A process algebra consists of a language for defining systems, and a semantic
theory that defines one or more equivalences for the behaviours of systems.
The language contains operators with which processes can be constructed and
combined to form larger processes. An equivalence is a congruence, if and only
if the replacement of a component process of a larger process with an equivalent
component process always yields a result that is equivalent with the original
larger process. Whether or not an equivalence is a congruence may depend on
the set of operators that are allowed when constructing processes. An equivalence
“≃1” is weaker than another equivalence “≃2” if and only if P ≃2 Q implies
P ≃1 Q.

The research on weakest congruence results may have its origin in Robin
Milner’s remark in p. 206 of [8]: “Hoare’s failures equivalence . . . is important,
because it appears to be the weakest equivalence which never equates a deadlock-
ing agent with one which does not deadlock.” Milner probably required that the
equivalence must be a congruence, because otherwise the weakest equivalence
would be the trivial one that has precisely two equivalence classes: the processes
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(that is, Milner’s agents) that deadlock, and those that do not. In [10] it was
proven that Milner’s guess was not precisely correct. The weakest deadlock-
preserving congruence depends on the set of allowed process composition oper-
ators. Furthermore, assuming a reasonable choice of operators, it is the same as
Hoare’s failures equivalence only in the absence of so-called divergence. ¿From
now on we will call Hoare’s equivalence CSP-equivalence to avoid confusion with
some other important types of “failures” and “failures equivalences” that have
appeared in the literature.

Another interesting weakest congruence result was proven in [5], where the
so-called nondivergent failures divergences equivalence (NDFD-equivalence) was
shown to be the weakest congruence that preserves the validity of formulae
written in classic Manna-Pnueli linear time temporal logic [7] from which the
“next state” operator “©” has been removed. This logic is extremely impor-
tant in verification of concurrent systems. Furthermore, if the congruence has to
preserve also deadlocks, then the weakest congruence is the Chaos-free failures
divergences (CFFD) equivalence. Because the Manna-Pnueli logic is state-based
and process-algebraic equivalences are action-based, these results required an
interpretation of the logic in an action-based setting. This can be done in more
than one way. An alternative interpretation that is perhaps more relevant for
practical verification than the original one was given in [11] (more easily found
in [12] pp. 498–499).

Some researchers have tried to find the weakest congruence that preserves
the results of certain kinds of tests. The solution with a fair way of testing was
given by Brinksma, Rensink and Vogler in [2], and Leduc came to the conclusion
that with another view to testing, the NDFD-equivalence is the solution [6].

Some equivalences investigated in weakest congruence research have their
origin in [1].

In this article we are interested in weakest congruences that distinguish be-
tween diverging and non-diverging systems. Divergence is an important phe-
nomenon, because it corresponds to livelock, and has perhaps been the biggest
stumbling block in the quest of natural deadlock-preserving congruences. We
also compare our results to the well-known CSP-equivalence.

Although the motivation of this article is mostly theoretical, weakest con-
gruence results have also practical significance for automatic verification. One
powerful way of fighting the well-known state explosion problem in automatic
verification is compositional LTS construction, in which some reduction algo-
rithm is applied to an LTS before using it as a component of a larger system.
One way of guaranteeing that this approach produces correct results is to ensure
that the reduction algorithm preserves some equivalence that is a congruence
and that preserves the property in question. For instance, any reduction algo-
rithm that preserves the weakest deadlock-preserving congruence can be used in
compositional analysis of deadlocks.

Section 2 gives the earlier definitions, etc. that we will rely on in this ar-
ticle. The weakest congruence that preserves divergence traces is given in Sec-
tion 3, and the weakest congruence that distinguishes between a diverging and
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non-diverging system in Section 4. Section 5 is devoted to an analysis of CSP-
equivalence from the point of view of weakest congruences, and the paper ends
with a Conclusions section.

2 Background

Let A∗ denote the set of finite and Aω infinite strings of elements of a set A. The
empty string is denoted with ε, and it is an element of A∗, but not of Aω. That
a (finite or infinite) string σ is a prefix of a string ρ is denoted with σ ≤ ρ, and
σ < ρ means that σ ≤ ρ∧ σ 6= ρ. The length of the string σ is denoted with |σ|.

The behaviour of a process consists of executing actions. There are two kinds
of actions: visible and invisible. The invisible actions are denoted with a special
symbol τ . The behaviour of a process is often represented as a labelled transition
system. It is a directed graph whose edges are labelled with action names, with
one state distinguished as the initial state of the process.

Definition 1. A labelled transition system, abbreviated LTS, is a four-tuple
(S,Σ,∆, ŝ), where

– S is the set of states,
– Σ, the alphabet, is the set of the visible actions of the process; we assume

that τ /∈ Σ,
– ∆ ⊆ S × (Σ ∪ {τ}) × S is the set of transitions, and
– ŝ ∈ S is the initial state.

An LTS is finite if and only if its S and Σ are finite.
The following notation is useful for talking about the execution of a process

starting at some given state. The “−x→”-notation requires that all actions along
the execution path are listed, while the τ -actions are skipped in the “ =x⇒ ”-
notation.

Definition 2. Let (S,Σ,∆, ŝ) be an LTS, s, s′ ∈ S, a, a1, a2, . . . , an, . . . ∈ Σ ∪
{τ}, and b1, b2, . . . , bn, . . . ∈ Σ.

– s −a→ s′ is an abbreviation for (s, a, s′) ∈ ∆.
– s −a1a2 · · · an→ s′ means that there are s0, s1, . . . , sn ∈ S such that s0 = s,

sn = s′ and si−1 −ai→ si whenever 1 ≤ i ≤ n.
– s −a1a2 · · · an→ means that there is s′ such that s −a1a2 · · · an→ s′.
– s −a1a2a3 · · ·→ means that there are s0, s1, s2, . . . such that s0 = s and

si−1 −ai→ si whenever 1 ≤ i.
– restr(a1a2 · · · an, A), the restriction of a1a2 · · · an to A, is the result of the

removal of those ai from a1a2 · · · an that are not in A. The restriction of an
infinite string is defined similarly.

– s=ε⇒s′ means that s−τn→s′ for some n ≥ 0, where τn denotes the sequence
of n τ -symbols.
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– s =b1b2 · · · bn⇒ s′ means that there are s0, s1, . . . , sn ∈ S such that s0 = s,
sn = s′ and si−1 =bi⇒ si whenever 1 ≤ i ≤ n. That is, s =b1b2 · · · bn⇒ s′

if and only if there is σ ∈ (Σ ∪ {τ})∗ such that s −σ→ s′ and restr(σ,Σ) =
b1b2 · · · bn.

– s =b1b2b3 · · ·⇒ means that there are s0, s1, s2, . . . such that s0 = s and
si−1 =bi⇒ si whenever 1 ≤ i.

The semantic equivalences that we will discuss will use the following abstract
sets extracted from an LTS. The traces of an LTS are the sequences of visible
actions generated by any finite execution that starts in the initial state. An
infinite execution that starts in the initial state generates either an infinite trace
or a divergence trace, depending on whether the number of visible actions in the
execution is infinite.

Definition 3. Let L = (S,Σ,∆, ŝ) be an LTS.

– Tr(L) =
{

σ ∈ Σ∗
∣
∣ ŝ =σ⇒

}
is the set of the traces of L.

– Inftr(L) =
{

ξ ∈ Σω
∣
∣ ŝ =ξ⇒

}
is the set of the infinite traces of L.

– Divtr(L) =
{

σ ∈ Σ∗
∣
∣ ∃s : ŝ =σ⇒ s ∧ s −τω→

}
, where τω denotes an

infinite sequence of τ -actions, is the set of the divergence traces of L.

It is obvious that Divtr(L) ⊆ Tr(L) and, furthermore, if ξ ∈ Inftr(L) and
σ < ξ, then σ ∈ Tr(L). If an LTS (or just its set of states) is finite, then its
infinite traces are determined by its ordinary traces, as was shown in [13], for
instance.

Proposition 1. Let (S,Σ,∆, ŝ) be an LTS. If S is finite, then
Inftr(L) =

{
ξ ∈ Σω

∣
∣ ∀σ : (σ < ξ ⇒ σ ∈ Tr(L))

}
.

We will later define some additional abstract sets. Tr , Divtr and Inftr are
actually functions that take an LTS as input. Any collection of such functions
can be used to define a semantic model of, and an equivalence between, LTSs
as is shown below. Please notice that we will talk about an equivalence between
two LTSs only if the LTSs have the same alphabet.

Definition 4. Let f1, f2, . . . , fk be any unary functions that take an LTS as
their arguments.

– The semantic model of an LTS L induced by f1, f2, . . . , fk is the k-tuple
(f1(L), f2(L), . . . , fk(L)).

– Assume that the LTSs L and L′ have the same alphabet. The equivalence
induced by f1, f2, . . . , fk is the equivalence “≃” defined as
L ≃ L′ ⇐⇒ f1(L) = f1(L

′) ∧ f2(L) = f2(L
′) ∧ · · · ∧ fk(L) = fk(L′).

We will call it the f1-f2-. . .-fk-equivalence.

Almost every process algebra contains some parallel composition operator. In
this article we use the version which forces precisely those component processes
to participate in the execution of a visible action that have that action in their
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alphabets. The invisible action is always executed by one component process at
a time. We first define the product of LTSs as the LTS that satisfies the above
description and has the Cartesian product of component state sets as its set of
states, and then define parallel composition by picking the part of the product
that is reachable from the initial state of the product.

Definition 5. Let L1 = (S1, Σ1,∆1, ŝ1) and L2 = (S2, Σ2,∆2, ŝ2) be LTSs.
Their product is the LTS (S′, Σ,∆′, ŝ) such that the following hold:

– S′ = S1 × S2

– Σ = Σ1 ∪ Σ2

– ((s1, s2), a, (s′1, s
′
2)) ∈ ∆′ if and only if either

• a ∈ (Σ1 ∪ {τ}) − Σ2 and (s1, a, s′1) ∈ ∆1 ∧ s′2 = s2, or
• a ∈ (Σ2 ∪ {τ}) − Σ1 and (s2, a, s′2) ∈ ∆2 ∧ s′1 = s1, or
• a ∈ Σ1 ∩ Σ2 and (s1, a, s′1) ∈ ∆1 and (s2, a, s′2) ∈ ∆2.

– ŝ = (ŝ1, ŝ2)

The parallel composition L1||L2 is the LTS (S,Σ,∆, ŝ) such that

– S =
{

s ∈ S′
∣
∣ ∃σ ∈ Σ∗ : ŝ =σ⇒ s

}

– ∆ = ∆′ ∩ (S × (Σ ∪ {τ}) × S)

The following formulae describe the traces, etc. of a parallel composition as
functions of the traces, etc. of its component processes. Their proofs are omitted
because they basically consist of dull systematic checking against the definitions
given above. Similar formulae can be found in the literature, for instance in [13].

Proposition 2. Let L1 = (S1, Σ1,∆1, ŝ1) and L2 = (S2, Σ2,∆2, ŝ2) be LTSs.

– Tr(L1||L2) ={
σ ∈ (Σ1 ∪ Σ2)

∗
∣
∣ restr(σ,Σ1) ∈ Tr(L1) ∧ restr(σ,Σ2) ∈ Tr(L2)

}

– Divtr(L1||L2) ={
σ ∈ Tr(L1||L2)

∣
∣ restr(σ,Σ1) ∈ Divtr(L1) ∨ restr(σ,Σ2) ∈ Divtr(L2)

}

– Inftr(L1||L2) =
{

ξ ∈ (Σ1 ∪ Σ2)
ω

∣
∣

restr(ξ,Σ1) ∈ Inftr(L1) ∧ restr(ξ,Σ2) ∈ Tr(L2) ∪ Inftr(L2) ∨
restr(ξ,Σ1) ∈ Tr(L1) ∧ restr(ξ,Σ2) ∈ Inftr(L2)

}

Another operator that is almost invariably found in process algebras in one
form or another is hiding.

Definition 6. Let L = (S,Σ,∆, ŝ) be an LTS, and A any set of action names.
The LTS hide A in L is the LTS (S,Σ′,∆′, ŝ) such that the following hold:

– Σ′ = Σ − A
– (s, a, s′) ∈ ∆′ if and only if

a = τ ∧ ∃b ∈ A : (s, b, s′) ∈ ∆, or a /∈ A ∧ (s, a, s′) ∈ ∆.

The traces, etc. of also hide A in L are functions of the traces, etc. of L.
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Proposition 3. Let L = (S,Σ,∆, ŝ) be an LTS, and let Σ′ be the alphabet of
hide A in L.

– Tr(hide A in L) =
{

σ ∈ Σ′∗
∣
∣ ∃ρ ∈ Tr(L) : σ = restr(ρ,Σ′)

}

– Divtr(hideAinL) =
{

σ ∈ Σ′∗
∣
∣ ∃ζ ∈ Divtr(L)∪Inftr(L) : σ = restr(ζ,Σ′)

}

– Inftr(hide A in L) =
{

ξ ∈ Σ′ω
∣
∣ ∃ζ ∈ Inftr(L) : ξ = restr(ζ,Σ′)

}

An equivalence “≃” is a congruence with respect to a process operator
op(L1, . . . , Ln) if and only if L1 ≃ L′

1 ∧ · · · ∧Ln ≃ L′
n

implies op(L1, . . . , Ln) ≃
op(L′

1, . . . , L
′
n
). We can reason from the above formulae that the Tr -Divtr -Inftr -

equivalence is a congruence with respect to hiding and “||” [13]. Namely, if
Tr(L) = Tr(L′), Divtr(L) = Divtr(L′), and Inftr(L) = Inftr(L′), then

Divtr(hide A in L) =
{

σ ∈ Σ′∗
∣
∣ ∃ζ ∈ Divtr(L) ∪ Inftr(L) : σ = restr(ζ,Σ′)

}

=
{

σ ∈ Σ′∗
∣
∣ ∃ζ ∈ Divtr(L′) ∪ Inftr(L′) : σ = restr(ζ,Σ′)

}

= Divtr(hide A in L′),

where Σ is the common alphabet of L and L′, and Σ′ = Σ−A. Similar reasoning
applies to Tr(hide A in L) and Inftr(hide A in L). One can also immediately
show with the same technique that Tr(L1||L2) = Tr(L′

1||L
′
2) etc., given that

Tr(L1) = Tr(L′
1), etc.

In general, if f1(op(L1, . . . , Ln)), f2(op(L1, . . . , Ln)), . . . , fk(op(L1, . . . , Ln))
can be represented as functions of f1(L1), f2(L1), . . . , fk(L1), . . . , f1(Ln),
f2(Ln), . . . , fk(Ln), then the equivalence induced by f1, f2, . . . , fk is a con-
gruence with respect to op.

3 The Weakest Divergence-Trace-Preserving Congruence

The weakest divergence-trace-preserving congruence is the equivalence that pre-
serves all divergence traces of a process, and is the weakest congruence with re-
spect to hiding and “||” that has this property. In this section we will define even-
tually nondivergent infinite traces and then show that the equivalence induced
by them together with traces and divergence traces is the weakest divergence-
trace-preserving congruence. Eventually nondivergent infinite traces are those
infinite traces, of whose prefixes only finitely many are divergence traces.

Definition 7. Let L = (S,Σ,∆, ŝ) be an LTS. The set of the eventually nondi-
vergent infinite traces of L is Enditr(L) = Inftr(L) − Divcl(L), where

Divcl(L) =
{

ξ ∈ Σω
∣
∣ ∀σ : (σ < ξ ⇒ ∃σ′ : σ ≤ σ′ < ξ ∧ σ′ ∈ Divtr(L))

}
.

The abbreviation Divcl stands for “divergence closure”. The definition im-
mediately implies that Enditr(L) ⊆ Inftr(L).

Proposition 4. Let L, L1 and L2 be LTSs, and let Σ1, Σ2 and Σ′ be the al-
phabets of L1, L2 and hide A in L.
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1. Divtr(hide A in L) ={
σ ∈ Σ′∗

∣
∣ ∃ζ ∈ Divtr(L) ∪ Enditr(L) : σ = restr(ζ,Σ′)

}

2. Enditr(hide A in L) ={
ξ ∈ Σ′ω

∣
∣ ∃ζ ∈ Enditr(L) : ξ = restr(ζ,Σ′)

}
− Divcl(hide A in L)

3. Enditr(L1||L2) =
{

ξ ∈ (Σ1 ∪ Σ2)
ω

∣
∣

restr(ξ,Σ1) ∈ Enditr(L1) ∧ restr(ξ,Σ2) ∈ Tr(L2) ∪ Enditr(L2) ∨
restr(ξ,Σ1) ∈ Tr(L1) ∧ restr(ξ,Σ2) ∈ Enditr(L2)

}
− Divcl(L1||L2)

4. The Tr-Divtr-Enditr-equivalence is a congruence with respect to hiding and
“||”.

Proof. Because Proposition 3 gives that Divtr(hide A in L) =
{

σ ∈ Σ′∗
∣
∣ ∃ζ ∈

Divtr(L) ∪ Inftr(L) : σ = restr(ζ,Σ′)
}
, and because Enditr(L) ⊆ Inftr(L),

to prove 1 it suffices to show that whatever the strings in Inftr(L) − Enditr(L)
contribute to Divtr(hideA inL) would be in the latter set anyway. These strings
have arbitrarily long prefixes that are divergence traces of L. Let ζ ∈ Inftr(L)−
Enditr(L), and σ = restr(ζ,Σ′). If σ is infinite, then it is ruled out by the
condition σ ∈ Σ′∗ in the right hand side of 1. Otherwise, ζ has a finite prefix ζ1

such that σ = restr(ζ1, Σ
′). Because ζ ∈ Inftr(L) − Enditr(L), ζ has a prefix ζ2

such that ζ1 ≤ ζ2 and ζ2 ∈ Divtr(L). We have σ = restr(ζ1, Σ
′) ≤ restr(ζ2, Σ

′) ≤
restr(ζ,Σ′) = σ, so σ is included due to the part “∃ζ ∈ Divtr(L) : . . .”.

In a similar way one can show that if ζ ∈ Inftr(L)−Enditr(L), then restr(ζ,
Σ′) ∈ Divcl(hide A in L) or restr(ζ,Σ′) is finite. This implies 2. The part 3
is proven similarly, and 4 follows from the previous parts and Propositions 2
and 3. ⊓⊔

The next two propositions show that any equivalence that preserves the diver-
gence traces and is a congruence with respect to “||” and hiding must preserve
also ordinary traces and eventually nondivergent infinite traces.

Proposition 5. Let “≃” be a congruence with respect to “||” such that L ≃ L′

implies Divtr(L) = Divtr(L′). Then L ≃ L′ implies Tr(L) = Tr(L′).

Proof. Let L ≃ L′, and let Σ be the common alphabet of L and L′. Let σ =
a1a2 · · · an ∈ Σ∗, and let Test1 be the LTS which has Σ as its alphabet, and
whose states, transitions and initial state are as is shown in Figure 1. We have
σ ∈ Tr(L) ⇐⇒ σ ∈ Divtr(L||Test1) ⇐⇒ σ ∈ Divtr(L′||Test1) ⇐⇒ σ ∈ Tr(L′),
where the first and last logical equivalences are due to the structure of Test1, and
the middle one follows from the congruence requirement and that the equivalence
preserves divergence traces. ⊓⊔

Proposition 6. Let “≃” be a congruence with respect to “||” and hiding such
that L ≃ L′ implies Divtr(L) = Divtr(L′). Then L ≃ L′ implies Enditr(L) =
Enditr(L′).

Proof. Let L ≃ L′, let Σ be the common alphabet of L and L′, and ξ =
a1a2a3 · · · ∈ Enditr(L). Because ξ ∈ Enditr(L), it has a prefix a1a2 · · · an such
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@R
Test1

g -a1 g -a2 . . . -an−1 g -an g?
τ

@R
Test2

g -a1 g -a2 . . . -an g -anew g -an+1 g -an+2 . . .

Fig. 1. Two LTSs used in proofs

that every divergence trace of L is either a prefix of a1a2 · · · an−1, or not a prefix
of ξ. Let anew be a symbol that is not in Σ, and let Test2 be the LTS that has
Σ ∪ {anew} as its alphabet, and whose states and transitions are as is shown
in Figure 1. We see that anew ∈ Divtr(hide Σ in (L||Test2)). The congruence
requirement implies that anew ∈ Divtr(hide Σ in (L′||Test2)). ¿From this we
can conclude that either ξ ∈ Inftr(L′), or Divtr(L′) contains some ρ such that
a1a2 · · · an ≤ ρ < ξ. In the latter case Divtr(L) = Divtr(L′) would imply that ρ
is a divergence trace of L that is a prefix of ξ but not a prefix of a1a2 · · · an−1,
which is in contradiction with the choice of n. So we see that ξ ∈ Inftr(L′) and,
furthermore, ξ /∈ Divcl(L′). These imply that ξ ∈ Enditr(L′). In conclusion,
Enditr(L) ⊆ Enditr(L′). By replacing the roles of L′ and L we see that also
Enditr(L′) ⊆ Enditr(L). ⊓⊔

Putting the results of this section together gives the following theorem.

Theorem 1. The Tr-Divtr-Enditr-equivalence is the weakest congruence with
respect to “||” and hiding that preserves all divergence traces.

Proof. The two preceding propositions say that any congruence that preserves
divergence traces implies the Tr -Divtr -Enditr -equivalence. On the other hand,
because this equivalence is a congruence, it is the required weakest congruence.

⊓⊔

The proof of Proposition 6 used an infinite LTS. Therefore, if we make the a
priori assumption that all LTSs are finite, then the proposition cannot any more
be used, at least not without a new proof. However, Proposition 5 remains valid
in such a situation, because its proof did not assume infinite LTSs to be available.
This fact allows us to show that Theorem 1 holds also if all LTSs are assumed
to be finite, and even if hiding is removed from the set of operators with respect
to which the equivalence must be a congruence.

Theorem 2. The Tr-Divtr-Enditr-equivalence is the weakest congruence be-
tween finite LTSs with respect to “||” and hiding that preserves all divergence
traces. The claim remains valid if “and hiding” is removed.

Proof. Let “≃” preserve the divergence traces and be a congruence with respect
to “||”. By Proposition 5 it preserves also the traces. Proposition 1 implies that
if L ≃ L′, then Inftr(L) =

{
ξ ∈ Σω

∣
∣ ∀σ : (σ < ξ ⇒ σ ∈ Tr(L))

}
=

{
ξ ∈

Σω
∣
∣ ∀σ : (σ < ξ ⇒ σ ∈ Tr(L′))

}
= Inftr(L′), so Enditr(L) = Inftr(L) −

Divcl(L) = Inftr(L′) − Divcl(L′) = Enditr(L′). ⊓⊔
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The key message of the proof is that if the LTSs are finite, then the Tr -Divtr -
Enditr -equivalence collapses to the Tr -Divtr -equivalence.

4 The Weakest Divergence-Preserving Congruence

In the previous section we started with the requirement that the congruence
must preserve all divergence traces. In this section our starting point is weaker:
we assume only that the congruence preserves the one bit of information that
tells if the process can diverge or not. As a result, we will end up with a strictly
weaker equivalence.

The equivalence will be built from those traces and infinite traces that do
not have divergence traces as their prefixes, and from those divergence traces
that do not have divergence traces as their proper prefixes.

Definition 8. Let L be an LTS and Σ its alphabet.

– diverges(L) = True if and only if Divtr(L) 6= ∅. Otherwise diverges(L) =
False.

– If X ⊆ Σ∗, then minimals(X) =
{

σ ∈ X
∣
∣ ∀ρ : (ρ < σ ⇒ ρ /∈ X)

}

– The set of the mimimal divergence traces of L is
Mindiv(L) = minimals(Divtr(L))

– The set of the extended divergence traces of L is
Divext(L) =

{
ζ ∈ Σ∗ ∪ Σω

∣
∣ ∃ρ : ρ ≤ ζ ∧ ρ ∈ Mindiv(L)

}

– The set of the nondivergent traces of L is
Ndtr(L) = Tr(L) − Divext(L)

– The set of the nondivergent infinite traces of L is
Ndinftr(L) = Inftr(L) − Divext(L)

In analogy with the previous section, we need to show that the Ndtr -Mindiv -
Ndinftr -equivalence is a congruence. We just present the formulae that give
Ndtr(hide A in L), etc. as functions of Ndtr(L), etc., and skip their (boring)
proof.

Proposition 7. Let L be an LTS, and Σ′ = Σ − A.

– Ndtr(hide A in L) ={
σ ∈ Σ′∗

∣
∣ ∃ρ ∈ Ndtr(L) : σ = restr(ρ,Σ′)

}
− Divext(L)

– Mindiv(hide A in L) =
minimals(

{
σ ∈ Σ′∗

∣
∣ ∃ζ ∈ Mindiv(L) ∪ Ndinftr(L) : σ = restr(ζ,Σ′)

}
)

– Ndinftr(hide A in L) ={
ξ ∈ Σ′ω

∣
∣ ∃ζ ∈ Ndinftr(L) : ξ = restr(ζ,Σ′)

}
− Divext(L)

– Ndtr(L1||L2) ={
σ ∈ (Σ1 ∪ Σ2)

∗
∣
∣ restr(σ,Σ1) ∈ Ndtr(L1) ∧ restr(σ,Σ2) ∈ Ndtr(L2)

}

– Mindiv(L1||L2) = minimals(
{

σ ∈ (Σ1 ∪ Σ2)
∗

∣
∣

restr(σ,Σ1) ∈ Mindiv(L1) ∧ restr(σ,Σ2) ∈ Ndtr(L2) ∪ Mindiv(L2) ∨
restr(σ,Σ1) ∈ Ndtr(L1) ∧ restr(σ,Σ2) ∈ Mindiv(L2)

}
)
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– Ndinftr(L1||L2) =
{

ξ ∈ (Σ1 ∪ Σ2)
ω

∣
∣

restr(ξ,Σ1) ∈ Ndinftr(L1) ∧ restr(ξ,Σ2) ∈ Ndtr(L2) ∪Ndinftr(L2) ∨
restr(ξ,Σ1) ∈ Ndtr(L1) ∧ restr(ξ,Σ2) ∈ Ndinftr(L2)

}

That the Ndtr -Mindiv -Ndinftr -equivalence is the weakest diverges()-preserv-
ing congruence is a direct consequence of the following three propositions.

Proposition 8. Let “≃” be a congruence with respect to “||” such that L ≃ L′

implies that diverges(L) = diverges(L′). Then L ≃ L′ implies Mindiv(L) =
Mindiv(L′).

Proof. Let σ = a1a2 · · · an ∈ Mindiv(L). Let Test3 have the same alphabet as L,
and let its other components be as is shown in Figure 2. Then diverges(L||Test3)
= True, so also diverges(L′||Test3) = True, from which we can reason that σ has
a prefix ρ such that ρ ∈ Mindiv(L′). By repeating the argument with the roles of
L and L′ exchanged we see that ρ has a prefix σ′ such that σ′ ∈ Mindiv(L). Due
to the definition of Mindiv we have σ′ = σ, so ρ = σ and we get Mindiv(L) =
Mindiv(L′). ⊓⊔

@R
Test3

g -a1 g -a2 . . . -an g @R
Test4

g -a1 g -a2 g -a3 . . .

Fig. 2. Two more LTSs used in proofs

Proposition 9. Let “≃” be a congruence with respect to “||” such that L ≃
L′ implies that diverges(L) = diverges(L′). Then L ≃ L′ implies Ndtr(L) =
Ndtr(L′).

Proof. Let σ = a1a2 · · · an ∈ Ndtr(L). We use again Test1 from Figure 1. We see
that diverges(L||Test1) = True, so also diverges(L′||Test1) = True. This means
that either σ has a prefix that is a divergence trace of L′, or σ ∈ Ndtr(L′).
Proposition 8 and the definition of Ndtr(L) rule out the former possibility. Thus
σ ∈ Ndtr(L′). So Ndtr(L) ⊆ Ndtr(L′). By symmetry also Ndtr(L′) ⊆ Ndtr(L).

⊓⊔

Proposition 10. Let “≃” be a congruence with respect to “||” and hiding such
that L ≃ L′ implies that diverges(L) = diverges(L′). Then L ≃ L′ implies
Ndinftr(L) = Ndinftr(L′).

Proof. Let ξ = a1a2a3 · · · ∈ Ndinftr(L). It is the time to use Test4 from Figure 2.
Clearly hideΣ in (L||Test4) diverges, so also hideΣ in (L′||Test4) must diverge.
This is possible only if either some prefix of ξ is a divergence trace of L′, or
ξ ∈ Ndinftr(L′). Like before, Proposition 8 and the definition of Ndinftr(L) rule
out the former possibility, so ξ ∈ Ndinftr(L′). Like before, that ξ ∈ Ndinftr(L′)
implies ξ ∈ Ndinftr(L) follows now from symmetry. ⊓⊔
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Theorem 3. The Ndtr-Mindiv-Ndinftr-equivalence is the weakest congruence
with respect to “||” and hiding that preserves the existence of divergence traces.

We again used an infinite LTS, namely in the proof of Proposition 10. Like
in the previous section, this proposition can be replaced by another one if we
restrict ourselves to finite LTSs. As a matter of fact, the weaker assumption that
the LTSs are finitely branching can be used as well.

Definition 9. An LTS (S,Σ,∆, ŝ) is finitely branching, if and only if for each
s ∈ S and a ∈ Σ ∪ {τ}, the set

{
s′

∣
∣ (s, a, s′) ∈ ∆

}
is finite.

Proposition 11. If L is a finitely branching LTS, then

Ndinftr(L) =
{

ξ ∈ Σω
∣
∣ ∀ρ : (ρ < ξ ⇒ ρ ∈ Ndtr(L))

}
.

Proof. The direction “ξ ∈ Ndinftr(L) ⇒” is obvious. For the opposite direction,
let ξ = a1a2a3 · · · ∈ Σω such that ∀σ : (σ < ξ ⇒ σ ∈ Ndtr(L)). We show next
that the system has an infinite execution s0 −b1→ s1 −b2→ · · ·, where s0 = ŝ,
such that restr(b1b2 · · · , Σ) ≤ ξ. We do that by inductively demonstrating, for
each n ≥ 0, the existence of transitions s0 −b1→ s1 −b2→ · · · −bn→ sn and an
infinite set En of arbitrarily long finite executions, such that the executions start
with s0 −b1→ · · · −bn→ sn, the traces of the executions are prefixes of ξ, and
s0 = ŝ.

A suitable E0 is obtained by picking, for each i ≥ 0, any execution that has
a1a2 · · · ai as its trace. Of course, s0 is chosen to be ŝ.

Because En contains an infinite number of arbitrarily long executions, it
contains infinitely many arbitrarily long executions that are longer than n. The
(n+1)th transition of any such execution is labelled either with τ , or with the ak

such that restr(b1 · · · bn, Σ) = a1 · · · ak−1. Because the LTS is finitely branching,
there are only finitely many τ - and ak-transitions that start in sn. Thus infinitely
many arbitrarily long members of En must share the same (n + 1)th transition
sn −bn+1→ sn+1 (where bn+1 = τ or bn+1 = ak). The set of those members can
be chosen as En+1. This concludes the induction proof.

Our starting point included the assumption that all prefixes of ξ are nondi-
vergent traces. Therefore, restr(b1b2 · · · , Σ) cannot be finite, because otherwise
the infinite execution s0 −b1→ s1 −b2→ · · · would generate a divergence trace
that is a prefix of ξ. As a consequence, restr(b1b2 · · · , Σ) = ξ, so ξ ∈ Ndinftr(L).

⊓⊔

Thus the Ndtr -Mindiv -Ndinftr -equivalence collapses to the Ndtr -Mindiv -equiv-
alence if the LTSs are finitely branching.

Theorem 4. The Ndtr-Mindiv-equivalence is the weakest congruence between
finite LTSs with respect to “||” and hiding that preserves the existence of diver-
gence traces. The claim remains valid if “and hiding” is removed, and/or “finite”
is replaced with “finitely branching”.
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5 Comparison to CSP-Equivalence

Readers that are familiar with the CSP theory have certainly noticed that the
Ndtr -Mindiv -Ndinftr -equivalence of the previous section has a striking similarity
with the well-known failures-divergences equivalence of [3, 4, 9], and we will soon
make this similarity explicit. As we hinted in the introduction, the meanings that
this equivalence assigns to the terms “failure” and “divergence” are different
from the meanings used elsewhere, so we prefer to call this equivalence CSP-
equivalence to avoid confusion.

One important goal in the original definition of CSP-equivalence was to derive
the meanings of recursive process equations directly — without first converting
the processes to LTSs. In this way the need for an operational semantics was
avoided. An analysis of the fixed points of process equations made such a defini-
tion possible. However, the definition had the consequence that no information of
the behaviour of a process after it has executed a divergence trace is preserved
by CSP-equivalence. A process that has executed a divergence trace is called
Chaos in CSP literature. We assume in this section that all LTSs are finitely
branching, because otherwise CSP-equivalence would not be a congruence ([9]
p. 200).

CSP-equivalence can be defined in the LTS framework as follows ([9] p. 191).
We use the additional concept of stable failure. A stable failure of an LTS is a
pair consisting of a trace of that LTS and a subset of its alphabet. It is possible
to execute that trace such that the LTS ends up in a state where it can execute
neither invisible actions (the state is thus stable), nor any actions from the given
subset. Stable failures or related concepts are important in equivalences that
preserve deadlock information and are congruences with respect to “||”.

Definition 10. Let L = (S,Σ,∆, ŝ) be a finitely branching LTS.

– sfail(L) =
{

(σ,A) ∈ Σ∗×2Σ
∣
∣ ∃s ∈ S : ŝ=σ⇒s∧∀a ∈ A∪{τ} : ¬(s−a→)

}

is the set of the stable failures of L.
– CSPdivtr(L) =

{
σ ∈ Σ∗

∣
∣ ∃ρ : ρ ≤ σ ∧ ρ ∈ Divtr(L)

}

– CSPfail(L) = sfail(L) ∪ (CSPdivtr(L) × 2Σ)
– CSP-equivalence is the CSPfail -CSPdivtr-equivalence.

The following proposition implies that CSP-equivalence implies the Ndtr -
Mindiv -equivalence.

Proposition 12. Let L be a finitely branching LTS.

1. Ndtr(L) =
{

σ
∣
∣ (σ, ∅) ∈ CSPfail(L) ∧ σ /∈ CSPdivtr(L)

}

2. Mindiv(L) = minimals(CSPdivtr(L))

Proof. Let σ ∈ Ndtr(L), and consider an arbitrary execution that produces
σ. Because Ndtr(L) ∩ Divtr(L) = ∅, any continuation of that execution with τ -
transitions eventually leads to a stable state. Thus (σ, ∅) ∈ sfail(L) ⊆ CSPfail(L).
The definitions of Ndtr(L) and CSPdivtr(L) give that σ /∈ CSPdivtr(L). On the
other hand, if (σ, ∅) ∈ CSPfail(L) and σ /∈ CSPdivtr(L), then (σ, ∅) ∈ sfail(L),
so σ ∈ Tr(L) and σ ∈ Ndtr(L). Part 1 has now been proven. Part 2 follows
easily from the definitions. ⊓⊔
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In the opposite direction, clearly CSPdivtr(L) =
{

σ ∈ Σ∗
∣
∣ ∃ρ : ρ ≤ σ ∧ ρ ∈

Mindiv(L)
}
. However, CSPfail(L) cannot be obtained from Ndtr(L), Mindiv(L)

and Ndinftr(L), and the Ndtr -Mindiv -Ndinftr -equivalence does not imply CSP-
equivalence. The first two LTSs in Figure 3 prove this.

@R
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g�
��*a

g

HHHj
τ

g

@R
L2

g�
��*a

g

Σ = {a}

@R
L3

g�
��*a

g

HHHj
τ

g

6
anew

@R
L4

g�
��*a

g

6
anew

Σ = {a, anew}

Fig. 3. Two pairs of Ndtr -Mindiv -Ndinftr -equivalent but not CSP-equivalent LTSs

It would be interesting to find a small strengthening to the starting point of
the construction of the weakest divergence-preserving congruence such that the
result would be precisely CSP-equivalence. Unfortunately, the task seems dif-
ficult. What Ndtr -Mindiv -Ndinftr -equivalence misses from CSP-equivalence is
clearly related to the deadlock properties of LTSs. Unfortunately, it was shown
in [10] that any equivalence that preserves the possibility of deadlocking and
is a congruence with respect to “||” must preserve sfail(L). CSP-equivalence
preserves only those stable failures whose trace part has no divergence trace
as a prefix. As a consequence, the requirement of deadlock-preservation would
strengthen the equivalence too much. It seems that the requirement must some-
how be formulated such that it, like CSP-semantics, does not say anything about
the behaviour after executing a minimal divergence trace.

A seemingly promising possibility would be to seek for the weakest “any-
lock”-preserving congruence, that is, the weakest congruence that distinguishes
systems that can stop executing visible actions from those that cannot. There are
two ways in which a system can stop executing visible actions: deadlock (the sys-
tem cannot execute anything), and livelock or divergence (the system executes
infinitely many invisible actions). The congruence needs not distinguish between
these two reasons, unless the congruence requirement indirectly forces such a
distinction to be possible. CSP-equivalence implies this congruence, because
CSP-equivalence is itself a congruence, CSPdivtr(L) = ∅ if and only if L has
no divergences, and, in the case that L has no divergences, (σ,Σ) ∈ CSPfail(L)
if and only if σ is a trace that leads to a deadlock.

The proofs of Propositions 8, 9 and 10 can be carried through with the any-
lock-preserving congruence by first adding a new action anew to the alphabets
of Test3, Test1 and Test4, and attaching a local anew-loop (that is, the transition
s−anew→s) to each state of Test3, Test1 and Test4. Furthermore, the LTSs L3 and
L4 in Figure 3 are Ndtr -Mindiv -Ndinftr -equivalent but not any-lock-equivalent.
As a consequence, the any-lock-preserving congruence is strictly stronger than
the Ndtr -Mindiv -Ndinftr -equivalence. Indeed, with the Test5 in Figure 4 one can
prove that the any-lock-preserving congruence must preserve all stable failures
(a1a2 · · · an, {b1, . . . , bk}) such that no prefix of a1a2 · · · anb is a divergence trace,
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where b is any element of {b1, . . . , bk}. This is slightly less than what we want
— we would like to allow a1a2 · · · anb (although not a1a2 · · · an) to diverge.

@R
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g

6
anew

-a1 g

6
anew

-a2 . . . -an−1 g

6
anew

-an g

6b1

g� anew

���
b2

g� anew

-b3 g� anew

ppp?
bk

g� anew

Fig. 4. An LTS for testing failures

Unfortunately, the weakest any-lock-preserving congruence seems to be strict-
ly weaker than CSP-equivalence. Namely, CSP-equivalence distinguishes be-
tween L′

3 = hide {anew} in L3 and L′
4 = hide {anew} in L4, but it seems that

the weakest any-lock-preserving congruence does not. Both of these two LTSs
can stop executing visible actions by first executing a and then diverging. This
remains true if the LTSs are put into an environment that hides a or eventually
offers a. If the environment refuses a before offering it, then the systems can stop
executing visible actions if and only if the environment can. It is thus difficult
to think of an environment that would make it possible to distinguish between
L′

3 and L′
4, when the only thing that can be observed is the ability of stopping

executing visible actions.

Theorem 9.3.1 (iii) of [9] characterises CSP-equivalence as the weakest “im-
mediate-any-lock-preserving” congruence, that is, as the weakest congruence
that distinguishes systems that can deadlock or diverge before executing any
visible actions from those that cannot. This result is not fully satisfactory from
our point of view, because its proof uses a somewhat unusual “relational re-
naming” operator that can convert a transition to two transitions with different
labels (see the errata that is in the www page of the book), whereas most of
the other weakest congruence results rely only on ordinary parallel composition
and hiding. Nevertheless, the result gives a characterisation of CSP-equivalence
as the weakest congruence that satisfies a simple condition with respect to a
well-known (large) set of operators.

6 Conclusions

We proved that the weakest livelock-preserving congruence is the Ndtr -Mindiv -
Ndinftr -equivalence, and the weakest congruence that preserves all traces that
lead to a livelock is the Tr -Divtr -Enditr -equivalence. We proved that Hoare’s
well-known CSP-equivalence implies the Ndtr -Mindiv -Ndinftr -equivalence but
is not the same. As an attempt to give CSP-equivalence a characterisation as
a weakest congruence we investigated the “any-lock”-preserving congruence, and
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found it to be (apparently strictly) between the Ndtr -Mindiv -Ndinftr -equivalence
and CSP-equivalence.

An interesting topic for future research would be to check how sensitive the
results in this article are to the particular choice of operators. We state as a
hypothesis that the Tr -Divtr -Enditr and Ndtr -Mindiv -Ndinftr -equivalences re-
main congruences when other common process operators, such as choice, renam-
ing, etc., are taken into account.
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Abstract. In process algebras the weakest congruences that preserve
interesting properties of systems are of theoretical and practical impor-
tance. A system can stop executing visible actions in two ways: by dead-
locking or livelocking. The weakest deadlock-preserving congruence was
published in [20]. The weakest livelock-preserving congruence and the
weakest congruence that preserves all traces of visible actions leading to a
livelock were published in [17]. In this paper we will equate deadlock and
livelock. We introduce the weakest congruence that preserves the predi-
cate “any-lock” which distinguishes those systems that can stop execut-
ing visible actions from those that cannot. We also present the weakest
congruence that preserves all traces after which the system can stop exe-
cuting visible actions. Finally, we give two simple weakest-congruence
characterisations for the CSP failures-divergences equivalence, one of
which is a minimal characterisation in a well-defined sense. However,
we also show that there is no minimum (least) characterisation.

1 Introduction

Process algebras are one important approach for the specification and verifica-
tion of concurrent systems. In a process algebra processes are constructed from
other processes by using operators. A semantic equivalence tells whether the
behaviour of two processes is the same with respect to the properties we are
interested in. Such properties can be, for example, the presence of deadlocks or
livelocks in the process. However, an equivalence is usually only deemed useful
if it is a congruence. This means that when two equivalent processes, P ≃ Q,
are placed in any process context C[·] constructed from operators and processes,
the results have to be equivalent: C[P ] ≃ C[Q]. Whether or not an equivalence
is a congruence may thus depend on the set of operators we are allowed to use.
An equivalence “≃1” is weaker (coarser) than another equivalence “≃2” if and
only if P ≃2 Q implies P ≃1 Q.

The weakest congruences that preserve certain interesting properties are of
both theoretical and practical interest. These are the equivalences that con-
tain just enough information, and nothing more, that is needed to deduce the
given property of any system that can be constructed using our operators. For
practical verification, congruences are important because they can be used in
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compositional construction of LTSs (labelled transition systems). This means
that a reduction algorithm which preserves the equivalence is applied to an LTS
before using the LTS as a component in a larger system. The congruence prop-
erty then guarantees that the resulting overall system is equivalent to the system
without the reduction. That the equivalence is as weak as possible, on the other
hand, means that it makes least distinctions between processes, thus giving us
most opportunities for reducing processes.

A process communicates with its environment by executing visible actions,
and it can stop executing visible actions in two ways. It can either deadlock,
meaning that it cannot execute any actions, or livelock, meaning that it executes
infinitely many internal actions. The weakest congruence that distinguishes dead-
locking and non-deadlocking systems was identified in [20]. The weakest congru-
ence that distinguishes livelocking and non-livelocking systems was found in [17].
Also, [17] presented the (strictly stronger than the former) weakest congruence
that preserves all traces of visible actions leading to a livelock.

Based on these results on deadlock and livelock we know the weakest congru-
ences that preserve both of these properties individually. However, sometimes
the most important thing to know is whether or not the system can stop execut-
ing visible actions, not whether this happens through deadlock or livelock. In a
typical situation, we want to make sure that our system has neither deadlocks
nor livelocks.

In this paper we determine the weakest congruence that distinguishes systems
that can stop executing visible actions from those that cannot, that is, preserves
the predicate “deadlock-or-livelock”. This turns out to be strictly weaker than
the congruence needed for preserving both of the above predicates. Also, in [17]
it was conjectured that for finitely nondeterministic systems such a congru-
ence would be strictly weaker than Hoare’s well-known CSP failures-divergences
equivalence [19]. Here we prove that this is indeed the case. We also present
the weakest congruence that preserves all traces of visible actions after which
the system can stop executing further visible actions, i.e., deadlock or livelock.
Finally, we give two simple models for which CSP-equivalence is the weakest
preserving congruence. One of these is an optimal or, minimal, characterisation
in an intuitively defined sense. However, we also show that there is no unique
minimum characterisation.

In the next section we define our framework which is a CSP-like process
algebra with LTSs as processes. The weakest any-lock-preserving congruence is
given in Section 3, and the corresponding weakest congruence for any-lock-traces
in Section 4. In Section 5 the CSP failures-divergences-equivalence is given the
above-mentioned characterisations. In Section 6 we describe related work, and
in Section 7 we present some conclusions.

2 Background

Let A∗ denote the set of finite and Aω infinite strings of elements of a set A.
The empty string is denoted with ε, and it is an element of A∗, but not of Aω.
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That a (finite) string σ is a prefix of a (finite or infinite) string ρ is denoted with
σ ≤ ρ, and σ < ρ means that σ ≤ ρ ∧ σ 6= ρ.

The behaviour of a process consists of executing actions. There are two kinds
of actions: visible and invisible. The invisible actions are denoted with a special
symbol τ . Here the behaviour of a process is represented as a labelled transition
system. It is a directed graph whose edges are labelled with action names, with
one state distinguished as the initial state of the process.

Definition 1. A labelled transition system, abbreviated LTS, is a four-tuple
(S,Σ,∆, ŝ), where

– S is the set of states,
– Σ, the alphabet, is the set of the visible actions of the process; we assume

that τ /∈ Σ,
– ∆ ⊆ S × (Σ ∪ {τ}) × S is the set of transitions, and
– ŝ ∈ S is the initial state.

Definition 2. An LTS (S,Σ,∆, ŝ) is finitely nondeterministic (finitely branch-
ing), if and only if for each s ∈ S and a ∈ Σ ∪ {τ}, the set

{
s′

∣
∣ (s, a, s′) ∈ ∆

}

is finite. An LTS (S,Σ,∆, ŝ) is finite if and only if S and Σ are finite.

We use s −a→ s′ as an abbreviation for (s, a, s′) ∈ ∆, and this is extended
in the obvious way to s −σ→ s′ and s −ξ→ , where σ is a finite and ξ a finite
or infinite sequence of actions. Let restr(σ,A) denote the result of removal of
all actions from σ that are not in A. We write s =ρ⇒ s′ iff there is σ such that
s −σ→ s′ and ρ = restr(σ,Σ). s =ρ⇒ is defined similarly.

The semantic equivalences that we will discuss will use the following abstract
sets extracted from an LTS. The traces of an LTS are the sequences of visible
actions generated by any finite execution that starts in the initial state. An
infinite execution that starts in the initial state generates either an infinite trace
or a divergence trace, depending on whether the number of visible actions in the
execution is infinite. The stable failures describe the ability of the LTS to refuse
actions after executing a particular trace.

Definition 3. Let L = (S,Σ,∆, ŝ) be an LTS.

– Tr(L) =
{

σ ∈ Σ∗
∣
∣ ŝ =σ⇒

}
is the set of the traces of L.

– Inftr(L) =
{

ξ ∈ Σω
∣
∣ ŝ =ξ⇒

}
is the set of the infinite traces of L.

– Divtr(L) =
{

σ ∈ Σ∗
∣
∣ ∃s : ŝ =σ⇒ s ∧ s −τω→

}
, where τω denotes an

infinite sequence of τ -actions, is the set of the divergence traces of L.
– Sfail(L) =

{
(σ,A) ∈ Σ∗×2Σ

∣
∣ ∃s ∈ S : ŝ=σ⇒ s∧∀a ∈ A∪{τ} : ¬s−a→

}

is the set of the stable failures of L.

It is obvious that Divtr(L) ⊆ Tr(L) and, furthermore, if ξ ∈ Inftr(L) and
σ < ξ, then σ ∈ Tr(L). If an LTS (or just its set of states) is finite, then its
infinite traces are determined by its ordinary traces, as was shown in [23].

Proposition 1. Let L = (S,Σ,∆, ŝ) be an LTS. If S is finite, then
Inftr(L) =

{
ξ ∈ Σω

∣
∣ ∀σ < ξ : σ ∈ Tr(L)

}
.
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It is also easy to show that Tr(L) can be determined if Divtr(L) and Sfail(L)
are known:

Proposition 2. Let (S,Σ,∆, ŝ) be an LTS. Then

Tr(L) = Divtr(L) ∪
{

σ ∈ Σ∗
∣
∣ (σ, ∅) ∈ Sfail(L)

}
.

We will later define some additional abstract sets. Tr , Divtr , Inftr and Sfail
are actually functions that take an LTS as input. Any collection of such functions
can be used to define a semantic model of, and an equivalence between, LTSs
as is shown below. Please notice that we will talk about an equivalence between
two LTSs only if the LTSs have the same alphabet.

Definition 4. Let f1, f2, . . . , fk be any unary functions that take an LTS as
their arguments.

– The semantic model of an LTS L induced by f1, f2, . . . , fk is the k-tuple
(f1(L), f2(L), . . . , fk(L)).

– Assume that the LTSs L and L′ have the same alphabet. The equivalence
induced by f1, f2, . . . , fk is the equivalence “≃” defined as

L ≃ L′ ⇐⇒ f1(L) = f1(L
′) ∧ f2(L) = f2(L

′) ∧ · · · ∧ fk(L) = fk(L′).

We will call it the f1-f2-. . .-fk-equivalence.

Almost every process algebra contains some parallel composition operator. In
this article we use the version which forces precisely those component processes
to participate in the execution of a visible action that have that action in their
alphabets. The invisible action is always executed by exactly one component
process at a time. We first define the product of LTSs as the LTS that satisfies
the above description and has the Cartesian product of component state sets as
its set of states, and then define parallel composition by picking the part of the
product that is reachable from the initial state of the product.

Definition 5. Let L1 = (S1, Σ1,∆1, ŝ1) and L2 = (S2, Σ2,∆2, ŝ2) be LTSs.
Their product is the LTS (S′, Σ,∆′, ŝ) such that the following hold:

– S′ = S1 × S2

– Σ = Σ1 ∪ Σ2

– ((s1, s2), a, (s′1, s
′
2)) ∈ ∆′ if and only if either

• a ∈ (Σ1 ∪ {τ}) \ Σ2 and (s1, a, s′1) ∈ ∆1 ∧ s′2 = s2, or

• a ∈ (Σ2 ∪ {τ}) \ Σ1 and (s2, a, s′2) ∈ ∆2 ∧ s′1 = s1, or

• a ∈ Σ1 ∩ Σ2 and (s1, a, s′1) ∈ ∆1 and (s2, a, s′2) ∈ ∆2.

– ŝ = (ŝ1, ŝ2)

The parallel composition L1||L2 is the LTS (S,Σ,∆, ŝ) such that

– S =
{

s ∈ S′
∣
∣ ∃σ ∈ Σ∗ : ŝ =σ⇒ s

}

– ∆ = ∆′ ∩ (S × (Σ ∪ {τ}) × S)
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The following formulae describe the traces, etc. of a parallel composition
as functions of the traces, etc. of its component processes. Their proofs are
omitted because they basically consist of tedious systematic checking against
the definitions given above. Similar formulae can be found in the literature, for
instance in [23].

Proposition 3. Let L1 = (S1, Σ1,∆1, ŝ1) and L2 = (S2, Σ2,∆2, ŝ2) be LTSs.

– Tr(L1||L2) ={
σ ∈ (Σ1 ∪ Σ2)

∗
∣
∣ restr(σ,Σ1) ∈ Tr(L1) ∧ restr(σ,Σ2) ∈ Tr(L2)

}

– Divtr(L1||L2) ={
σ ∈ Tr(L1||L2)

∣
∣ restr(σ,Σ1) ∈ Divtr(L1) ∨ restr(σ,Σ2) ∈ Divtr(L2)

}

– Inftr(L1||L2) =
{

ξ ∈ (Σ1 ∪ Σ2)
ω

∣
∣

[ restr(ξ,Σ1) ∈ Inftr(L1) ∧ restr(ξ,Σ2) ∈ Inftr(L2) ] ∨
[ restr(ξ,Σ1) ∈ Inftr(L1) ∧ restr(ξ,Σ2) ∈ Tr(L2) ] ∨
[ restr(ξ,Σ1) ∈ Tr(L1) ∧ restr(ξ,Σ2) ∈ Inftr(L2) ]

}

– Sfail(L1||L2) =
{

(σ,A) ∈ (Σ1 ∪ Σ2)
∗ × 2Σ1∪Σ2

∣
∣ ∃(ρ1, B1) ∈ Sfail(L1),

(ρ2, B2) ∈ Sfail(L2) : restr(σ,Σ1) = ρ1 ∧ restr(σ,Σ2) = ρ2 ∧ A = B1 ∪ B2

}

Another operator that is almost invariably found in process algebras in one
form or another is hiding, which converts visible actions into τ -actions and re-
moves them from the alphabet.

Definition 6. Let L = (S,Σ,∆, ŝ) be an LTS, and A any set of action names.
Then hide A in L is the LTS (S,Σ′,∆′, ŝ) such that the following hold:

– Σ′ = Σ \ A
– (s, a, s′) ∈ ∆′ if and only if

a = τ ∧ ∃b ∈ A : (s, b, s′) ∈ ∆, or a /∈ A ∧ (s, a, s′) ∈ ∆.

The traces, etc. of also hide A in L are functions of the traces, etc. of L.

Proposition 4. Let L = (S,Σ,∆, ŝ) be an LTS, and let Σ′ be the alphabet of
hide A in L.

– Tr(hide A in L) =
{

σ ∈ Σ′∗
∣
∣ ∃ρ ∈ Tr(L) : σ = restr(ρ,Σ′)

}

– Divtr(hideAinL) =
{

σ ∈ Σ′∗
∣
∣ ∃ζ ∈ Divtr(L)∪Inftr(L) : σ = restr(ζ,Σ′)

}

– Inftr(hide A in L) =
{

ξ ∈ Σ′ω
∣
∣ ∃ζ ∈ Inftr(L) : ξ = restr(ζ,Σ′)

}

– Sfail(hide A in L) =
{

(σ,B) ∈ Σ′∗ × 2Σ
′

∣
∣ ∃(ρ,C) ∈ Sfail(L) : σ =

restr(ρ,Σ′) ∧ C = B ∪ A
}

An equivalence “≃” preserves f1, . . . , fk if and only if “L ≃ L′” implies
f1(L) = f1(L

′) ∧ · · · ∧ fk(L) = fk(L′), that is, iff “≃” is stronger than the
f1-. . .-fk-equivalence.

An equivalence “≃” is a congruence with respect to a process operator
op(L1, . . . , Ln) if and only if L1 ≃ L′

1 ∧ · · · ∧Ln ≃ L′
n

implies op(L1, . . . , Ln) ≃
op(L′

1, . . . , L
′
n
). As a simple example, we can reason from the above formu-

lae that the Tr -equivalence is a congruence with respect to “||” and “hide”.
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Namely, if Tr(L) = Tr(L′), then because Tr(hideA inL) is a function of A and
Tr(L) only, then necessarily also Tr(hideA inL) = Tr(hideA inL′). The same
reasoning shows that Tr(L1||L2) = Tr(L′

1||L
′
2) given that Tr(L1) = Tr(L′

1),
Tr(L2) = Tr(L′

2).
In general, if f1(op(L1, . . . , Ln)), . . . , fk(op(L1, . . . , Ln)) can be represented

as functions of f1(L1), . . . , fk(L1), . . . , f1(Ln), . . . , fk(Ln), then the equivalence
induced by f1, . . . , fk is a congruence with respect to op.

3 The Weakest Any-Lock-Preserving Congruence

There are two ways in which a process can stop executing visible actions: it can
either deadlock or livelock. A deadlock means that the system is in a state where
no actions are possible. For dealing with deadlocks we need the notion of stable
failures. As a remainder, the set Sfail(L) contains the pair (σ,A) exactly when
L can execute the trace σ and end up in a state that has neither invisible actions
(the state is thus stable) nor any actions from the subset A of the alphabet as
outgoing actions.

Deadlock traces are the traces of visible actions after which the system can
deadlock.

Definition 7. Let L = (S,Σ,∆, ŝ) be an LTS. The set of the deadlock traces
of L is Dltr(L) =

{
σ ∈ Σ∗

∣
∣ (σ,Σ) ∈ Sfail(L)

}

The following predicate tells whether or not there are any deadlocks in L:

Definition 8. Let L be an LTS. Then
deadlock(L) :⇐⇒ Dltr(L) 6= ∅.

In [20] it was shown that the Sfail -equivalence is the weakest equivalence
that preserves deadlock and is a congruence with respect to “||” and “hide”.
Since the Sfail -equivalence preserves Dltr , this means that it is also the weakest
congruence that preserves all deadlock traces.

A livelock/divergence means that the system can execute infinitely many
invisible τ -actions, i.e., engage in an endless internal computation. For describ-
ing divergences we use the notion of divergence traces, defined in the previous
section. The following predicate tells whether or not L can diverge:

Definition 9. Let L be an LTS. Then
diverge(L) :⇐⇒ Divtr(L) 6= ∅.

For dealing with divergences, three new semantic sets were defined in [17]: the
traces and infinite traces that do not have divergence traces as their prefixes,
and the divergence traces that do not have divergence traces as their proper
prefixes. These sets are defined formally as follows:

Definition 10. Let L be an LTS and Σ its alphabet.

– If X ⊆ Σ∗, then minimals(X) =
{

σ ∈ X
∣
∣ ∀ρ ∈ X : ρ 6< σ)

}

– The set of the minimal divergence traces of L is
Mindiv(L) = minimals(Divtr(L))
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– The set of the extended divergence traces of L is
Divext(L) =

{
ζ ∈ Σ∗ ∪ Σω

∣
∣ ∃ρ ∈ Mindiv(L) : ρ ≤ ζ

}

– The set of the nondivergent traces of L is
Ndtr(L) = Tr(L) \ Divext(L)

– The set of the nondivergent infinite traces of L is
Ndinftr(L) = Inftr(L) \ Divext(L)

In [17] it was shown that the Ndtr -Mindiv -Ndinftr -equivalence is the weak-
est congruence with respect to “||” and “hide” that preserves the existence of
divergences, that is, preserves the predicate diverge.

In this article we will consider the combined effect of deadlocks and livelocks.
It is easy to see that Ndtr(L) =

{
σ ∈ Σ∗

∣
∣ (σ, ∅) ∈ Sfail(L)

}
\Divext(L), so the

set Ndtr(L) can be determined from Sfail(L) and Mindiv(L) and becomes redun-
dant in the presence of these two sets. Combined with the above-mentioned result
for the Sfail -equivalence this means that the Mindiv -Ndinftr -Sfail -equivalence
is the weakest congruence with respect to “||” and “hide” that preserves both
the deadlock - and diverge-predicates.

However, in some cases we only need to know whether or not the system can
stop executing visible actions, not whether this happens by deadlocking or live-
locking. Typically, we want to make sure that our system has neither deadlocks
nor divergences. In such a situation the above requirement of preserving both
predicates is unnecessarily strong. Instead, we would like to know the weakest
congruence that preserves the information as to whether there are deadlocks or
divergences in the system, i.e., the weakest congruence that distinguishes sys-
tems that can stop executing visible actions from those that cannot. Determining
this equivalence is our goal in this section.

Definition 11. Let L be an LTS. Then
anylock(L) :⇐⇒ deadlock(L) ∨ diverge(L).

Example 1. To illustrate the difference between the predicates, let us consider
the simple example shown in Figure 1. Process P1 could be, for example, the be-
haviour of a simple communication protocol. The other Pi differ from P1 by hav-
ing deadlocks and/or divergences. It holds that deadlock(P1) = deadlock(P3) =
False, but deadlock(P2) = deadlock(P4) = True. On the other hand, diverge(P1)
= diverge(P2) = False, diverge(P3) = diverge(P4) = True. However, only
anylock(P1) = False, and anylock(P2) = anylock(P3) = anylock(P4) = True.
(Note, however, that the congruence developed below will need to distinguish all
these LTSs except P3 and P4.)
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It turns out, unsurprisingly, that we do not have to preserve all of Sfail to
preserve anylock . Let us define the following subset of Sfail :

Definition 12. Let L = (S,Σ,∆, ŝ) be an LTS. The set of the divergence-free
failures of L is Dffail(L) =

{
(σ,A) ∈ Sfail(L)

∣
∣ ∀a ∈ A : σa /∈ Mindiv(L)

}
\

Divext(L) × 2Σ.

Perhaps the most interesting point about this definition is that we not only
reject those pairs where a prefix of σ is a divergence trace, but we also do not
include in A actions that lead to a divergence after σ. Intuitively, the idea is that
if the environment offers such an action, this automatically creates a divergence.
Therefore, because we make no distinction between deadlock and divergence, it
does not matter if refusing the action also creates a deadlock.

We next present the functions that give the resulting Dffail -set as a function
of Mindiv and the Dffail sets of the parameters of the “||” and “hide” operators.
The functions that give the Mindiv , Ndtr and Ndinftr sets as functions of the
corresponding sets of the parameters have been presented in [17].

Proposition 5. Let L1 and L2 be LTSs with alphabets Σ1 and Σ2. Then
Dffail(L1||L2) =

{
(σ,A) ∈ (Σ1∪Σ2)

∗×2Σ1∪Σ2

∣
∣ ∃(ρ1, B1) ∈ Dffail(L1),

(ρ2, B2) ∈ Dffail(L2) : restr(σ,Σ1) = ρ1 ∧ restr(σ,Σ2) = ρ2 ∧ A = B1 ∪ B2 ∧
∀a ∈ A : σa /∈ Mindiv(L1||L2)

}
\ Divext(L1||L2) × 2Σ1∪Σ2 .

Proof. Assume (σ,A) ∈ Dffail(L1||L2) ⊆ Sfail(L1||L2). By Proposition 3 there
are (ρ1, C1) ∈ Sfail(L1) and (ρ2, C2) ∈ Sfail(L2) such that restr(σ,Σ1) = ρ1,
restr(σ,Σ2) = ρ2 and A = C1 ∪ C2. Next we will divide each of the refusal sets

C1, C2 into two disjoint parts. Namely, let C†
1 =

{
a ∈ C1

∣
∣ ρ1a ∈ Mindiv(L1)

}

and C†
2 similarly, and let C ′

1 = C1 \ C†
1 and C ′

2 = C2 \ C†
2 . Firstly, if a prefix

of ρ1 were in Divtr(L1), then because ρ2 ∈ Tr(L2), we see by Proposition 3
that a prefix of σ would be in Divtr(L1||L2), which contradicts the assumption
that (σ,A) ∈ Dffail(L1||L2). Then, by the definition of C ′

1, we can conclude that
(ρ1, C

′
1) ∈ Dffail(L1). By symmetry, (ρ2, C

′
2) ∈ Dffail(L2). Secondly, we will

show that for all a ∈ C†
1 (in process L1) it holds that a ∈ Σ2 but ρ2a /∈ Tr(L2)

(in process L2). If this were not true, then either a /∈ Σ2 or ρ2a ∈ Tr(L2).
By definition, ρ1a ∈ Mindiv(L1), so in both cases it would hold that σa ∈
Divtr(L1||L2), which contradicts the original assumption. Thus, the claim has
to hold, and L2 can refuse a in every stable state reachable with ρ2. Because
furthermore ρ2a /∈ Mindiv(L2) (which is a subset of Tr(L2)), we can conclude

that (ρ2, C
′
2 ∪ C†

1) ∈ Dffail(L2). By symmetry, (ρ1, C
′
1 ∪ C†

2) ∈ Dffail(L1). We

can now use (C ′
1∪C†

2) and (C ′
2∪C†

1) as the sets B1 and B2 in the above formula,

because (C ′
1∪C†

2)∪ (C ′
2∪C†

1) = (C ′
1∪C†

1)∪ (C ′
2∪C†

2) = C1∪C2 = A. The other
direction of the proof is a straightforward consequence of Proposition 3 and the
definition of Dffail . ⊓⊔

Proposition 6. Let L be an LTS, and Σ′ =Σ\A. Then Dffail(hide A in L) ={
(σ,B) ∈ Σ′∗ × 2Σ

′
∣
∣ ∃(ρ,C) ∈ Dffail(L) : restr(ρ,Σ′) = σ ∧ C = B ∪ A ∧

∀a ∈ B : σa /∈ Mindiv(hide A in L)
}
\ Divext(hide A in L).
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Proof. By Proposition 4 and the definition of Dffail , the above formula is clearly
correct when “Dffail(L)” on the right hand side of the equation is replaced
by “Sfail(L)”. It then remains to show that the set Sfail(L) \ Dffail(L) con-
tributes nothing to the result. For each pair (ρ,C) in this set, a prefix of ρ or
ρa, for some a ∈ C, is in Mindiv(L). It follows that a prefix of σ or σa is in
Mindiv(hide A in L). In the former case, the pair is removed by “\Divext(. . .)”.
In the latter case, a /∈ A and because C = B ∪A, a ∈ B and the pair is removed
by the condition “∀a ∈ B : σa /∈ Mindiv(. . .)”. ⊓⊔

The following propositions show that the congruence requirement forces us
to preserve each of the sets Mindiv , Ndinftr , Dffail . The technique we use is to
devise contexts in which processes which differ with respect to any of the above
sets would result in anylock -different results.

Proposition 7. Let “≃” be a congruence with respect to “||” such that L ≃ L′

implies anylock(L) = anylock(L′). Then L ≃ L′ implies Mindiv(L)=Mindiv(L′).

Proof. Let L ≃ L′ and let Σ be the common alphabet of L and L′. Assume
σ ∈ Mindiv(L), where σ = a1a2 · · · an. Let anew be a novel action not in Σ and
let Test1 be the LTS with alphabet Σ ∪ {anew} and with other components as
shown in Figure 2. Then σ ∈ Divtr(L||Test1), so anylock(L||Test1) = True and,
by the congruence requirement, anylock(L′||Test1) = True. Because of the anew-
loops it clearly holds that deadlock(L′||Test1) = False, so there is a divergence in
L′||Test1. Thus, some prefix ρ of σ is in Mindiv(L′). By repeating the argument
with the roles of L and L′ reversed we see that ρ has a prefix σ′ such that
σ′ ∈ Mindiv(L). Due to the definition of Mindiv we have σ′ = σ, so ρ = σ and
we get Mindiv(L) ⊆ Mindiv(L′). The other direction follows from symmetry. ⊓⊔

Proposition 8. Let “≃” be a congruence with respect to “||” and “hide” such
that L ≃ L′ implies anylock(L)=anylock(L′). Then L ≃ L′ implies Ndinftr(L)=
Ndinftr(L′).

Proof. Let L ≃ L′ and let Σ be the common alphabet of L and L′. Assume ξ =
a1a2a3 · · · ∈ Ndinftr(L). Let anew be a novel action not in Σ, and let Test2 be the
LTS with alphabet Σ∪{anew} in Figure 2. Clearly hideΣ in (L||Test2) diverges,
so anylock(hide Σ in (L||Test2)) = True and, by the congruence requirement,
anylock(hide Σ in (L′||Test2)) = True. Because of the anew-loops there can be
no deadlock in L′||Test2, so there is none in hide Σ in (L′||Test2) either. Thus,
there is a divergence. Because Test2 (with alphabet Σ∪{anew}) allows only those
executions of L′ whose visible traces are prefixes of ξ, the divergence can only
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exist if either some prefix of ξ is a divergence trace of L′, or ξ ∈ Ndinftr(L′).
However, the previous proposition and the definition of Ndinftr(L) rule out the
former possibility. The other direction follows again from symmetry. ⊓⊔

Proposition 9. Let “≃” be a congruence with respect to “||” such that L ≃ L′

implies anylock(L) = anylock(L′). Then L ≃ L′ implies Dffail(L) = Dffail(L′).

Proof. Let Σ and anew be as in the previous proofs. Assume (σ,A) ∈ Dffail(L),
where σ = a1a2 . . . an and A = {b1, b2, . . . [, bk]} is finite or infinite. Let Test3 be
the LTS with alphabet Σ∪{anew} in Figure 3. Clearly, σ ∈ Dltr(L||Test3). Thus,
anylock(L||Test3) = True, so anylock(L′||Test3) = True. Because of Proposition
7 and the definition of Dffail , no prefix of σ or σbi, where bi ∈ A, can be a
divergence trace of L or L′. It follows that there are no divergences in L′||Test3,
so there has to be a deadlock. Because of the anew-loops there can be no deadlock
trace other than σ, so σ ∈ Dltr(L′||Test3). Because of the structure of Test3,
we see that (σ,A) ∈ Sfail(L′), and then by the above observations, (σ,A) ∈
Dffail(L′). The reverse follows again from symmetry. ⊓⊔

The following straightforward result shows that anylock(L) can be deter-
mined from Mindiv(L) and Dffail(L).

Proposition 10. anylock(L) ⇐⇒ Mindiv(L) 6= ∅ ∨ Dffail(L)∩(Σ∗×{Σ}) 6= ∅

We are now in a position to state the weakest-congruence result we were
after:

Theorem 1. The weakest congruence with respect to “||” and “hide” that pre-
serves anylock (i.e. distinguishes processes that can stop executing visible actions
from those that cannot) is the Mindiv-Ndinftr-Dffail-equivalence.

Proof. As mentioned above, the functions that give the Mindiv , Ndtr and Ndinftr
sets as functions of the sets of the parameters of “||” and “hide” can be found
in [17]. Propositions 5 and 6 give the required additional functions for Dffail .
Ndtr(L) =

{
σ ∈ Σ∗

∣
∣ (σ, ∅) ∈ Dffail(L)

}
, so the Ndtr component is redundant.

These results show that the equivalence is a congruence, and Proposition 10
shows that it preserves anylock . Propositions 7, 8 and 9 show that any congru-
ence that preserves anylock implies the Mindiv -Ndinftr -Dffail -equivalence. ⊓⊔

After dealing with the general case of all LTSs, we next consider two special
cases, namely the subsets of finitely nondeterministic and finite LTSs. The fol-
lowing result for the Ndtr and Ndinftr sets of a finitely nondeterministic LTS
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has been shown in [17]; essentially the same result, although in a different form,
can also be found as Theorem 7.4.2 in [19]. It should be noted that the corre-
sponding result for Tr and Inftr , Proposition 1, holds only for finite LTSs but
not for all finitely nondeterministic LTSs.

Proposition 11. If L is a finitely nondeterministic LTS, then
Ndinftr(L) =

{
ξ ∈ Σω

∣
∣ ∀ρ < ξ : ρ ∈ Ndtr(L)

}
.

This shows that in the class of finitely nondeterministic (or finite) LTSs,
Ndinftr becomes redundant and the Mindiv -Ndinftr -Dffail -equivalence collapses
to the Mindiv -Dffail -equivalence.

Theorem 2. The weakest congruence between finitely nondeterministic / finite
LTSs with respect to “||” and “hide” that preserves anylock is the Mindiv-Dffail-
equivalence. The claim remains valid if the part ’and “hide”’ is removed.

Proof. Proposition 7, which uses a finite LTS, shows that every congruence with
respect to “||” preserves Mindiv . As for Proposition 9, process Test3 in Figure 3 is
always finitely nondeterministic (each bi occurs only once). If the LTSs are finite,
then Σ is finite, and therefore A and Test3 are also finite. Thus, in both cases
the proof of the proposition remains valid, and the equivalence has to preserve
Dffail . We have already shown that the Mindiv -Ndinftr -Dffail -equivalence is a
congruence with respect to both “||” and “hide”, and this equivalence is now
the same as the Mindiv -Dffail -equivalence. ⊓⊔

4 The Weakest Any-Lock-Trace-Preserving Congruence

After presenting the weakest anylock -preserving congruence, we will complete
the spectrum of deadlock and/or livelock -preserving congruences by looking
into the weakest congruence that preserves all traces of visible actions that lead
either to a deadlock or a livelock. In other words, we want to preserve precisely
the traces after which the system can stop executing visible actions.

Definition 13. Let L be an LTS. The set of the any-lock-traces of L is
Anylocktr(L) = Dltr(L) ∪ Divtr(L).

Example 2. For process P5 in Figure 4 it holds that anylock(P5) = True, like it
did for the processes P2, P3 and P4 in Figure 1. However, in terms of Anylocktr ,
P5 is different from every process in Figure 1. On the other hand, P5 is Anylocktr -
equivalent to P6, because Anylocktr(P5) = Anylocktr(P6) = (send rec)∗ ∪
(send rec)∗send. Furthermore, P7 is Anylocktr -different from P1, . . . , P6, but
Anylocktr(P7) = Anylocktr(P8) = (send rec)∗.

For preserving all of Anylocktr we will need the following semantic set, which
was defined in [17]:

Definition 14. Let L = (S,Σ,∆, ŝ) be an LTS. The set of the eventually non-
divergent infinite traces of L is Enditr(L) = Inftr(L) \ Divcl(L), where

Divcl(L) =
{

ξ ∈ Σω
∣
∣ ∀σ < ξ : ∃σ′ : σ ≤ σ′ < ξ ∧ σ′ ∈ Divtr(L)

}
.
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The abbreviation Divcl stands for “divergence closure”. Eventually nondiver-
gent infinite traces are those infinite traces, of whose prefixes only finitely many
are divergence traces. In [17] it was shown that the Tr -Divtr -Enditr -equivalence
is the weakest congruence with respect to “||” and “hide” that preserves all
divergence traces.

We also need a new failure-set definition. It turns out that we need to preserve
precisely those stable failures for which the trace part is not a divergence trace.
This semantic set is taken from [10], where it was used as part of the weakest
“LTL−X”-preserving congruence.

Definition 15. Let L = (S,Σ,∆, ŝ) be an LTS. The set of the nondivergent
failures of L is Ndfail(L) = Sfail(L) \ Divtr(L) × 2Σ.

The following properties of Ndfail are easy to establish:

Proposition 12. Let L = (S,Σ,∆, ŝ) be an LTS. Then

– Tr(L) = Divtr(L) ∪
{

σ ∈ Σ∗
∣
∣ (σ, ∅) ∈ Ndfail(L)

}
, and

– Anylocktr(L) = Divtr(L) ∪
{

σ ∈ Σ∗
∣
∣ (σ,Σ) ∈ Ndfail(L)

}
.

The functions which relate the Ndfail set resulting from “||” or “hide” with
the Ndfail sets of the parameter processes and the Divtr set of the result can be
obtained from [23]. The functions for Tr , Divtr and Enditr can be found in [17].
Furthermore, the above proposition shows that Tr becomes redundant if Divtr
and Ndfail are both included in the semantic model. Thus, we can conclude that
the Divtr -Enditr -Ndfail -equivalence is a congruence with respect to “||” and
“hide”. Proposition 12 also shows that this equivalence preserves Anylocktr . It
then only remains to prove minimality.

Proposition 13. Let “≃” be a congruence with respect to “||” such that L ≃
L′ implies Anylocktr(L) = Anylocktr(L′). Then L ≃ L′ implies Divtr(L) =
Divtr(L′).

Proof. Let L ≃ L′ and let Test1 be similar as in the proof of Proposition 7.
Then σ ∈ Divtr(L) ⇐⇒ σ ∈ Divtr(L||Test1) ⇐⇒ σ ∈ Anylocktr(L||Test1) ⇐⇒
σ ∈ Anylocktr(L′||Test1) ⇐⇒ σ ∈ Divtr(L′||Test1) ⇐⇒ σ ∈ Divtr(L′). The
second and penultimate logical equivalences follow from the fact that, because
of the structure of Test1, σ cannot lead to a deadlock in L||Test1 or L′||Test1. ⊓⊔

Proposition 14. Let “≃” be a congruence with respect to “||” and “hide”
such that L ≃ L′ implies Anylocktr(L) = Anylocktr(L′). Then L ≃ L′ implies
Enditr(L) = Enditr(L′).
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Proof. Let L ≃ L′ and let Σ be the common alphabet of L and L′. Assume ξ =
a1a2a3 · · · ∈ Enditr(L). By definition, ξ has a prefix a1a2 · · · an such that there
is no σ ∈ Divtr(L) with a1a2 · · · an ≤ σ < ξ. Let anew, bnew be two novel actions
not in Σ, and let Test4 be the LTS with alphabet Σ∪{anew, bnew} in Figure 5. We
see that bnew ∈ Divtr(hideΣ in (L||Test4)) ⊆ Anylocktr(hideΣ in(L||Test4)), so
by the congruence requirement bnew ∈ Anylocktr(hideΣ in (L′||Test4)). Because
of the anew-loops in Test4 there can be no deadlocks in L′||Test4, so there are
none in hide Σ in (L′||Test4) either. Thus, bnew ∈ Divtr(hide Σ in (L′||Test4)).
From this we can conclude that either ξ ∈ Inftr(L′), or Divtr(L′) contains some
σ such that a1a2 · · · an ≤ σ < ξ. The latter is a contradiction, because by the
previous proposition Divtr(L) = Divtr(L′). The same argument also rules out
the possibility that ξ ∈ Divcl(L′), so we can conclude that ξ ∈ Enditr(L′). The
other direction follows from symmetry. ⊓⊔

The following result can be shown similarly as the earlier results by using
Test3 from Figure 3:

Proposition 15. Let “≃” be a congruence with respect to “||” such that L ≃
L′ implies Anylocktr(L) = Anylocktr(L′). Then L ≃ L′ implies Ndfail(L) =
Ndfail(L′).

Theorem 3. The weakest congruence with respect to “||” and “hide” that pre-
serves Anylocktr (the traces after which a process can stop executing visible ac-
tions) is the Divtr-Enditr-Ndfail -equivalence.

We now again consider the special cases of finitely nondeterministic and finite
systems. The processes used in Propositions 13 to 15 are finitely nondetermin-
istic. Thus, the claim in Theorem 3 holds also among finitely nondeterministic
systems.

For finite systems we can show by using Proposition 1 and the definition of
Enditr the following:

Proposition 16. If L = (S,Σ,∆, ŝ) is a finite LTS, then
Enditr(L) =

{
ξ ∈ Σω

∣
∣ ∀σ < ξ : σ ∈ Tr(L)

}
\ Divcl(L).

Thus, in the class of finite systems the Divtr -Enditr -Ndfail -equivalence col-
lapses to the Divtr -Ndfail -equivalence. The processes used in Propositions 13
and 15 are finite when Σ is finite. Therefore we can conclude:

Theorem 4. The weakest congruence with respect to “||” [and “hide”] between
finite systems that preserves Anylocktr is the Divtr-Ndfail -equivalence.
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Fig. 6. Two Mindiv -Dffail-equivalent but not CSP-equivalent LTSs

5 Weakest Congruence Characterisation of

CSP-Equivalence

Readers who are familiar with the CSP theory have probably noticed a close
resemblance between the Mindiv(-Ndinftr)-Dffail -equivalence of Section 3 and
the CSP failures-divergences equivalence of [5, 9, 19]. As the latter is a very well-
known and important equivalence, we would now like to make this connection
explicit.

Because the CSP failures-divergences equivalence (or CSP-equivalence for
short) is only a congruence among finitely nondeterministic systems ([19] p. 200),
we will in this section consider only finitely nondeterministic LTSs. As shown in
Section 3, in this class of systems the Mindiv -Ndinftr -Dffail -equivalence reduces
to the Mindiv -Dffail -equivalence, and it is the weakest congruence among these
systems that preserves anylock .

CSP-equivalence can be defined in the LTS framework as follows ([19] p. 191).

Definition 16. Let L = (S,Σ,∆, ŝ) be a finitely nondeterministic LTS.

– CSPdivtr(L) =
{

σ ∈ Σ∗
∣
∣ ∃ρ ≤ σ : ρ ∈ Divtr(L)

}

– CSPfail(L) = Sfail(L) ∪ (CSPdivtr(L) × 2Σ)
– CSP-equivalence is the CSPfail -CSPdivtr-equivalence.

The following proposition shows that CSP-equivalence implies the Mindiv -
Dffail -equivalence.

Proposition 17. Let L be a finitely nondeterministic LTS. Then

– Mindiv(L) = minimals(CSPdivtr(L)), and
– Dffail(L) =

{
(σ,A) ∈ CSPfail(L)

∣
∣ ∀a ∈ A : σa /∈ CSPdivtr(L)

}
\

CSPdivtr(L) × 2Σ.

In the opposite direction, clearly CSPdivtr(L) =
{

σ ∈ Σ∗
∣
∣ ∃ρ ≤ σ :

ρ ∈ Mindiv(L)
}
. However, CSPfail(L) cannot be obtained from Mindiv(L)

and Dffail(L). Indeed, CSP-equivalence is strictly stronger than the Mindiv -
Dffail -equivalence. This is shown by the processes in Figure 6, which are Mindiv -
Dffail -equivalent but not CSP-equivalent: (a, {a}) ∈ CSPfail(L1), but (a, {a}) /∈
Dffail(L1), because “aa” leads to a divergence.

These results mean that CSP-equivalence preserves anylock but is not the
weakest congruence that preserves this predicate. This raises the question as to
whether there is some similar characterisation for which CSP-equivalence is the
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weakest preserving congruence. Of course, we could trivially characterise CSP-
equivalence as the weakest congruence that preserves CSPfail and CSPdivtr , but
this is obviously not very useful. Rather, we would like to find a characterisation
that is as weak (and, hopefully, simple) as possible while still requiring all the
information preserved by CSP-equivalence to be a congruence.

The corrected form of Theorem 9.3.1 (iii) in [19] (see the errata on the www-
page of the book http://www.comlab.ox.ac.uk/oucl/publications/books/concur-
rency) characterises CSP-equivalence as the weakest “immediate-any-lock”-pres-
erving congruence, that is, as the weakest congruence that distinguishes systems
that can deadlock or diverge before executing any visible actions from those
that cannot. However, this result depends crucially on the use of a multiple
(double) renaming operator that can convert a transition into two transitions
with different labels.

To illustrate the idea, we can again consider the CSP-different processes L1

and L2 in Figure 6. To show that they have to be differentiated, we should find
a context C[·] such that C[L1] and C[L2] are different in terms of “immediate-
any-lock”. L1 has the failure (a, {a}), i.e. deadlock, that L2 does not have (if
the failure were something less than a deadlock, we could make it one by using
parallel composition with a tester process similar to the one in Figure 3). We
can make this an immediate deadlock by hiding a. However, the problem is that
this also hides the second a-action, so that the divergence can be reached with
τ -actions. Thus, both systems become immediately divergent, which nullifies the
effect of the immediate deadlock.

With a clever technique based on double renaming it is possible to hide the
actions in the trace under investigation (the first a in the example) without
hiding the actions after the trace that correspond to the failure set (the second
a in the example), and therefore the proof of the above-mentioned theorem can
nevertheless be carried through (see the above www-page for details).

However, we conjecture that the proof cannot be carried through without the
double renaming operator, meaning that the weakest congruence with respect to
“||” and “hide” (and ordinary renaming) that preserves “immediate-any-lock”
is strictly weaker than CSP-equivalence. It would therefore be interesting to find
a characterisation for CSP-equivalence that does not depend on the multiple
renaming operator, namely, for which the more common “||” and “hide” would
suffice.

In the following we define the set of deadlock traces that do not have diver-
gence traces as prefixes. These are the sequences of visible actions after which
the system can terminate without having had a chance to diverge earlier.

Definition 17. Let L = (S,Σ,∆, ŝ) be an LTS. Then the set of the divergence-
free deadlock traces of L is Dfdltr(L) = Dltr(L) \ Divext(L).

Starting from this definition it is straightforward to show that Dfdltr(L) ={
σ

∣
∣ (σ,Σ) ∈ CSPfail(L)

}
\ CSPdivtr(L). Thus, CSP-equivalence preserves

Dfdltr . CSP-equivalence is well known to be a congruence among finitely non-
deterministic systems [19]. The following two propositions then show that it is
the weakest congruence with respect to “||” and “hide” that preserves Dfdltr .
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Proposition 18. Let “≃” be a congruence with respect to “||” and “hide” such
that L ≃ L′ implies Dfdltr(L) = Dfdltr(L′). Then L ≃ L′ implies CSPdivtr(L) =
CSPdivtr(L′).

Proof. Let L ≃ L′ and let Σ be the common alphabet of L and L′. Let Test5 be
an LTS with alphabet Σ that is like Test1 in Figure 2 but without the anew-loops.
Assume σ ∈ CSPdivtr(L). Then some prefix ρ of σ is a divergence trace of L,
and ρ ∈ Divtr(L||Test5). Thus, ε ∈ Divtr(hide Σ in (L||Test5)) and therefore
Dfdltr(hide Σ in (L||Test5)) = ∅, so Dfdltr(hide Σ in (L′||Test5)) = ∅. Now
some prefix of σ has to be a divergence trace of L′, implying σ ∈ CSPdivtr(L′).
Namely, if no prefix were a divergence trace, then L′||Test5 would have to dead-
lock after some prefix of σ, because Test5 only allows executions whose visi-
ble traces are prefixes of σ. This would create a divergence-free deadlock in
hide Σ in (L′||Test5), which is a contradiction. ⊓⊔

Proposition 19. Let “≃” be a congruence with respect to “||” such that L ≃ L′

implies Dfdltr(L) = Dfdltr(L′). Then L ≃ L′ implies CSPfail(L) = CSPfail(L′).

Proof. Let Σ, σ, A, anew and Test3 be as in the proof of Proposition 9, and let
(σ,A) ∈ CSPfail(L). Then either some prefix ρ of σ is a divergence trace of
L, or no prefix is a divergence trace and (σ,A) ∈ Sfail(L). In the former case,
ρ ∈ CSPdivtr(L), so by the previous proposition, ρ ∈ CSPdivtr(L′), whereby
(σ,A) ∈ CSPfail(L′). In the latter case, clearly σ ∈ Dltr(L||Test3) and, further-
more, no prefix of σ is a divergence trace of L||Test3. Thus, σ ∈ Dfdltr(L||Test3),
and by the congruence requirement, σ ∈ Dfdltr(L′||Test3) ⊆ Dltr(L′||Test3).
From the structure of Test3 we see that (σ,A) ∈ Sfail(L′) ⊆ CSPfail(L′). ⊓⊔

We have shown that Dfdltr is a weakest congruence characterisation for CSP-
equivalence. However, as mentioned above, we would like to find a characteri-
sation that is as weak as possible, and it quickly turns out that Dfdltr is not a
weakest possible characterisation. Let us define a predicate that tells whether or
not there are any divergence-free deadlocks in L:

Definition 18. Let L be an LTS. Then dfdl(L) :⇐⇒ Dfdltr(L) 6= ∅.

Since dfdl is (strictly) weaker than Dfdltr , CSP-equivalence preserves this
predicate. We can then show with a straightforward modification of the above
two proofs that CSP-equivalence is the weakest congruence that preserves dfdl .
Thus, dfdl is also a characterisation of CSP-equivalence.

Furthermore, it is easy to see that dfdl is a minimal characterisation in the
sense that no strictly weaker equivalence is a characterisation of CSP-equivalence.
Namely, dfdl is a predicate, so as an equivalence it has only two equivalence
classes (those processes for which it holds and those for which it does not).
Therefore, the only strictly weaker equivalence is the trivial one which equates
all processes, for which CSP-equivalence is clearly not the weakest preserving
congruence (since it is itself a congruence).

However, dfdl is not the weakest characterisation in the sense that every other
characterisation would imply it. As a trivial counterexample, we can define the
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predicate non-ε-dfdl which states that there are divergence-free deadlock traces
other than ε. This is also weaker than Dfdltr , so CSP-equivalence preserves it,
and we can again modify the earlier proofs (namely, by suitable bnew-actions)
to show that CSP-equivalence is the weakest preserving congruence. So, as it is
a predicate, non-ε-dfdl is also a minimal characterisation of CSP-equivalence.
Thus, there is no minimum characterisation.

6 Related Work

Robin Milner’s remark on p. 206 of [13] can be said to be one of the origins of
the research on weakest congruences: “Hoare’s failures equivalence . . . is impor-
tant, because it appears to be the weakest equivalence which never equates a
deadlocking agent with one which does not deadlock.” Milner no doubt also re-
quired that the equivalence must be a congruence, because otherwise the weakest
equivalence would be the trivial one that has precisely two equivalence classes:
the processes (that is, Milner’s agents) that deadlock, and those that do not.
In [20] it was proven that Milner’s guess was not precisely correct. The weakest
deadlock-preserving congruence depends on the set of allowed process composi-
tion operators. Furthermore, assuming a reasonable choice of operators, it is the
same as Hoare’s failures equivalence only in the absence of divergence.

Vogler [24] identified the weakest congruence with respect to parallel com-
position of Petri Nets that preserves a predicate comprising deadlock and non-
exitable divergence, as well as the weakest congruence that preserves the visible
traces of all maximal occurrence sequences.

As already mentioned, the weakest congruence that preserves the traces lead-
ing to a livelock and the weakest congruence that preserves the existence of
livelocks were identified in [17].

In [10] the so-called nondivergent failures divergences equivalence (NDFD-
equivalence) was shown to be the weakest congruence that preserves the validity
of formulae written in classic Manna-Pnueli linear time temporal logic [12] from
which the “next state” operator “©” has been removed. This logic is extremely
important in verification of concurrent systems. Furthermore, if the congruence
has to preserve also deadlocks, then the weakest congruence is the Chaos-free
failures divergences (CFFD) equivalence. A formulation that is perhaps more
relevant for practical verification can be found in [21] and in ([22] pp. 498–499).

Some researchers have tried to find the weakest congruence that preserves
the results of certain kinds of tests on processes, an approach introduced by De
Nicola and Hennessy [6, 8]. The solution with a fair way of testing was given by
Brinksma, Rensink and Vogler in [4], and Leduc came to the conclusion that
with another view to testing, the NDFD-equivalence is the solution [11]. Some
equivalences investigated in weakest congruence research have their origin in [1].

Boreale, De Nicola and Pugliese [3] give the must-testing [6] and fair test-
ing [4] equivalences new characterisations as the weakest congruences that pre-
serve certain simple predicates in a CCS-like language. It is also shown in [3]
(where only finitely nondeterministic systems are considered) that essentially the
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same equivalence that in [17] was shown to be the weakest congruence among
finitely nondeterministic systems that preserves the existence of divergences, is
the weakest congruence that preserves immediate divergence/convergence. In-
deed, it is possible to construct contexts which demonstrate that the weakest
congruence preserving immediate and non-immediate divergence has to be the
same (this is not, however, the case for “any-lock”; see the discussion in Sec-
tion 5).

Furthermore, [3] proposes a new testing framework, which differs from must-
testing in that the observed process is not allowed to diverge at the point of
success. Interestingly, the resulting equivalence (preorder) resembles closely the
finitely nondeterministic case for the “any-lock”-predicate at the end of Section 3
of this paper. This is because the above requirement forces one to consider also
divergence after the refused/accepted actions. On the other hand, [3] shows that
this is the weakest congruence that preserves a predicate which is very different
from “any-lock”: it considers for each visible action ℓ the ability to diverge before
or after the first ℓ, as well as the reachability (“guarantee”) of ℓ from every state
reachable from the initial state with invisible actions.

It is also interesting to compare Theorem 4.11 from [3], dealing with must-
testing, and the proof discussed in Section 5 concerning CSP-equivalence and
“immediate-any-lock”. The proof of the former theorem does not require mul-
tiple renaming, which is apparently because of the difference in the given pred-
icate: instead of deadlock it considers the “guarantee” for each visible action.
An interesting question is also whether the latter proof could be adapted to
CCS. This does not appear to be the case, because in CCS communications turn
immediately into invisible actions.

In [15] strong bisimulation [13] is characterised as the weakest congruence
that preserves a barbed bisimulation, which observes invisible actions and at
each step preserves the possibility to perform (any) visible actions. In [7] a
corresponding result for the weak case is shown to hold in the asynchronous
name-passing π-calculus [14].

7 Conclusions

We proved that the weakest congruence that distinguishes systems that can stop
executing visible actions from those that cannot (i.e., preserves “any-lock”) is the
Mindiv -Ndinftr -Dffail -equivalence. We also proved that the weakest congruence
that preserves all traces after which the system can stop executing visible actions
is the Divtr -Enditr -Ndfail -equivalence.

Hoare’s well-known CSP-equivalence was shown to be strictly (albeit only
slightly) stronger than the Mindiv(-Ndinftr)-Dffail -equivalence. Finally, we gave
CSP-equivalence two weakest congruence characterisations, Dfdltr and dfdl , the
latter of which is a minimal characterisation.

Although we have omitted the less important operators in this article, the
weakest-congruence results in Sections 3 and 4 hold also for larger sets of oper-
ators that include ordinary and multiple renaming as well as action prefix and
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sequential composition (which requires a special termination action). This can
be shown by giving the appropriate semantic functions for these operators. How-
ever, if we include a choice operator, defined as in e.g. LOTOS [2], we have to
strengthen those equivalences by one bit of information, namely by the initial
stability bit that tells whether or not there are τ -actions from the initial state
of the process. This is a well-known phenomenon for failure-based congruences
(CSP, however, uses a different kind of choice operator). A similar observation
holds for the interrupt operator of LOTOS.

As for Section 5, a characterisation (e.g. with respect to parallel composition
and hiding) is also a characterisation with any larger set of operators for which
the given congruence retains its congruence property. Therefore, the given char-
acterisations of CSP-equivalence hold also with any larger set of operators for
which CSP-equivalence is a congruence (including multiple renaming).

This and other work on weakest congruences can be said to advocate one
particular approach for defining process equivalences: we first define a property
of systems we are interested in, and then identify a congruence, preferably the
weakest one, that preserves this property with respect to our process operators.
It is clear that no single equivalence can be universally better than all others.
Preserving information that is not needed for the case at hand can sometimes be
harmful. Also, the state-explosion problem may limit the amount of information
that we are able to preserve. Therefore, it is useful if our verification system
supports a hierarchy of equivalences with different strengths.

One interesting research direction are congruences that preserve information
related to different notions of fairness (e.g. weak and strong fairness). As pointed
out in [18], most present equivalences either do not preserve enough of this type
of information, or are too strong because they do not allow us to abstract away
invisible actions. Such congruences have already been developed in [16], although
for communicating imperative programs rather than “classical” process algebra.
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Abstract

This paper presents a process-algebraic verification
case study in which progress properties have an impor-
tant role. The most well-known process-algebraic the-
ories, namely CCS and CSP, have limited capability
for handling progress properties. A variant of CSP
called CFFD that can express a wide range of progress
properties was developed about ten years ago. How-
ever, progress of a system often depends on so-called
fairness assumptions that are difficult to express even
with CFFD. This paper presents one way of using
CFFD-based tools for verification of a full-duplex
communication protocol in the presence of fairness
assumptions.

Keywords

verification, tool support, progress, fairness

1. Introduction

Parallel and distributed systems are notoriously diffi-
cult to design because they are prone to concurrency-
related errors, such as deadlocks, that are difficult to
find and analyse. Therefore, formal methods have been
developed to aid in the design of such systems. How-
ever, formal verification methods suffer from the so-
called state-explosion problem, which is caused by the
enormous number of different executions that a typical
parallel system has. Process-algebraic [Ros98, Mil89]
methods are one class of formal methods that have
been successfully used to cope with the state explo-
sion. This can be achieved by compositionality, where
behaviours of the individual parts of a system can be
reduced in size before they are combined to form the
behaviour of the total system. Furthermore, process-
algebraic methods can provide a visual representation
of the behaviour of the system to the user, thus making
the design process easier [VKS96].

However, process-algebraic methods have difficul-
ties in dealing with the progress (liveness) properties
of systems. For example, the CSP model [Ros98] does
not preserve any information on a system after it has
performed a divergence (livelock) trace, and the weak
bisimilarity of CCS [Mil89] ignores divergences com-
pletely. There are divergence-sensitive variants of
bisimilarity, but they perform less well in reduction of
systems, for reasons discussed in [Val95].

For this reason a model called CFFD (Chaos-Free
Failures Divergences) [VaT91, VaT95] has been devel-
oped which resembles CSP but preserves information
even after the execution of a divergence trace. CFFD
covers the properties expressible in the popular linear-
time temporal logic [MaP92] (without the ‘O’ opera-
tor) as well as deadlocks, and is well-suited for reduc-
tion [KaV92, Val95].

Even though CFFD allows the study of liveness
properties, these often depend on so-called fairness
assumptions [Fra86], which are difficult to combine
with the compositional approach of process algebra.

In [BRV95] an equivalence is introduced that pre-
serves information about the visible actions that are
reachable after the execution of a given trace. How-
ever, it is not known how this equivalence can be used
algorithmically, and it also does not allow us to make
specific fairness assumptions to remove livelocks, as
we will do in Section 6.

In this paper, we present a case study where our
CFFD-based method is applied to the design of a par-
allel system in which progress properties play an
important role. CFFD is briefly reviewed in Section 2.
We build our example on an existing communication
protocol, which is introduced in Section 3, and we
design a fully bidirectional version of the protocol in
Section 4. We also see how our method can provide
immediate visual feedback about the correctness of the
system. In Section 5 we show how assumptions about
the environment of the system can be included in the
model. In Section 6 we focus on the fairness problem
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and show how the user of our method can express and
apply fairness assumptions to remove livelocks. Sec-
tion 7 summarises our results.

2. Background

For completeness, we will now briefly review the
most important parts of the CFFD-theory. However,
most of this article will be understandable even with-
out the detailed mathematical definitions – our goal is
that our verification tools can be used without mathe-
matical background.

In our approach processes are represented as
labelled transition systems (LTS). These are directed
graphs whose nodes represent states of the system and
edges represent transitions between the states. The
transitions are labelled by actions of the process.
Actions can be either visible or invisible. Visible
actions have names and they can be observed by the
outside world, whereas invisible actions represent
internal changes in the system. Invisible actions are
denoted by the symbol τ (tau).

Definition 1 A labelled transition system (LTS) is a 4-
tuple (S, Σ, ∆, is) where S is the set of states, Σ is a set of
symbols called the alphabet such that τ ∉ Σ, ∆ ⊆ S × (Σ
∪ {τ}) × S is the transition relation, and is ∈ S is the ini-
tial state.

Processes can be combined with the parallel compo-
sition operator. Several variants of the operator have
been defined. In the one used here, if a is a visible
action (that is, a ≠ τ), then a is executed simultane-
ously by precisely those processes of the parallel com-
position that have a in their alphabets. Synchronization
of actions is thus determined by the alphabets of the
component processes. The invisible action τ is exe-
cuted by exactly one component process at a time.

Definition 2 Let L1 = (S1, Σ1, ∆1, is1), …, Ln = (Sn, Σn,
∆n, isn) be LTSs. Their parallel composition is the LTS
(S, Σ, ∆, is) = L1 || … || Ln defined as follows:

• Σ = Σ1 ∪ … ∪ Σn, S = S1 × … × Sn and is = (is1, …,
isn).

• ((s1, …, sn), τ, (s′1, …, s′n)) ∈ ∆ if and only if there is
1 ≤ i ≤ n such that (si, τ, s′i) ∈ ∆i and s′j = sj whenever
1 ≤ j ≤ n and j ≠ i.

• If a ∈ Σ, then ((s1, …, sn), a, (s′1, …, s′n)) ∈ ∆ if and
only if for every 1 ≤ i ≤ n either a ∈ Σi and (si, a, s′i) ∈
∆i, or a ∉ Σi and s′i = si.

In practice, the part of the parallel composition that
is not reachable from the initial state is ignored, as it
has no semantic significance (see Definition 4).

We can make uninteresting actions invisible with the
hiding operator. hide A in L converts all transitions of L

labelled with an action in A into τ-transitions and sub-
tracts A from the alphabet.

The following notation is useful for abstracting τ-
transitions away from execution sequences.

Definition 3 Let L = (S, Σ, ∆, is) be an LTS. Let s, s′ ∈
S, a ∈ Σ ∪ {τ}, and a1, …, an ∈ Σ.

• s –a→ s′ if and only if (s, a, s′) ∈ ∆.

• s =ε⇒ s′ if and only if there are n ≥ 0 and s0, s1, …,
sn such that s = s0, sn = s′ and s0 –τ→ s1 –τ→ … –τ→
sn, that is, s′ is reachable from s by zero or more τ-
transitions.

• s =a⇒ s′ if and only if a ≠ τ and there are s1 and s2
such that s =ε⇒ s1 –a→ s2 =ε⇒ s′.

• s =a1a2…an⇒ s′ where n > 1 if and only if there are
states s0, s1, …, sn such that s = s0, sn = s′ and
s0 =a1⇒ s1 =a2⇒ … =an⇒ sn.

• s –a→ if and only if there is s′ such that s –a→ s′,
and similarly with s =a1a2…an⇒.

In the following we define the sets that CFFD
semantics use.

Definition 4 Let L = (S, Σ, ∆, is) be an LTS, σ ∈ Σ*,
and A ⊆ Σ.

• The set of traces of L is tr(L) = { σ ∈ Σ* | is =σ⇒ }.

• The pair (σ, A) is a stable failure of L, if and only if
there is s′ ∈ S such that is =σ⇒ s′, s′ –/ τ→/ , and
s′ –/ a→/ for every a ∈ A. The set of stable failures of L
is denoted by sfail(L).

• The sequence σ ∈ Σ* is a divergence trace of L, if and
only if there are states s0, s1, s2, … such that
is =σ⇒ s0 –τ→ s1 –τ→ s2 –τ→ … . The set of diver-
gence traces of L is denoted by divtr(L).

• The set of infinite traces of L is
inftr(L) =  { a1a2a3… ∈ Σω | ∃ s0, s1, s2, … ∈ S:

is = s0 ∧ s0 =a1⇒ s1 =a2⇒ s2 =a3⇒ … }.

• stable(L) is a predicate that holds if and only if is is
stable, that is, is –/ τ→/ .

We are now ready to define the CFFD semantics of
an LTS. The CFFD semantics and the well-known CSP
semantics [Ros98] are otherwise the same but they dif-
fer in the case of divergence traces. (Also the initial
stability makes a difference, but it is not needed with
the operators used in this article.) The CFFD seman-
tics preserve information on traces, stable failures and
divergence traces even after the process has executed a
divergence trace, while the CSP semantics preserve no
information in such a situation. Therefore the CFFD
semantics are more suitable than the CSP semantics
for analysing systems that contain divergences, such as
the bidirectional protocol in this article. In the follow-
ing we define the CFFD model and the corresponding
CFFD-equivalence and CFFD-preorder:
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Definition 5 Let L, L1 and L2 be LTSs, where L1 and
L2 have the same alphabet.
• The CFFD model of L is the 4-tuple

(stable(L), sfail(L), divtr(L), inftr(L)).
• L1 =CFFD L2 if and only if

stable(L1) = stable(L2) ∧ sfail(L1) = sfail(L2)
∧ divtr(L1) = divtr(L2) ∧ inftr(L1) = inftr(L2).

• L1 ≤CFFD L2 if and only if
( stable(L1) ∨ ¬ stable(L2) ) ∧ sfail(L1) ⊆ sfail(L2)
∧ divtr(L1) ⊆ divtr(L2) ∧ inftr(L1) ⊆ inftr(L2).

The traces are not included in the model because
they can be determined from the stable failures and
divergence traces [VaT95]. Intuitively, CFFD-equiva-
lence means that the behaviours of the two processes
are the same regarding the properties that we are inter-
ested in. CFFD-preorder, on the other hand, means that
the smaller process is ‘better’ than the larger process in
the sense that the environment is more able to control
its behaviour, and it is less likely to do anything forbid-
den.

CFFD-equivalence is congruent with respect to par-
allel composition and hiding (and many other opera-
tors [VaT95]). That is, if the component processes
used in parallel composition and hiding are replaced
by CFFD-equivalent ones, the result will be CFFD-
equivalent. This helps us a great deal since we can
choose a set of interesting (externally observable)
actions in a system, and make all other actions invisi-
ble. Then we can process the system with a CFFD-pre-
serving reduction algorithm and obtain an equivalent,
but usually much smaller system that can replace the
original system in any environment.

In the same way CFFD-preorder is a precongruence,
so that if component processes are replaced by CFFD-
smaller ones, the result will be CFFD-smaller or
CFFD-equivalent [VaT95]. This means that if a system
has been proven correct, then it remains correct when
any of its component processes are replaced by CFFD-
smaller processes. We will use this result in this arti-
cle.

ARA, which is described in detail in [VKCL93,
Sav95], is a group of computer tools that support the
analysis of parallel systems on the basis of the CFFD

semantics. Process descriptions can be written in a var-
iant of the formal specification language LOTOS
[BoB87], and an equivalent LTS is generated automat-
ically. It is also possible to draw the LTS directly with
a graphical tool. A reduction tool is available for pro-
ducing a smaller but CFFD-equivalent LTS from a
given LTS. After constructing and reducing the total
behaviour of a system a dedicated visualization tool is
used to show the result. The tool automatically tries to
find a good layout for the graph, and different actions
are denoted by different colours. The layouts of the
global behaviour graphs shown in this article have
almost entirely been produced by the tool, only the
names of actions have been added manually.

3. Self-Synchronizing Alternating Bit
Protocol

As the starting point of our development we used an
earlier protocol, which has been introduced in
[VKS96]. This protocol is an improved version of the
famous alternating bit protocol [BSW69]1. It is
intended for sending messages over unreliable chan-
nels that can lose messages, but cannot reorder them.
There are two one-way channels, one for the data from
the sender to the receiver, and another for acknowl-
edgements, as shown in Figure 1. The acknowledge-
ments are needed because messages may get lost. If
the acknowledgement for a message is not received in
time, the protocol attempts retransmission. In order not
to confuse new messages with retransmissions, all the
messages and acknowledgements contain a sequence
number. In the alternating bit protocol there are only
sequence numbers 0 and 1.

The original alternating bit protocol may make an
unbounded number of retransmissions. The [VKS96]
version attempts only a finite number of transmissions,

send receive

Sender Receiver

AckChannel

DataChannel

Figure 1: One-way protocol

1An improvement on the alternating bit protocol has also been
presented in [HaS96]. That protocol is different from ours in
that in it synchronization is based on timers, and the correctness
relies on the assumption that timeouts do not occur prematurely.
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after which it gives up and declares an error to the cli-
ent. However, since Sender does not know whether it
was the message or the acknowledgement that disap-
peared – or whether they were just delayed – it cannot
know what sequence number Receiver is expecting
next. Therefore, before sending new data messages, it
sends a special synchronization message, which con-
veys no data but which Receiver acknowledges in the
usual manner. Only after receiving a correct acknowl-
edgement does Sender send new data messages. In a
sense, the synchronization procedure means forcing
the earlier failed transmission to a completion, alt-
hough without the data.

The LTSs of the data and acknowledgement channel
are shown in Figure 2, and the Sender and Receiver
processes in Figures 3 and 4. In these graphs send
means a send data request from the client, err means
declaring error and rec denotes receipt of the data on
the other side. Action sd!0 means sending data with
sequence number 0 to the channel, rd!0 reception of
the data on the other side, ss!0 sending a synchroniza-
tion, and so forth. The initial state is shown with a
small arrow. For simplicity we have assumed that
Sender attempts transmission only once. We have also
not modelled the information content of data mes-
sages, as this does not directly affect the behaviour of
the protocol. In order to make it more error-tolerant,

the system has been made to perform a synchroniza-
tion at startup.

The reduced global behaviour of this protocol pro-
duced by ARA when the actions send, rec and err have
been left visible is shown in Figure 5. We note that
after a send there is either a delivery with rec or the
system may declare an error with err. An error may
also be declared if the message has been delayed. We
see that there cannot be more rec- than send-actions.
There can sometimes be two successive rec-actions
but, as was verified in [VKS96], this is just a conse-
quence of the ability of the channels to hold messages:
a new sending request may have been issued before the
previous message was delivered, thus resulting in two
subsequent deliveries.

4. Bidirectional Self-Synchronizing
Protocol

We decided to develop a full-duplex version of the
above one-way protocol with the following require-
ments. There would still be only two channels between
the peers. Both sides should be able to send messages
simultaneously, but a client on either side is also
allowed to transmit messages when the other side is
passive. Furthermore, for situations when there is both
data and an acknowledgement to be transmitted at the
same time, a new message type was added: a com-
bined data and acknowledgement message.

The structure of the new protocol was based on the
old one, so that each peer process consists of a com-
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bined Sender and Receiver subprocess, as shown in
Figure 6. Now there are two equal channels which
both convey data and acknowledgements. The simplest
definition of the new channel would be the old one
augmented with each new message type. This is
depicted in Figure 7 a), where m represents each of d,
s, a and d_a (the combined message) with all different
bit values, and the black state has a different copy for
each m.

However, at this point we decided to add just one
more requirement for the protocol, because this chan-
nel definition is not the most general possible. Namely,
when we tried the system with the reliable channel that
cannot lose any messages, shown in Figure 7 b), we
noted that the system deadlocks! This is because the
reliable channel refuses to lose messages. If the mes-
sage is not read and no other event is possible in the
system, the old channel will choose the (invisible)
lose-action. However, the reliable channel cannot do
this, so the system deadlocks.

In the final version of our protocol we used the chan-
nel in Figure 7 c), which can both lose messages and
refuse to lose them (by executing the τ-transition to a
state where only reception of the message is possible).
In terms of the CFFD-preorder, Channelrel ≤CFFD

Channelnew and Channelold ≤CFFD Channelnew. As

pointed out in Section 2, this means that if the protocol
works correctly with the new channel, it also works
correctly with the old channel and the reliable channel.

The Sender and Receiver subprocesses are shown in
Figures 8 and 9. Here, sa?b denotes the actions sa!0
and sa!1, rd_a!0?b denotes the actions rd_a!0!0 and
rd_a!0!1, and so on. These subprocesses are based on
the old Sender and Receiver processes, but there are
many new transitions. These can be divided into four
categories.

Firstly, we had to add the new combined data- and
acknowledgement messages, which are sent and
received jointly by Sender and Receiver. These mes-
sages contain two sequence numbers, so where Sender
previously had a single sd!0-action, for example, we
now have also the actions sd_a!0!0 and sd_a!0!1 (state
no. 4). When Sender is idle (waiting for send) it allows
Receiver to receive all types of messages, including
combined (states 1, 7, 8 and 14).

Secondly, we have forced the use of a combined
message always when possible. Sender controls the
send acknowledgement (sa) action of Receiver, refus-
ing this action when it has data to send, and allowing it
when it does not. The permission can be seen in the
picture as an sa loop from a state to itself (from states
1, 3, 5, 6, 7, 8, 9, 10, 12, 14), while the absence of this
loop means denial of the action. Receiver deals with
the sd action of Sender in exactly the same way.

A third set of changes is needed because we can
sometimes get unexpected acknowledgements caused
by delayed messages, and the channels are now capa-
ble of keeping them forever. If we do not explicitly
deal with them, the system can deadlock. Thus, we
augment Sender with actions that read unexpected
acknowledgements away from the channel (states 1, 3,
5, 6, 7, 8, 9, 10, 12, 14).

Figure 7: Three versions of the channel, with the branch
corresponding to one message type shown.
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However, even after the modification described
above there is a deadlocking scenario, as was noted
when a tentative version of the system was con-
structed. If both Receiver subprocesses are trying to
send a response to the channels when they already
contain messages from the Sender subprocesses, then
the Receiver processes are unable to complete their
own operation and cannot read the messages away
from the channels; thus the system deadlocks. This
problem is more difficult than the previous one, but in
the final bidirectional protocol it was solved as fol-
lows: after receiving a message and before sending an
acknowledgement the Receiver subprocess prevents
Sender from sending anything to the channel. There-
fore, there are sd- and ss-loops in states 1 and 6 of
Receiver, but not in states 2, 3, 4 or 5. This might not
appear to help very much, because Sender may have
sent its message already. However, that cannot happen
at both sides simultaneously. Thus, the arrangement in
our final protocol ensures that there is at least one ‘free
space’ somewhere in the system, and so the protocol
cannot deadlock.

As the system is rather complicated, we emphasize
that the reader does not have to understand every detail
of the protocol. Indeed, it would be more or less

impossible to be convinced of the correct behaviour of
the protocol solely by looking at the structure of its
components – or by running a limited number of test
cases. The results obtained with the ARA tools, on the
other hand, cover simultaneously every possible exe-
cution. Thus, we can see the complete picture of the
behaviour of the system, and by using this picture we
can either find errors or be convinced of the correct-
ness of the system.

We will look at the protocol from the point of view
of one transmission direction (AB-direction), while
the other direction (BA) remains present in the system
and its effects on the AB-direction are shown. The
reduced global behaviour produced with ARA when
all other actions except sendA, errA and recB are hid-
den is shown in Figure 10. We note immediately that
the system does not deadlock. As we examine the pic-
ture in detail, we also note that there cannot be more
recB- than sendA-actions. There can sometimes be two
successive recB-actions, for the same reason as in the
original protocol of Section 3.

A new feature in this picture when compared to Fig-
ure 5 is the presence of divergences, i.e. τ-loops from a
state to itself. We will see in Section 6 that this is due
to the fact that the transmission in the BA-direction
can operate independently of the AB-direction. The
actions of the BA-direction have been made invisible,
and they appear as divergences in the reduced behav-
iour. It should be noted that according to CSP-seman-
tics the entire LTS in Figure 10 would be equivalent to
a single τ-loop, as the initial state contains a τ-loop.
This shows why we need the CFFD-semantics.

5. Modelling the Environment

According to our preliminary analysis the behaviour
of the protocol seems to be in order. What may not be
immediately apparent, however, is that we have made
assumptions about the environment (users) of the sys-
tem. Namely, we hid the external actions correspond-

Figure 9: Bidirectional Receiver subprocess.
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ing to the invisible transmission direction, sendB, errB
and recA, so the environment can never refuse these
actions. In the beginning of Section 4 we stated that
the transmission of messages should function correctly
even when the other side stops sending. However, we
have now implicitly assumed in our verification model
that the other side is always willing to execute sendB if
needed. Therefore, without further proof, it might still
be possible that the system deadlocks when the other
side stops transmitting, thus preventing further
progress in the visible direction.

We can solve this problem by modelling the users of
the other transmission direction as a client process.
The client process, which may stop sending messages
at any time, is then combined with the rest of the pro-
tocol. Thus we still look at the protocol from the view-
point of one direction and consider the users of the
other direction as part of the system. We now note that
hiding the actions of the other direction was actually
equivalent to using the client process Client1 in Figure
11 a), which is always ready to accept any events. The
first proposal for the new client process is shown in
Figure 11 b). This process accepts all actions in its ini-
tial state, but at any instant of time it can move with an
invisible action to a state that does not allow sendB-
actions. From the point of view of the CFFD-theory,
we have replaced the original client process Client1 by
the CFFD-larger Client2, i.e. Client1 ≤CFFD Client2.

However, if we have verified the system with one
client, we have actually shown that the system will
work with any CFFD-smaller or equal client. There-
fore, to make the verification more widely applicable it
is worthwhile trying to find a client that is as general as
possible. A proposal is shown in Figure 11 c). This
process can also execute any number of sendB-actions,
and can at any time stop sending by moving invisibly
to one of the upper states. After a sendB-action the
acceptance of one errB-action is always guaranteed.
The process may accept even more errB-actions, but
may also refuse to do so. The idea is that with this

model the user of the protocol is liberated from the
burden of handling unexpected error messages, but it
has permission to handle them if the designer wants
that. On the other hand, the client process will always
accept a recA-action; the receiving side cannot know
when messages have been sent from the other side, so
it should always be ready to receive. The following
now holds: Client1 ≤CFFD Client2 ≤CFFD Client3.

When we combine Client3 with the protocol, we get
the result shown in Figure 12. We see that the system
still does not deadlock. When we compare this dia-
gram with Figure 10, we immediately see that the left
and upper parts are similar. In fact, the diagram has
only changed with respect to sendA-actions. The three
sendA-actions in the upper part of the old diagram
have transformed into a single sendA starting from the
second state in the third row. In this state the system
can refuse all actions except sendA. This is a change
that we would expect. If the other client has stopped
sending messages and the previous transmission in the
visible direction has been completed, then only a new
sendA is possible. A similar change has taken place for
the sendA-action on the lower right part of the old dia-
gram.

6. Removing Divergences

Now the only remaining problem in our behaviour
diagram is the presence of divergences. We cannot yet
know with certainty that after entering a τ-loop the
system ever comes out of it. However, we guessed
above that these τ-loops reflect unending invisible flow
of messages in the other direction. If the transmission
in the other direction does not grab all the time in the
system, then we can expect that the system will even-
tually move on from any of the τ-loops.

We will now verify that this is the case. To do this,
we must add to the system the assumption that B-side
cannot make infinitely many sendB-actions without
sendA-actions. Thus, we want to make a fairness
assumption [Fra86].2

Figure 11: Three versions of the client process of the
invisible transmission direction
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2In [BeK85] a manual process-algebraic verification is
made with the help of the so-called Koomen’s fair abstraction
rule. This means that when there is a cycle in the system con-
sisting of actions to be hidden, then no τ-cycle is formed but a
step outside the cycle is assumed to be made ‘due to some fair-
ness mechanism’. We do not want to do this, however, because
a divergence can also be a real livelock caused by an error in the
design. Instead, we intend to show that adding a specific fair-
ness assumption leads to the disappearance of the divergences
in the system.
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We can make the assumption by augmenting the sys-
tem with the process Fair in Figure 13 b) before hiding
the internal actions. This LTS will always accept a
sendA-action, but it accepts only a finite number of
sendB-actions between sendA-actions. We do not want
to assume anything else of the number of successive
sendB-actions than finiteness, and therefore we have to
include in Fair branches corresponding to all different
maximum numbers. Unfortunately, this makes the LTS
infinite, and we cannot directly handle such an LTS
with our computer tools. However, we can prove what
the result is by using the finite ‘lower limit’ Fairlow
(which is actually the first branch of Fair) in Figure 13
a) and the ‘upper limit’ Fairhigh, in Figure 13 c), and
by applying results from the CFFD-theory.

It is a routine matter to check that Fairlow ≤CFFD Fair
≤CFFD Fairhigh by comparing their LTS definitions
against Definition 5. By the precongruence property of
CFFD-preorder, the same relation holds for the total
system with these LTSs: Resultlow ≤CFFD Result ≤CFFD

Resulthigh. The result with Fairhigh as produced by
ARA is (again) the LTS in Figure 12, and the result
with Fairlow is the LTS shown in Figure 14. We note

that these are otherwise identical except that Resulthigh
has a number of divergences. Since the result with Fair
lies between these two, we conclude that it is the same
as Resultlow except that it may or may not have some
of the divergence traces of Resulthigh.

To complete our verification, we leave only the send-
actions on both sides of the protocol visible and con-
struct the global behaviour diagram. The result is
shown in Figure 15. We see that any infinite execution
that does not contain an infinite number of sendA-
actions has to contain an infinite number of sendB-
actions. Since the τ-loops in Figure 12 do not contain
sendA (sendA is visible), they have to contain infinitely
many sendB-actions. Fair does not allow executions
that contain an infinite number of sendB-actions with-
out intermediate sendA-actions, and therefore none of
the divergences can exist in Result. Thus, we conclude
that the global behaviour of our protocol augmented
with the fairness process Fair is the LTS in Figure 14.

7. Conclusions

In this article a communication protocol was devel-
oped by using a set of computer tools that are based on
process algebra and CFFD. We used an existing one-
way self-synchronizing alternating bit protocol as a
starting point and developed a fully bidirectional ver-
sion of this protocol. During the development we
noted that parallel systems like this can easily contain
errors such as deadlocks that are very difficult to pre-
dict. However, our verification tools quickly pointed
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out the errors. Then we were able to make changes to
the system and check that the problems have been cor-
rected and no new errors have been introduced.

It may seem that the deadlocks mentioned in Section
4 arise from the use of synchronous communication
and would not have been a problem with, say, FIFO-
based communication. In reality, however, the problem
would not disappear with FIFOs, but only change
shape. With FIFOs there would be the problem of an
unbounded number of messages in the channel.

During our analysis we considered issues relating to
the environment of the system. We added a client proc-
ess that represents the environment in the invisible
transmission direction. In terms of the CFFD model,
we replaced the environment with a CFFD-larger one,
and showed that the system still works correctly. In
particular, this means that there will be no deadlocks in
the system even when the other side stops transmitting.

The progress of a system can be hindered not only
by deadlocks but also by livelocks (divergences). Prov-
ing liveness of a system is a subtle task that causes
problems or is impossible with many formalisms such
as CSP. In essence, we added a fairness assumption to
the verification model ensuring that the reverse direc-
tion of the protocol cannot infinitely overtake the for-
ward direction. With this assumption we proved that
there are no τ-loops, and therefore every sending
request (sendA) will eventually be handled in one way
(recB) or another (errA).

Of course, this is by no means an ideal way to deal
with fairness. We had to use the rather complicated
‘fairness’ processes to prove what we wanted and,
even though most of our verification was automated,
the final steps required some simple mathematical rea-
soning. In the future there may be better ways to deal
with fairness. However, for the time being, this exam-
ple gives us a method that can be used in practice.

Also, with our method the user can add fairness
assumptions as needed to get rid of divergences. This
is a great advantage, because guessing and formulating
suitable fairness assumptions beforehand requires
more intuition than can reasonably be assumed to be
available when designing a new protocol.
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Abstract. Although liveness and fairness have been used for a long timein classical
model checking, with process-algebraic methods they have seen far less use. One
problem is combining fairness with the compositionality ofprocess algebra. In this
article we analyse this problem, and then present an approach for using a class of
fairness constraints. The approach fulfills all the requirements of compositionality
and is compatible with an existing semantics. It is based on the standard LTS model
and does not require new fairness-related constructs or rules for the process alge-
bra. Therefore, it avoids potential conflicts between the fairness requirements and the
underlying transition system. Although adding fairness can create an infinite subsys-
tem, a larger system in which the subsystem is placed can still be finite. We present
an algorithm for constructing a finite LTS which is equivalent to the larger system in
every case that an exact finite representation exists, and which otherwise is a conser-
vative estimate of it. However, checking whether an exact finite representation exists
is costlier than building the representation, namely, it isPSPACE-complete in the size
of an intermediate parameter system.

1 Introduction

In the verification of concurrent systems it is often important to show that thesystem even-
tually performs some desired task. Such properties are calledlivenessproperties [2, 19].
For proving liveness properties somefairness assumptions[3, 12, 20, 21] usually have to
be added to the system, meaning that the system is not allowed to continually favour some
choices at the expense of others.

Within classical model checking [7, 30] liveness and fairness have been used in one
form or another for quite some time. However, in the context ofprocess-algebraicmethods
[17, 23, 31] they have seen relatively little use. One reason for this is thatwith most well-
known process-algebraic semantic models it is difficult to express liveness properties. For
example, the weak bisimilarity ofCCS [23] ignores divergences (livelocks) completely,
and theCSPmodel [17, 31] does not preserve any information on a system after it has
performed a divergence trace.

A variant of CSP calledCFFD (Chaos-Free Failures Divergences) [39] preserves infor-
mation even after the execution of a divergence trace, and is suitable for expressing liveness
properties. CFFD covers the properties expressible in linear-time temporallogic [22, 27]
without the nextstate-operator (where the state-based logic is interpreted inan action-based
setting) as well as deadlocks [18, 36]. It is also well-suited for typical process-algebraic
verification methods [35, 37].
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However, it is not clear how fairness assumptions should be used with the process-
algebraic approach. One of the main problems is combining liveness and fairness with
bottom-up type ofcompositionality, which is an important advantage offered by process-
algebraic approaches for attackingthe state-explosion problem(see, for instance, [37]).
In this article we will discuss some of these problems and illustrate them with examples.
Our emphasis is on “specific” fairness assumptions (such as “communicationchannel must
eventually pass a message through”) rather than on “global” assumptions made automati-
cally about every process or action (such as “every parallel process must eventually make
progress”).

One solution that has been suggested previously is adding some finite fairness infor-
mation to a process that constraints the infinite executions. However, a problem with this
“finite representation” approach is the potential conflict between the underlying transition
system and the additional fairness information, because the latter can demand actions that
the former is unable to carry out. The problem is made especially difficult by the composi-
tional setting. This issue is illustrated by an example in Section 3 and discussed further in
Section 6.

In this article we use a CSP-like process algebra with LTSs (Labelled Transition Sys-
tems) as models of processes. LTSs are a simple, well-understood and widely accepted for-
malism for describing the behaviour of concurrent processes. Therefore, we take the view
here that ordinary LTSs should be sufficient for describing processbehaviour, whether that
behaviour is “fair” or not. In this way there is no separation or conflict between the transi-
tion system and the fairness information. It suffices to prove that adding an allowed fairness
constraint never creates new, unwanted behaviour in the resulting LTS.In this article we
will do this for a useful class of fairness constraints that relate the infinite occurrence of
different actions.

From the point of view of verification, a potential problem is that adding a fairness
assumption to a finite LTS typically produces an infinite LTS. However, in many cases the
infinite LTS is only a subsystem and, when it is placed in a larger context, the result can
again be represented as a finite LTS. We will present an algorithm which constructs a finite
LTS that is equivalent to the original system in every case that an exact finite representation
exists, and otherwise it is a conservative estimate of it. However, it turns out that the com-
plexity of deciding whether an exact finite representation exists is higher thanof building
the representation. More precisely, the problem is PSPACE-complete in the size of an inter-
mediate parameter system. Fortunately, the parameter system can be significantly smaller
than the full state-space of the system.

In the next section we will review the basic definitions concerning LTSs, process oper-
ators and behavioural equivalences. In Section 3 we will consider a (hypothetical) operator
that modifies systems according to given fairness constraints. We describe the properties
we believe such an operator should have in order to be meaningful in a compositional ap-
proach. We then show that most well-known semantic models are partly incompatible with
these requirements, and also that the requirements impose limitations on the allowedfair-
ness properties and process contexts. In spite of these problems, we are able to establish
positive results for a useful class of fairness constraints in Section 4. The approach is based
on ordinary LTSs and is compatible with the CFFD semantic model. In the beginningof
Section 5 we illustrate the approach with a small verification example, and then wede-
scribe a general method for constructing a finite model of the infinite system. In Section 6
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we describe related work and in Section 7 we present our conclusions. This article extends
the work in [29].

2 Background

The behaviour of a process consists of executingactions. There are two kinds of actions:
visibleandinvisible. Invisible actions are denoted with a special symbolτ . The behaviour
of a process is represented as a labelled transition system. This is a directedgraph whose
edges are labelled with action names, with one state distinguished as the initial state.

Definition 1 A labelled transition system, abbreviatedLTS, is a four-tuple(S,Σ,∆, ŝ),
where
• S is the set ofstates,
• Σ, thealphabet, is the set of thevisible actionsof the process; we assume that
τ /∈ Σ,

• ∆ ⊆ S × (Σ ∪ {τ}) × S is the set oftransitions, and
• ŝ ∈ S is theinitial state.

We also useΣ(L) to denote the alphabet of the LTSL. LetA∗ denote the set of finite and
Aω the set of infinite sequences of elements of a setA. The empty sequence is denoted with
ε, andaω denotes the infinite sequence of the symbola. For a finite or infinite sequence
η, therestrictionof η toB, denotedrestr(η,B), means the result of removing all actions
from η that are not inB.

The following notation is useful for talking about the execution of a process. The
“ −η→ ”-notation requires that all actions along the execution path are listed, while the
τ -actions are skipped in the “=η⇒ ”-notation.

Definition 2 Let (S,Σ,∆, ŝ) be an LTS, lets, s′ ∈ S, a, a1, a2, a3, . . . ∈ Σ∪{τ},
andb, b1, b2, b3, . . . ∈ Σ. We write
• s−a→ s′ if and only if (s, a, s′) ∈ ∆,
• s−a1a2 · · · an→ s′ if and only if there ares0, s1, . . . , sn ∈ S such thats = s0,
sn = s′ andsi−1 −ai→ si when1 ≤ i ≤ n,

• s−a1a2 · · · an→ if and only if there iss′ ∈ S such thats−a1a2 · · · an→ s′,
• s−a1a2a3 · · ·→ if and only if there ares0, s1, s2, . . . ∈ S such thats = s0 and
si−1 −ai→ si wheni ≥ 1,

• s =ε⇒ s′ if and only if there ares0, s1, . . . , sn ∈ S such thats = s0, sn = s′

andsi−1 −τ→ si when1 ≤ i ≤ n,
• s=b⇒s′ if and only if there ares1, s2 ∈ S such thats=ε⇒s1−b→s2 =ε⇒s′,
• s=b1b2 · · · bn⇒ s′ if and only if there ares0, s1, . . . , sn ∈ S such thats = s0,
sn = s′ andsi−1 =bi⇒ si when1 ≤ i ≤ n,

• s=b1b2 · · · bn⇒ if and only if there iss′ ∈ S such thats=b1b2 · · · bn⇒ s′,
• s=b1b2b3 · · ·⇒ if and only if there ares0, s1, s2, . . . ∈ S such thats = s0 and
si−1 =bi⇒ si wheni ≥ 1.

We need the following semantic sets extracted from an LTS. Atraceof an LTS is the
sequence of visible actions generated by any finite execution that starts in the initial state.
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An infinite execution that starts in the initial state generates either aninfinite traceor a
divergence trace, depending on whether the number of visible actions in the execution is
infinite or finite. Thestable failuresdescribe the ability of the LTS to refuse actions after
executing a particular trace.

Definition 3 LetL = (S,Σ,∆, ŝ) be an LTS.
• Tr(L) = {σ ∈ Σ∗ | ŝ=σ⇒ } is the set oftracesof L.
• Inftr(L) = { ξ ∈ Σω | ŝ=ξ⇒ } is the set ofinfinite tracesof L.
• Divtr(L) = {σ ∈ Σ∗ | ∃s ∈ S : ŝ=σ⇒s∧s−τω→ } is the set ofdivergence

tracesof L.
• Sfail(L) = { (σ,A) ∈ Σ∗ × 2Σ | ∃s ∈ S : ŝ =σ⇒ s ∧ ∀a ∈ A ∪ {τ} :
¬(s−a→ ) } is the set ofstable failuresof L.

The parallel composition operatordefined below forces precisely those component
processes to participate in the execution of a visible action that have the actionin their
alphabets. The invisible action is always executed by exactly one component process at a
time. We first define the product of LTSs as the LTS that satisfies the abovedescription and
has as its set of states the Cartesian product of the component state sets. We then define
parallel composition by picking the part of the product that is reachable from the initial
state of the product.

Definition 4 Let L1 = (S1,Σ1,∆1, ŝ1), . . . , Ln = (Sn,Σn,∆n, ŝn) be LTSs.
Theirproductis the LTS(S′,Σ,∆′, ŝ) such that the following hold:
• S′ = S1 × · · · × Sn
• Σ = Σ1 ∪ · · · ∪ Σn

• ((s1, . . . , sn), a, (s
′

1
, . . . , s′n)) ∈ ∆′ if and only if either

– a = τ , and(si, τ, s
′

i) ∈ ∆i for some1 ≤ i ≤ n,
andsj = s′j for all 1 ≤ j ≤ n, j 6= i

– a ∈ Σ, and for each1 ≤ i ≤ n eithera ∈ Σi and(si, a, s
′

i) ∈ ∆i, or
a /∈ Σi andsi = s′i

• ŝ = (ŝ1, · · · , ŝn)
Theparallel compositionL1|| · · · ||L2 is the LTS(S,Σ,∆, ŝ) such that

• S = { s ∈ S′ | ∃σ ∈ Σ∗ : ŝ=σ⇒ s }
• ∆ = ∆′ ∩ (S × (Σ ∪ {τ}) × S)

It is straightforward to show that “||” is symmetric and associative, so thatL1||L2
∼=

L2||L1 and (L1||L2)||L3
∼= L1||(L2||L3), where “∼=” denotes isomorphism. Therefore,

if we wish, we can discard the parentheses and writeL1||L2||L3, and similarly with any
number of processes.

In one of the proofs we will need the following result, which gives the semantic sets of
the parallel composition as functions of the sets of the parameter processes; see e.g. [39].

Proposition 5 LetL1 = (S1,Σ1,∆1, ŝ1) andL2 = (S2,Σ2,∆2, ŝ2) be LTSs.
• Tr(L1||L2) =
{σ ∈ (Σ1 ∪ Σ2)

∗ | restr(σ,Σ1) ∈ Tr(L1) ∧ restr(σ,Σ2) ∈ Tr(L2) }
• Divtr(L1||L2) =
{σ ∈ Tr(L1||L2) | restr(σ,Σ1) ∈ Divtr(L1) ∨ restr(σ,Σ2) ∈ Divtr(L2) }
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• Inftr(L1||L2) = { ξ ∈ (Σ1 ∪ Σ2)
ω |

[ restr(ξ,Σ1) ∈ Inftr(L1) ∧ restr(ξ,Σ2) ∈ Inftr(L2) ] ∨
[ restr(ξ,Σ1) ∈ Inftr(L1) ∧ restr(ξ,Σ2) ∈ Tr(L2) ] ∨
[ restr(ξ,Σ1) ∈ Tr(L1) ∧ restr(ξ,Σ2) ∈ Inftr(L2) ] }

• Sfail(L1||L2) = { (σ,A) ∈ (Σ1 ∪ Σ2)
∗ × 2Σ1∪Σ2 | ∃(ρ1, B1) ∈ Sfail(L1),

(ρ2, B2) ∈ Sfail(L2) : restr(σ,Σ1) = ρ1∧restr(σ,Σ2) = ρ2∧A = B1∪B2 }

The hiding operator converts given visible actions intoτ -actions and removes them
from the alphabet.

Definition 6 Let L = (S,Σ,∆, ŝ) be an LTS andX any set of action names.
ThenhideX in L is the LTS(S,Σ′,∆′, ŝ) such that the following hold:
• Σ′ = Σ −X
• (s, a, s′) ∈ ∆′ if and only if
a = τ ∧ ∃b ∈ X : (s, b, s′) ∈ ∆, or a /∈ X ∧ (s, a, s′) ∈ ∆.

Parallel composition and hiding have the following commutativity property which we
will later need. When applied to LTSs, “=” means identity of LTSs.

Proposition 7 LetL andL′ be any LTSs andX any set of action names such that
X ∩ Σ(L′) = ∅. Then(hideX in L) ||L′ = hideX in (L ||L′).

We now define the CFFD-model and CFFD-equivalence, which will be ourmain equiv-
alence notion in this article. We also define CFFD-preorder. Intuitively, preorder means that
the smaller process is “better”’ or “more deterministic” than the larger one. This can also
be seen as an implementation relation, so that the larger process is a specification and the
smaller process is an implementation of that specification.

Definition 8 LetL andL′ be LTSs with the same alphabet.
• TheCFFD modelof L is the 3-tuple(Sfail(L),Divtr(L), Inftr(L))
• L ≃CFFD L′ ⇐⇒

[Sfail(L) = Sfail(L′) ∧ Divtr(L) = Divtr(L′) ∧ Inftr(L) = Inftr(L′) ]
• L ≤CFFD L′ ⇐⇒

[Sfail(L) ⊆ Sfail(L′) ∧ Divtr(L) ⊆ Divtr(L′) ∧ Inftr(L) ⊆ Inftr(L′) ]

The traces are not included in the CFFD model because they can be determined from
Sfail andDivtr by the equationTr(L) = Divtr(L)∪ {σ ∈ Σ∗ | (σ, ∅) ∈ Sfail(L) } [39].

It should be noted that when certain process-algebraic operators areused, a compo-
nent calledstability must be included in the CFFD model. This one bit of information
tells whether or not there areτ -transitions from the initial state of the LTS. However, with
parallel composition and hiding this component is not needed, so we will not use it here.

An important property of an equivalence is that when a component process in a system
is replaced by an equivalent process, the system should remain equivalent to the original
one. This is formally captured by thecongruenceproperty. Similarly, a preorder should
be aprecongruence(monotonic), meaning that when a component process is replaced by a
smaller or equivalent process the system will be smaller or equivalent.
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Definition 9 An equivalence “≃” is a congruencewith respect to a process
operatorop(L1, . . . , Ln) if and only if L1 ≃ L′

1
∧ · · · ∧ Ln ≃ L′

n implies
op(L1, . . . , Ln) ≃ op(L′

1
, . . . , L′

n).

Definition 10 A preorder “≤” is a precongruencewith respect to a process
operatorop(L1, . . . , Ln) if and only if L1 ≤ L′

1
∧ · · · ∧ Ln ≤ L′

n implies
op(L1, . . . , Ln) ≤ op(L′

1
, . . . , L′

n).

CFFD-equivalence/preorder is a congruence/precongruence with respect to parallel com-
position and hiding, as shown in [39], for example.

3 LTSs, Temporal Logic and Fairness Operators

The desired properties of reactive and concurrent systems are oftenexpressed by using
linear temporal logic[22, 27]. We next present a straightforward adaptation of the logic to
our process-algebraic framework.

Definition 11 A formula is generated by the grammar

ψ ::= true | a | En(a) | ¬ψ | ψ ∨ ψ | ψ Uψ,

wherea is an action name. We also use the following denotations:false ≡ ¬true,
ψ ∧ φ ≡ ¬(¬ψ ∨ ¬φ), ψ ⇒ φ ≡ ¬ψ ∨ φ, 3ψ ≡ true Uψ, 2ψ ≡ ¬3¬ψ.

The semantics of formulas are defined on the infinite executions of systems.

Definition 12 Let L = (S,Σ,∆, ŝ) be an LTS. The set of the infinite executions
of L is infex (L) = { s0a1s1a2s2a3 · · · | ŝ = s0 ∧ ∀i ≥ 1 : si−1 −ai→ si }.

Below we will use the following notation: ifη = s0a1s1a2s2a3 · · · is an infinite execution,
thenacts(η) is the sequence of actionsa1a2a3 · · · andηi is theith suffixsiai+1si+1ai+2 · · ·.

Definition 13 Let L = (S,Σ,∆, ŝ) be an LTS andη = s0a1s1a2s2a3 · · · an
infinite execution ofL. Then

• (L, η) |= true
• (L, η) |= a iff a1 = a
• (L, η) |= En(a) iff s0 −a→ (that is, iff∃s ∈ S : (s0, a, s) ∈ ∆)
• (L, η) |= ¬ψ iff not (L, η) |= ψ
• (L, η) |= ψ ∨ φ iff (L, η) |= ψ or (L, η) |= φ
• (L, η) |= ψ Uφ iff ∃j ≥ 0 : (L, ηj) |= φ and∀k, 0 ≤ k < j : (L, ηk) |= ψ

The properties of reactive systems are usually divided intosafetyandlivenessproperties
[2, 19]. Safety properties express requirements of the form “nothing bad must ever happen”.
The violation of a safety property can always be detected in a finite execution. Liveness
properties express requirements of the form “something good must eventually happen”.
The violation of a liveness property can only be detected in an infinite execution.
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Nondeterministic behaviour is characteristic of concurrent systems. In a typical situa-
tion we do not wish to, and cannot, limit the individual nondeterministic choices.However,
we may still want that our system behaves “fairly” in the sense that it does not infinitely
favour certain choices at the expense of others. Liveness properties that express this type
of “fair” behaviour are calledfairness properties.

Two well-known classes of fairness properties areweak fairnessandstrong fairness.
Weak fairness with respect to actiona means that ifa is, from some point on, continuously
enabled, then it must be executed infinitely often. This can be expressed with the formula
32En(a) ⇒ 23a. Strong fairness means that if the action is enabled infinitely often,
then it must be executed infinitely often. This can be expressed with23En(a) ⇒ 23a.

It is customary in the verification of liveness properties to assume that the system sat-
isfies some fairness constraint. A fairness constraint is a fairness property that is assumed,
rather than proved, of the system. It formalises the idea that the underlyingsystem behaves
fairly with respect to the choices that we are interested in. The benefit of first constructing
an “unfair” system model and then adding a fairness constraint is that wecan usually make
the system model much simpler if we do not attempt to build fairness-related detailsabout
scheduling policies, execution speeds or probabilistic decisions directly intothe model.

Let us assume that there is some fairness constraintφ that we would like to express
in our process-algebraic framework. We would like to have a corresponding “fairness op-
erator” Φφ that, given an LTSL, produces a new LTSL′ whose finite behaviour (safety
properties) is like that ofL, but whose infinite executions fulfill the given fairness con-
straint. More precisely, we want all traces,Tr(L), and stable failures,Sfail(L), to stay
the same (so that deadlocks are not affected), and exactly those infinite traces,Inftr(L),
and divergence traces,Divtr(L), to remain that are created by some infinite execution in
compliance withφ. These requirements are stated formally in the following.

Definition 14 An operatorΦφ is afairness operatorfor the formulaφ if and only if
for every LTSL = (S,Σ,∆, ŝ) each of the following holds:
• Tr(Φφ(L)) = Tr(L)
• Sfail(Φφ(L)) = Sfail(L)
• Divtr(Φφ(L)) =
{σ ∈ Σ∗ | ∃η ∈ infex (L) : ((L, η) |= φ) ∧ restr(acts(η),Σ) = σ }

• Inftr(Φφ(L)) =
{ ξ ∈ Σω | ∃η ∈ infex (L) : ((L, η) |= φ) ∧ restr(acts(η),Σ) = ξ }

It is important to notice that we have not yetconstructeda fairness operator, we have
just stated desired properties of a (hypothetical) operator. An obvious requirement is also
that any equivalence we use should be a congruence with respect to thefairness operator.

However, it turns out that the above properties are not easy to achieve. Consider the
three LTSsL, L′ andL′′ in Figure 1. These are all CFFD-equivalent. The same holds for
most process-algebraic semantic models. If we apply weak fairness towardsa, expressed
with φ(a) ≡ 32En(a) ⇒ 23a, the divergence in the initial state ofL disappears. How-
ever,a is not continuously enabled inL′, so the fairness assumption does not remove the
divergence there. Thus,ε /∈ Divtr(Φφ(a)(L)), but ε ∈ Divtr(Φφ(a)(L

′)), and the results
are not equivalent. We can try using strong fairness instead, becausethis forces execution
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Figure 1. The processesL, L′ andL′′

of a even inL′. However, by comparingL andL′′ we can similarly see that strong fair-
ness leads to non-equivalent results. The conclusion from this counter-example is thus the
following:

Proposition 15 “≃CFFD” cannot be a congruence with respect to any fairness
operatorΦφ(a) for formulaφ(a) ≡ 32En(a) ⇒ 23a or 23En(a) ⇒ 23a.

This result could equally well be formulated in terms of the failures-divergences model of
CSP and other similar equivalences. For instance,L ≃CSP L′′ ≃CSP Φφ(a)(L

′′) ≃CSP

div 6≃CSP Φφ(a)(L), wherediv is the CSP-least process [31].
Clearly the reason why most models are not congruences with respect to the fairness

operator is that they do not preserve enough information on the enabledness of actions
during infinite executions. A notable exception is the strong bisimilarity of [23],but as is
well known, it treats invisible actions no differently from visible actions, andthus does not
allow us to abstract them away.

Furthermore, we would like to make one more “soundness” requirement forthe hypo-
thetical fairness operator. This is because the fairness operator wouldtypically be applied
to some processL (e.g., a communication channel) which can be placed in a larger con-
text C[·] (e.g., a protocol system). The property of the underlying system expressed by
the fairness constraint should remain the same in the larger context. Therefore, within
some reasonable limits, it should make no difference whether the same fairness constraint
is assumed ofL or of the compositionC[L]. (Practical application of this principle is
demonstrated in Section 5.) Thus, the fairness operator should ideally havethe following
property ofcontext-independence, which essentially means (limited) commutativity with
parallel composition and hiding.

Definition 16 Let Φφ be a fairness operator for formulaφ which is expressed in
terms of the actionsF. We say thatΦφ is context-independentwith respect to “≃”,
if and only if “≃” is a congruence with respect toΦφ, and for every LTSL with
F ⊆ Σ(L) it holds that

• Φφ(L) ||L′ ≃ Φφ(L ||L′) for any LTSL′ (notice that “||” is commutative), and
• hideX in Φφ(L) ≃ Φφ(hideX in L) for anyX such thatX ∩ F = ∅.

However, as readers familiar with process algebra may already expect, the property of
context-independence cannot be generally true for an equivalence that preserves liveness
properties, even if it were as detailed as strong bisimulation. This is essentiallybecause
other processes can interfere with the actions that we use in the fairness constraint.

As a simple counter-example, if we want processA in Figure 2 to always get a chance to
eventually executea in the combinationA||B, we can declare either weak or strong fairness
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Figure 2.A,B, C and their parallel compositions, with alphabets shown

with respect toa. The resulting process has no executions ending in an infinite sequence of
b’s, so there are none even when this process is combined withC. Consequently, there are
no divergences after we hideb from the result:Divtr(hidebin((Φφ(a)(A ||B)) ||C)) = ∅.
However, if we make the parallel compositionA ||B ||C first and then add the fairness
constraint, the resulting system is able to executebω becausea is not enabled in the
combinationA ||B ||C. This turns into a divergence when we hideb from the result:
ε ∈ Divtr(hide b in Φφ(a)(A ||B ||C)). This shows that if an equivalence distinguishes
whether or not there are infiniteτ -executions in a process, the fairness operatorΦφ(a) can-
not be context-independent with respect to it. (If we, instead, had a “fair parallel com-
position” operator, we could use similar reasoning to show that such parallel composition
would not be associative.)

Proposition 17 Let “≃” be an equivalence such thatL ≃ L′ impliesDivtr(L) =
∅ ⇔ Divtr(L′) = ∅, and letφ(a) be either32En(a) ⇒ 23a or 23En(a) ⇒
23a. Then, no fairness operatorΦφ(a) for φ(a) is context-independent with respect
to “≃”.

The same example can also be used to illustrate the problem with finite representa-
tion of fairness constraints that was mentioned in Section 1 and which will be discussed
further in Section 6. For example, if we were to use “infinitary restriction” (as in [26])
and, say, restricted the infinite executions ofA ||B to the set(b∗a)ω, that is, to the set
{ ξ ∈ {a, b}ω | restr(ξ, {a}) = aω }, this would not cause any immediate problems. How-
ever, the result of combining this process withC would be equivalent toA ||B ||C with
an empty set of allowed infinite execution sequences. This is obviously an “impossible”
situation, because all the system can do is executeb’s, and it is not allowed to continue in
this way forever, nor terminate and refuse furtherb’s.

Also, this example can be used to illustrate the difficulties involved in developing se-
mantic models for the kind of fair operational rules introduced in [9, 10] (see Section 6).
Consider the systemA ||B. Under the fair operational rules, this process does not have the
infinite executionbω (which is unfair forA). However, when placed in a context that does
not even involveb (namelyC), the resultis capable of executingbω.

In the next section we will present a partial solution that does not sufferfrom any of
the above-mentioned problems. The approach is compatible with the CFFD-semantics,
and therefore allows us to use existing CFFD-based verification tools. We achieve this by
restricting our scope in two ways. Firstly, we consider only a specific classof fairness
constraints. Secondly, we restrict the set of processes to which we apply the constraints.
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4 Fairness LTSs as Fairness Operators

4.1 A Class of Fairness Constraints

In this section we will consider a class of fairness constraints that relate theinfinite oc-
currence of different actions. Typical constraints in this class are of the form “if some-
thing happens infinitely many times then something else also has to happen infinitely many
times”.

The class of fairness properties we will deal with is the set of formulas of the form

α⇒ β

whereα andβ are any formulas constructed from action names by using the operators
“∨”, “∧” and “23” (“infinitely often”), with the restriction that every action name must
reside within the scope of at least one “23”-operator (because we are interested in fairness
properties, not individual actions). More precisely,α andβ are any formulas generated by
the grammar

φ ::= false | φ ∧ φ | φ ∨ φ | 23φ1

φ1 ::= φ1 ∧ φ1 | φ1 ∨ φ1 | 23φ1 | a

wherea is any visible action name. Because we allowβ to befalse, the complete formula
may become

¬α

Let us denote the set of formulas of this form byF .
We next transform the fairness formulas into a normal form where, for technical con-

venience, the left side is in a conjunctive form and the right side in a disjunctive form.

Theorem 18 Every formula inF that is not triviallytrue can be given in the form

A1 ∧ A2 ∧ · · · ∧ Am ⇒ B1 ∨ B2 ∨ · · · ∨ Bn

wherem > 0, n ≥ 0, Ai = 23ai
1
∨ 23ai

2
∨ · · · ∨ 23aiui

, andBj = 23bj
1
∧

23bj
2
∧ · · · ∧23bjvj

, whereui > 0, vj > 0 andaik andbjl are action names (notice
that the same action name may occur several times). Ifn = 0 then the formula is

¬(A1 ∧ A2 ∧ · · · ∧ Am).

Proof The manipulation is otherwise standard, but the operator “23” needs spe-
cial attention. We always get rid of subformulas of the form “false” using23false
≡ false, false ∧ ψ ≡ false, andfalse ∨ ψ ≡ ψ. In the sequel, we will also use the
fact that23(23ψ1 ∧ 23ψ2 ∧ · · · ∧ 23ψk) ≡ 23ψ1 ∧ 23ψ2 ∧ · · · ∧ 23ψk.
Assume we have any subformula of the form23ω. We first identify subfor-
mulas ofω that are either single action names or of the form23(· · ·), and we
transformω into disjunctive normal form by using these subformulas as proposi-
tions. Denote the disjuncts in the result byω1, ω2, . . . , ωk. It clearly holds that
23(ω1 ∨ ω2 ∨ · · · ∨ ωk) ≡ 23ω1 ∨ 23ω2 ∨ · · · ∨ 23ωk. Each subformulaωi is
of the formωi

1
∧ · · · ∧ωil , whereωij is either an action name or a formula beginning
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with “23”. If, for a particulari, all theωij begin with “23” then, by the above,
we can dispose of the “23” in front of the disjunct. Otherwise, if more than one of
theωij are action names and these contain different actions, then the subformula is
identicallyfalse, since obviously no action in an execution can be two different ac-
tions at the same time. If the same action name appears many times, we can remove
all but one. Therefore, we can assume without loss of generality that only one, say,
ωi

1
is an action name and all the others are formulas that begin with “23”. Then, it

is easy to see that23(ωi
1
∧ ωi

2
∧ · · · ∧ ωil) ≡ (23ωi

1
) ∧ ωi

2
∧ · · · ∧ ωil .

Our formula is now eitherfalse or consists of subformulas of the form23(· · ·)
that are connected with “∨” and “∧”. We can repeat the above operation on these
subformulas, until all “23”-operators have been pushed down to the level of indi-
vidual actions.

If α = false, then the fairness property is triviallytrue. Otherwise, we can
transformα into conjunctive normal form where the propositions are of the form
23a, with a an action name. Ifβ = false, we are left with¬(A1∧A2∧· · ·∧Am).
If β 6= false, we can transform it into disjunctive normal form.

From now on we will denote a formula of the above form by

ψ(A1, . . . ,Am; B1, . . . ,Bn).

In the following, we will also useAi andBj to denote the sets of actions{ai
1
, ai

2
, . . . , aiui

}

and {bj
1
, bj

2
, . . . , bjvj

}, respectively. Further, we writeA for A1 ∪ · · · ∪ Am and B for
B1 ∪ · · · ∪ Bn.

4.2 Fairness LTS

Before we define a fairness operator for our class of fairness constraints, we will first define
a “fairness LTS” that reflects the fairness property in its structure. Theactual fairness
operator works by placing the parameter system in parallel with the fairnessLTS.

Because we want to restrict only infinite executions, the fairness LTS musthave all
possible finite traces. On the other hand, it should have only those infinite traces that
model the fairness property. Obviously, it should not have any divergences. As for the
stable failures, we have a choice to make. Basically, we would prefer to have as few stable
failures as possible, that is, only the ones that are needed to restrict the infinite executions.
However, it is straightforward to show that among the possible candidates for a fairness LTS
there does not exist a minimum element with respect to stable failures, because it is always
possible to remove some further stable failures. Fortunately, it suffices for our purposes if
we allow a fairness LTS to always refuse any subset ofA.

Definition 19 L = (S,Σ,∆, ŝ) is afairness LTSfor ψ(A1, . . . ,Am; B1, . . . ,Bn)
if and only if Σ = A ∪ B and

• Tr(L) = Σ∗

• Divtr(L) = ∅
• Sfail(L) ⊆ Σ∗ × 2A

• Inftr(L) = { η ∈ Σω | η |= ψ }
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Figure 3. Fairness LTSs for the constraints (a)¬23a and (b)23a⇒ 23b

We need to show that an LTS with these properties exists. As the actual construction of
the LTS is somewhat involved, we will first give some illustrating examples of fairness con-
straints and the corresponding fairness LTSs. It should be noted that the fairness LTS has
to be infinitely branching, because there does not exist a finitely branching divergence-free
LTS with all finite traces but only the allowed infinite traces. This does not cause any prob-
lems on the denotational level if we are using a semantics that is a congruencefor infinitely
branching systems, and CFFD is such a semantics. We would also like to emphasise that
the fairness LTS is a theoretical tool by which we can add a fairness assumption to a sys-
tem in a consistent way by using existing theoretical machinery. When applying fairness in
verification we do not have to construct the actual infinite LTS, as will be explained in the
next section.

Figure 3 (a) illustrates a fairness LTS corresponding to the fairness constraint¬23a.
It hasa-branches of length 1, 2, 3, . . . from the initial state, so it can execute any finite
number ofa-actions, but not infinitely many. Figure 3 (b) illustrates a fairness LTS corre-
sponding to23a ⇒ 23b. The structure is the same as in (a) but now from every state
(including the initial state) it is possible to return to the initial state withb. Therefore the
LTS can now execute even an infinite number ofa-actions, but these cannot be executed
consecutively, because there have to be intermediateb-actions.

We can use the same basic structure also when we add more than one action in adis-
junctive manner. For example, for the fairness constraint23a ∨ 23c ⇒ 23b ∨ 23d
we can take the LTS in Figure 3 (b) and simply add onec-transition in parallel with each
a-transition and oned-transition in parallel with eachb-transition.

Next we will illustrate the type of construct we use for conjunctive formulas. Figure 4
shows a fairness LTS that corresponds to the fairness constraint23a ∧ 23c ⇒ 23b ∧
23d. Like before, there are branches of length 1, 2, 3, etc. However, now there are
two branches of each length, one of which limits actiona to the given finite number and
the other which limits actionc. Furthermore, each branch has an internal structure which
keeps track of which of the two actionsb andd have been detected so far. Once bothb and
d have been detected we return to the initial state.
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Figure 4. A fairness LTS for the constraint23a ∧ 23c⇒ 23b ∧ 23d

After these examples we will next present the general definition of a fairness LTS. We
would again like to emphasise that for the present discussion it is not the detailed structure
of the fairness LTS that is important, but we need the construction to establishthat for
each formula in our class of fairness constraints there exists a corresponding LTS with the
properties given in Definition 19 above.

Intuitively, in the construction below the set of states of the fairness LTS consists of
the initial state (an empty tuple) and tuples of the form(A, l, r, B). Each “branch” of
the fairness LTS is constructed by selecting one of the setsA1,A2, . . . ,Am asA. The
execution of the actions inA is restricted to a finite number in the branch. In the examples
in Figure 3 (a) and (b),A is always{a}. In Figure 4,A is alternately{a} or {c}. Notice
that the two shortest branches in Figure 4 represent the case when the restricted action is
executed first and refused immediately after that.

The numberl (starting from 0) in the tuple is the maximum finite number of these
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actions after we have entered the branch with the first action, so thatl+1 is the “length” of
the branch. The numberr is used to count how much of this finite number remains, that is,
how many of the given actions can still be executed. Therefore, it also denotes the position
of the state from the final state of the branch.

We can return to the initial state once all the actions from some setBj have been
executed. The setB in the tuple records theB-actions. When we execute an actionb that
would make one of the setsBj full, i.e., Bj ⊆ B ∪ {b}, we return to the initial state. In
Figure 3 (a) there are noBj-sets. In Figure 3 (b) we have one singleton setB1 = {b}, and
B is always the empty set. In Figure 4 we have the setB1 = {b, d}, andB is either∅, {b}
or {d}.

It should be noted that this is not the only possible LTS that fulfills the requirements
of Definition 19. Here we have mainly aimed at a straightforward constructionthat corre-
sponds as closely as possible to the intuitive idea of a fairness requirement.

Definition 20 For a formulaψ(A1, . . . ,Am; B1, . . . ,Bn), let Lψ be the LTS
(S,Σ,∆, ŝ), where

• S = {()} ∪ { (A, l, r, B) | ∃i ∈ {1, . . . ,m} : A = Ai ∧ 0 ≤ r ≤ l ∧
B ⊆ B ∧ ∀j ∈ {1, . . . , n} : Bj 6⊆ B }

• ŝ = ()
• Σ = A ∪ B

• ∆ = {ŝ}×B×{ŝ}
∪ { (ŝ, a, (A, l, l, ∅)) ∈ {ŝ}×A×S | l ≥ 1 ∨ a ∈ A }
∪ { ((A, l, r, B), a, (A, l, r−1, B)) ∈ S×A×S | a ∈ A }
∪ { ((A, l, r, B), a, (A, l, r, B)) ∈ S×A×S | a /∈ A }
∪ { ((A, l, r, B), b, (A, l, r, B ∪ {b})) ∈ S×B×S | }
∪ { ((A, l, r, B), b, ŝ) ∈ S×B×{ŝ} | ∃j : Bj ⊆ B ∪ {b} }

The following proposition states that the LTSLψ defined above has the desired proper-
ties of a fairness LTS.

Theorem 21 Lψ is a fairness LTS forψ(A1, . . . ,Am; B1, . . . ,Bn).

Proof Lψ has all possible finite traces from its alphabet, because we can execute
any finite traceσ by selecting a branch that is longer than the number ofA-actions
in σ. Clearly,Lψ has no divergences. It is also easy to see that all states except
those wherer = 0 have outgoing transitions for every action of the alphabet, and
the states withr = 0 can only refuse actions inA (which is allowed). Thus, the
Sfail -condition holds.

It remains to show thatLψ has precisely the infinite traces allowed byψ. As-
sume first thatψ |= ξ. We need to identify an infinite execution ofLψ whose
sequence of visible actions isξ. Either of the following has to hold ofξ:

a)¬(A1∧· · ·∧Am). Thus, there is at least oneAi such that all actionsaik ∈ Ai

occur only finitely many times inξ. Therefore, there are altogether only some finite
numberq of the actions ofAi in ξ. Let us choose a branch ofLψ whereA = Ai and
whose length is greater thanq, that is, where the states are of the form(Ai, l, r, B)
with l ≥ q. In the initial state we can freely execute anyB-actions. If anA-action
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occurs inξ we can jump to the above-mentioned branch. We can proceed in this
way also if we have returned to the initial state after all actions from someBj-set
have been executed. The fairness LTS never refuses anyB-actions, and the branch
we have chosen cannot refuse anyA-actions before allA-actions inξ have been
executed.

b) B1 ∨ · · · ∨ Bn. Thus, there is at least oneBj such that every actionbjl ∈ Bj

occurs infinitely many times inξ. We can construct the execution ofξ in Lψ by
repeating the following procedure. We stay in the initial state until we come across
the nextA-action; if there are none, we can stay in the initial state forever. We
identify the shortest subsequenceχ of ξ following thisA-action which contains all
the actions of someBj ; this exists because all the actions of the above-mentioned
Bj occur infinitely many times inξ. We then choose a branch whose length is
greater than the total number ofA-actions in the subsequenceχ. Therefore, we
can executeχ in this branch, and then with the last action oneBj set would be
completed and we return to the initial state. Then, we can repeat the procedure.

Finally, assumeψ 6|= ξ. We need to show thatLψ cannot execute the infinite
traceξ. It now holds thatA1 ∧ · · · ∧Am ∧¬B1 ∧ · · · ∧¬Bn. Therefore, in eachAi

there is at least oneaiki
∈ Ai which occurs infinitely many times inξ. On the other

hand, in everyBj there is at least onebjlj ∈ Bj which occurs only finitely many

times inξ. Because of the latter, there is an end partη of ξ such that nobjlj occurs
in it. Since there are infinitely manyA-actions, alsoη containsA-actions. Thus, if
we are not already in some branch (i.e., we are in the initial state) of the fairness
LTS when we start to executeη, we have to enter some branch when we encounter
the firstA-action ofη. However, we can never leave the branch while executing
η, because noBj-set can ever be completed. On the other hand, no branch allows
infinitely many actions from everyAi.

4.3 Fairness Operator

As indicated earlier, before we define the fairness operator, we have torestrict the set of
LTSs to which it can be applied. Intuitively, we could require that in these LTSs the ac-
tions aik always start at unstable states (states with outgoingτ -transitions). An unstable
state can nondeterministically choose aτ -transition instead of theaik-transition. Therefore,
constraining these actions according to the formulaψ only limits (in an infinitary way) the
nondeterministic choices the system makes, precisely as a fairness constraint should. In
mathematical terms, this guarantees that no new stable failures are created byrefusing the
aik-actions. In fact, it turns out that a closely related but weaker requirement suffices:

Definition 22 LTS L = (S,Σ,∆, ŝ) is compatiblewith the fairness constraint
ψ(A1, . . . ,Am; B1, . . . ,Bn) if and only if A ∪ B ⊆ Σ and∀(σ,X) ∈ Sfail(L) :
(σ,X ∪ A) ∈ Sfail(L). The set of LTSs compatible withψ is denotedCOMPψ.

Note that the given condition can be determined from the CFFD-model of an LTS, so
its validity is preserved when a system is replaced by a CFFD-equivalent one. It is also
straightforward to show that compatibility is insensitive to parallel composition and the
hiding of unrelated actions, as stated in the following.
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Proposition 23 LetL andL′ be LTSs, and letY be any set of action names such
thatY ∩ (A∪B) = ∅. If L is in COMPψ, thenL ||L′ andhide Y inL are also in
COMPψ.

The fairness operator can now be defined simply as a parallel composition with a fair-
ness LTS. We will use the LTSLψ defined above, but it is easy to see that we could equally
well use any LTS with the properties of a fairness LTS, as given in Definition 19, and the
operator would produce an equivalent result in terms of CFFD.

Definition 24 For the formulaψ(A1, . . . ,Am; B1, . . . ,Bn), Ψ
||

ψ is the following

mapping from LTSs to LTSs:Ψ||

ψ(L) = L ||Lψ.

The following result states thatΨ
||

ψ really is a fairness operator in the sense of Definition 14.

Theorem 25 When applied to LTSs fromCOMPψ, Ψ
||

ψ is a fairness operator for
ψ(A1, . . . ,Am; B1, . . . ,Bn).

Proof ConsiderΨ||

ψ(L) = L ||Lψ, whereL ∈ COMPψ. We first show that the

infinite traces ofΨ||

ψ(L) are precisely the infinite traces ofL that modelψ. For this
class of formulas, an infinite traceξ modelsψ precisely whenrestr(ξ,A ∪ B) is
either finite or modelsψ. On the other hand, becauseΣ(Lψ) ⊆ Σ(L), the infinite
traces of the parallel compositionL ||Lψ are precisely thoseξ ∈ Inftr(L) where
restr(ξ,Σ(Lψ)) = restr(ξ,A∪B) is either finite or is inInftr(Lψ). ButInftr(Lψ)
is the set of infinite traces from(A ∪ B)ω that modelψ (Theorem 21), and this
establishes the claim.

As for finite traces,Tr(Lψ) contains all finite sequences of actions fromΣ(Lψ),
which implies thatTr(L ||Lψ) = Tr(L). From this andDivtr(Lψ) = ∅ it also fol-
lows thatDivtr(L ||Lψ) = Divtr(L). This complies with the requirement because
ψ does not rule out executions with only finitely many visible actions. (Notice,
however, that infinite traces can turn into divergences through hiding and therefore
in a larger context divergences can be removed.)

Finally, assume(σ,X) ∈ Sfail(L||Lψ). BecauseΣ(Lψ) ⊆ Σ(L), L has to
execute the traceσ when the parallel composition executesσ. Furthermore, because
Lψ is only able to refuse actions fromA, L must have a stable failure(σ, Y ) such
that Y ∪ A ⊇ X. However, from the compatibility ofL it follows (Definition
22) that(σ, Y ∪ A) ∈ Sfail(L), and therefore also(σ,X) ∈ Sfail(L). For the
other direction, assume(σ,X) ∈ Sfail(L). Lψ has all possible finite traces, and
therefore it has also the traceρ = restr(σ,Σ(Lψ)). Since it cannot diverge, a
stable state is reached after this trace. Therefore,(ρ, ∅) ∈ Sfail(Lψ), and thus
(σ,X) ∈ Sfail(L||Lψ). In conclusion,Sfail(L||Lψ) = Sfail(L).

It should be noted that since our approach uses only ordinary LTSs asthe model of a
process, there can be no conflict between the underlying transition system and the addi-
tional fairness information like there can be in a “finite representation” approach (see the
discussion in Sections 1 and 6 and the example at the end of Section 3). In our approach,
if a process were unable to execute within the allowed infinite execution sequences, this
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would present itself as new deadlocks. Therefore, the above result isespecially important,
because it shows that this will never happen. Furthermore, unlike in some other approaches,
the fact that subprocesses can stop executing (for example, when blocked by others) does
not cause any problems in our approach.

The congruence property for CFFD and the fairness operator followsdirectly from the
fact that “≃CFFD” is a congruence with respect to “||”.

Proposition 26 “≃CFFD” is a congruence with respect toΨ||

ψ.

The important property of context-independence also holds forΨ
||

ψ and “≃CFFD”.

Proposition 27 Ψ
||

ψ is context-independent with respect to “≃CFFD”.

Proof Let L andL′ be any LTSs. From the associativity and commutativity of
“ ||” it follows that Ψ

||

ψ(L) ||L′ = (L ||Lψ) ||L′ ∼= (L ||L′) ||Lψ = Ψ
||

ψ(L ||L′),
where “∼=” denotes isomorphism and “=” identity of LTSs. Secondly, assume
that X is any set of actions withX ∩ (A ∪ B) = ∅. BecauseA ∪ B is the
alphabet ofLψ, the commutativity property of “||” and “hide” (Proposition 7)

shows thathide X in Ψ
||

ψ(L) = hide X in (L ||Lψ) = (hide X in L) ||Lψ =

Ψ
||

ψ(hideX in L).

It is also straightforward to show (Proposition 23 and the associativity andcommutativ-
ity of “ ||”) that compatibility is preserved by our fairness operators and that our fairness
operators commute among themselves:

Proposition 28 Let Ψ
||

ψ andΦ
||

φ be the fairness operators for the formulasψ and
φ, respectively, and letL be an LTS. Then
• if L is in COMPψ, thenΦ

||

φ(L) is also inCOMPψ,

• Ψ
||

ψ(Φ
||

φ(L)) ∼= Φ
||

φ(Ψ
||

ψ(L))

5 Verification

From the point of view of automated verification, a potential problem with the fairness op-
erators is that they create infinite subprocesses. Fortunately, it often holds that a larger sys-
tem, where the subprocesses are composed with other processes and actions are hidden, can
be represented as a finite LTS. In this section we will show that in every case when this is
true we can effectively construct a finite representation of the larger system. We avoid con-
structing the intermediate infinite processes by applying the context-independence property,
because it allows us to move the fairness operators to a higher level of the system structure,
where we can check their effect on the finite target system.

However, before we describe the general verification method in detail, wewill illustrate
the basic idea of our approach by removing livelocks from a simple protocol system.
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ra0, ra1 sa0, sa1
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ld
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Figure 5. The alternating bit protocol

5.1 Verification Example

Our example system is the well-known alternating bit protocol [4]. This protocol is in-
tended for sending messages over channels that can lose messages, but cannot reorder
them. There are two one-way channels, one for the data from the senderto the receiver
and another for acknowledgements from the receiver to the sender, asdepicted in Figure 5.
Acknowledgements are needed because messages can be lost. If the acknowledgement for
a message is not received in time, the protocol attempts retransmission. In order not to
confuse new messages with retransmissions, each message and acknowledgement contains
a sequence number, which is either 0 or 1.

Our LTS definitions of the sender (S), data channel (DC ), acknowledgement channel
(AC ) and receiver (R) are shown in Figure 6. For simplicity we do not model the data
content of messages, as it does not directly affect the behaviour of theprotocol. After a
sending request from the user, the sender puts a data message to the datachannel with the
appropriate bit value. If a correct acknowledgement is not receivedin time, it can send the
same message any number of times. The sender can also read unexpected acknowledge-
ments from the channel. The data channel gets a message from the senderand then chooses
either to lose it or pass it through and give it to the receiver. The “pass data”-action is an
invisibleτ -action, but we have made the “lose data”-action temporarily visible asld so that
we can later define a fairness constraint for it. The acknowledgement channel works sim-
ilarly. When the receiver gets a data message with a new bit value, it declares it with rec
and sends an acknowledgement. For repeated messages it only sends anacknowledgement.

We can construct and reduce the system by using theTVT toolset [14]. We hide

rd0

rd1

rd0sa0

sa1

rec

R

recrd1
sd0

sd1

DC

rd0
τ

τrd1
ld

ld

sa0
sa1

AC

ra0

τ

τ

ra1
la

la

sd1 send

ra0ra1

send
S

ra1

sd0

ra0

Figure 6. The LTSs of the components of the alternating bit protocol
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P

τ

τ
ττ

rec

send

Figure 7. The reduced global behaviour of the alternating bit protocol

the internal actionsI = {sd0, sd1, ld, rd0, rd1, sa0, sa1, la, ra0, ra1} from the system
and leave only the external actions{send, rec} visible. Then the complete systemP =
hide I in (S ||DC ||AC ||R) is reduced with a CFFD-preserving reduction algorithm.
The result is shown in Figure 7. We note that the behaviour is otherwise acceptable, but
there are twoτ -loops, or divergences, in the system. We cannot know with certainty that
after entering one of these loops the system ever executes any more visibleactions.

The channelsDC andAC can lose all messages that are given to them, and we can
therefore guess that the divergences are the result of an infinite sequence of retransmissions
and losses of messages in the channels. Thus, we would expect that if wedo not allow the
channels to lose an infinite number of messages, the divergences should disappear.

With the fairness operators at our disposal, we can formally verify that thisis the case.
We add the fairness constraint¬23ld to channelDC and the constraint¬23la to channel
AC . We are allowed to use these constraints because the states whereld and la start
are unstable, and thusDC andAC are inCOMP¬23ld andCOMP¬23la, respectively.
Thus, let

P ′ = hide I in (S ||Ψ
||

¬23ld(DC ) ||Ψ
||

¬23la(AC ) ||R).

Let I ′ = I − {ld, la}. Then, because of the context-independence property we have the
following equivalences:

P ′ = hide I in (S ||Ψ
||

¬23ld(DC ) ||Ψ
||

¬23la(AC ) ||R)

≃CFFD hide I in Ψ
||

¬23ld(Ψ
||

¬23la(S ||DC ||AC ||R))

≃CFFD hide {ld, la} in Ψ
||

¬23ld(Ψ
||

¬23la(hide I ′ in (S ||DC ||AC ||R )))

The LTS of the inside processP † = hide I ′ in(S ||DC ||AC ||R ) after CFFD-reduction
is shown in Figure 8.

We can next determine the CFFD-model ofP ′. We will do this manually now, but we
will later in this section give an algorithm for the purpose. By Theorem 25,Sfail(P ′) =

P †

τ ττ

τsend
ld

rec
ld

la

send

ld

la
la

ld

Figure 8. Like Figure 7, but now alsold andla are visible
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P ′ send

rec

Figure 9. The behaviour with the fairness constraints

Sfail(P). As for Inftr , the only infinite trace ofP (Figure 7) is(send rec)ω, and from
Figure 8 we see that this infinite trace can be executed without anyld- or la-actions, and
therefore, without violating¬23ld or ¬23la. Thus, Inftr(P ′) = Inftr(P ). As for
Divtr , there are no divergences in Figure 8, so any divergences would have to emerge
in hiding from infinite traces ending in a sequence of the form{ld, la}ω. However, the
fairness operators remove all such infinite traces, soDivtr(P ′) = ∅. We conclude that the
behaviour ofP ′ is as shown in Figure 9, and this is clearly acceptable.

However, we can obtain an even better result. We made the assumption that thechan-
nels can lose only a finite number of messages, during their entire operation.We will
next try the weaker assumption that the channels can lose only a finite numberof mes-
sagesbetweenpassing messages through. In other words, the channels cannot fromsome
point on lose all messages. This can be expressed with the constraintsψd ≡ 23ld ⇒
23rd0 ∨ 23rd1 andψa ≡ 23la⇒ 23ra0 ∨ 23ra1. Thus, let

P ′′ = hide I in (S ||Ψ
||

ψd
(DC ) ||Ψ

||

ψa
(AC ) ||R )

By the same arguments as above,Sfail(P ′′) = Sfail(P ) andInftr(P ′′) = Inftr(P ).
Because even an infinite number ofld- andla-actions is now possible, forDivtr we

need a larger diagram where alsord- and ra-actions are visible. We do not show the
diagram (with 34 states) here, but it is straightforward to check from it that all infinite
traces that could turn into divergences violate one or both of the fairnessformulas, so
Divtr(P ′′) = ∅. Thus, even with the weaker assumption, the behaviour of the protocol is
the LTS in Figure 9.

5.2 A Verification Approach

After the verification example we will in the remaining subsections present a general ap-
proach for using fairness operators in verification. As a starting point we assume that we
have a system which is composed through parallel composition and hiding from basic pro-
cesses, that is, a system generated by the grammar

P ::= P ||P

| hideA in P

| L

Here,A represents any set of visible actions andL any finite LTS.
Let us now augment the systemP with fairness operatorsΨ||

1
, . . . ,Ψ

||

k, where each

Ψ
||

i , i = 1, . . . , k, is applied to a subsystem that is compatible with the corresponding
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fairness formulaψi(Ai
1
, . . . ,Ai

mi
; Bi

1
, . . . ,Bi

ni
) (in other words, a subsystem which is in

COMPψi
). The new system is denoted by

P ′.

For technical convenience we will from now on assume that any actions from the fair-
ness formulas that are hidden in an expression of the formhide X in R do not occur
anywhere else inP ′ except in the subsystemR under that hiding operator. We do not lose
any generality in this assumption; if it does not hold we can simply rename the hidden
actions inR with new, unique names without affecting the end result.

In general,P ′ is infinite. Therefore, our aim is to construct a finite representation of
P ′, that is, a finite LTSP ∗ such that

P ∗ ≃CFFD P ′.

Since we now have to deal with several fairness constraints simultaneously, we will use the
following notation for talking about the sets of the various formulas.

Definition 29 Let ψi(Ai
1
, . . . ,Ai

mi
; Bi

1
, . . . ,Bi

ni
), for i = 1, . . . , k, be fairness

formulas. We write
• Ai = Ai

1
∪ · · · ∪ Ai

mi

• Bi = Bi
1
∪ · · · ∪ Bi

ni

• Fi = Ai ∪ Bi (the actions in fairness formulaψi),
• F′

i = { a ∈ Fi | a ∈ X for some subexpressionhideX inR }
(the actions inψi that are used in some hiding operator)

for i = 1, . . . , k. We also write
• F = F1 ∪ · · · ∪ Fk (all the actions in the fairness formulas)
• F′ = F′

1
∪ · · · ∪ F′

k (all the actions in the fairness formulas that
are used in some hiding operator)

In our construction we will use graph-theoretic results. Therefore, wewill consider LTSs
as labelled graphs.

Definition 30 A labelled graphis a pairG = (S,∆), where∆ consists of triples
of the form(s, b, s′) wheres, s′ ∈ S andb is any symbol, orlabel. We callS the set
of states and∆ the set of transitions. We call any labelled graphC = (SC ,∆C) a
subgraph, or acomponent, ofG if and only ifSC ⊆ S and∆C ⊆ ∆. A component
is nontrivial if and only if ∆C 6= ∅.

It is important to notice that here a subgraph is defined not only by its set ofstates but
also by its set of transitions. Therefore, two subgraphs can have the same set of states but
a different set of transitions. It is obvious that we can consider any LTS as a labelled graph
simply by ignoring the alphabet and the initial state.

Our algorithm for constructing the finite representationP ∗ works as described below.
We assume that we have a functionFindMSSCs(C), which identifies the maximal strongly
connected components from the given (not necessarily connected) graphC, e.g., by using
Tarjan’s algorithm [1]. We also assume that we have a functionRemoveActions(C,R),
which removes fromC all transitions labelled with actions in the setR. Both of these
operations can be done in time linear in the number of states and transitions inC.
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1. We construct a systemP † that is the same asP except that the actionsF from the
fairness formulas are left visible. Intuitively, the significance ofP † is that this is the
system that remains if we move the fairness operators and the hiding of the related
actions out ofP ′; the context independence property allows us to do this. The idea is
that we can check the effect of these operators on the finite parameter systemP †. The
construction ofP † will be described in more detail in Section 5.3.

2. We temporarily consider only the actionsF′ ∪ {τ} in P †, that is, the actions of the
fairness formulas that will be hidden, and theτ -action. Then, we identify the maximal
nontrivial strongly connected components from the remaining subgraph.We will call
these componentsF′

τ -components. Intuitively, the reason we are interested in them is
that these are the components that become divergences after the actionsF′ have been
hidden. Notice thatΣP = ΣP † \ F′. We let

[C1, . . . , Ct] := FindMSSCs(RemoveActions(P †,ΣP ))

3. We letC be each nontrivial member ofC1, . . . , Ct, in turn, and repeat the following
steps
(a) We remove all transitions and states ofC except a single state, denoted bysC . This

can be any state ofC, but if C contains the initial state, this will be selected assC .
We redirect the external transitions ofC (transitions which are not inC but start or
end in a state ofC) into sC . Notice that if there is a transition between states ofC
that is itself not part ofC, then the transition becomes a loop fromsC to itself. We
will show the correctness of this construction in Section 5.5.

if ŝP † ∈ SC then sC := ŝP † else choose anysC ∈ SC
SP † := SP † \ (SC \ {sC})
∆P † := { (s1, b, s2) | ∃(s′

1
, b, s′

2
) ∈ ∆P † \ ∆C :

(s′
1
/∈ SC ∧ s1 = s′

1
∨ s′

1
∈ SC ∧ s1 = sC)∧

(s′
2
/∈ SC ∧ s2 = s′

2
∨ s′

2
∈ SC ∧ s2 = sC) }

(b) If C contains an infinite execution (starting from any state) that is allowed by the
fairness formulas, we add aτ -loop fromsC to itself. In Section 5.4 we will show
how this can be checked.

if C contains an infinite executionη such thatη |= ψ1, . . . , ψk then
∆P † := ∆P † ∪ {(sC , τ, sC)}

4. Let us denote byP ‡ the parameter systemP † after the above operations. We hide the
actionsF′ to obtain the finite modelP ∗. If we wish, we can also reduce the result
according to CFFD.

P ∗ = hide F
′ in P ‡

5. We check whetherP ∗ is an exact representation ofP ′. In Section 5.5 we will show
thatP ∗ ≃CFFD P ′ precisely whenInftr(P ′) = Inftr(P ), and otherwise a finite repre-
sentation ofP ′ does not exist. We give an algorithm for checking this in Section 5.6.
Nevertheless, even in the negative caseP ∗ is a conservative estimate ofP ′, that is,
P ′ ≤CFFD P ∗.
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Returning to our verification example,P † in Figure 8 has fourF′

τ -components. The
topmost state at right and the attachedld- and la-loops form oneF′

τ -component. The
other threeF′

τ -components each consist of a single state with anld-loop. The constraints
¬23ld and¬23la disabled infinite executions in all theF′

τ -components, and therefore,
all the components could be replaced by a state without aτ -loop. Then the actions{ld, la}
were hidden, and after CFFD-preserving reduction the result was the graph in Figure 9.
However, if we used only the constraint¬23ld, then theF′

τ -component mentioned first
would contain an allowed infinite execution, and therefore there would be oneτ -loop in the
resulting diagram.

In the remaining subsections we will describe the steps above in more detail andprove
the correctness of the construction. We will also consider the complexity of the algorithms.
It is important to notice that systemP † which is used as a parameter in the construction,
is not the complete state-space of the original system, but an intermediate system where
the actions of the fairness formulas have been left visible.P † can be constructed by using
any CFFD-preserving reduced LTS construction method. In our verification example, the
complete state-space has 146 states, while theP † shown in Figure 8 has 7 states.

It should also be noted that even though we use model checking techniques in the
sequel, the answer to these checks is not the final aim of our approach.The checks are used
to obtain a finite LTSP ∗ that represents the systemP ′. This LTS not only allows us to
verify all properties preserved by the equivalence, but it can also beused as a component
in further compositional analysis.

This approach can obviously be supported by verification tools, such asthe TVT tool
framework [14]. First of all, we need a tool for adding a fairness constraint to an LTS.
The tool checks whether adding the constraint is legal, and stores the fairness constraint in
the file representing the LTS. Then, if hiding is applied to an LTS file containingfairness
constraints, the actions that are used in the constraints are not hidden butare marked as
temporarily visible in the file. If the LTS is used in parallel composition, the constraints
and temporarily visible actions in the different files are combined into the resultfile. If
the temporarily visible actions are used in other processes of the parallel composition, the
tool should first rename these actions suitably to avoid conflict. When a new fairness con-
straint is applied to the file, then because of Propositions 23 and 28, it suffices to check the
underlying LTS and the alphabet for compositionality. Finally, there would bea tool for
instantiating the “open” fairness constraints in an LTS file. This tool constructs, if possible,
a finite LTS representing the fair system by using the algorithm presented above. The result
is an LTS file without any fairness constraints.

5.3 Applying Context-Independence

As described above, we move the fairness operators to a higher level ofthe system structure
by using the context-independence property, thus producing the finite systemP †. This is
expressed formally in the following proposition. Although the result is stated interms of
CFFD, it holds up to isomorphism.

Proposition 31 LetP † be the same asP except that actionsF′

1
∪ · · · ∪F′

k are not
hidden. Then

P ′ ≃CFFD hide F
′

1 ∪ · · · ∪ F
′

k in Ψ
||

1
(· · ·Ψ

||

k(P
†) · · ·).
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Proof The proof works by transformingP ′. First, the hiding of any actions that
are used in the fairness formulas is postponed until the topmost system level.Con-
sider the fairness operatorΨ

||

i , which involves the set of actionsFi. We will use an
auxiliary variableF′

i and initially we assignF′

i := ∅. We can then obviously replace

Ψ
||

i (S) by hide F′

i in Ψ
||

i (S). We next move the operator “hideF′

i” upward in the
system structure by repeating the following steps.

If the operator is inside another hiding operator, sayhideX in (hideF′

i inQ),
we subtract from the hiding setX those actions that are in
Fi, and include them in the hiding setF′

i. Therefore, we assignF′

i := F′

i ∪ (X ∩ Fi)
and switch the order of the two hiding operators, so that the expression becomes
hide F′

i in (hideX \ Fi inQ).
If the hiding operator is part of a parallel composition, then because of Propo-

sition 7 and the assumption about hidden actions we made in Section 5.2, we can
move the operator outside the parallel composition, because the actionsF′

i cannot
occur in the other processes. Finally, by the context-independence property (Propo-
sition 27) we can move the hiding operator outside any fairness operator, because
by the same assumption the actionsF′

i cannot occur in the fairness operator.
When “hideF′

i” has been moved to the outermost level in the system,F′

i will
consist of precisely those actions fromFi that are in the hiding set of some hiding
operator. Notice that by the assumption about the hidden actions, all such hiding
operators are aboveΨ||

i (S) in the system structure. When we have repeated this
procedure for eachi = 1, . . . , k and merged the corresponding hiding operators,
the result is an expression of the form

hide F
′

1 ∪ · · · ∪ F
′

k in P+.

Here,P+ is the same asP ′ except that each subexpression of the formhideX inR
is replaced byhide X \ (Fj1 ∪ · · · ∪ Fjp) in R, whereFj1 , . . . ,Fjp are the sets

of actions corresponding to those operatorsΨ
||

j1
, . . . ,Ψ

||

jp
that are within the subex-

pressionR. Further, from the assumption about the hidden actions it follows that
all the otherFi are completely disjoint fromX, so we can equally well use the
expressionhideX \ (F1 ∪ · · · ∪ Fk) inR = hideX \ (F′

1
∪ · · · ∪ F′

k) inR.

In the second phase we move each of the fairness operatorsΨ
||

i upward until
they are outside the actual system and just below the hiding of theF′

i-actions. This
is a straightforward application of the context-independence property. Afairness
operator can be moved outside any parallel composition, and it can also be moved
outside any hiding operator inP+, because after the above procedure the actionsFi

do not occur in these operators. Finally, because of the commutativity of fairness
operators, we can moveΨ||

i outside any other fairness operator (or, if we wish, we
can simply move the outermost fairness operators first).

The result of this manipulation is that the systemP ′ is equivalent to

hide F
′

1 ∪ · · · ∪ F
′

k in Ψ
||

1
(· · ·Ψ

||

k(P
†) · · ·),

whereF′

i is, as described above, those actions fromFi that are in the hiding set of
some hiding operator, andP † is the same asP+, except that the fairness operators
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have been removed. The latter means thatP † is also the same as the original system
P except that the actionsF′

1
∪ · · · ∪ F′

k are not hidden.

5.4 Checking Allowed Infinite Executions

As described in Section 5.2, the first thing that we need to do with the systemP † is to
identify theF′

τ -components, and from each of these check whether they contain an infinite
execution that is allowed by the formulasψ1, . . . , ψk. In this subsection we describe one
way to check this.

Infinite sequences of invisible actions are fair and they can easily be detected with
a depth-first search. Detecting fair infinite sequences with infinitely manyF′-actions is
more difficult. We solve the problem by using reduction toBüchi automata[34]. Recall
that a B̈uchi automaton is structurally identical to a finite automaton, but takes an infinite
sequence of actions as input. Notice that here we allow Büchi automata to have invisible
τ -actions.

Definition 32 A Büchi automatonis a tuple(S,Σ,∆, ŝ, F ), whereS, Σ, ∆ andŝ
are as in the definition of an LTS, Definition 1, andF ⊆ S is theacceptance set.
Furthermore, all these sets are assumed to be finite.

A Büchi automatonacceptsthose infinite sequences of visible actions that can be exe-
cuted by visiting acceptance states infinitely many times, and the accepted sequences con-
stitute thelanguageof the automaton.

Definition 33 A Büchi automatonA = (S,Σ,∆, ŝ, F ) accepts an infinite se-
quence of visible actionsξ ∈ Σω if and only if there ares1, s2, s3, . . . ∈ S
and a1, a2, a3, . . . ∈ Σ ∪ {τ} such thatŝ −a1→ s1 −a2→ s2 −a3→ · · ·, and
restr(a1a2a3 · · · ,Σ) = ξ, andsi ∈ F for infinitely manyi > 0. The language of
the automatonL(A) = { ξ ∈ Σω | A acceptsξ }.

From now on we will useΣP † as the alphabetΣ. We will construct a B̈uchi automaton
that accepts precisely the infinite sequences of visible actions fromΣ that fulfill the fairness
formulas. The problem of converting state-based propositional LTL to Büchi automata has
been extensively studied [13, 40]. On the other hand, our setting is action-based, and we are
dealing with a specific subset of LTL. It turns out that it is quite easy to directly construct
automata for formulas of this sublogic, and we can obtain a better complexity thanin the
general case. We start by considering a single fairness formula, and then we combine
automata for different formulas by using parallel composition. The length ofa formula,
|ψ|, is the number of lexical elements (“2”, “ 3”, “∨”, “∧”, “⇒”, “¬” and action names)
in the formula.

Proposition 34 Let ψ(A1, . . . ,Am; B1, . . . ,Bn) be a fairness formula with ac-
tions from the alphabetΣ. There is a B̈uchi automatonA with at most|ψ| transi-
tions for each actiona ∈ Σ, and with at most|ψ| states, such that

L(A) = { ξ ∈ Σω | ξ |= ψ }.
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Σ
Σ

Σ \ Ai

Figure 10. The Büchi automatonAi corresponding to formula¬Ai

Proof We will first transform the formula into a disjunctive normal form. Namely,

A1 ∧ · · · ∧ Am ⇒ B1 ∨ · · · ∨ Bn ≡ ¬(A1 ∧ · · · ∧ Am) ∨ B1 ∨ · · · ∨ Bn

≡ ¬A1 ∨ · · · ∨ ¬Am ∨ B1 ∨ · · · ∨ Bn

and

¬Ai ≡ ¬(23ai1 ∨ · · · ∨ 23aiui
)

≡ ¬23ai1 ∧ · · · ∧ ¬23aiui

for eachi = 1, . . . ,m. Formula¬Ai states that none of the actions inAi occurs
infinitely many times. It is easy to see that the language defined by¬Ai is accepted
by the automatonAi illustrated in Figure 10. Formally,Ai = (S,Σ,∆, ŝ, F ) with
S = {s1, s2}, ∆ = ({s1}×Σ×{s1}) ∪ ({s1}×Σ×{s2}) ∪ ({s2}×(Σ\Ai)×{s2}),
ŝ = s1 andF = {s2}. Similarly, Bj = 23bj

1
∧ · · · ∧ 23bjvj

means that all

of the actions{bj
1
, . . . , bjvj

} occur infinitely many times, and therefore the lan-
guage defined byBj is accepted by the automatonBj in Figure 11. Formally,
Bj = (S,Σ,∆, ŝ, F ) whereS = {s0, s1, . . . , svj

}, ∆ = { (sk−1, b
j
k, sk) | 1 ≤

k ≤ vj } ∪ { (sk, a, sk) | 0 ≤ k < vj ∧ bjk+1
6= a ∈ Σ } ∪ ({svj

}×Σ×{s0}), and
ŝ = s0, andF = {svj

}. Then, we obtain an automatonA accepting the language
defined by¬A1∨· · ·∨¬Am∨B1∨· · ·∨Bn by adding a new initial state and transi-
tions for eacha ∈ Σ from this state to each start state ofA1, . . . , Am, B1, . . . , Bn.
This automaton hasm · 2 +

∑n
j=1

(vj + 1) + 1 = 2m + n +
∑n

j=1
vj + 1 ≤ |ψ|

states. Furthermore, for eacha ∈ Σ there are at most

m · 3 +
n∑

j=1

(vj + 1) + (m+ n) = 4m+ 2n+
n∑

j=1

vj ≤ |ψ|

transitions.

Σ

Σ\{bj1} Σ\{bj2} Σ\{bj
vj
}

bj1 bj2 bj
vj−1 bj

vj

Figure 11. The Büchi automatonBj corresponding to formulaBj
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We next define parallel composition of Büchi automata. This works in the same way
as parallel composition of LTSs, but we also have to take into consideration the acceptance
condition. The states of the parallel composition have an additional index thatpoints to
one of the parameter automata. When the automaton that is pointed to by the index isin
an acceptance state, the index moves to point to the next automaton. The acceptance states
of the parallel composition are chosen to be the states where the index points tothe first
automaton and this is in an acceptance state.

Definition 35 LetA1 = (S1,Σ1,∆1, ŝ1, F1), . . . , An = (Sn,Σn,∆n, ŝn, Fn) be
Büchi automata. Their product is the Büchi automaton(S′,Σ,∆′, ŝ, F ) such that
the following holds:S′ = S1 × · · · × Sn × {1, . . . , n}, and((s1, . . . , sn, i), a,
(s′

1
, . . . , s′n, i

′)) ∈ ∆′ if and only if the same condition holds as for parallel com-
position of LTSs in Definition 4 and, in addition, eitheri′ = i andsi /∈ Fi, or
i′ = i mod n+ 1 andsi ∈ Fi. Finally,F = F1 × S2 × · · · × Sn × {1}, andΣ and
ŝ are as in Definition 4. As in Definition 4, the parallel compositionA1|| · · · ||An is
the reachable part of the product.

Proposition 36 Let A1, . . . , An be automata with the same alphabet. Then,
L(A1|| · · · ||An) = L(A1) ∩ · · · ∩ L(An).

Proof Assumeξ ∈ L(A1|| · · · ||An). The execution ofξ visits acceptance states
of A1|| · · · ||An infinitely many times, and these are the states whereA1 is in an
acceptance state and the index is1. However, every time the execution reaches
such a state, the index starts to point toA2 in the next step. Since the index returns
toA1 infinitely many times, alsoA2, . . . , An visit acceptance states infinitely many
times. SinceA1, . . . , An all have the same alphabet, they all execute the same se-
quence of visible actions, and thereforeξ ∈ L(A1) ∩ · · · ∩ L(An). For the other
direction, if ξ ∈ L(A1) ∩ · · · ∩ L(An) thenA1, . . . , An can each executeξ while
visiting acceptance states infinitely many times. Clearly, these executions can be
made in the parallel composition by executing the visible actions in synchrony and
interleaving anyτ -actions. In the composite execution the index rotates infinitely
through the processes because we always eventually meet an acceptance state in
the indexed process. Therefore, the composite execution, which has thesame se-
quence of visible actionsξ as the constituent executions, visits acceptance states of
A1|| · · · ||An infinitely many times, and thusξ ∈ L(A1|| · · · ||An).

Proposition 37 Letψ1, . . . , ψk be fairness formulas with actions from the alpha-
bet Σ. There is a B̈uchi automatonA with O(k

∏k
i=1

|ψi|) transitions for each
a ∈ Σ, and withO(k

∏k
i=1

|ψi|) states, such that

L(A) = { ξ ∈ Σω | ξ |= ψ1, . . . , ψk }.

Proof By Proposition 34 there are automataA1, . . . , Ak that accept, respectively,
the languages defined by the formulasψ1, . . . , ψk. Then, by the previous proposi-
tion

L(A1|| · · · ||Ak) = L(A1) ∩ · · · ∩ L(Ak)
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=
k⋂

i=1

{ ξ ∈ Σω | ξ |= ψi }

= { ξ ∈ Σω | ξ |= ψ1, . . . , ψk }.

The automatonA1|| · · · ||Ak can have at mostk ·
∏k
i=1

|Si| states, which is in
O(k

∏k
i=1

|ψi|) by Proposition 34. The number of transitions with actiona ∈ Σ
is at mostk times the product of the number ofa-transitions inA1, . . . , Ak, and is
therefore inO(k

∏k
i=1

|ψi|).

Our aim was to check from eachF′

τ -componentC for an infinite execution (starting at
any state) which fulfills every fairness formulaψ1, . . . , ψk.

Proposition 38 Whether anF′

τ -componentC contains an infinite execution that
fulfills ψ1, . . . , ψk can be decided in time

O(|∆C | k
k∏

i=1

|ψi|)

Proof C contains an allowed infinite execution if and only if it either has an in-
finite τ -execution, or can execute an infinite sequence of visible actionsξ such
that ξ |= ψ1, . . . , ψk. The former can be checked in time linear in|∆C | by us-
ing depth-first search to look forτ -cycles inC. If there are none, then we can
check the latter by consideringC as a B̈uchi automaton with alphabetΣP † and
with every state an acceptance state, that is,F = SC . We can choose an arbi-
trary state ofC as the initial state, becauseC is strongly connected and we are
only concerned with the infinitary behaviour. We use the previous proposition to
construct a B̈uchi automatonA such thatL(A) = { ξ ∈ Σω | ξ |= ψ1, . . . , ψk }.
Then,L(C||A) = L(C) ∩ L(A) = { ξ ∈ Inftr(C) | ξ |= ψ1, . . . , ψk }. We thus
need to check whether the language of the parallel compositionC||A is non-empty.
This can be done by depth-first search in time linear in the number of transitions
|∆C||A| by looking for an acceptance state that is reachable from itself. (Notice
that in this case there are noτ -cycles.) Each visible transition inC with action
a ∈ Σ is synchronised with at most eacha-transition inA, of which there are at
mostO(k

∏k
i=1

|ψi|). Furthermore, eachτ -transition ofC appears inC||A at most
twice the number of times there are states inA, which is also inO(k

∏k
i=1

|ψi|).
Thus, altogether the number of transitions|∆C||A| is at mostO(|∆C | k

∏k
i=1

|ψi|).

5.5 The Finite Representation

We next show that ifInftr(P ′) = Inftr(P ), then the systemP ∗ we have constructed is
the desired finite representation ofP ′, and otherwise there does not exist an exact finite
representation.

In our proof we will need the following result. Whens is a state ofC, let us denote by
OutC(s) the set of labels of (visible or invisible) transitions ofC that start froms, that is,
OutC(s) = { a | ∃s′ ∈ SC : (s, a, s′) ∈ ∆C }.
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Proposition 39 Let C be anF′

τ -component ofP †. If C does not contain an
infinite execution that fulfillsψ1, . . . , ψk, thenC contains at least one stateq such
thatOutC(q) ⊆ A1 ∪ · · · ∪ Ak.

Proof Assume that there is no such state. Then, sinceC is strongly connected
and nontrivial, every state ofC has at least one outgoing transition with an action
outside ofA1 ∪ · · · ∪ Ak. Therefore, starting from any state ofC, we can execute
these actions infinitely. Clearly, an infinite execution that does not contain actions
from A1 ∪ · · · ∪ Ak cannot violate any ofψ1, . . . , ψk.

Theorem 40 If Inftr(P ′) = Inftr(P ) thenP ∗ ≃CFFD P ′. If Inftr(P ′) 6=
Inftr(P ), then there does not exist a finite processQ with Q ≃CFFD P ′.

Proof We first observe that the following invariant holds for step 3 (a) (and, triv-
ially, for 3 (b)) in the construction of Section 5.2: ifs is a state that is retained in
the step, then the same set of traces ofΣP -actions lead from the initial state tos
before and after the step. From this invariant it follows that the set ofΣP -traces
leading to any state ofP ‡ (or P ∗) is the same as it was in the originalP †. The
invariant property follows from two facts. First,C itself is strongly connected and
contains no actions fromΣP . Secondly, every transition between a state ofC and
an external stateq is replaced by a transition in the same direction betweensC and
q, and an external transition between states ofC is replaced by a transition fromsC
to itself.

For the stable failures part of CFFD-equivalence, we need to show that
Sfail(P ∗) = Sfail(P ′). Because the fairness operators preserve stable failures (by
Definition 14) and because the stable failures resulting from parallel composition
and hiding depend only on the stable failures of the parameter processes [39], it
holds thatSfail(P ′) = Sfail(P ). Thus, it suffices to showSfail(P ∗) = Sfail(P ).

Clearly, all the states of anF′

τ -component become unstable inhide F′ in P †

(which is CFFD-equivalent toP ). Therefore, only states that would have become
unstable are removed or modified during the construction which, together withthe
above observation about the preservation of traces, means that no stable failures are
removed.

We next show that no new stable failures are introduced. IfsC , which remains
from the componentC, is unstable after hidingF′ (because of aτ -loop or an out-
going invisible transition), we are done. Otherwise, let(σ, Y ) ∈ Sfail(P ∗) be any
stable failure caused bysC . It holds thatY ⊆ ΣP \X, whereX is the set of out-
going actions fromsC in P ∗. Furthermore, since inP ∗ statesC is reachable with
the traceσ, then by the above observation about the preservation of traces, it was
reachable inP † with a traceρ for which restr(ρ,ΣP ) = σ.

In C there is no infinite execution in compliance withψ1, . . . , ψk (otherwise a
τ -loop would have been added tosC), so the previous proposition guarantees that
there is a stateq in C such thatOutC(q) ⊆ A1 ∪ · · · ∪ Ak. Clearly, stateq is
reachable inP † with a traceρ′ that is a continuation ofρ and for which it also holds
that restr(ρ′,ΣP ) = σ. The outgoing actions ofq in P † consist of the ones that
are part ofC, namelyOutC(q), and some subset of the actionsX (all of which are
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visible) which are not part ofC. Therefore,q is stable and refuses at least the set
of actionsΣP † \ (OutC(q) ∪X). Thus,

(ρ′,ΣP † \ (OutC(q) ∪X)) ∈ Sfail(P †).

Since each fairness operatorΨi was applied to a subsystem that is inCOMPψi
,

from Proposition 23 and the fact that the actions of the fairness formulas are not
used in hiding inP †, it follows thatP † is also inCOMPψi

for eachi = 1, . . . , k.
From applying the definition of compatibilityk times it then follows that

(ρ′, (ΣP † \ (OutC(q) ∪X)) ∪ A1 ∪ · · · ∪ Ak) ∈ Sfail(P †).

FromOutC(q) ⊆ A1∪· · ·∪Ak andΣP † = ΣP ∪F′, and the fact thatX is disjoint
from F′ (which is hidden), it follows that

(ΣP † \ (OutC(q) ∪X)) ∪ A1 ∪ · · · ∪ Ak = (ΣP † \X) ∪ A1 ∪ · · · ∪ Ak

= ((ΣP ∪ F
′) \X) ∪ A1 ∪ · · · ∪ Ak

= (ΣP \X) ∪ F
′ ∪ A1 ∪ · · · ∪ Ak

Therefore,
(ρ′, (ΣP \X) ∪ F

′ ∪ A1 ∪ · · · ∪ Ak) ∈ Sfail(P †),

which trivially implies

(ρ′, (ΣP \X) ∪ F
′) ∈ Sfail(P †).

By the properties of hiding this means that

(σ,ΣP \X) ∈ Sfail(hide F
′ in P †) = Sfail(P ),

which further implies(σ, Y ) ∈ Sfail(P ). We conclude that no new stable failures
are introduced, andSfail(P ∗) = Sfail(P ) = Sfail(P ′).

We next show thatDivtr(P ∗) = Divtr(P ′). Letσ ∈ Divtr(P ∗). After replac-
ing theF′

τ -components there are no cycles consisting ofF′ ∪{τ} other than thesC
states withτ -loops. Thus, one suchsC is reachable with a trace whose sequence of
actions fromΣP is σ. By construction,sC was originally part of anF′

τ -component
C of P † which contains an infinite execution that fulfillsψ1, . . . , ψk. Furthermore,
the preservation ofΣP -traces means thatsC was reachable with the sequence of
ΣP -actionsσ. Therefore, inP † it is possible to execute an infinite sequence of
actions which is allowed by the fairness operators and whose sequence of actions
from ΣP is σ. It follows that

σ ∈ Divtr(hide F
′ in Ψ

||

1
(· · ·Ψ

||

k(P
†) · · ·)) = Divtr(P ′).

For the other direction, letσ ∈ Divtr(P ′). Then there is an infinite execution

in hide F′ in Ψ
||

1
(· · ·Ψ

||

k(P
†) · · ·) ≃CFFD P ′ whose sequence of visible actions

is σ. In P † this execution stays, from some point on, within some strongly con-
nected component that consists of the actionsF′ ∪ {τ}, and is reachable with the
sequence ofΣP -actionsσ. This component is included in someF′

τ -componentC.
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BecauseC contains an infinite execution that is allowed by the fairness operators,
and is thus in compliance withψ1, . . . , ψk, aτ -loop is added to the statesC which
replacesC. Again, by the preservation ofΣP -traces,sC is reachable byσ in P ∗,
soσ ∈ Divtr(P ∗). Thus,Divtr(P ∗) = Divtr(P ′).

It remains to showInftr(P ∗) = Inftr(P ′). We first show that the construction
of P ∗ preserves the traces and infinite traces ofP . Assumeσ ∈ Tr(P ∗). If s is the
last state in the execution generating the traceσ, then the preservation ofΣP -traces
means thats is reachable by theΣP -traceσ also inP †, soσ ∈ Tr(hideF′ inP †) =
Tr(P ). Now assumeσ ∈ Tr(P ), and lets again be the last state in the execution
generatingσ. If s is retained in the construction, then the preservation ofΣP -traces
means thats can be reached byσ also inP ∗. If s is removed as part of some
F′

τ -componentC, then the statesC that was retained fromC can be reached by
the same sequence ofΣP -actions. Thus, in both casesσ ∈ Tr(P ∗), soTr(P ∗) =

Tr(P ). Next, if L is an LTS andTr(L) is its set of traces, let
−−−→
Tr(L) denote the

infinitary closure of the traces, i.e.,
−−−→
Tr(L) = { ξ ∈ Σω

L | ∀σ < ξ : σ ∈ Tr(L) }.

As shown in [39], for a finite LTSL it holds thatInftr(L) =
−−−→
Tr(L). Therefore,

sinceP ∗ andP are both finite,Inftr(P ∗) =
−−−−→
Tr(P ∗) =

−−−−→
Tr(P ) = Inftr(P ).

The assumption is thatInftr(P ′) = Inftr(P ). Thus,Inftr(P ∗) = Inftr(P ′),
which concludes our proof thatP ∗ ≃CFFD P ′.

For the second claim, assume there exists a finite LTSQ with Q ≃CFFD P ′. By
the properties of CFFD-equivalence,Tr(Q) = Tr(P ′) andInftr(Q) = Inftr(P ′).
Because the fairness operators preserve traces, and because the traces that result
from parallel composition and hiding depend only on the traces of the parameters
[39], Tr(P ′) = Tr(P ) and, therefore,Tr(Q) = Tr(P ). SinceP andQ are both
finite, Inftr(Q) =

−−−−→
Tr(Q) =

−−−−→
Tr(P ) = Inftr(P ), and thusInftr(P ′) = Inftr(P ).

Fortunately, even if a finite representation ofP ′ does not exist,P ∗ is always a conser-
vative estimate ofP ′ in CFFD-preorder; in particular,P ∗ can differ fromP ′ only by having
some infinite traces thatP ′ does not have.

Proposition 41 P ′ ≤CFFD P ∗.

Proof The proof of the previous theorem shows thatSfail(P ′) = Sfail(P ∗) and
Divtr(P ′) = Divtr(P ∗). This implies thatTr(P ′) = Tr(P ∗). It is easy to see
that for any LTSL, Inftr(L) ⊆

−−−→
Tr(L). Therefore, sinceP ∗ is finite, Inftr(P ′) ⊆

−−−−→
Tr(P ′) =

−−−−→
Tr(P ∗) = Inftr(P ∗).

5.6 Checking Infinite Traces

If we wish to have an exact representation ofP ′ then, as shown above, we must check
whetherInftr(P ′) = Inftr(P ). We could, of course, make this check before construct-
ingP ∗. However, here we presented the construction first, because it also served as a proof
of the existence of a finite representation. We can make the check by using the Büchi
automata introduced in Section 5.4.
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Theorem 42 Deciding whetherInftr(P ′) = Inftr(P ) is PSPACE-complete1 in

|SP † | k
∏

1≤i≤k

|ψi|

Proof We will first show hardness by reducing the well-known PSPACE-complete
problem of nonuniversality of B̈uchi automata [33] to an instance of this problem
where |SP † | is polynomial (in fact, linear) in the size of the automaton and the
fairness formula is constant.

Given a B̈uchi automatonA with n states and with alphabetΣ, the nonuniver-
sality problem is to determine whetherL(A) 6= Σω, that is, whether there is some
infinite word that the automaton does not accept. We can assume without loss of
generality that the transition relation ofA is full; if not, add a new non-accepting
state, redirect all missing transitions to this state and add a transition for every ac-
tion in Σ from this state to itself. Construct an LTS fromA as follows. Select two
new actions,anew andbnew. Replace every states inA by two new statess1 ands2,
and redirect all incoming transitions ofs into s1 and start all outgoing transitions
of s from s2. If s is the initial state, makes1 the initial state. Ifs is an accepting
state, add a transitions1 −bnew→ s2, otherwise add a transitions1 −anew→ s2. Fi-
nally, add aτ -transition from every state to one more new state, and from this state
to itself, in order to make all states unstable. Take as alphabetΣ ∪ {anew, bnew},
and call the resulting LTSP †. Clearly, the number of states|SP † | is inO(n). Let
ψ ≡ 23anew ⇒ 23bnew. Then,P † ∈ COMPψ. LetP = hide anew, bnew inP †,
andP ′ = hide anew, bnew inΨψ(P †). Notice that the fairness formula is constant
for all automata. It is straightforward to show thatInftr(P ′) = L(A). Since the
transition relation of the original automaton was full,P can execute all infinite se-
quences of visible actions from the alphabetΣ, that is,Inftr(P ) = Σω. It now
holds thatInftr(P ′) = Inftr(P ) if and only if Inftr(P ′) = Σω if and only if
L(A) = Σω.

We next show that the problem can be solved in space that is polynomial in

|SP † | k
∏

1≤i≤k

|ψi|

We need to check whetherInftr(P ′) = Inftr(P ). As noted in the proof of Propo-
sition 40,Tr(P ′) = Tr(P ). From this and the finiteness ofP we can conclude,
similarly as in the proof of Proposition 41, thatInftr(P ′) ⊆ Inftr(P ). Thus,
it suffices to checkInftr(P ) ⊆ Inftr(P ′). We reduce this problem to language
containment of B̈uchi automata.P can be trivially interpreted as a Büchi au-
tomatonAP by considering all states as acceptance states, that is,FAP

= SP .
Then, obviously,L(AP ) = Inftr(P ). The case ofP ′ requires more care. By
Proposition 37 there is a B̈uchi automatonA with O(k

∏k
i=1

|ψi|) states such that
L(A) = { ξ ∈ Σω

P †
| ξ |= ψ1, . . . , ψk }. We again interpretP † as a B̈uchi au-

tomatonAP † where every state is an acceptance state. Then, by Proposition 36,

1 By this we mean that the problem can be solved by using space(|SP† | k
Q

1≤i≤k
|ψi|)

c for some constant
c, and that any problem in PSPACE is reducible in logarithmic space to an instance of this problem such that
the term|SP† | k

Q

1≤i≤k
|ψi| is polynomial in the size of the original problem.
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L(AP † ||A) = L(AP †) ∩ L(A) = { ξ ∈ Inftr(P †) | ξ |= ψ1, . . . , ψk }. It follows
thatL(hideF′ in(AP † ||A)) = Inftr(P ′), where “hide” is defined similarly as for
LTSs in Definition 6. Thus, the desired automaton isAP ′ = hide F′ in (AP † ||A),
which hasO(|SP † | k

∏k
i=1

|ψi|) states.
Now the problem is to check whetherL(AP ) ⊆ L(AP ′). This is true pre-

cisely whenL(AP ) ∩ L(AP ′) = ∅, whereL(AP ′) is the complement language
Σω
P \ L(AP ′). Assume thatAP ′ is an automaton accepting the complement lan-

guage, that is,L(AP ′) = L(AP ′). Then, we need to checkL(AP ) ∩ L(AP ′) = ∅,
which is true precisely whenL(AP ||AP ′) = ∅. We have thus reduced the check
to the language emptiness of a Büchi automaton. Checking this is easy; see be-
low. The difficult part here is constructing the complement automatonAP ′ . In
[33] a construction of a complement automaton is presented which is based ona
finite decomposition of the (complement) language in terms of regular congruence
classes of finite words. For an automaton withn states this creates a complement
automaton with2O(n2

) states. It should be noted that the automata in [33] do not
have invisible actions. Therefore, in order to make Lemma 2.2 of [33] hold, we
must modify slightly the definition of the transition relation of the automataÃi in
[33]. Namely, we must replace each requirement of the formu ∈ ρ(v, a) with the
requirement thatu is reachable fromv by an execution with visible contenta, and
each requirement of the formu ∈ ρ(v, a)∩ F with the requirement thatu is reach-
able fromv by an execution that visits some state inF and has visible contenta.

As an alternative approach for complementing a Büchi automaton, [32] presents
a subset construction by which an automaton can first be determinised into a Rabin
automaton. This creates a complement automaton of size2O(n logn).

In terms of memory usage, we can circumvent the exponential blow-up in the
complementation, because we only need to check the result for nonemptinessand
therefore we do not have to construct the entire automatonAP ||AP ′ at once. The
language of this automaton is nonempty precisely when there is an acceptancestate
that is reachable from itself by a path including visible actions. Following the
solution of the nonemptiness problem of Büchi automata in [41], we can nondeter-
ministically traverse the state-space of the automaton while looking for such a path,
and at any time keep in memory only the acceptance state and the states immedi-
ately at hand. As in [33, 41], each state of the complement automatonAP ′ can be
represented in polynomial space in the size of the original automatonAP ′ . Further-
more, whether a state is an initial state or an acceptance state, and whether there
is a transition with a given label between two states, can each be decided in poly-
nomial space. The same is obviously true ofAP , and therefore also of the parallel
compositionAP ||AP ′ . Thus, the nondeterministic search in the state-space of the
parallel composition can be done in polynomial space, and therefore the problem is
in NPSPACE and, by Savitch’s theorem, in PSPACE.

It should be noted that there exist simpler tests that can be used as sufficient but not
necessary conditions forInftr(P ′) = Inftr(P ). As an example, this holds if all visible
actions are distinct from theA-actions, and the reachability of the visible transitions from
each other does not depend on theA-actions; this condition was used in the verification
example.
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6 Related Work

Most earlier work on fairness and process algebra has dealt with “global” fairness assump-
tions, which make a general assumption about every process or action in asystem. These
are often intended to capture the idea that all processes in a parallel system should get a
share of the execution time.

In [3] a number of different notions of global weak and strong fairness assumptions are
analysed for different parallel programming languages in terms offeasibility, meaning that
it is possible to implement the fairness assumption through scheduling,equivalence robust-
ness, meaning that the fairness assumption does not depend on the ordering ofindependent
actions, andliveness-enhancement, meaning that the fairness assumption should be capable
of inducing a change in the system behaviour. The authors conclude thatfew of the notions
fulfill all the requirements.

It should be noted that [3] makes an assumption ofuniform choice, meaning that in-
ternal actions are never alternatives to external actions, and ofnoninstantaneous readiness,
meaning that immediately after the execution of an external action only internal actions
are enabled. For the kind of compositional approach that we use, such assumptions are
problematic, because even if all the original processes fulfill the assumptions, their compo-
sitions may fail to do so. For example, if we have a process that is itself a composition of
parallel processes, then it can easily happen that during the execution of one external action
another external action in another part of the composition remains continuously enabled.

In [15] two “finite delay operators” and bisimulations are presented wherethe system
may execute only a finite number of delay actions in the admissible computations. How-
ever, the language does not include parallel composition. [16] presentsa notion of testing
for the full CCS where only those infinite computations are considered where each parallel
process makes infinitely many moves. A fully abstract model for the resulting preorder is
introduced, which consists of acceptance trees augmented with information on the allowed
infinite traces. The drawback of this notion of fairness is that if some subprocess is dead-
locked or if its actions are blocked, this leads to an “impossible” situation wherethere is no
way of continuing fairly. Essentially the same problem has been discussed in[12] and [21]
in connection with “unconditional fairness” and “impartiality”, respectively. The problem
seems especially difficult for a compositional approach, because a system can be placed in
any environment that can block actions in an unknown way.

Other notable work on semantics with global fairness assumptions include [25, 24]. The
former presents a fully abstract semantics forstrong process fairness, and the latter gives,
in addition, a fully abstract semantics forstrong channel fairnessand a sound semantics for
weak process fairness. It should be noted that the setting in [25, 24] is somewhat different
from the one used in this article, for example. Rather than a “classical” process algebra,
it considers imperative programs (withwhile- and if -statements) that communicate in a
CCS-like fashion.

By using a notion of “fair testing”, [6] develops a failure-based congruence for a CSP-
like process algebra which ignores those divergences that can be exited with some action.
For finite-state systems this corresponds to a notion of fairness such that ifa state is en-
countered infinitely often then all its outgoing transitions are eventually taken.

In [5] a simple version of the alternating bit protocol (where messages cannot disappear
but may become corrupted) is verified by using axiomatic process-algebraic proof rules.
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Here, divergences are avoided by applyingKoomen’s fair abstraction rule. This means that
when there is a cycle in the system consisting of actions that are to be hidden,but the cycle
can be exited with some action, then noτ -cycle is formed, because a step outside the cycle
is assumed to be made “due to some fairness mechanism”.

One suggested approach is to use operational rules which generate justthe fair execu-
tion sequences. [9] introduces a labelling system and operational rules for CCS which gen-
erate exactly those execution sequences in which no (labelled) action staysenabled forever
without being executed. Of the notions of fairness in [3] this resemblesweak communi-
cation fairness, although exact comparison is difficult (for example, [9] does not conform
to the above-mentioned assumptions). However, these rules do not allow abstraction from
internal events in a system. A similar approach in [10] uses two other notions of fairness
(which resemble weak and strong process fairness from [3]) in a way that also allows ab-
straction. However, the operational rules in [9] are more appealing in the sense that they
are based on interleaving sequences of actions, whereas the ones in [10] require explicit
bookkeeping on the sets of labels of enabled processes. To our knowledge, no semantic
equivalences for dealing with any of the fair operational rules have been presented.

Sometimes a global fairness assumption in the execution model is not enough to show
a desired property. On the other hand, we usually do not like making many a priori assump-
tions about a system we are verifying. A concurrent system may consistof heterogeneous
subsystems on different computers, and it is not always realistic to assumethat they all
conform to the same global fairness assumption. Also, it is possible that somedivergences
in our system will be exited with probability one because the choices are governed by
some probabilistic process, while some other divergences may representreal livelocks. For
these reasons, we often want to use specific fairness assumptions, like the ones used in the
verification example of Section 5.

To this end it has been suggested that a system could be augmented with additional
liveness/fairness information that constrains the allowed infinite executions. [26] presents
a method where a CCS-process can be augmented with theω-regular set of infinite se-
quences of actions it is allowed to execute. Recursive rules are definedfor obtaining the
constraint set for a process expression from the sets of the subexpressions. Strong and weak
bisimulation are modified to account for this information and proof techniques for show-
ing the bisimulations are given. The approach is applied to some verification examples,
including the alternating bit protocol. (See also the discussion below.)

Another interesting approach based on a finite representation of liveness/fairness con-
straints is introduced in [8]. LTSs in a CCS-like setting can be augmented with Büchi states,
and only those infinite executions are considered where a Büchi state is visited infinitely
many times. Parallel composition and hiding operators are redefined to account for the
Büchi states of the parameter processes, and a testing-based preorderis developed which is
a precongruence for these operators.

The method is also applied to a simple communication protocol (where the channel
cannot lose messages). The sender process is specified as an LTL formula which states that
after sending one or more data messages the sender must eventually receive an acknowl-
edgement. The B̈uchi LTS corresponding to this formula is then used as the sender in the
system. At present the approach is limited to “purely nondeterministic” Büchi processes,
that is, a process must always commit itself to one visible action at a time. (This is appar-
ently because two processes that satisfy the same LTL-formulas can havedifferent refusal
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behaviour and can therefore produce LTL-different results in parallel composition, that is,
“LTL-equivalence” is not a congruence for parallel composition.)

A feature of all approaches based on some finite representation of liveness/fairness
constraints is that they involve simultaneously two distinct layers: the ordinaryoperational
model and the additional infinitary constraint. As mentioned earlier, this can create the
problem that the two layers conflict with each other: the fairness constraint rules out an infi-
nite execution, while the operational model prevents the process from stopping or choosing
other actions. For example, a process may not be able to execute within the givenω-regular
set of sequences, and a Büchi process can end up in a state from which no Büchi states
can be reached. What makes the problem difficult is that this can happen as a result of
composing “healthy” subprocesses that are able to execute within their allowed sequences.
An example of this was shown at the end of Section 3 by using the processesin Figure 2.
A similar example could also be constructed for Büchi-processes.

It should be noted, however, that it may also be possible to combine the benefits of a
finite representation approach with the type of approach based on ordinary infinite LTSs
that was used in this article (see the next section).

In [31, Chapter 10], a fair version of the nondeterministic (“internal”) choice operator
of CSP is considered. This is implemented by prefixing the two alternatives with temporary
action names, and placing the system in parallel with an “arbiter process” which determines
in a fair way the choice between the alternative actions. [31] points out thatit is difficult
to achieve in this way the desired mathematical properties of a choice operator, such as
distributivity.

In [11] a timed version of CSP, where actions and refusals of actions areaugmented
with time stamps, is used to specify the alternating bit protocol. By using proof rules, a
safety and a liveness property are shown to hold if the communication channel eventually
passes messages through.

[38] usesfixed pointtechniques to show that there will be no divergences in the alter-
nating bit protocol if there exist (a priori) finite maximum values for the numberof message
losses between successful message deliveries in the communication channels.

The idea of a “fairness LTS” was used in an application-specific way in [28] to ensure
that neither side of a bidirectional communication protocol is starved. There, the result
was obtained by using a finite upper and lower limit of the LTS representing theproperty,
together with some manual reasoning. In this article we have presented a general theory
which allows using a class of fairness properties in all applicable systems.

This article extends the work in [29].

7 Conclusions

In this article we have been studying the use of fairness and liveness in process algebra. We
proposed intuitively reasonable requirements for a hypothetical operator that would imple-
ment fairness constraints. However, we showed that with many fairness constraints there
are incompatibilities between these requirements and most well-known semantic models.
One problem is that the models do not preserve enough information about the enabledness
of actions in the infinite executions of a system. We also demonstrated that the compo-
sitionality of process algebra imposes limitations on the use of fairness. This is because
outside processes can interfere with the actions that are part of a fairness constraint.
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However, we presented a class of fairness constraints and a corresponding fairness op-
erator that are compatible with the ordinary LTS model and an existing compositional se-
mantics. We showed that the operator fulfills all the stated requirements. To avoid the above
inconsistency with compositionality there are two possible approaches: we can restrict the
set of target processes for the fairness operator, and/or we can restrict the set of contexts
within which the context-independence property is guaranteed. The approach we took here
was the former.

Even though the fairness operator produces infinite LTSs, these are often part of a larger
system which has a finite representation. We described a method by which wecan construct
a finite representation of the larger system in every case that one exists. This finite represen-
tation can be used as a component in further compositional analysis. However, checking
whether a finite representation exists is more costly than constructing the representation,
namely, it is PSPACE-complete in the size of an intermediate parameter system. Fortu-
nately, the constructed finite model is a conservative estimate of the original system even
when an exact finite representation does not exist.

An obvious theme for further work is the implementation of automated support for the
verification approach, as discussed in Section 5.2. An interesting research topic is also the
possibility of strengthening our semantic equivalence in order to make it a congruence for
other types of fairness constraints.

It is also important to note that our approach does not rule out finite representation
of liveness/fairness properties, for example by Büchi automata orω-regular languages.
These could be used as finite representations for certain well-defined infinite ordinary LTSs.
Because the latter can be composed by using ordinary process compositionoperators, the
behavioural properties of the finite representations could be proved, rather than defined, by
us. In this way we would obtain the benefits of finite representations while avoiding any
inconsistencies between the operational model and the fairness information.
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Abstract

Formal, automated verification methods for parallel sys-
tems suffer from the state explosion problem, which prevents
analysis of large systems with many components. How-
ever, with compositional methods we can sometimes take
advantage of regularities in the system structure, enabling
verification of even arbitrarily large systems. In this pa-
per we present a case study where we use compositional
methods for communication protocol verification. The aim
is to determine the externally observable behaviour of pro-
tocols that have arbitrarily large (but finite) channel capac-
ities. We construct the behaviour of an example protocol by
choosing suitable abstractions and by composing the system
in an appropriate order. We also extend the result to pro-
tocol families with arbitrary finite numbers of retransmis-
sions. The protocol behaviour thus obtained can be used as
a component in any larger system, as well as for verification
and visualisation purposes. However, we also show that a
similar approach is not possible for the classical alternating
bit protocol with reliable or fair channels. Namely, we show
that no finite-state invariant can prove that the behaviour is
independent of channel capacities.

Keywords: verification, parallel systems, protocols, com-
positionality, arbitrary channel capacities

1. Introduction

It is well known that the design of parallel and distributed
software/hardware systems is difficult, time-consuming and
expensive. This is partly because these systems are prone to
elusive concurrency-related errors, such as deadlocks, live-
locks and unexpected execution sequences. Therefore, for-
mal design and verification methods have been developed
to help designers avoid such errors.

Often the system we are studying contains a parameter
whose range can be large or infinite. For a parallel sys-

tem this parameter can be the number of certain subcompo-
nents. Formal methods based on theorem proving are often
capable of proving results that hold for arbitrary values of
parameters. However, this usually requires a great deal of
human assistance.

On the other hand, methods based on exhaustive search
of the reachable state-space of the system, such as model
checking and process algebras, can often be used with lit-
tle or no human intervention. However, these methods suf-
fer from thestate explosion problem, which means that a
system typically has an exponential number of states in the
number of parallel components. Therefore, a straightfor-
ward search of the state-space can become intractable al-
ready with a relatively small number of components.

One approach for alleviating the state explosion prob-
lem arecompositionalmethods of system construction (see
e.g. [21]). This means that we can initially construct only
a chosen part of the system and replace it by a smaller but
equivalent system, which can be used in place of the orig-
inal system in any environment. This can also be applied
to the larger system, and so on. However, even with this
approach there still is a limit to how many components we
can use, and whether our verification results hold for larger
systems remains an educated guess. If the subcomponents
of the system are sufficiently similar, however, we may be
able to construct the system with the help ofinvariants, as
demonstrated in [8, 12, 13, 26].

For example, suppose we want to show that the compo-
sition Pn, consisting of a processP0 together withn iden-
tical processesP , satisfies some specificationS, i.e., that
Pn = P0⊙P⊙P⊙. . .⊙P ≤ S. Here, “⊙” is some method
of parallel composition and “≤” is a relation expressing that
the first process is “better than” or “an implementation of”
the second process. Then, we try to find an invariant, ex-
pressed as a processI, which is chosen to represent the ex-
pected behaviour of the arbitrarily large system. We check
thatP0 ≤ I andI ⊙P ≤ I (this is called apre-fixed point).
Then, assuming “≤” is mathematically sound (monotonic
with respect to “⊙”), it holds thatP0⊙P ⊙P ⊙. . .⊙P ≤ I.
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If we have chosenI such thatI ≤ S, then we have proven
thatPn ≤ S for arbitraryn. The simplest instance of this
is when we chooseI = P0 and establish thatI ⊙ P = I.
Then we have shown thatPn = P0. This is called afixed
point.

Communication protocols are an important example of
parallel and distributed systems. One modelling formalism
for protocols are finite-state machines which communicate
by unbounded FIFO-queues (CFSMs). Aglobal stateof
such a system consists of the states of the machines and the
contents of the queues. Although it is known that verifica-
tion questions for such systems are usually undecidable [7],
several practical semi-algorithms that use this model have
been developed. These include QDDs (Queue-content De-
cision Diagrams) [4, 5] and, if the channels are also lossy,
SREs (Simple Regular Expressions) [1, 2]. Symbolic reach-
ability graphs can be generated for checking safety proper-
ties, although this does not allow compositionality.

Our analysis is based on process algebras [15, 17]. We
will demonstrate that it is possible to construct a finite, com-
positional model of a protocol system with arbitrarily large
channel capacities by using only process-algebraic tech-
niques. We construct a channel (=queue, buffer) from prim-
itive processes representing channels of capacity 1 (see e.g.
Chapter 5 in [17]).

In this article we use the CFFD semantic model (Chaos-
Free Failures Divergences) [25], which resembles the CSP-
semantics [17], but preserves information on the system be-
haviour even after the occurrence of divergences. CFFD
covers the properties expressible in linear-time temporal
logic [14] without the next-state operator [11], and is well
suited for typical process-algebraic verification methods
[20]. Most of the analyses presented here could also be
carried through with the CSP-model. The only exception
is the part dealing with the classical alternating bit protocol
and unreliable channels, which requires CFFD because of
the presence of divergences.

Compositional construction with CSP was used in [18]
to show the presence/absence of deadlocks in rings of ar-
bitrary numbers of dining philosophers. This was achieved
by adding philosophers in chunks of 10, which after hiding
reduced to a fixed number (4) of states.

In [10] it was verified that a unidirectional version of the
sliding window protocol [19] with channels of arbitrary ca-
pacity fulfills one safety and three liveness properties ex-
pressed in linear temporal logic [14]. This was shown by
attaching a hidden data source to the protocol and construct-
ing the system compositionally by using an appropriate in-
variant (abstraction) for the property to be verified. Based
on data-independence, it was shown that the same proper-
ties would hold with any data source.

In [24] it was shown that the behaviour of a self-
synchronizing alternating bit protocol (also used in this pa-

per) was independent of the finite maximum number of re-
transmissions. The number was represented by connect-
ing an appropriate number of “counter-cells” to the system,
whereby a fixed point was found. Furthermore, similar cells
were used to represent the number of messages the channels
are allowed to lose before delivering a message. In this way
it was shown that the classical alternating bit protocol (with
an infinite number of retransmissions) is independent of the
finite maximum number of losses.

In [24], channels of capacity 1 were used. In this paper
we will construct the behaviour of similar protocols with
channels of arbitrary finite capacity. It should be noted that
our aims are different from those in e.g. [10]. We do not
merely intend to show that the protocol satisfies a given
set of properties, but we will construct the externally ob-
servable behaviour (semantic model) of the arbitrarily large
system. In addition to verifying properties preserved by the
equivalence (e.g. LTL−X for CFFD), this allows us to use
the result thus obtained as a component in any larger sys-
tem. Furthermore, it can be used for visualisation of the
system behaviour, as will be demonstrated by the behaviour
graphs in this article.

The remainder of the paper is organized as follows. In
the next section we give the basic definitions, and in Section
3 we describe the main protocol we use in this article. In
Section 4 we consider channels with arbitrary capacities,
and in Section 5 we construct the behaviour of the protocol
with these channels. We also consider different numbers of
message retransmissions. In Section 6 we give results for
reliable channels, and in Section 7 we consider the classical
alternating bit protocol. Finally, Section 8 concludes the
paper.

2. Background

For completeness, we will next briefly review the theo-
retical background. However, most of the paper can be un-
derstood even without knowing all the details of the math-
ematical definitions. The most fundamental ideas in this
approach are that we model a system and its components
asprocesseswhich are combined with the parallel compo-
sition operator and other operators, and that we compare
processes by using a well-behaved concept of equivalence
(“≃”) and preorder (“≤”).

The behaviour of a process consists of executingactions.
There are two kinds of actions:visibleand invisible. Visi-
ble actions are used to communicate with the outside world.
Invisible actions represent internal processing, and are de-
noted with a special symbolτ . Here, the behaviour of a
process is represented as alabelled transition system. It is a
directed graph whose edges are labelled with action names
and with one state distinguished as the initial state.
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Definition 1 A labelled transition system, abbreviatedLTS,
is a four-tuple(S,Σ,∆, ŝ), where

• S is the set ofstates,

• Σ, thealphabet, is the set of thevisible actionsof the
process; we assume thatτ /∈ Σ,

• ∆ ⊆ S × (Σ ∪ {τ}) × S is the set oftransitions, and

• ŝ ∈ S is theinitial state.

Let A∗ denote the set of finite andAω infinite strings of
elements of a setA. The empty string is denoted withε. We
uses−a→ s′ as an abbreviation for(s, a, s′) ∈ ∆, and this
is extended in the obvious way tos −σ→ s′ ands −ξ→ ,
where σ is a finite andξ a finite or infinite sequence of
actions. We writes =ρ⇒ s′ if and only if there isσ such
thats −σ→ s′ andρ is the result of removing allτ -actions
from σ. s =ρ⇒ is defined similarly. We will need the
following semantic sets extracted from an LTS. Atraceof
an LTS is the sequence of visible actions generated by any
finite execution that starts in the initial state. An infinite
execution that starts in the initial state generates eitheran
infinite traceor a divergence trace, depending on whether
the number of visible actions in the execution is infinite.
Thestable failuresdescribe the ability of the LTS to refuse
actions after executing a particular trace.

Definition 2 LetL = (S,Σ,∆, ŝ) be an LTS.

• Tr(L) =
{

σ ∈ Σ∗
∣
∣ ŝ =σ⇒

}
is the set of thetraces

of L.

• Inftr(L) =
{

ξ ∈ Σω
∣
∣ ŝ =ξ⇒

}
is the set of the

infinite tracesof L.

• Divtr(L) =
{

σ ∈ Σ∗
∣
∣ ∃s : ŝ =σ⇒ s ∧ s −τω→

}
,

whereτω denotes an infinite sequence ofτ -actions, is
the set of thedivergence tracesof L.

• Sfail(L) =
{

(σ,A) ∈ Σ∗×2Σ
∣
∣ ∃s ∈ S : ŝ=σ⇒s∧

∀a ∈ A ∪ {τ} : ¬(s −a→ )
}

is the set of thestable
failuresof L.

Processes interact by executing actions synchronously.
The parallel composition operatorused here forces pre-
cisely those component processes to participate in the exe-
cution of a visible action that have that action in their alpha-
bets. Synchronization of actions is thus determined by the
process alphabets. The invisible action is always executed
by exactly one component process at a time. We first define
the product of LTSs as the LTS that satisfies the above de-
scription and has the Cartesian product of component state
sets as its set of states, and then define parallel composition
by picking the part of the product that is reachable from the
initial state of the product.

Definition 3 LetL1 = (S1,Σ1,∆1, ŝ1) andL2 = (S2,Σ2,
∆2, ŝ2) be LTSs. Theirproduct is the LTS(S′,Σ,∆′, ŝ)
such that the following hold:

• S′ = S1 × S2

• Σ = Σ1 ∪ Σ2

• ((s1, s2), a, (s′1, s
′
2)) ∈ ∆′ if and only if either

– a ∈ (Σ1∪{τ})−Σ2∧(s1, a, s′1) ∈ ∆1∧s′2 = s2,
or

– a ∈ (Σ2∪{τ})−Σ1∧(s2, a, s′2) ∈ ∆2∧s′1 = s1,
or

– a ∈ Σ1∩Σ2∧(s1, a, s′1) ∈ ∆1∧(s2, a, s′2) ∈ ∆2.

• ŝ = (ŝ1, ŝ2)

Theparallel compositionL1||L2 is the LTS(S,Σ,∆, ŝ)
such that

• S =
{

s ∈ S′
∣
∣ ∃σ ∈ Σ∗ : ŝ =σ⇒ s

}

• ∆ = ∆′ ∩ (S × (Σ ∪ {τ}) × S)

The hiding operator converts visible actions intoτ -
actions and removes them from the alphabet.

Definition 4 Let L = (S,Σ,∆, ŝ) be an LTS, andA any
set of action names. ThenL \A is the LTS(S,Σ′,∆′, ŝ)
such that the following hold:

• Σ′ = Σ − A

• (s, a, s′) ∈ ∆′ if and only if a = τ ∧ ∃b ∈ A :
(s, b, s′) ∈ ∆, or a /∈ A ∧ (s, a, s′) ∈ ∆.

Therenamingoperator converts visible actions into other
visible actions:

Definition 5 Let L = (S,Σ,∆, ŝ) be an LTS, and let
a1, . . . , an, b1, . . . , bn be visible action names. Then
L[ b1, . . . , bn/a1, . . . , an] is the LTS(S,Σ′,∆′, ŝ) such that
the following hold:

• Σ′ = Σ − {a1, . . . , an} ∪
{

bi

∣
∣ ai ∈ Σ

}

• (s, b, s′) ∈ ∆′ if and only if there is(s, a, s′) ∈ ∆ such
that eitherb = a /∈ {a1, . . . , an} or there is1 ≤ i ≤ n
such thatb = bi anda = ai.

This definition allowsmultiple renaming. For example,
[ a, a′ / a, a ] converts edges labelled witha into two edges
labelled witha anda′, respectively. We then also use the
abbreviation[ {a, a′}/a ].

We now define the CFFD semantic model and equiva-
lence, which will be our main equivalence notion in this
article. Intuitively, equivalence between processes means
that their behaviour is the same regarding the properties we
are interested in. Preorder, on the other hand, means that
the smaller process is ‘better’ or ’more deterministic’ than
the larger one. This can also be seen as an implementation
relation, so that the larger process is a specification and the
smaller process is an implementation of that specification.
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Definition 6 LetL andL′ be LTSs with the same alphabet.

• TheCFFD modelof L is the 3-tuple
(Sfail(L),Divtr(L), Inftr(L))

• L ≃CFFD L′ ⇐⇒ Sfail(L) = Sfail(L′)∧Divtr(L) =
Divtr(L′) ∧ Inftr(L) = Inftr(L′)

• L ≤CFFD L′ ⇐⇒ Sfail(L) ⊆ Sfail(L′)∧Divtr(L) ⊆
Divtr(L′) ∧ Inftr(L) ⊆ Inftr(L′)

The traces are not included in the model because they
can be determined fromSfail andDivtr (see e.g. [25]). It
should be noted that when certain process-algebraic opera-
tors are used, we need also a component calledinitial sta-
bility that tells whether or not there areτ -transitions from
the initial state of the LTS. However, with parallel composi-
tion, hiding and renaming this component is not needed, so
we will not use it here.

An important property of an equivalence is that when a
component process in a system is replaced by an equivalent
process, the system remains equivalent to the original one.
This is formally captured by thecongruenceproperty.

Definition 7 An equivalence “≃” is a congruencewith re-
spect to a process operatorop(L1, . . . , Ln) iff L1 ≃ L′

1 ∧
· · ·∧Ln ≃ L′

n
impliesop(L1, . . . , Ln) ≃ op(L′

1, . . . , L
′
n
).

Similarly, a preorder should be aprecongruence(mono-
tonic) with respect to the operators we use, meaning that
when a component process is replaced by a smaller or
equivalent process the system will be smaller or equivalent.

Definition 8 A preorder “≤” is a precongruencewith re-
spect to a process operatorop(L1, . . . , Ln) iff L1 ≤ L′

1 ∧
· · ·∧Ln ≤ L′

n
impliesop(L1, . . . , Ln) ≤ op(L′

1, . . . , L
′
n
).

The CFFD-equivalence/preorder is a congruence/pre-
congruence with respect to parallel composition, hiding and
renaming (see e.g. [25]).

The experiments described in this paper have been car-
ried out using the ARA-toolset [23], which has facilities for
constructing LTSs from LOTOS [6] descriptions and for re-
ducing and comparing LTSs according to CFFD-semantics.
Furthermore, it has a visualisation tool that shows the be-
haviour of a system as a graph where different actions are

Sender Receiver
DataChannel

AckChannel

sd0, sd1, ss0, ss1 rd0, rd1, rs0, rs1

ra0, ra1

rec

send

err

sa0, sa1

Figure 1. Self-synchronizing alternating bit
protocol

denoted by different colours. The layouts of the behaviour
graphs shown in this article have been automatically pro-
duced by the tool, only the names of actions have been
added manually.

3. Self-Synchronizing Alternating Bit Protocol

The protocol that we will use in the following two sec-
tions is taken from [22]. It is an improved version of the
well-known alternating bit protocol [3], with an additional
error recovery/synchronization mechanism. The protocol is
intended for sending messages over unreliable communica-
tion channels that can lose, but not reorder, messages. There
are two channels, one for data from the sender to the re-
ceiver, and another for acknowledgements, as shown in Fig-
ure 1. The acknowledgements are needed because messages
can be lost. If an acknowledgement for a message is not
received in time, the protocol attempts retransmission. In
order not to confuse new messages with retransmissions, all
messages and acknowledgements contain a sequence num-
ber, which in the alternating bit protocol is either 0 or 1.

The original alternating bit protocol makes an un-
bounded number of retransmissions, until it receives a cor-
rect acknowledgement. The improved version in [22] at-
tempts only a finite number of times after which it gives
up and declares an error. However, since the sender does
not know whether it was the data or the acknowledgement
that disappeared – or whether they were just delayed – it
cannot know what sequence number the receiver is expect-
ing next. Therefore, before sending new data messages, it
sends a special synchronization message, which conveys no
data but which the receiver acknowledges in the usual man-
ner. Only after receiving a correct acknowledgement does
the sender send new data messages. In a sense, the synchro-
nization procedure means that the earlier failed transmission
is forced to a completion, although without the data.

The LTSs of the sender (Sd ), receiver (Rc) and 1-
capacity data (DC ) and acknowledgement channel (AC )
are shown in Figure 2. In these graphssend means a send
data request for the protocol,err means declaring an error
andrec denotes receipt of the data on the other side. Ac-
tion sd0 means sending data with sequence number 0 to the
channel,rd0 reception of the data on the other side,ss0
sending a synchronization message, and so forth. The ini-
tial state is denoted with a small arrow. In order to make the
protocol more error-tolerant, it has been made to perform
a synchronization at startup. For simplicity, we have not
modelled the information content of data messages. This is
not a big omission, however, because the data does not di-
rectly affect the behaviour of the protocol. Also, we could
easily add any finite set of possible data values to the pro-
tocol components and run the same analyses, provided, of
course, that the tools can still handle the state-spaces. Ini-
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Figure 2. The components of the protocol

tially, we assume that the sender attempts transmission only
once, and after that we will add the twoa (“again”)-actions
in Figure 2 and show how to deal with an arbitrary finite
number of retransmissions.

The protocol with channels of capacity 1, when only the
external actions{send, err, rec} are left visible is:

P1,1 = (Sd || DC || AC || Rc)\I

whereI = {sd0, sd1, ss0, ss1, rd0, rd1, rs0, rs1, sa0, sa1,
ra0, ra1} is the set of internal actions. The CFFD-reduced
global behaviour ofP1,1 produced by the ARA toolset
is shown in Figure 3. We note that aftersend there is
either delivery withrec or the system may declare an error
with err. Error may also be declared if the message has
been delayed. We see that there cannot be morerec- than
send-actions. There can sometimes be two successive
rec-actions but, as was verified in [22], this is just a
consequence of the ability of the system to hold messages:
a new sending request may have been issued before the
previous message was delivered, thus resulting in two
subsequent deliveries.

err

err

τ τ

τ

rec
rec

send

τ
rec

τ

rec τ

τ

send

Figure 3. Behaviour of the protocol

4. Arbitrary Finite Channel Capacities

We would now like to see how the protocol behaves with
data and acknowledgement channels of arbitrary finite ca-
pacities. We can construct ann-capacity data channelDCn

from n primitive channelsDC of capacity 1 as follows:

DC 1 = DC
DCn+1 = (DCn[X/S] || DC [X/R] )\X

(1)

Here, S = {sd0, sd1, ss0, ss1} and R = {rd0, rd1,
rs0,rs1}. X is any unique set of temporary actions names
by which the successive channel elements are made to com-
municate, and which is hidden after the parallel composi-
tion. ACn is constructed similarly, withS = {sa0, sa1},
R = {ra0, ra1}:

AC 1 = AC
ACn+1 = (ACn[X/S] || AC [X/R] )\X

(2)

Let m,n ≥ 1. The system we consider is the following:

Pm,n = (Sd || DCm || ACn || Rc)\I (3)

Obviously, the state space of the parallel construction grows
unboundedly withm andn. However, based on our intuitive
understanding of the protocol we can conjecture that the ex-
ternally observable behaviour of the protocol is actually in-
dependent of channel capacities. However, channels with
arbitrarily large capacitiesn cannot directly be replaced by
any channel of fixed capacity. This is essentially because
we can input to a channel of capacityn a message sequence
of lengthn, after which it can be output on the other end.
For example,DCn has the following trace of actions that
no channelDC k with k < n can have:

n

︷ ︸︸ ︷
sd0 sd0 . . . sd0

n

︷ ︸︸ ︷
rd0 rd0 . . . rd0
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If we try to construct the system in other ways, we will
encounter similar problems. For example, if we addn DC -
elements toSd , the resulting system can executen times
send err and thenn times rs0 (at the end of the chan-
nel), which is not possible with a lesser number of elements.
However, we can guess that in the complete system repeated
messages are unimportant for the behaviour of the protocol.
In fact, we make the following intuitive conjecture:

Inputting repeated acknowledgement messages toSd has
no effect on its behaviour, and inputting repeated data and
synchronization messages to the combination ofRc, ACn

andSd has no effect on the behaviour of this combination.
The conjecture suggests that we actually have to con-

struct the system in a direction opposite to the flow of mes-
sages. Therefore, in the first phase of our analysis we add
AC -elements one by one toSd , and then addRc. In the
second phase we will addDC -elements one by one, starting
from Rc and working towardsSd . This is illustrated in Fig-
ure 4. The (intuitively obvious) fact that we can construct
the system in this way is shown by inserting the definitions
(1) and (2) to the expression (3) forPm,n, and reordering the
terms by using the properties of renaming, parallel compo-
sition and hiding. We omit the proof which is simple but
tedious. The recursive construction we obtain for the first
phase is the following:

SA1 = (Sd || AC )\R
SAn+1 = (SAn[R/S] || AC )\R
SARn = (SAn || Rc)\S

(4)

Then, for the second phase:

SARD1,n = (SARn || DC [X/S])\R[R/X]
SARDk+1,n = (SARDk,n || DC [X/S])\R[R/X]

(5)

Here, we used the temporary actions namesX to avoid
confusing thesd0, etc. actions ofSd with the sd0, etc.
actions ofDC . After the recursive construction we have to
“close” the system with oneDC , so from now on we will
assume thatm ≥ 2 and deal with the (trivial) special case
m = 1 separately. We have:

Pm,n = (SARDm−1,n || DC)\R\S. (6)

However, even this construction does not contain a
(pre)fixed point. Namely, if we addn AC -elements to the
sender, then we can feed the system a sequence of length
n of alternatinga0 anda1 messages, and then execute the
sequencesend ss0 sd1 send sd0 send sd1 . . . of corre-
sponding length. This is obviously not possible with any
fewer number ofAC -elements. However, we may sus-
pect that in the complete protocol system there can never
be many consecutive messages with alternating bit values
in a channel, and long message sequences only consist of

ReceiverSender

DC

AC

DC

AC

DC

AC

DC

SARD

SARSASA SA

SARD

SAR

SARD

1 n2

n

2,n 1,nk,n

n

Figure 4. The two phases of system construc-
tion

repeated messages. Thus, the above counter-example rep-
resents behaviour that can only exist in an incomplete frag-
ment of the system, but not in the complete system. We will
state this idea more precisely as a second conjecture. In the
following, b denotes any bit value and̄b the opposite value.

At all times, the joint sequence of messages in the data
channel and acknowledgement channel is such that either
all messages have the same bit value (i.e. the sequence is of
form bb · · · b), or the bit value changes at no more than one
point (i.e. the sequence is of formbb · · · bb b̄b̄ · · · b̄).

Guided by this intuitive idea, we will construct an “ab-
stract channel”AC ′, shown in Figure 5. As before, this pro-
cess accepts an acknowledgement message and then either
loses it or delivers it. However, it also acts as a “watchdog”
by keeping track of the bit values of the message stream
passing through it. For example, if it has just delivered a
message with bit0 and after that, without delivering mes-
sages, receives messages with bit1 and then with bit0
(meaning that our conjecture has been violated), it moves
to the subprocessANY . ProcessANY can perform any
sequence of actions, but at any moment it can also refuse
all output actions1. Intuitively, the idea is that by entering
ANY , AC ′ can simulate all those behaviours that are fea-
tures of the system fragment alone. Therefore it provides
us a fixed point during the system construction. In the com-
plete system, however, it will never enterANY and will
thus behave like an ordinary channel element.

We also construct a corresponding processDC ′ for the
data channel. It works similarly asAC ′, except that it has to
deal with both data and synchronization messages. A check
with the computer tools reveals thatAC ≤CFFD AC ′ and
DC ≤CFFD DC ′, as we would expect. This means that the
protocol system with the primed elements will be CFFD-
larger or equivalent (i.e. “worse”), so that it provides an
upper bound for the behaviour of the original protocol.

1Theτ -loop inANY is not necessarily needed but it can be useful for
finding a suitable abstraction, because a divergence reveals that theAC

′

subprocess has enteredANY
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Figure 5. The abstract channel AC ′ and subprocess ANY

5. Using Fixed Points to Determine the Be-
haviour

We are now in a position to establish the required fixed
points. First, we consider the systemSA′

n
which is con-

structed likeSAn except thatSA′
1 = (Sd || AC ′)\R. A

check with the computer tools reveals thatSA′
2 ≃CFFD SA′

1,
whereby the congruence property of CFFD-equivalence
with respect to our operators implies thatSA′

3 ≃CFFD

SA′
2 ≃CFFD SA′

1 and so forth, i.e.SA′
n

≃CFFD SA′
1 for

anyn ≥ 1.
Next, we consider the systemSARD ′

k,n
which is sim-

ilarly constructed starting fromSARD ′
1,n

= (SAR′
n

||

DC ′[X/S])\R[R/X], whereDC ′ is the data channel ab-
straction. The above result means thatSARD ′

k,n
≃CFFD

SARD ′
k,1. Then, a new check reveals thatSARD ′

2,1 ≃CFFD

SARD ′
1,1, implying SARD ′

k,1 ≃CFFD SARD ′
1,1. There-

fore,SARD ′
k,n

≃CFFD SARD ′
1,1 for anyk, n ≥ 1.

With P ′
m,n

= (SARD ′
m−1,n

|| DC)\R\S, it now holds
that P ′

m,n
≃CFFD P ′

1,1 for m ≥ 2, n ≥ 1. As for the
special casem = 1, P ′

1,n
= (SAR′

n
|| DC )\S\R ≃CFFD

(SAR′
1 || DC )\S\R = P ′

1,1. Combining these results, we
have, for anym,n ≥ 1:

P ′
m,n

≃CFFD P ′
1,1

The fact thatAC ≤CFFD AC ′, DC ≤CFFD DC ′

and the monotonicity of “≤CFFD” immediately imply that
Pm,n ≤CFFD P ′

m,n
. Since the latter is now equivalent to

P ′
1,1, we have a fixed-size upper bound forPm,n. The result

of constructing its behaviour turns out to be the same as that
of P1,1 (Figure 3). Thus

Pm,n ≤CFFD P1,1 (7)

To establish a lower bound forPm,n, we show that by
increasing the channel capacity the behaviour of the pro-
tocol does not become smaller in CFFD. We use the ordi-
nary channel elements, and a check reveals thatSA1 ≤CFFD

SA2, which impliesSA1 ≤CFFD SAn for all n. Then by
the monotonicity propertySARDk,1 ≤CFFD SARDk,n for
all k, n. A similar check reveals thatSARD1,1 ≤CFFD

SARD2,1, implying SARD1,1 ≤CFFD SARDk,1. Thus,
SARD1,1 ≤CFFD SARDk,n, and for allm ≥ 2, n ≥ 1:

P1,1 ≤CFFD Pm,n (8)

By a similar argument as above the result holds also for
the special casem = 1. Combining the upper (7) and lower
bound (8) we have the exact result we have been looking
for:

Pm,n ≃CFFD P1,1 (9)

for any m,n ≥ 1. Thus, the externally observable be-
haviour (according to CFFD) ofPm,n is that shown in Fig-
ure 3.

It should be noted that the channel abstractionsAC ′

and DC ′ are not themselves invariants with respect to
adding channel elements, and if we tried to make them
such e.g. by allowing unbounded repetition of messages,
this would cause divergences (livelocks) in the system be-
haviour. Therefore, the processesSA′

1 andSARD ′
1,1 were

the actual invariants of the proof. Typically, such invariants
are constructed directly. However, given the nature of the
system under consideration, we found it easier to first en-
code our intuitive understanding of the protocol behaviour
into the channel abstractions, and to build the invariants
from these. For example,AC ′ andDC ′ have 10 and 14
states, respectively, while the (CFFD-reduced) invariants
SA′

1 andSARD ′
1,1 have 54 and 380 states, respectively.

Next we consider the protocol with an arbitrary maxi-
mum number of message retransmissions. LetSd ′ be ob-
tained fromSd by adding the twoa (“again”)-actions shown
in Figure 2. To allow a specific numbern of retransmis-
sions, we apply the “counter-cell” technique from [24]. The
counter cellC in Figure 6 allows (at most) onea-action af-
ter eachsend. We can add an arbitrary numbern of these
cells by using multiple renaming. Formally, letSd ′

0 =
Sd ′, and Sd ′

n+1 = (Sd ′
n
[{a, a′}/a] || C[a′/a]) \ {a′}.

Thus, the system and the new cell communicate by the
new primed action which is then hidden. Finally, we put
a “lid” on the system by using the processSTOP{a}, also
shown in Figure 6, which blocks the actiona: Sdn =
(Sd ′

n
|| STOP{a}) \ {a}.

A simple reorganization of terms shows that we can add
the cells after constructing the protocol. Therefore, we re-
placedSd with Sd ′ and ran the same tests as above. The
results were found to be the same. After closing the sys-
tem with the lastDC , we started adding counter cells recur-
sively to the system. A fixed point was immediately found.
Then we finished the system by putting the “lid” on it, and
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Figure 6. The counter cell C and STOP{a},
with alphabets shown

the resulting behaviour was again found to be exactly as in
Figure 3. Thus, the behaviour of the protocol with any max-
imum number of retransmissions and with channels of any
finite capacity is that in Figure 3.

6. Reliable Channels

Intuitively, we might think that if we make the underly-
ing communication media more reliable, this will be just an
easy special case of the system with unreliable media. How-
ever, this is not always true. The correct behaviour of some
protocols requires that the channels are capable of losing
out-of-date or unnecessary messages. Also, some verifica-
tion methods (e.g. [1, 2]) are based on an assumption of
unreliable channels. Therefore, we will next investigate the
applicability of the above method for reliable channels.

The reliable channels we use are like those in Figure 2
but without theτ -actions (similar techniques could be used
also for a channel that can lose some limited number of mes-
sages, e.g. at most every second message). For the above
protocol (with some additional actions for consuming un-
expected acknowledgements, to avoid deadlock) no fixed
points could be found, for a very simple reason: the exter-
nally observable behaviour isnot independent of the capac-
ities of the reliable channels. For example, the capacity of
the data channel determines how many failedsend-actions
there can be before the first reception of a message (rec).

We therefore removed the synchronization mechanism,
thus reducing the protocol to the alternating bit protocol
with one message transmission. The behaviour with reli-
able channels of capacity 1 is shown in Figure 7 a). For
arbitrarily large channel capacities we needed new abstrac-
tions AC ′′ andDC ′′, which are capable of refusing new
messages when full. We also replaced processANY with
processCHAOS , which is capable of refusing any actions
and is the CFFD-maximal process for its alphabet.DC ′′

andCHAOS are shown in Figure 8. An interesting fea-
ture inDC ′′ is that when it has received the first message
with bit valueb, it can output one message withb or two
messages with̄b andb, respectively. This is needed to sim-
ulate the situation when a channel of capacity> 1 still con-
tains messages with̄b when the new message arrives, and
these have to be output first. Furthermore, even though the
original channel is reliable,DC ′′ can dispose of subsequent

τ

τ

τ

send

rec

b)a)

rec

send

Figure 7. Two protocol behaviours

messages withb. This is needed for simulating a channel of
larger capacity.

Also, there is no fixed point, essentially because after
receivingn messages a channel of capacityn can refuse
new messages, but one of greater capacity cannot. However,
this actually works for us, so that there is apre-fixedpoint.
For example,SA′′

2 ≤CFFD SA′′
1 , which impliesSA′′

n
≤CFFD

SA′′
1 , and so on. We were therefore able to establish that the

upper boundP ′′
m,n

of the behaviour is the LTS in Figure 7
a). It is easy to see that no process is strictly smaller than
this in CFFD-preorder, so this is also the exact behaviour of
Pm,n. Furthermore, we were able to extend the result to the
family of protocols with an arbitrary maximum number of
retransmissions by using the same counter cell -technique
as above.

7. The Classical Alternating Bit Protocol

At this point the reader may be wondering how these
techniques work if we allow an infinite number of retrans-
missions, i.e. use the classical alternating bit protocol.For
lossy channels, we can show by using suitable channel ab-
stractions that the behaviour is the LTS in Figure 7 b) for
all channel capacities. However, there are always two di-
vergences (τ -loops) in the behaviour caused by an infinite
sequence of retransmissions and message losses in the chan-
nels.

As for the reliable channel case, the behaviour with chan-
nels of capacity 1 is that in Figure 7 a). Anyone familiar
with this protocol will probably expect that the behaviour
is the same with any channel capacities. Unfortunately, it
turns out that there does notexista finite-state invariant by
which we could prove this, if our semantics can detect the
presence of divergences. This actually holds even when one
of the channels has a fixed capacity 1.

To show this, we argue as follows. Consider a proto-
col system with a senderSd , receiverRc, data channelDC
of capacity 1 and acknowledgement channelACn of some
arbitrary capacityn, organized similarly as in Figure 1. As-
sumeSd is initially capable of sending an infinite number
of messages with sequence numberi, unless the channels
become full or it receives an acknowledgement. Further as-
sume thatRc can send an acknowledgement for each mes-
sage it receives fromSd . When constructing an invariant
I which is an upper bound for some part of the system that
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Figure 8. DC ′′ and CHAOS for reliable channels

containsACn, it is easy to see that there are essentially three
possibilities:

a) I models a composition in whichACn is connected
to Sd , which is possibly further connected to the other pro-
cessesDC, Rc. Initially, I has to be able to receive at least
n acknowledgements withi (sa0 in our example), because
ACn is able to do so. Asn grows unboundedly,I has to
be able to receive an arbitrarily long sequence of such mes-
sages. However, from the well-known König’s lemma it
then follows that ifI is finite-state (or even finitely branch-
ing), then it is necessarily also capable of receiving an infi-
nite sequence. BecauseSd can send an infinite sequence of
these messages, it follows that whenI is combined (with a
finite segment of channel) to the rest of the system, and the
reception of these events (e.g.sa0) is hidden, this infinite
sequence of events turns into a divergence.

b) I models onlyACn. We can argue as in a).
c) I modelsACn connected toRc, which is possibly

connected to the other processes.ACn can storen mes-
sages withi before the first one is received bySd , so it can
delivern−1 of them after that. Asn grows unboundedly, by
a similar argument as above, a finite-stateI has to be able to
deliver an infinite sequence of such messages (e.g.ra0). Sd
can receive an infinite sequence of these messages after the
next send, because otherwise, unless it already contained
a divergence, it would have a refusal (stable failure) where
after somek such messages it refuses new messages with
sequence numberi. Then, withn > k this refusal could
block the flow of messages and the protocol would not be
correct. Therefore, when the system is completed, the infi-
nite sequence of message deliveries (e.g.ra0) turns into a
divergence.

The essential difference between this protocol and the
above family of protocols with some finite maximum num-
ber of retransmissions is that the ability of the former to
send retransmissions grows unboundedly with channel ca-
pacities, while foreach memberof the latter this ability does
not grow after the maximum is reached. It should also be
noted that the above argument does not depend on an as-
sumption of reliable channels. Therefore, it holds also for
all channels that are not fully reliable butfair [9] in the
sense that they cannot from some point on lose all messages
(this includes e.g. the channel that can lose at most every
second message). If the channels are unreliable then, as de-

scribed above, a finite-state invariant can be used because
the protocol behaviour contains the divergences anyway.

8. Conclusions

In this paper we have been dealing with communica-
tion protocols and channels with arbitrarily large capaci-
ties. This is an important example of a family of systems
where the state-space is unboundedly large. We demon-
strated that it is possible to construct the externally observ-
able behaviour of such protocols by using compositional,
process-algebraic methods. We encoded our intuitive ideas
about the protocol behaviour into channel abstractions, and
built invariants from the abstractions and protocol compo-
nents. Then, by using a suitable order of construction, we
were able to find (pre)fixed points, which were checked au-
tomatically by computer tools. An important benefit of this
approach is that the obtained behaviour can be used as a
component in any larger system, as well as for verification
and visualisation. The results were also extended to fam-
ilies of protocols with arbitrary maximum numbers of re-
transmissions. We used examples for both lossy and reliable
channels.

On the other hand, the capacity of reliable channels
can sometimes cause subtle differences in the external be-
haviour of some protocols. Furthermore, we showed that
with reliable/fair channels it is not possible to use a finite-
state invariant to prove that the behaviour of the classical
alternating bit protocol is independent of channel capaci-
ties in a semantics that can detect divergences. Such results
are not entirely unexpected, as it was shown in [26] that
finite-state invariants do not necessarily exist even when the
property to be proved holds.

Of course, nothing in principle prohibits the use of in-
finite (infinitely branching) invariants in a proof, although
achieving the same level of automation is obviously more
difficult. However, we can expect a highly regular structure
in such invariants, and techniques for dealing with regular
infinite LTSs have been developed e.g. in [16] in connection
with fairness. This obviously requires the use of a seman-
tics that is a congruence for infinitely branching systems,
such as CFFD.

It should also be noted that the absence of a finite
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invariant was caused by the ability of the alternating bit
protocol to send the same message infinitely many times.
A realistic protocol seldom behaves in this way. Rather,
at some point it gives up and enters an error handling
procedure (like our self-synchronizing protocol). So, the
ability to retransmit infinitely is essentially an abstraction
which is used to make the protocol model simpler.
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